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INTELLIGENCE COMMUNITY DIRECTIVE
NUMBER 503
INTELLIGENCE COMMUNITY
INFORMATION TECHNOLOGY SYSTEMS SECURITY
Ri1sKk MANAGEMENT, CERTIFICATION AND A CCREDITATION
(EFFECTIVE 15 SEPTEMBER 2008)

A. AUTHORITY: The National Security Act of 1947, as amended; The Federal Information
Security Management Act of 2002, as amended; Executive Order (EO) 12333, as amended; EO
13231; EO 12958, as amended; and other applicable provisions of law.

B. PURPOSE: This Intelligence Community Directive (ICD) establishes Intelligence
Community (IC) policy for information technology systems security risk management,
certification and accreditation.

1. This policy implements strategic goals agreed upon in January 2007 by the IC Chief
Information Officer (CIO), the Chief Information Officers of the Department of Defense (DoD),
the Office of Management and Budget, and the National Institute of Standards and Technology
(NIST). This ICD focuses on a more holistic and strategic process for the risk management of
information technology systems, and on processes and procedures designed to develop trust
across the intelligence community information technology enterprise through the use of common
standards and reciprocally accepted certification and accreditation decisions.

2. This ICD rescinds and replaces the Director of Central Intelligence Directive (DCID) 6/3
Policy, Protecting Sensitive Compartmented Information within Information Systems, and the
associated DCID 6/3 Manual having the same title. It also rescinds the DCID 6/5
Implementation Manual for the Protection of Certain non-Sensitive Compartmented Information
(SCI) Sources and Methods Information (SAMI). Appendix E in the DCID 6/3 Manual, Access
by Foreign Nationals to Systems Processing Intelligence, shall remain in effect unlil subsequent
issuances supersede it.
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C. APPLICABILITY: This ICD applies to the IC, as defined by the National Security Act of
1947, as amended, and other departments or agencies that may be designated by the President, or
designated jointly by the Director of National Intelligence and the head of the department or
agency concerned, as an element of the IC.

D. POLICY

1. Risk Management

a. The principal goal of an IC element’s information technology risk management
process shall be to protect the element’s ability to perform its mission, not just its information
assets. Therefore, IC elements shall consider risk management an essential management
function, and shall ensure that it is tightly woven into the system development life cycle.

b. Because risk cannot be eliminated entirely, the risk management process must allow
decision makers to consider the operational and economic costs of protective measures weighed
against requirements for mission accomplishment. For example, a very high level of security
may reduce risk to a very low level, but can be extremely expensive, and may unacceptably
impede essential operations.

(1) In determining the level of acceptable risk associated with the operation of an
information technology system at a particular level of security, IC elements shall give
appropriate weight to the often competing equities of mission and security requirements, budget
consequences, operational performance efficiencies, schedule requirements, counterintelligence
concerns, civil liberties and privacy protection, and other relevant policy requirements.

(2) Elements of the IC shall weigh the potential costs of protective measures against
security benefits gained, ensuring that security measures adopted and applied allow mission
capabilities at acceptable risk levels.

(3) Elements of the IC shall consider information sharing and collaboration across
the IC and with appropriate foreign partners as essential mission capabilities.

c. Elements of the IC shall determine the level of security required for an information
system by considering the sensitivity of the information contained within the system, and by
evaluating the system’s ability to permit information sharing and collaboration across the IC.

d. Many IC information systems are interconnected. Therefore, the risk accepted by one
element is effectively accepted by all, just as security limitations imposed by one are effectively
imposed upon all. To promote interoperability and efficiency across the IC information
technology enterprise, and to provide a sound basis for trust and reciprocal acceptance of
individual element certification and accreditation across the enterprise, IC elements shall apply
common standards and follow a common process to manage risk for their systems.

e. Elements of the IC shall apply standards for information technology risk management
established, published, issued, and promulgated by the IC CIO. Information technology risk
management standards published, issued, and promulgated for the IC by the IC CIO may include
standards, policies and guidelines approved by either or both NIST and the Committee on
National Security Systems (CNSS).
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sharing, civil liberties and privacy protection, and other relevant policy requirements, and
balance risk in accordance with this Directive.

E. EFFECTIVE DATE: This ICD becomes effective on the date of signature. IC elements
may continue to operate systems and items of information technology currently certified and
accredited under pre-existing policies, guidelines and standards; any certification, recertification,
accreditation, or reaccreditation of existing and currently certified and accredited systems or
items of information technology undertaken after the date of signature must, however, be
accomplished in accordance with the policies set forth in this Directive. Any information
systems or items of information technology placed into service after the date of signature shall be
certified and accredited in accordance with the policies set forth in this Directive.
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APPENDIX A - ACRONYMS

ICD 503

ICD 503 - INTELLIGENCE COMMUNITY INFORMATION TECHNOLOGY SYSTEMS

SECURITY RISK MANAGEMENT, CERTIFICATION AND ACCREDITATION

CIO Chief Information Officer

CNSS Committee on National Security Systems
DCID Director of Central Intelligence Directive

DoD Department of Defense

EO Executive Order

IC Intelligence Community

ICD Intelligence Community Directive

NIST National Institute of Standards and Technology
SCI Sensitive Compartmented Information
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