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ANNEXD

Part I -Portable Electronic Devices in Sensitive

Compartmented Information Facilities3
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A. PURPOSE

This annex establishes Director National Intelligence (DNI) guidelines to control the
introduction and use of portable electronic devices (PEDs) in sensitive compartmented
information facilities (SCIFs).

The DNI recognizes that:9

10 . PEDs may pose a risk to classified intelligence information.

. PEDs often include information processors with capabilities to interact electrically or
optically with other information systems (ISs) in the accredited SCIF.
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B. GUIDELINES

In conformancewithDNIpolicy:

16
17
18

19
20
21

. The Cognizant Security Authority (CSA) and, when appropriate, the Designated
Accrediting Authority (DAA) coordinate and approve the introduction/use of PEDs into a
SCIF. (See section D.)

. Senior Officials of the Intelligence Community (SOICs) institute and ensure a program of
appropriate mitigations (countermeasures) is in place to allow PEDs into SCIFs within
the United States.
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Within the United States, if the CSA determines that the risk to classified intelligence
information from PEDs under their cognizance is acceptable, taking a PED into the SCIF may be
allowed. A complete risk assessment addressing each component of risk as defined in section E
must be completed. Only PEDs with low risk may be allowed entry to a SCIF; therefore,
mitigation must be applied to PEDs evaluated to be high and medium risk to reduce the PED risk
to low. These assessments could result in a CSA determination to prohibit specific PEDs. Any
determination shall be applied to all SCIFs under the CSA's cognizance.

Personally owned PEDs are prohibited from processing classified intelligence information.
Connecting personally owned PEDs to an unclassified information processing system inside
SCIFs may only be done with approval ofthe DAA (Director of Central Intelligence (DCID) 6-3
8.B.6.c.2).

Government- or contractor-owned PEDs may be approved to process and/or be connected to
government ISs (classified or unclassified) provided specific usage and storage is specified and
accredited by DAA before introduction.

SOIC PED mitigation programs must include a formal program to implement policies and
proceduresgoverningPEDsin SCIFsundertheircognizance.(SeesectionC.)
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