13 Sep 2004

made progress in addressing some of these deficiencies, but
found that. processes had not been fully documented in the
form of management directives, administrative policies; or
‘operating manuals. The NSA: O1G recommended that
Program officials formally adopt rigorous, written operating
procedures for the following key processés:

o Approvals for content collection by the appropriate
named officials

o Reporting of violations of the Authority, similar to
procedures for documenting violations of Legal
Compliance and Minimization Procedures’

o Evaluation of dual FISA and PSP content collection.

@ Systematic identification and evaluation of telephone
mumbers and Internet identifiers for detasking.

(U/ HrEY6) Corrective action was taken in response to the
four recommeindations.

(U/ A=0Y0) This report was sent to SSCI on 31 May 06 and
HPSCI on. 2 January 2008.

-fS#NF)-Need for Increased Attention to Security-Related
Aspects of the STELLARWIND Program (ST-04-0025)

(U/ /FOUD) This OIG report disclosed weaknesses in Program
secunty The Program was particularly vulnerable to

exposure because it involved numerous organizations inside
and outside NSA.

(U/ /FOUYB) While the Program Manager placed a strong
emphasis on personnel security, he did not take a proactive
and strategic approach to physical and operational security.
In particular, better use of the Program Security Officer
would have helped to improve special security practices for
handling Program material and strengthen operations
security (OPSEC).

(U/ /F6Y©) The Program Manager and the Associate Director
for Security and Counterintelligence concurred with the
findings and implemented corrective measures. In particular,




the Staff Security Officer was freed from other responsibilities
and took a more active and effective role in Program security.
Management did not conduct a formal OPSEC survey as
recommended; however, steps taken by mariagement to
‘implement OPSEC practices met’ the intent of the original
recommendation.

(U/ /FEUO) This report was sent to SSCI 6n 31 May 2006
.and HPSCI on 2 January 2008.
21 Nov 2005  —(FSHSHINE)-Review of the Tasking Process for
STELLARWIND U.S. Content Collection (ST-04-0026)

TSL/ISTLW/ /ST This report identified material
wealcne_sée's; in the tasking and deétasking process under the
PSP.. The process to tasl and detask-telephone numbers for
content collection under the Program was intherently fragile
because:it was based on e-mail exchanges and was net
automated or monitored.

Y

TEF SR ) The OIG,eXa.mined-telephone
numbers and Internet idertifiers approved for content
collection on the date in November 2004 when the audit
began and identified the following types of errors:

involved under-collection; identifiers were
not put on collection quickly enough or were not put
on collection until the OIG discovered the errors.

involved unauthorized collection caused by a
typographical error.

involved over-collection; they were not
removed from collection quickly enough.

’}i record-keeping errors in the Program'’s tracking
database

n thq of
unauthorized collection caused by a typographical error, NSA
personnel did not review the collected information before
destroying it, nor did NSA issue any report based on, or

~rwise disseminate, any information from the
i | of untimely detasking. However, without a

o1fotw Y

robust and reliablé collection and tracking process, NSA
increased its risk of unintentionally violating the
Authorization. NSA also increased the risk of missing
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valuable foreign intelligence by failing to task telephone
numbers and Internetidentifiers in a timely manner,

(U/ fPOEH) NSA 0IG recommerided that all errors be swiftly
resolved, that specific procedures be-adopted to prevent
recurrences, and that identifiers tasked for collection be.
promptly: réconciled with identifiers approved for tasléing, and
repeated every 90 -days. Management 1mp1ementcc1 the
recommendations.

(U/ AeB0) This report was sent to SSCLon 31 May 2006
and HPSCI on 2 January 2008 and was redacted at the
request of the White House,

31 May 2006 —(FSH#SHNF} Review of Compliance with Authorization
Requirements for STELLARWIND U.S. Content Collection
(ST-04-0027)

This repoit determinéd that, based
ona sta’ustlcal sample, Program officials were adhering to the
terfis of the Authorization and the Director’s delegation
thereunder; that tasking was appropriately approved and
duly recorded under the Authorization; and that tasking was
justified as linked to al-Qa’ida or affiliates of al-Qa’ida. The
report recommended improvements in record-keeping
practices.

~S4HNF)-Due to a lack of sufficient and reliable data, the NSA
OlG could not reach a conclusion on the tasking approval
process for two PSP-related collection programs, The OIG
recommended that management responsible for the affected
programs, design and implement a tasking and tracking
process to allow managers to audit, assess timeliness, and
validate the sequencing of tasking activities. Management
agreed to install automated tracking of tasking and
detasking.

—TS//SH-NF- Although the collection architecture was
designed to produce one-end-foreign communications,
inadvertent collection of domestic communications occurred
and was addressed. The OIG recommended changes in
management reporting to improve the tracking and resolution
of inadvertent collection issues.

(U/ /EeH6) Corrective action has been completed for one of
the two recommendations.
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(U/ /#668) This report was sent to SSCl on 31 May 2006

and HPSCI on 2 January 2008 and was redacted at the

tequest of the White House.

11 Jul 2006  ~{FSHSHNFrSupplemental Report to Review of Compliance
with Authorization Requirements. forS:TELLARWIND_U.S;

Content Collection (ST-04-0027.01)

S ST S-S} After issuing the original report,
the NSA OIG conducted further research to determine
whether Program officials were approving content tasking
requests based solely on metaddta analysis. Using the
statistical sample in the original audit, the OIG found no
instances of metadata analysis as the sole justification for
content tasking. In all cases tested, there was corroborating
evidence to support the tasking decision.

(U//‘FO‘B‘G’;*Thm report was sent to SSClon 13 February
2007 and HPSCI on 2 January 2008.

5Sep 2006  —{FSHSHMNF)-Reporton the Assessment of lanagement
Controls for Implementing the Foreign Intelligence
Surveillance Court Order: Telephony Business Records
(ST-06-0018)

T3//5T ] 7 On 24 May 2006, the telephony
metadata portion of the PSP was transferred to FISC Order
BR:06-05, In re Application of the Federal Bureau of
n Order Requiring the Production of Taggible
-communications Providers] Relating tof

1 The Order authorized

retain telpﬁgny metadata to protect again

. On 10 July 2006, in a memorandum with the
subject FISA Court Order: Telephony Business Records (ST-06-
0018), the NSA OIG issued “a report to the Director of NSA
45 days after the initiation of the activity [permitted by the
Order] assessing the adequacy of the management controls
for the processing and dissemination of U.S. person
information.” This report was issued with the Office of the
General Counsel’s concurrence as mandated by the Order.

//NE) The “Report on the Assessnient of Managemernt
Controls for Implementing the Foreign Intelligence Surveillance
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Couirt Order: Telephony Business Records (ST-06-0018),”
5-September 2006, provided the details of the findings of the
10.July memorandum and made formal recommendations to
management

- * Management controls: governing the
processmg, dissemination, data security, and oversight of
telephony metadata and U.S. person information obtamed
under the Order were adequate and in several aspects
exceeded the terms of the Order. However, due to the risk
‘associated with the collection and processing of telephony
metadata involving U.S. person information, the NSA OIG
recommended three additional controls regarding collection
procedures, reconciliation of audit logs, and segregation of
duties.

—(TSHSHNFY-Collection Procedures:

. Durmg an O1G review of collectlon procedu

o data shotild have been suppressed from
the incemirng data flow.. Immediately, management blocked
the data from analysts’ view. Further, worklng with the
providers, Program management completed suppression of-
the suspéct data on 11 October 2006 and agreed to
implement additional procedures to prevent the collection of
unauthorized data.

—EFSHSHNFY Reconciliation of Audit'Logs

—(@Sf-/—S%‘-NF)—Management controls were not in place to
verify that telephone numbers approved for querying were the
only numbers queried. Although audit logs dociimented tle
queries of the archived metadata, the logs were not in a
usable format, and Program management did not routinely
use them to audit telephone numbers queried. Management
concurred with the recommendation to conduct periodic
reconciliations; however, action was contingent on the
approval of a Program management request for two additional
computer Programimers.




20 Dec. 2006

~{CHMEH:ack of Segregation of Duties.

~{E4/14F The severt individuals with the authority to approve
queries also had the ability to conduct gqueries under the
Ordér. Standard internal control practices require that key
duties and responsibilities be divided among different people
to reduce the risk of error and fraud. Althouigh Program
management corcurred with the finding, it could not
implement the recommendation due to staffing and
operational rieeds. As an alternative, Program management
agreed to'develop a process.to monitor indeperidently the
queries of the seven individuals, This action plan was
contingent on the development of usable audit logs
recommended above.

(U/ fFOYe) Corrective action has been completed for one of ‘
the three recorhmendations.

(uy I/_FG"&G);\This report was sent to SSCI on 13 February
5007 and HPSCI on 2 January 2008.

{(SH#NF)-Summary of OIG Oversight 2001-2006

STELLARWIND Program Activities (ST-07-0011)

—{S//NF) On 20 December 2006, the OIG issued a report

summarizing OIG’s oversight of the STELLARWIND Program
after five years of implementation. '

(U/ JFE&E6) This report was sent to SSCILon 13 February
2007 and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

St/ Assessment of fanagement Controls to
implement the FISC Order Authorizing NSA to Collect
Information Using Pen Register and Trap and Trace
Devices (ST-06-0020)

‘he OIG reported that the
management con v “the collection,
dissemination, and data security of electronic
communications metadata and U.S. person information
obtained under the FISC Order authorizing NSA to collect
Internet metadata using PR/TT devices were adequate and in
several aspects exceeded the terms of the Order. Due to the
risk associated with the processing of electronic
communications metadata involving U.S. persont information;
additional controls were needed for processing and
moniitoring queries made agairist PR/TT data, documenting
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5 Jul 2007

30.Jurie 2008

overmght activities, and providing atinual refresher training
on the terms of the Order.

U/ /F@H@) Corrective action has been completed for two of
the six, ‘recommernidations,

to SSCI.

(U7 /FOUO}T
and HPSCIL &

~(FS#SH/MFrDomestic Selector Tasking Justification Review
(ST-07-0017)

(U7 /FEYO) The OIG conducted this réview to determine
whether tasking justification statements were supported with.
intélligence information consistent with sources cited in the
justifications. The OIG.identified some justifications
cotitaining errors, but there was no pattern of errors or
exaggeration of facts or intentional misstatements.

(U/ /FOYO) This report was sent to SSCI on 28 January 2008
and HPSCI on 28 January 2008.

Advisory Report on the Adequacy-of
STELLARWIND Decompartmentation Plans (ST-08-0018)

At the request of the SID Program Manager for
CT Spemal Projects, the OIG assessed tlie adequacy of NSA’s
plans to remove data from the STELLARWIND comipartment,
as duthorized by the Director of National Intelligence. On
30 June 2008, the OIG reported that NSA management had a
solid fouindation of plannmg for decompartmentation. In
particuilar, the content, “communication, - and assignment of
supporting plans were adequate to provide reasonable
assurance of successfully removing data from the
STELLARWIND compartmerit, while complying with laws and
authorities. Management was also diligent in assessing the
scope and complexity of this undertaking. Although the OIG
made no formal recommendations, it suggested
improvements to develop more detailed plans, set firm
milestones, and establish a feedback system to ensure that
plans were successfully implemented.

(U/ FoH6}-This report was not sent to SSCI or HPSCL
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(U) Presidential Notifications

4 STEY , Ry Executive Orders 12333 and 12863 require intelligence
agernicies to report to the President, through the President’s Intelligence Oversight
Board; activities they have reason to believe may be unlawful or contrary to
executive order or presidential directive: Knowing that Board members were not
cleared, however, the NSA Director or Deputy Director reported the following
violations. of the Presidential Authorization and related authorities to the President
through his Counsel, rather than through the Board. Each rotification was
approved if not actually drafted by OIG. Someé of the notifications werg not the
subject of the OIG reviews or investigations discussed in Appendix E.

(U) Date (U) Sumrnary of Notification

gearding (1) the:
~and (2)

{FSHHEEE SO/ Describes a dela: of about 90 da S
in detasking a telephoné mamber

TS /#SH-MF) Describes the investigation mentioned above
regarding metadata collection violations that occurred under

Describes|

analysts mistakenly accessed datafs

instanée, a report based on such datd wentout, but it was not
caricelled because the same information was available
sewhere, It the othe ‘ingtatices, no teports were. issued.
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2

(U) Date

{U) Summaiy of Notification

{ /) Describes one instance of

lnadvertent 'ollectlon of a call with both ends in the U.S. ~a

fact tha' o1 ye been known until it was. hstened to
‘showed the i

numbers that were not detasked in a timely fashion.

.(ZIJS/—,LSI-;Ly‘-N-F) Describes three incidents: The first involved a
one-digit typo resulting in one incorrectly tasked number. The
second involved a number improperly tasked for metadata
analysis. The operator discovered it almost immediately and
promptly removed it from taskmg The third mvolvedh

2 Aug 2005

. f -practice that may Have resulte
] ion refers to NSA's work in developing

- || The error was not discovered
for L&.months,

{PS/STLWH /S OC/NE) .
impropeily collected was also properly acquiredzes
&pursuant to statute, the dataflow was
terminated immediately upon discovery. Also, because the
meroperly collected metadata had been forwarded to non-
STELLARWIND databases, the Agency removed non-compliant
metadata from all affected databases, including those in which
STELLARWIND data is normally stored.




(U) Date

v Summ‘ary of Notification

Eauthorxzed targetmg of properly tasked
‘.telephone numbers resul ed in madve :

Desciibesil |instances in which .

t‘non-rta.rget data The error was
’ 2 ons1ble for

'thonzed targetmg of properly taske -
advert nt colle ~tion of U

No reporting was generated,

| files were deleted, and procedures used b,

Describes an instance where a

. ' Although no reports were gencrated
and there was o ev1dence 'that U.S.-to-U.S. commuumnications
were collected, we could not certify that the files were all one-
end foreign without reviewingl : Th :

| were being rev:ewed
)} A second mmdent was reported in

Wthh a Lypographlcal Crror res ntact chaining on a
U.5. telephone number with 1 affiliation. The

telephone number was rechecked and the error was corrected.
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APPENDIX G

(U) United States Signals Intelligence Directive
SP0018, Legal Compliance and Minimization
Procedures

FOP-SECRET/STEW/COMINT//ORCON/NOFURN
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NATIONAL SEGURITY AGENCY
CENTRAL SEGURITY SERVICE
Fort George G. Meade, i\ﬂaryﬂﬂmd

o7 July 1993
UNITED STATES SIGNALS INTELLIGENGE DIRECTIVE
(USSID)
18

LEGAL COMPLIANGCE AMND W’ INIMIZATION
PROCEDURES {# '

LETTER OF PROMULGATION

(Uy This USSID pre sCribes palicies and prageduras and assigns: responsiblliies to-enhsire that the
missiong and functions of the. Uni ed Staias BIGINT Systam (USSH) are conductad s mannar that
safsguzrda-the-constitutinna) rights ol U.S. persans,

{Ly This USSID has oeen cemplataly rewritten to maka it shorer and sasier lo undzestand, It

-“Jr»su;ut 4 summary of tha laws and réguiations directiy affecting USSS5 operations, AllUSSE pérsannal

wha collzst, progess, retain, o dissaminale marm*hmn to, 1rom grabout U.S. gerstns.or parsons in'the
Un.zed Slatas must be familiar with its contants.

+FEHer This USSID supersades USSID 18, dad USSID 18, Annax A {distributed separataly to
sslected reciplents), both of which are dated 20 Cctober 1981, anrf must now be dgstroyad. lefy
DlRNuNCHCSS (USEID Marizager if ihis edifion of USSI0 1874 dEalfQ{"'ﬂ hoeause of an gmgrgency asion;
otharvise, raquest approval fam DIRN ACHOSS bafare destroying ihis USSIO,

~HESUGY Aeleass or akpasure of this dosumant o centractors and gonsutants vithoul approval rom
the USSID Mumaghr is pruhumt.:d Instrocticnis appiicatie to relsase oraxposure of USSID to cantractors and
sonsutanty may be found in USSIDN 19,

—-92439’9}- Questions and cammsns
Ganaral Counsel, MSACSS, NSTS 953=-3

ning his fS!D shoutd ba addressed 10 the Cilics of the

S MeCONMELL
Vice Admiral, U.S. Navy
Diractor
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. UsSsiD 18

LEGAL COMPLIANCE AND
MINIMIZATION PROCEDURES (V)

SECTION 1 ~PREFAGE

1.4, {U) The Fourth Amendinent to the Unitad States Constitution protecis afi U.S. persons anywhere
in the world-and afl persons within the United States {ram unreasondble searches and seizlites by any passon
or agercy acting on behall cf the U.S, Govarnment. The Suprame Court has rled thal he intercgpiion ot
slagtronic communications is a ssarch and selzure within the mearing of the Foutth Amendrment, It is
thergiore mandatary that signzls intalligance (SIGIMT) operations be conduciad: pursuaEnt to prooeciuras
whish meat (s reagonablaness requiramesnts of the Fuurh Amendment.

1.2, (U} Ih daterntining whather United States SIGINT System (USSS) operations are “rezsonetis,”
il {s necassary to batancs the U.8. Government's need for forgian intelligence Information and the privacy
irmarests of parsons protected by the Fourth Amendment, Sbriking that balancs has conswngd much tima
and effort By all branches of tha United States Governmant, The cesults of that &lfort are reflecied in tha
referencas listad in Section 2 belaw. Together, thass taferences. requira the minimization of U.S. person
Infeematian collasted, processed, ratained or dissemimated by the USSS. The purposa of this documant i
to implameant thesa minimizalion renuiramants.

1.3, (UJ) Severalthemas mn throughaout this USSID. The mostimportant is ihat intsifigence opersiions
andthe protaction of constitutional rights are not Incompatitite, It1s not necessary to dany legitimate {oreign

intellipence coflection of suppress leglimate faralgn intelligence information to protect the Fatdh Ameacmant
rights of LS, parsons.

y4, (J) Finally, thase minimizalen procedures implament the constitutionzl  princigls of
weaasgnablensss” by giving ditersnt categorles of individuals and entities different lavals of protestion, These
levels rangs from the stringent protection accorded U.S. citizans and ‘permarent resident afiens in the United
States to provisions relaling to foreign diplomats in ths U.S. Those diffierences raflzctyet anatiér main theme
of thesa procedures, thatis, that the focus ol all fareiqn inteligence operations iz oo foraign srities and
BErSONS,

SECTION 2 — REFERENCES

2.4, (U Raterences

01, et seq.. Forgign Intelligence Surveillance Act (FISAY of 1978, Pulilic Law

w
(€33
5
-
‘(n .
¥
)

No, 95-511.

b Exeoutive Order 12333, “United States intelligence Astivities." datad 3 Dscember 1931,
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o Dal Directive 5240,1, “Activities of Dol intelligencs bompanmm that Affect U8, Paraons;!
dated 25 April 1938.

 d. NSA/CSS Dirsclive Mo. 10-30, "Pradedures Governing Aclivities. of NGA/CSS that Atfest
U8, Persons, dated 20 Septamber 1990,

SECTION 3 - POLICY

3.1, {U)yThe poligy of the USSS is to TARGET or COLL ECT only FOREIGN COMMUNICATIONS.”
The USSS wilt not miem.ona)l;.' COLLECT cammunications to, from of about U.8. PERSONS or p2rscns or
entities in the U.S, excagt as sel forth in tHls USSID. If tha USSS inadvertently COLLECTS such
communications, it will process, retdin and dissaminata tham anly in accardancs with this USSIO,

SECTION 4 - COLLECTION

i are known o be-ta, from or about a PE’>SO"

. - . . ilinotbe intentionally intafeeptad, or SclEChdmeUjb tha use
1A SELEl oM. TEHM E"(u-'pl L. t‘m tolioving instances:

& With the approval of the United States Foreign Infelfigance Survellance Court under tha
gongltiens oullingd in Xneex & of jiis USSID,

b. With the.approval of the Atierngy Ganaral of the Unlled Statas, if:
{1} Thz COLLECTIOMs directad against tha follawing:

{3) Commuricatlions ta or from LS, PERSONS ouigida the UNITED STATES, ar

(M __International cemmunications to, from,

oo

€ Communications which arz not to or Irerm but mefely about U.S. PERSONS

(whergvar looatedy.

{2}  Thapersonls an AGENT OF A FOREIGH POWER, and

(3} The purpose of the COLLECTICN is to acquite signilisant FOREIGN INTELLIGE IGE
whormigiian,

c. With tha approval of the Directar, Naticnal Securily Agercy/Chisf, Canleal Security Sarice
{DIANSA/CHISS), 50 long as the COLLECTION nesd not be apgraved by the Forsign Intetligance
Burveifanes Court or the Attamey Ganeral, and

(1) The person nas COMNSEMTED lo the COLLECTIOMN by exsculing onz of the
GOMNSEMT torms containad inAnnsg H, or




angaded in INTERNATIONAL TERRORESM, or
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* Capitalized words in Sections 3 through 9 are defined tarms ir Baction 9.

(2) The person is reasonably believed ta ba held captive by & FOREIGN POWER or group

loor

‘ {4) The COLLEGTION is diracted agsiost v = . between a i3,
PERSON in the UNITED STATES and a foreign entity outside the NITED STATES, the TARGET is tha
foreign entity, and the DIBNSA/CHCSS has approved the COLLECTION in accardance with Annax X, ar

A {5} ‘Teonnical devices: (. ETEIIE
it acquisiion by lhe US3SS to communicalions. to ¢
sommunications used by the TARGET (sl
hé COLLECTION is dirscted agaiist [ f . - \

communicaians with-ons CONMIMUNICANT In the UNITED STATES, and the TARGET ol tha COLLECTION
is :

miployed o
ific (arms of

(a) A non-U.5. PERSDN igcated outsida the UNITED STATES=
(b} - - ' - '

(6) Copies of approvals granted by the DIRNSA/CHEAS undar \hase provisions will ba
retzined in tha Office of General Counsel far raviaw by the Attornay General,

¢. Emargency Siualicns,

(1) In emergency siluations, DIRNSA/CHCSS may authorize the COLLECTHOM of
Information to, feoim, ar aboul 2 U.S, PERSOM wha is oulsida the UNITED STATES when s2curing the priar

approval of Ihe Alicrney General i5.not aractioat becauss:

(a) The tinte ranuirsd to obain such approval would result in the lass of sigaificant
FOREIGH INTELLIGENGE and would cause substantial harm o the national securkiy

(b) A parson's life or physical safety Is reasonably bafievad io be in immadiale
danger.

(¢} Tha physical security of a dafense installation or goveenmant groparly Is
reasonably belizvad to be in immediatz daager.

{2) In lhose cases 'whare the DIANSA/CHCSS authorizes emargancy COLLECTION,
except for actions takan under paragraph d.{1}{b) zbave, CHRNSA/CHCSS shall find that thees is probable
cause that the TSRGET mests one of the following critardas

(z) A parson who, for or on behalf of 3 FOAEIGN POWER, is engagad in clandasting
intaligenss activitizs (Including covert activitiss intended o afect the political or governmental prcess).

o anch
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sabotags; or INTERNATIONAL TERRORIST activitles, or aclivilies in greparation for INTERNATIONAL
TERAQRIST aclivities; er who.canspires wiih, or knowirigly aids spd abets a parsod engading . sueh
activities.

(b) A person who is-2n officer or emplayse of a FOREIGN POWER,

{o) A parson unlawlully acting for, or gursuant to the dirsction of, a' FOREIGH

POWER, The mera fact that @ person's activities. may henefit or furliter the aims of 2 FOREIGN POWER is

riot endugh ta bring that person Under this subaaction, abaent evidende that the person is taking direction
trom, ar acting in knowing concar swiih, the FOREIGN POWER.

~{d) A CORPORATIOM or other entity that iz owned o sonfrolled dirzcily or indiractly
by & FOREIGN POWER.

{e) A psrson in contact with, or azting Ir collaberation with, an intaliiganes or security
gardce ul a jorgign pawer for tha purpose of prO"iqu access fo information ar matarial ciassified by the
United States to which such pargen has access.

(3} In alf casas where emergency collsetion le authorizad, the following sleps shail i
laks

(& The Gzaacal Counsel wiil Se notiied Immadiately that the COLLEGTION has
started.

{b) The Ganaral Counsel will {nitiate Immeadiate efons io obtain Attorngy General
approval tocomtinte Ike eollection. If Aliorney Genaral approval [s not obtained within saventy bwo tours, the
LGLLCuTID:J will b terminated, If the Attarngy General agproviss the COLLECTION, # WAy continu & tar
live peiicd spacified In the ggoroval.

. Anmyal rapors (o the Atomey Gensfal are required for COLLECTION conductad under
parznraph‘* 4.0.6.(3) and (4. Responsible anabytic oificas will provide such regorts throlgh the Deputy
Wiracior for Operations (0OD) and the General Counse! 16 the DIRNSA/CHCSS far transmitial ta the Atte itey
General by 31 Jarwary of each year,

4.3. (U} Incidental Acguisilion of L.8. PERSON Information. Iniarmation fa, from or about U.S.
PERSONS acquired Incidentaly as a resull of COLLECTION directed against appropna( FOREIGHM
IMTELLIGENCE TARGETS may be ratained and pracessed i accordance wilh Saction 4 and Sactiun 3 of

s USSID.
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4.4, —6-6603 Nonresideat Alfiert TARGETS Enlering the UNITED STATES.

a, If the communications of anoriresident afien located abroad ace peiig TARGETED and the

USSS laarms that the individual has entered the UNITED STATES, COLLEGTION may continue for a peried
ot 72 hours provided that the DIENSACHESS Ts aduised immedialely and:

() Immediate effcrls are nitfated to abtain Attorney General apgroval, ar

2) & determination s made wilkiin the 72 hous pedod that ih

b, I Atomey General approval is obtained, the COLLECTION may contintz for the fength of
time spacifing In‘the aporaval.

g, W iisdetermined thal ' ,: COLLEGTION may continue

at The digoration OHhe-qperafional:ramt. T
hours, COLLECTION must ba rrvinated]

| orifatomey General approval is ot obtained within 72
Dtabiad, or the Individual lsévas the UNITED STATES. '

1 Attorney Ganeral approval is

4.5 —5-666) U.S, PERSON TARGETS Entering the UNITED STATES.

_ a. 1| communicatians 10, from or atiout 2 U.S. PERSON focated owside the UNITED STATES
z¢e being COLLEGTED under Allomey Gengral approval desceibed. in- Settion 4.1.b. 200va, the
COLLECTION muststop when e WSSS learns (hat the individual has eniered the UNITED STATES.

b. While'the individual Ts in the UNITED STATES, COLLECTION may be casumed oniy wite Ing
approval of the United States Forsion Inteligence Survailance Courtas descrivad in Annex A,

4.6, A5 ;5 PERSONS. All proposals for COLLECTION.against U.S.
PERSOMSEL L - @ | must ba submitied through
the DOO and the General Counsel to the DIRNSAGHLSS 107 raview.

4.7, —E-886r Direction Finding, Use of dirgstion finding solaly to daterming the. locatioh of a
transmifter losated cutside of tha UMITED. STATES does not gonstitute ELEGTRONIC SURVEILLANGE ot
COLLECTION svah il dirzctad at rangmittas Leligwdd 1o ba ussd by UW.5, PEABOMS, Unlzss COELEGTION
aftha communications is ofhanvise autlrlzed undar these proceduras, the cantgnts of communizailons io
vihich 4 U.S. PERSOMN i3 2 parly waritored in the course af dirsstion finding may only b used (o [dewmily the
transmitier,

48, (U] Disiress Signals. Distress signals may ba intzntionally collected, processed, retained, and
dissaminated without regaed ta tha restrictions containad in tnis USSID.

A48, (Uy COMSEC Wonitoring and Secutity Testing of Automated Information Systesss, Menitoring
for communications security purposes must be conducted with the consent of the person bsing monitored
and i accordance with (ha procedures established in National Telecammurications and Infgrmation Systems
Sacurity Dirgctive 800, Commurications Secusity (COMSEG) Monitoring, dated 10 April 1990, Moaitoring far
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communications secumy purposes s not goversed by this USSID, Infrushva secumy testing fo ass
seerity vulnerabiftia s in automaied information systems fikawise is not governed by this USSID,

SECTION 5 - PROCESSING

.3, —8-Ge0r Ustol Selection Terms During Processing,
YWhen a SELEGTION TERM s Intanded to INTEACEPT a ¢ommunication on:the-basisof the sortaiit of the:
communication, ar because a communication ls erciphered, rather than on the basis of the ldantity of the
CORMUNICANT -orthe factihat the communication mentions a particular individual, the following rules apply:

INTELLIGENGE will i obzainm‘i by use of su-h SELECTION TEnm

b. No SELECTIOM TERM that has resuttad in the INTERGEPTION of a signitican! numbiar of
T comraunications 1o o frors such parsons or entities may ba used unlesy there is raascn o balisve tha
FOREIGN INTELLIGENCE will ba obtained,

SELECTION TERMS Ihat hgve resolted or are reascnably: lkely to result in the
lN‘ERuFPTlQN of communications ta or from sush persons ar entities shafl be designed to defeat, 12 the
graatest extent practicable-under 1hs aircumstances, the INTERCEPTION of those x:c:mmunicauons wihich
o nat cantain FOREIEN INTELLIGENCE.

1]

2, 48-568Y Annual Revigw by DEO.

a. Al SELECTION TER! WS that ard reasonably likely (o rasull in the INTERCEPTICH of
communications o or frem & LS FERSON or lerms that hava resulted in tha INTERCEPTION of a sigaificant
number of sich cammunicalf&ns shall be reviewed.annually by the DDO or a designas.

b. Tha purpose of the review shall bs ta determine whathar there is reason to belisve . hal
FORBIGN INTELLIGENGE vill ba nbtainad, of will contirue to b abtainad, by the uss of thass SELECTION
TERKS.

¢, Acopy of the results of the raviaw will ba providad to the Inspectar General and the Ganaral
Counsel.

5.3. —E-EE8) Farwarding of Intercepiad Material, FOREIGN COMMUNICATIONS callecied by the
1S5S may be lovwarderd as intercepted to MSA, intarmeniate procassing facilities, smd collaberating centers,

8.4, -GSy Monfargfgn Communications

a2, Communications behween parsons I the UMITED STATES. Privala radic commusical ons
solEly batwean persans in the UNITED STATES inadverienlly intarcepted during the COLLECTION of
FOREIGN COMMUNICATIONS wiil be prompl[,‘ deslroyed unless thg Atiornay Genarsl determninas thal the
contents indidate a threat of death ar serigus badiy harm io any person.
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b, Cammunications. betwaen U.3. PERSONS. Communications solely batween .S,

PERSONS wil be treated as follows:

(1) Communications solely betyeen U.S, PERSONS inadvertently intercepted during the
GOLLEGTION of FOREIGN COMMUNICATIONS will be destroyed upon recognition, if technitally possible.
excepl as provided in paragraph 5.4.9. beiow.

_ {2} Wotwithstanding the preceding provision, coyptolegic. data (e.g., signst and
entipherment inforrmation) and tectinical communications data (e.q., circuit vsage) may be extracted and
retained: o thoss communicalions if necassary to:

{aj Establish of maintain intercept, or
{by Winimize unwanted Intercept, of
() Support cryptologic operations refaled 10 FOREIGN COMMUNICATIONS.

& Communications Invplving  an Ciiicer or Employes of the L8 Goverrdmeril.
Cammunications io-or [rom any oliiser or employea of the U.5. Govariiment, of any:state.or local govamment,
will not be Imentinnally intercepted. Inadverient INTERCERTIONS of such.communicaliens (insluding thase
betwaen loreian TARGETS and U.S. officials) will ba reated as Indicated i paragraphs §.4.a.and b, aneva.

~d. Exceplions! Naobwihstanging he provisions of paragraphs 54b. and c., tha
DIRNSAICHESS may walve the destruction requiremant for international communications. containing, Inter
alia, tha-fotowing types of Information:
(1) Signilicant FOREIGN INTELLIGENCE, or
() Evidance of a crime or Ihreal of daath or gerious bodily harm to &ny p2rsomn. ar
(3] Anomalizs that reveal a potental viinaratility to 1.8, communications sacudby.
Cormeunications forwhich the Attarney Ganerat or DIRNSA/CHESS's wabeer is sought sheuld b2 fervarded
to NSA/CSS, Attri: PO2. ,
5.5, -E-2E50) Aadio Communizations with a2 Terminat in the UNITED STATES,
a A radio communicalions that pass aver channels with a terminatin thg UNITED STATES

rmust ba procassed hraugh & computar scan dictionary or slmilar davica talays thase communications.gocur
over channels uazd exclugively by a FOREIGN POWER,

b. Internatiopat commn imunications that pass aver channals with a tarminal
inthe UNITED STATESE . . communications, may be processad
without the use of a cornputer scan dictionary or similar device if necessary to determing whether @ channel
cantaing communications of FOREIGM MTELLIGENCE interest which NSA may wish to collest, Such

processing may nat sxceed two heurs without the speciic péor wiitten approval of tha DDO &nd, In any evant,

shall be fimited to the minlmur aniount of tima necessary to datermine the natura of communicaiions on tha

shannal and e gmount of such commupizations that ingluds FOREIGM INTELLIGENGE. Cnaca & is
determined that the channel contains sulficient communications of FOREIGN INTELLIGENGE interest to
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warrant COLEECTION and exploitation to produce FOREIGN INTELLIGENCE, a gomputer scan diclionary
or simifar devica must be used for additional processing.

¢ Copies of 4l DCO wiitten approvals made purguant 1o 5.5.0. must be provided to the General
Counszl and the Inspector General,

SECTION 6 ~RETENTION

6.1. —5-8661 Retantion of Communicatlons to, from or Aboutt, 8. PEASONS.

a. Exceptas atharviss providad in Annex &, Appendix 1, Seclion 4, communications tg, fram
ar-about 4,5, PERSONS that arz interceptad by tha USSS may be retained tn their ariginal or transcribed
farm-only as (allows:

{1} Unenciphered communications not Naughs to contaln saciat meaning may be retaned
iarfive years unigss the DDO determinas in writing What reterdion for a fongee period 1$ requinad to cespond
to authorized FOREIGH INTELLIGEMGE requiramaris.

(2) Communications necessary to mainialn tachnical data'beses for eryptanalytic or traffic
analytic purposes may be retained for a perlod sufticiant to aflow. a thorough exploitations ang fo permil access
t daid tnal acs,. or are reasonably bslizved hksly to became, relavant to a current or fuiute FOREIGHN
INTELLIGENCE fequirement. Sufficien! duration may vary with the nature ¢f the exploitaticn and may consis:
of any perind nf time dusirg which the teehinizal dala basa is subject to, orof Use in, cryptanalysis. [Fau.s.
PEASONS idanmity Is not nagéssary. (o maintaimng technicdl daa bases, it should be delated or refased by
a gananis lermt when practicable.

b. Communications which: could be disszminated undsr Ssction 7, balow (&, withoul
giimination of rafarencas to W.S. PERSOMNS) may be estained In their originat or transcribad form,

B2, (8CCOr Access. Access la raw lrallic storage sysiems which cantain ldentitfes of LS.
PERSOMS must ba limitad to SIGINT groduction persannsl,

SECTION 7 - DISSEMINATION

7.1, E=8€6r Focus of SIGINT Reparis. All SIGINT reports will be written so 23 o focus salaly on
thi activities of fareigo entities and parsonsg and thelr agants. Except as provided In Section 7.2., FOREIGH
INT ELLESENCE irdarmajion congarning U.S. PERSONS must be disseminzied in a manner which dees not
idantily the ULS. PERSON, Generic or ganeral 12rms of phirases must be substituted for the identity (2.q.,
"5, fie” for the specific namg of a U.S. CORPORATION or -U.S, PERSON" lor the specific nama of a U, S,
PERSOM), Filas conlaiiing the idenlities of U.S8. parsons dalated from SIGINT reports will bz maintained far
a maximum perind of one yaar and any requasls from SIGINT customers for such identities should be referred
o PO2.

7.2, —5-660r Disseminatinn of L).S, PERSON Identties. BIGINT reports may include the
ideatification of a U8, PERSOM only-il one of the fallowing candlions s mat and a datarmination is made
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by the appropriate approvalaythadiy that tha recipient has a read for the iden ity for the pedarmanes of his
officih duties:

a. Thel.5. PERSON has CONSENTED ie the dissemination of communications of, or.abdut,
him or har and has executed the CONSENT farm found I Annex H of this USSIO, or

The information fs PUBLIGLY AVAILABLE (i.o., the information is. derlved from unclissifiad
information a»az fabla fo the genaral public}, or

. Thaldentity of the U.S, PERSON Is necessary o understand the FOREIGN INTELLIGENCE
miormatmn or dssoss its imporlanca. The folloving nonexclusiva list contains examples of the typa of
infermation that meet this s andau'd

(1] FOREIGN POWER or AGENT OF A FOAEIGN POWER. Tha information indisates
that the U:S. PERSON ls a FOREIGM POWER or 2n AGENT OF A FOREIGN POWER,

R Unauthorized Disciosuce of Classifizd Infarmasion. Tha Infarmation indlcates that the
U.S, PERSOMN may be-engaged in tha unaulherized disclosure of classified informiation:

{%) tnlemational Narcotics Activity, The Information Indicates that the individual may
engagedin international narcatics lrafficking agiivities, (Sea Annex J of this USSID for furthsr !nforma |o'1
cancerning (ndividuals invalved in intarnational narcotics teafficking).

{4} Criminal Activity. The information Is evidenca that {he individual may be involved ina
erime thal has been, ie being. or Is abdut to be committed, prdvided that the dissemination is for Taw
gnforcement PUrposas.

‘ (& ntelhigence TARGET. The infosmation indicates that tha U.8. PERSOM may Le ths
TARGET of hostile in!ell.gb ca a2 uhwbcse FOREIGN POWER,

{8) Threat ta Safaly. The information indicatas:that {ha idantity of the U.S. PERSOM is
padinent to & possible threat to the salaly af any parson or organtzaltion, including those who are TARGETS,
viclirmg of hostages of INTERMATIONAL TERACRIST organizations. Reporting units shall identiy to FO2
any réport containing the identity of a U S, PERSOM rparted under this subsection (6). Fleld reparing to
P02 should be’in the foft of g C‘RHFCOMh massage (D0 XA0) and includs {hs repon data-time-group
{EYTG), praduct sarial number and fhe réason forirclusion of the U.S. PERSON'S idantity.

{7} Senigr Executivd# Brarch Oificials. Tha idantity is that of a senior official of the Execulive
Sranch of tha U.5. Government, [n this caze only the official's title will b2 dissaminated. Domestic polil'sa
or persanal informiation on such indivduals will b2 nelther disseminated moc retainad.

7.3. —{8-669 Approval Authorities. Approvat authorities for the releass of identities of U.S, persc
under Section 7 are as follows;

g, DIRNSACHCSS. DIRMSNCHCSS must approve dissemination of;

1) The identities of any sanator, congrassman, officar, or =m ICyan of tha LL.!"\!SL&[""
7 g
Brangh of the U.5. Governmenl.
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(2)  Theidentity af &ny parson foe law enforcement purmoses.

b. Fleld Units and NSA Headquartars Elemenis. Al SIGINT produstion arganizations are
allhodzed Io disssmingte the identities of U.S, PERSONS wheni:

{1} Theidenity is pertinant to the salely.of dny person or efganization.

()  Thaldentity Is that of 2 sanjorofficlal of the Exarutive. Branch,.

{3 TheU.S. PERSOM has CONSEMTED under paragraph 7.2.a. sbova.

¢. DDO and Designaes.

(1} In alf other cases, U.S. PERSON identities may ba relesed anly willt the prior appraval

of the: Deputy Birector for Operations, tha Assissant Dﬂput'l Dxrecfcr far Qperations, the Criel, POZ, the
Dapuly Ghlel, P02, or, in their 2bsencs, the Seivor Operatfcna Qificer of tha National SIGINT Ogarations

Contar. The DBO or ADDO shall ravizw all U.&. Wentites released by these designtes as soon as prastioable

aitsr e release is mada,

(1} For law enforcemant purposas invalving narcotics relatad information, DIRNSA has
grartad ta the 0O asthority {o disseminate U8, identitizs.. This authority may not ba furthar delegated.

Cond Uy Privileged Communicalions dnd Criminal Activity.  All praposed dissaminations of

inforrriatian consiituti rig U.S. PERSON privilegad communieations {&.4., a't(j’meyrcllbnt ductor/patiant) and

ail nfarmtion concerning criminal activities or criminal or judicial procesdidgs in the UNITED STATES must
ba reviewsd by ths Ofiice of Genaral Cotnse! prinr o dissemination.

7.8, M) Impeocer Disserninailon, 1 tha name of )., PERSON is Improperly dissaminated, the
incidemt showld e reported to PO2 within 24 hours of discovery of the arror.
SECTION 8 - RESPONSIBILITIES
&1, W) Inspector Gensral,
The Inspector Genaral shall

2, Condust regulae inspections and parform general pvarsight of NSAGSS aclivities to ensure
comaliancs with this USSID.

b. Eslablizh prozadures for repacing by Key Companent and Fisld Chiefs of their activitios and
practicss for eversight purpases,

2. Repartto the DIRNSACHCSS, annually by 31 Octatar, concerning NSA/GS 33 compliancae
veith this LSS0,

3. Reporl guariery with the DIRNSA/CHCSS and General Counzel to Ihe Presidzamts
ntelligance Cversight Board through tha Assistant o the Secrslary of Deisnse (tntalligence Qwarsight).
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