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Chapter 1 - Introduction

1.1 - Purpose

(V) The following documentation is informative. The actual Schematron files are the normative
record. This documentation is generated from the Schematron files via XSLT it may be missing
some file or pieces of a file but whatever is here other than titles came from the original file.

(V) It is envisioned that this will be a useful resource to search and read but for questions and
debates the source files should be consulted.

(V) Rules identifiers are all of the format IC-TDF-ID-XXXXX, with rule files named IC-
TDF_ID_XXXXX.sch. Any other heading indicates a supporting file that may strongly influence a
rule but is not actually a numbered rule.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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Chapter 2 - Rules

All of the numbered Rules for IC-TDF are listed in this section. These rules may depend strongly
on patterns defined in the Abstract Patterns section or on variables defined in the Schematron
Schema section.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.1 - JIRules/IC-TDF_ID_00001.sch

Rule Description: IC-TDF-ID-00001 [IC-TDF-ID-00001][Error] All attributes in the TDF
namespace MUST contain a non-whitespace value. Human Readable: All attributes in the TDF
namespace must specify a value.

Code Description: For all attributes in the tdf namespace, we make sure that each contains a
non-whitespace value.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00001" >

<sch:rule context="*[@df:*]">
<sch: assert test="every $attribute in @df:*

satisfies nor nal i ze-space(string($attribute))”
flag="error">
[I1C-TDF-1 D-00001] [Error] Al attributes in the TDF nanespace
speci fy a val ue.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.2 - JIRules/IC-TDF_ID_00002.sch

Rule Description: IC-TDF-ID-00002 [IC-TDF-ID-00002][Error] If the root element is
TrustedDataObject, then it must specify attribute version. Human Readable: If
TrustedDataObiject is the root element, then it must declare a TDF version to which it complies.

Code Description: For a tdf: TrustedDataObject element that is a root element, we make sure
that it specifies attribute tdf:version.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00002" >

<sch:rul e context="/tdf: Trust edDat aCbj ect" >

<sch: assert test="@df:version" flag="error">
[1C-TDF-1 D-00002] [Error] If TrustedDataQhject is the root
el enent, then it must declare a TDF version to which it conplies.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.3 - JIRules/IC-TDF_ID_00003.sch

Rule Description: IC-TDF-ID-00003 [IC-TDF-ID-00003][Error] For element TrustedDataObject,
there must be at least one element HandlingAssertion which specifies attribute scope containing
[PAYL]. Human Readable: There must exist at least one handling marking for the payload.

Code Description: For each TrustedDataObject, we make sure that the count of
HandlingAssertion element which specify attribute scope containing [PAYL] is greater than or
equal to 1.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00003" >

<sch:rul e context="tdf: Trust edDat aCbj ect" >
<sch: assert
t est ="count (chil d::tdf:HandlingAssertion[util:contai nsAnyCf TheTokens( @ df: scop
("PAYL"))]) &gt ;= 1"
flag="error">

[ C-TDF-1D-00003] [ Error] For el enent TrustedDataObject, there

at | east one el ement Handl i ngAssertion which specifies attribute
contai ni ng [ PAYL].

Human Readabl e: There nust exist at |east one handling marking
for the payl oad.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.4 - JIRules/IC-TDF_ID_00004.sch

Rule Description: IC-TDF-ID-00004 [IC-TDF-ID-00004][Error] For element TrustedDataObject,
there must be exactly one element HandlingAssertion which specifies attribute scope containing
[TDO]. Human Readable: There must exist a single handling marking for the entire
TrustedDataObject.

Code Description: For element TrustedDataObject, we make sure that the count of
HandlingAssertion elements which specify attribute scope containing [TDO] is exactly 1.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00004" >

<sch:rul e context="tdf: Trust edDat aCbj ect" >
<sch: assert
t est ="count (chil d::tdf:HandlingAssertion[util:contai nsAnyCf TheTokens( @ df: scop
("TbO))1)= 1"
flag="error">

[ C-TDF-1D-00004] [ Error] For el enent TrustedDataObject, there

exactly one el enment HandlingAssertion which specifies attribute
containing [TDQ .

Human Readabl e: There mnust exist a single handling marking for
t he entire TrustedDat alhject.
</ sch: assert>
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 6



UNCLASSIFIED
IC-TDF Schematron 17 July 2012
Guide

2.5 - JIRules/IC-TDF_ID_00005.sch

Rule Description: IC-TDF-ID-00005 [IC-TDF-ID-00005][Error] For element
TrustedDataCollection, there must be exactly one element HandlingAssertion which specifies
attribute scope containing [TDC]. Human Readable: There must exist a single handling marking
for the entire TrustedDataCollection.

Code Description: For element TrustedDataCollection, we make sure that the count of
HandlingAssertion elements which specify attribute scope containing [TDC] is exactly 1.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- | D- 00005" >

<sch:rule context="tdf: Trust edDat aCol | ecti on">
<sch: assert
t est ="count (chil d::tdf:HandlingAssertion[util:contai nsAnyCf TheTokens( @ df: scop
("TBC))])= 1"
flag="error">

[ C-TDF-1D-00005] [ Error] For el enent TrustedDataCollection, there

exactly one el enment HandlingAssertion which specifies attribute
containing [TDC] .

Human Readabl e: There must exist a single handling marking for the
entire TrustedDataCol |l ecti on.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.6 - JIRules/IC-TDF_ID_00006.sch

Rule Description: IC-TDF-ID-00006 [IC-TDF-ID-00006][Error] For any child element of
TrustedDataObiject, the only allowable tokens for attribute scope are [PAYL], [TDO], or
[EXPLICIT]. Human Readable: Scopes defined within a TrustedDataObject must refer to the
payload, the entire TrustedDataObject, the combination of the payload and the entire
TrustedDataObject, or be explicitly defined.

Code Description: For the scope attribute specified on any child element of TrustedDataObject,
we make sure that the value only contains the tokens [PAYL], [TDO], or [EXPLICIT].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00006" >

<sch:rule context="tdf: Trust edDat aCbj ect/*[ @ df : scope] ">
<sch: assert
test="util:contai nsOnl yTheTokens( @df: scope, ('PAYL', 'TDO, 'EXPLICIT ))"
flag="error">
[1C-TDF-1 D-00006] [Error] For any child el enent of
Tr ust edDat aCbj ect, the

only allowabl e tokens for attribute scope are [PAYL], [TDQ, or

[ EXPLICIT].
Hunman Readabl e: Scopes defined within a TrustedDataChj ect nust
the payl oad, the entire TrustedDat aCbject, the conbination of the
and the entire TrustedDataObject, or be explicitly defined.
</ sch: assert>

</ sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.7 - JIRules/IC-TDF_ID_00007.sch

Rule Description: IC-TDF-ID-00007 [IC-TDF-ID-00007][Error] For any child element of
TrustedDataCollection, the only allowable tokens for attribute scope are [PAYL], [TDC], or
[EXPLICIT]. Human Readable: Scopes defined within a TrustedDataCollection must refer to the
payload (the list of TDOSs), the entire TrustedDataCollection, or be explicitly defined.

Code Description: For the scope attribute specified on any child element of
TrustedDataCollection, we make sure that the value only contains the tokens [PAYL], [TDC], or
[EXPLICIT].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00007" >

<sch:rul e context="tdf: Trust edDat aCol | ecti on/
*[ @df : scope] ">
<sch: assert
test="util:contai nsOnl yTheTokens(@df: scope, ('PAYL', 'TDC, '"EXPLICIT ))"
flag="error">

[ C-TDF-1D-00007][Error] For any child el ement of
Trust edDat aCol | ecti on,

the only allowabl e tokens for attribute scope are [PAYL], [TDC,
or [EXPLICIT].

Human Readabl e: Scopes defined within a TrustedDataCol |l ection
must refer

to the payload (the list of TDGs), the TrustedDataCollection
itself, or
be explicitly defined.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.8 - JIRules/IC-TDF_ID_00008.sch

Rule Description: IC-TDF-ID-00008 [IC-TDF-ID-00008][Error] The use of EXPLICIT scope is not
currently allowed. Key questions regarding the functionality of Binding within EXPLICIT scope
are still being defined. The rest of the rules/structure relating to EXPLICIT scope are included in
the spec to give the community an idea of how these rules/structures will be defined. If you have
a use-case which requires EXPLICIT scope, please send an email to
datastandardssupport@ugov.gov so that we can incorporate the use-case while defining the
behavior of EXPLICIT scope.

Code Description: For any element which specifies attribute scope containing [EXPLICIT], we
instantly fail because EXPLICIT scope is currently not supported.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00008" >

<sch:rule
context="*[util:contai nsAnyOf TheTokens( @df:scope, ("EXPLICIT ))]">
<sch: assert test="false()" flag="error">

[ C-TDF-1D-00008][Error] The use of EXPLICIT scope is not
currently all owed.

Key questions regarding the functionality of Binding within
EXPLI CI T scope

are still being defined. The rest of the rules/structure relating

EXPLICIT scope are included in the spec to give the community an
how t hese rul es/structures will be defined.

If you have a use-case which requires EXPLICIT scope, please send

emai | to datastandardssupport @gov.gov so that we can incorporate

use-case whil e defining the behavior of EXPLICI T scope.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.9 - JIRules/IC-TDF_ID_00009.sch

Rule Description: IC-TDF-ID-00009 [IC-TDF-ID-00009][Error] For element Binding, if element
BoundValuelList is specified, then element SignatureValue must not specify attribute
includesStatementMetadata. Human Readable: If BoundValuelList is present, then it will
explicitly specify includesStatementMetadata for each BoundValue and therefore attribute
includesStatementMetadata on the SignatureValue is not applicable.

Code Description: For element Binding which specifies BoundValueList, we make sure that
element SignatureValue does not specify attribute includesStatementMetadata.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00009" >

<sch:rul e context="tdf: Bi ndi ng[tdf: BoundVal ueLi st]">
<sch: assert test="not (tdf:Si gnatureVal ue/

@ df : i ncl udesSt at enent Met adata)" flag="error">

[ C-TDF-1D-00009][Error] For elenent Binding, if elenent
BoundVal ueLi st

is specified, then el ement SignatureValue nmust not specify
attribute

i ncl udesSt at enment Met adat a.

Human Readabl e: |f BoundVal uelList is present, then it wll

explicitly

speci fy includesSt at ement Met adata for each BoundVal ue and
t herefore
attribute includesStatenent Metadata on the SignatureVal ue i s not
appl i cabl e.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.10 - JIRules/IC-TDF_ID_00010.sch

Rule Description: IC-TDF-ID-00010 [IC-TDF-ID-00010][Error] For element Binding, if element
BoundValuelList is not specified, then element SignatureValue must specify attribute
includesStatementMetadata. Human Readable: If BoundValuelList is not present, then
SignatureValue must indicate whether or not to include the StatementMetadata of all Assertions
included in the binding.

Code Description: For element Binding that does not have child element BoundValuelList, we
make sure that child element SignatureValue specifies attribute includesStatementMetadata.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1C TDF-1 D 00010" >

<sch:rul e context="tdf: Bi ndi ng[ not (tdf:BoundVal ueList)]">
<sch: assert test="tdf: Si gnatureVal ue/
@ df : i ncl udesSt at enent Met adat a" flag="error">
[ C-TDF-1D-00010] [ Error] For elenent Binding, if elenent
BoundVal ueli st is
not specified, then el ement SignatureValue nust specify attribute
i ncl udesSt at ement Met adat a.

Human Readabl e: |f BoundVal uelLi st is not present, then
Si gnat ur eVal ue

nmust indicate whether or not to include the StatenentMetadata of
al |

Assertions included in the binding.
</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.11 - ./IRules/IC-TDF_ID_00011.sch

Rule Description: IC-TDF-ID-00011 [IC-TDF-ID-00011][Error] For all BoundValue or Reference
elements within a TrustedDataObiject, idRef attribute values must reference the id value of a
descendant of the same TrustedDataObject that contains the Reference or BoundValue
element. Human Readable: Assertions and HandlingAssertions within a TrustedDataObject
must reference elements local to that TrustedDataObject.

Code Description: For element TrustedDataObject, we ensure each attribute @idRef value has
matching @id value in the same TDO.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D 00011" >

<sch:rul e context="tdf: Trust edDat albj ect " >
<sch:l et nane="ids" value=".//@df:id"/>
<sch: |l et nane="external | dRefs"
val ue=" for $idRef in .// @df:idRef
i f($i dRef = $ids) then nul | el se $i dRef"/>
<sch: assert test="count($external | dRefs) = 0"
flag="error">
[ C-TDF-1D-00011][Error] For all BoundVal ue or Reference el enents
ithin a TrustedDat aloject, idRef attribute
val ues nust reference the id value of a descendant of the sane

Tr ust edDat aCbj ect that
contai ns the Reference or BoundVal ue el ement.

Human Readabl e: Assertions and Handl i ngAssertions within a
Trust edDat aCbj ect nust reference elenents |ocal to that
Tr ust edDat aObj ect .

The followi ng i dRefs reference el enents outside of this
Tr ust edDat aCbj ect: (
<sch: val ue-of select="for $external Ref in $external | dRefs return
concat (string($external Ref), ', ")"/>).
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.12 - ./IRules/IC-TDF_ID_00012.sch

Rule Description: IC-TDF-ID-00012 [IC-TDF-ID-00012][Error] For any element which specifies
attribute scope containing [EXPLICIT], then element Binding/BoundValueList or element
ReferenceList must be specified. Human Readable: For explicit scope, you must use a
BoundValuelList or a ReferencelList to explicitly reference elements are in scope.

Code Description: For elements which specify attribute scope with a value of [EXPLICIT], we
make sure that element Binding/BoundValueList or ReferencelList is specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D 00012" >

<sch:rul e context="*[nornalize-space(string(@df:scope))
"EXPLICIT ]">

<sch:assert test="tdf:Binding/tdf:BoundVal uelLi st
or tdf:ReferenceList" flag="error">
[1C-TDF-1 D-00012] [Error] For any el enent which specifies

attri bute scope
containing [ EXPLICIT], then el ement Binding/BoundVal uelLi st or
el enent Ref erenceLi st nmust be specified.

Hunman Readabl e: For explicit scope, you must use a BoundVal ueli st

a ReferencelList to explicitly reference elenents are in scope.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.13 - JIRules/IC-TDF_ID_00013.sch

Rule Description: IC-TDF-ID-00013 [IC-TDF-ID-00013][Error] Elements ReferenceList and
BoundValuelList are currently not allowed. Key questions regarding the functionality of granular
references and granular binding are still being defined. The rest of the rules/structure relating to
these elements are included in the spec to give the community an idea of how these rules/
structures will be defined. If you have a use-case which requires granular references or granular
binding, please send an email to datastandardssupport@ugov.gov so that we can incorporate
the use-case while defining the behavior and rules.

Code Description: Elements ReferenceList and BoundValueList are not allowed in v1. This rule
will in the future require that elements which specify element ReferencelList or Binding/
BoundValueList have attribute scope is specified with a value of [EXPLICIT].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF-1 D 00013" >

<sch:rul e context="tdf: ReferencelList | tdf:Binding/
t df : BoundVal ueLi st ">
<sch:assert test="false()" flag="error">

[ C-TDF-1D-00013][Error] El enents Referencelist and
BoundVal ueLi st are

currently not allowed. Key questions regarding the functionality
of

granul ar references and granular binding are still being defined.

rest of the rules/structure relating to these elenents are
the spec to give the community an idea of how these rul es/
wi Il be defined.

If you have a use-case which requires granul ar references or

bi ndi ng, pl ease send an enmi|l to datastandardssupport @gov. gov so

we can incorporate the use-case while defining the behavior and

</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 15



UNCLASSIFIED

IC-TDF Schematron 17 July 2012

Guide

2.14 - /IRules/IC-TDF_ID_00014.sch

Rule Description: IC-TDF-ID-00014 [IC-TDF-ID-00014][Error] If Encryptioninformation is
specified, then the data it refers to must be label as encrypted. (Assertion Statement or
TrustedDataObject Payload).

Code Description: Make sure that the following sibling of Encryptioninformation, the Payload or

Assertion Statement, has the encrypted attribute set to true.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00014" >

<sch:rul e context="tdf: Encryptionlnformation">
<sch: assert test="foll ow ng-
sibling::tdf:*[@df:isEncrypted=true()]" flag="error">

[C-TDF-1D-00014][Error] If Encryptionlnformation is specified,

the data it refers to nust be label as encrypted. (Assertion
St at enent
or TrustedDat aCbj ect Payl oad).
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED
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2.15 - JIRules/IC-TDF_ID_00015.sch

Rule Description: IC-TDF-ID-00015 [IC-TDF-ID-00015][Error] If data is label as encrypted, then
Encryptioninformation must be specified. (Assertion Statement or TrustedDataObject Payload).

Code Description: Make sure that the previous sibling of the Statement or Payload marked with

the encrypted attribute set to true is Encryptioninformation.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D 00015" >

<sch:rule context="tdf:*[ @df:isEncrypted=true()]">
<sch: assert test="precedi ng-

si bl ing::tdf:Encryptionlnfornation" flag="error">
[C-TDF-1D-00015][Error] If data is |label as encrypted, then
Encryptionl nfornati on nust be specified. (Assertion Statenent
or TrustedDat aCbj ect Payl oad).
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.16 - JIRules/IC-TDF_ID_00016.sch

Rule Description: IC-TDF-ID-00016 [IC-TDF-ID-00016][Error] HandlingAssertions with scope
containing the token [TDO] must have an EDH whose ARH security element has
ism:resourceElement="true" specified. Human Readable: When a HandlingAssertion has scope
pertaining to the entire TrustedDataObject (TDO) it must declare itself a resource level object.

Code Description: Where a HandlingAssertion exists with scope containing [TDO], ensure that
its decendant ARH element, Security or ExternalSecurity, has ism:resourceElement specified
with a value of true.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D 00016" >

<sch:rule
cont ext ="t df : Handl i ngAssertion[util:contai nsAnyOf TheTokens( @ df : scope,
("TDO))]">
<sch: assert
t est ="descendant::arh:*[ @smresourceEl enent=true()]" flag="error">

[ C-TDF-1D-00016][ Error] Handl i ngAssertions with scope containing
the token [TDQ nust have an EDH whose ARH security el enent has
i smresourceEl enent ="true" specified.

Human Readabl e: When a Handl i ngAsserti on has scope pertaining to
the entire TrustedDataCbject (TDO) it nust declare itself a
resource | evel
obj ect .
</ sch: assert>
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.17 - ./IRules/IC-TDF_ID_00017.sch

Rule Description: IC-TDF-ID-00017 [IC-TDF-ID-00017][Error] HandlingAssertions with scope
containing the token [TDC] must have an EDH whose ARH security element has
ism:resourceElement="true" specified. Human Readable: When a HandlingAssertion has scope
pertaining to the entire TrustedDataCollection (TDC) it must declare itself a resource level
object.

Code Description: Where a HandlingAssertion exists with scope containing [TDC], ensure that
its decendant ARH element, Security or ExternalSecurity, has ism:resourceElement specified
with a value of true.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00017" >

<sch:rule
cont ext ="t df : Handl i ngAssertion[util:contai nsAnyOf TheTokens( @ df : scope,
("TDC))1">
<sch: assert
t est ="descendant::arh:*[ @smresourceEl enent=true()]" flag="error">

[ CTDF-1D-00017] [ Error] HandlingAssertions with scope containing
the token [ TDC] nust have an EDH whose ARH security el ement has
i smresourceEl enent ="true" specified.

Human Readabl e: When a Handl i ngAsserti on has scope pertaining to
the entire TrustedDataCol |l ection (TDC) it nust declare itself a
resource | evel
obj ect .
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.18 - JIRules/IC-TDF_ID_00018.sch

Rule Description: IC-TDF-ID-00018 [IC-TDF-ID-00018][Error] HandlingAssertions with scope
containing the token [TDO] cannot use the ExternalEdh child element. Human Readable: When
a HandlingAssertion has scope pertaining to the entire TrustedDataObject (TDO), it must never
use the ExternalEdh child element because the HandlingAssertion will always refer to the object
in which it resides.

Code Description: Where a HandlingAssertion exists with scope containing [TDO], ensure that it
does not have a child of ExternalEdh.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D 00018" >

<sch:rule
cont ext ="t df : Handl i ngAssertion[util:contai nsAnyOf TheTokens( @ df : scope,
("TDO))]">
<sch: assert
t est =" not (descendant : : edh: Ext er nal Edh)" flag="error">

[ C-TDF-1D-00018] [ Error] HandlingAssertions with scope containing
the token [ TDQK cannot use the External Edh child el enent.

Human Readabl e: When a Handl i ngAssertion has scope pertaining to
the entire TrustedDataCbject (TDO, it must never use the
Ext ernal Edh child el enent because the HandlingAssertion wll
al ways refer to the object in which it resides.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.19 - JIRules/IC-TDF_ID_00019.sch

Rule Description: IC-TDF-ID-00019 [IC-TDF-ID-00019][Error] HandlingAssertions with scope
containing the token [TDC] cannot use the ExternalEdh child element. Human Readable: When
a HandlingAssertion has scope pertaining to the entire TrustedDataCollection (TDC), it must
never use the ExternalEdh child element because the HandlingAssertion will always refer to the
Collection in which it resides.

Code Description: Where a HandlingAssertion exists with scope containing [TDC], ensure that it
does not have a child of ExternalEdh.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00019" >

<sch:rule
cont ext ="t df : Handl i ngAssertion[util:contai nsAnyOf TheTokens( @ df : scope,
("TDC))] ">
<sch: assert
t est =" not (descendant : : edh: Ext er nal Edh)" flag="error">
[ C-TDF-1D-00019] [ Error] HandlingAssertions with scope containing
the token [ TDC] cannot use the External Edh child el enent.

Human Readabl e: When a Handl i ngAssertion has scope pertaining to
the entire TrustedDataCollection (TDC), it must never use the
Ext ernal Edh child el enent because the HandlingAssertion wll

refer to the Collection in which it resides.
</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.20 - JIRules/IC-TDF_ID_00020.sch

Rule Description: IC-TDF-ID-00020 [IC-TDF-ID-00020][Error] For element TrustedDataObiject, if
element ReferenceValuePayload is specified, then there must exist two independent
HandlingAssertion elements, one with attribute scope specified with a value of [TDO] and the
other with attribute scope specified with a value of [PAYL]. Human Readable: If a
ReferenceValuePayload is used, then the instance is not the minimal case and must specify
markings for the payload and the TDO instance separately.

Code Description: For every TrustedDataObject with a ReferenceValuePayload child element,
we ensure that there exists two independent HandlingAssertion elements, one of scope [TDO]
and one of [PAYL].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00020" >

<sch:rule
cont ext ="t df: Trust edDat aCbj ect [ t df : Ref er enceVal uePayl oad] " >
<sch: assert
t est ="not (t df : Handl i ngAsserti on[ @df: scope="TDO PAYL'])" flag="error">
[1C-TDF-1 D-00020] [Error] For el enent TrustedDataObject, if el enment
Ref er enceVal uePayl oad is specified, then there nust exist two
i ndependent

Handl i ngAssertion el enents, one with attribute scope specified
ith a val ue

of [TDOQ and the other with attribute scope specified with a
al ue of [PAYL].

Human Readable: |If a ReferenceVal uePayl oad is used, then the

is not the miniml case and nust specify nmarkings for the payl oad
and the TDO i nstance separately.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.21 - /IRules/IC-TDF_ID_00021.sch

Rule Description: IC-TDF-ID-00021 [IC-TDF-ID-00021][Error] For element TrustedDataObiject, if
any Assertion elements are specified, then there must exist two independent HandlingAssertion
elements, one with attribute scope specified with a value of [TDO] and the other with attribute
scope specified with a value of [PAYL]. Human Readable: If any Assertion elements are
specified, then the instance is not the minimal case and must specify markings for the payload
and the TDO instance separately.

Code Description: For every TrustedDataObject with an Assertion child element, we ensure that
there exists two independent HandlingAssertion elements, one of scope [TDO] and one of
[PAYL].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D 00021" >

<sch:rul e context="tdf: Trust edDat aCbj ect[tdf: Assertion]">
<sch: assert
t est ="not (tdf : Handl i ngAssertion[ @df: scope=" TDO PAYL'])" flag="error">
[ C-TDF-1D-00021] [ Error] For el enent TrustedDataChject, if any
Assertion
el enents are specified, then there nust exist two independent
Handl i ngAssertion el enents, one with attribute scope specified

value of [TDQ and the other with attribute scope specified with

val ue of [PAYL].

Human Readable: |If any Assertion elenments are specified, then the

is not the mninmal case and nust specify markings for the payl oad
and the TDO i nstance separately.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.22 - /IRules/IC-TDF_ID_00022.sch

Rule Description: IC-TDF-ID-00022 [IC-TDF-ID-00022][Error] For element TrustedDataObject, if
there is a single HandlingAssertion element and it contains any ism:Notice elements which
specify any ISM attributes other than ism:classification with a value of [U] and
ism:ownerProducer with a value of [USA], then there must exist two independent
HandlingAssertion elements, one with attribute scope specified with a value of [TDO] and the
other with attribute scope specified with a value of [PAYL]. Human Readable: If the single IC-
EDH contains classified information within a Notice, then the instance is not the minimal case
and must specify markings for the payload and the TDO instance separately.

Code Description: For TrustedDataObject elements with a single HandlingAssertion descendant
element and any ism:Notice elements which specify any ISM attributes other than
ism:classification with a value of [U] and ism:ownerProducer with a value of [USA], we ensure
that there exists two independent HandlingAssertion elements, one of scope [TDO] and one of
[PAYL].

Schematron Code:

<?1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="IC TDF- | D-00022" >

<sch:rul e context="tdf: Trust edDat aCbj ect [count (.//
t df : Handl i ngAsserti on) =1] [some $notice in tdf:HandlingAssertion//
ism Notice satisfies ($notice/ @smcl assification and (not ($noti ce/
@smclassification=U) or not($notice/ @sm owner Producer="USA )))]">
<sch: assert

t est ="not (t df : Handl i ngAsserti on[ @df: scope="TDO PAYL'])" flag="error">

[1C-TDF-1 D-00022] [Error] For elenent TrustedDataObject, if there
is

a single HandlingAssertion elenent and it contains any ism Notice

el enents which specify any ISMattributes other than
i smclassification

with a value of [U and i sm ownerProducer with a value of [USA],

t hen

there nmust exi st two i ndependent HandlingAssertion el enments, one
ith

attribute scope specified with a value of [TDJ and the other
ith

attribute scope specified with a value of [PAYL].

Hunman Readable: If the single | CEDH contains classified
i nformati on
within a Notice, then the instance is not the nmininmal case and
nmust
speci fy markings for the payl oad and the TDO i nstance separately.
</sch: assert >
</sch:rul e>
This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.23 - JIRules/IC-TDF_ID_00023.sch

Rule Description: IC-TDF-ID-00023 [IC-TDF-ID-00023][Error] For element TrustedDataObject, if
there is a single HandlingAssertion element and it contains any edh:ResponsibleEntity elements
which specify any ISM attributes other than ism:classification with a value of [U] and
ism:ownerProducer with a value of [USA], then there must exist two independent
HandlingAssertion elements, one with attribute scope specified with a value of [TDO] and the
other with attribute scope specified with a value of [PAYL]. Human Readable: If the single IC-
EDH contains classified information within a ResponsibleEntity, then the instance is not the
minimal case and must specify markings for the payload and the TDO instance separately.

Code Description: For TrustedDataObject elements with a single HandlingAssertion descendant
element and any ism:Notice elements which specify any ISM attributes other than
ism:classification with a value of [U] and ism:ownerProducer with a value of [USA], we ensure
that there exists two independent HandlingAssertion elements, one of scope [TDO] and one of
[PAYL].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="I1C TDF- | D-00023" >

<sch:rul e context="tdf: Trust edDat aCbj ect [count (.//
t df : Handl i ngAsserti on) =1] [ some $responsibleEntity in
t df : Handl i ngAsserti on// edh: Responsi bl eEntity satisfies ($responsi bl eEntity/
@smcl assification and (not ($responsibleEntity/ @smclassification='U)
or not ($responsi bl eEntity/ @sm owner Producer="USA")))]">
<sch: assert

t est ="not (tdf : Handl i ngAssertion[ @df: scope=" TDO PAYL'])" flag="error">

[ C-TDF-1D-00023] [ Error] For el enment TrustedDataChject, if there
is

a single HandlingAssertion elenent and it contains any
edh: Responsi bl eEntity

el enents which specify any ISMattributes other than
i smclassification

with a value of [U and i sm ownerProducer with a value of [USA],

t hen

there nmust exi st two i ndependent HandlingAssertion el enments, one
ith

attribute scope specified with a value of [TDJ and the other
ith

attribute scope specified with a value of [PAYL].

Human Readable: If the single | CEDH contains classified
i nformation
within a ResponsibleEntity, then the instance is not the nininal

and must specify markings for the payl oad and the TDO i nstance
This document has been approved for Public Release by the Office of the Director of
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</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 27



UNCLASSIFIED
IC-TDF Schematron 17 July 2012
Guide

2.24 - /IRules/IC-TDF_ID_00024.sch

Rule Description: IC-TDF-ID-00024 [IC-TDF-ID-00024][Error] For element TrustedDataObject, if
there is a single HandlingAssertion element and it contains any ntk:Access or
ntk:ExternalAccess elements which specify any ISM attributes other than ism:classification with
a value of [U] and ism:ownerProducer with a value of [USA], then there must exist two
independent HandlingAssertion elements, one with attribute scope specified with a value of
[TDO] and the other with attribute scope specified with a value of [PAYL]. Human Readable: If
the single IC-EDH contains classified information within NTK information, then the instance is
not the minimal case and must specify markings for the payload and the TDO instance
separately.

Code Description: For TrustedDataObject elements with a single HandlingAssertion descendant
element and NTK elements which specify ISM attributes other than ism:classification with a
value of [U] and ism:ownerProducer with a value of [USA], we ensure that there exists two
independent HandlingAssertion elements, one of scope [TDO] and one of [PAYL].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.

S
<sch: pattern id="1C TDF- 1 D- 00024" >

<sch:rul e context="tdf: Trust edDat aCbj ect [count (.//
t df : Handl i ngAsserti on) =1] [some $ntk in tdf:HandlingAssertion//ntk:*
satisfies ($ntk/ @smcl assification and (not ($ntk/
@smclassification=U) or not($ntk/ @ sm ownerProducer="USA")))]">
<sch: assert
t est ="not (t df : Handl i ngAsserti on[ @df: scope="TDO PAYL'])" flag="error">
[1C-TDF-1 D-00024] [Error] For el enent TrustedDataObject, if there

i s

a single HandlingAssertion elenent and it contains any ntk:Access
or

nt k: Ext er nal Access | enents which specify any | SM attributes other
t han

ismclassification with a value of [U and i sm ownerProducer wth
a

val ue of [USA], then there nust exist two independent
Handl i ngAssertion

el ements, one with attribute scope specified with a val ue of
[ TDQ and

the other with attribute scope specified with a value of [PAYL].

Human Readable: If the single | C-EDH contains classified
i nformation
within NTK i nformation, then the instance is not the mininmal case
and must specify markings for the payl oad and the TDO i nstance
separ at el y.
</ sch: assert>
This document has been approved for Public Release by the Office of the Director of
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</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.25 - ./IRules/appliesToState/IC-TDF_ID_00025.sch

Rule Description: IC-TDF-ID-00025 [IC-TDF-ID-00025][Error] Attribute @appliesToState is only
allowed when TDO payload attrbute @isEncrypted equals "true". Human Readable: Handling
Statement state applicability can only be defined when an encrypted payload is present.

Code Description: If attribute @appliesToState is defined, we ensure that there is a payload
element with attribute isEncrpyted set to true.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF- | D- 00025" >

<sch:rule
cont ext ="t df : Trust edDat aCbj ect [ t df : Handl i ngAssertion/ @df: appliesToState] ">
<sch:assert test="./*/@df:isEncrypted = true()"
flag="error">

[ICTDF-1D-00024] [Error] Attribute @ppliesToState is only
al | oned when
TDO payl oad attrbute @sEncrypted equals "true".

Human Readabl e: Handling Statement state applicability can only
be defined
when an encrypted payl oad is present.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.26 - ./IRules/appliesToState/IC-TDF_ID_00026.sch

Rule Description: IC-TDF-ID-00026 [IC-TDF-ID-00026][Error] If payload attribute
@isEncrypted="true", then there needs to be two handling assertions with attribute
scope="PAYL": one with attribute @appliesToState="encrypted" and the other with attribute
appliesToState="unencrypted". Human Readable: Encrypted payloads require handling
assertions for both encrypted and unencrypted payload states.

Code Description: If there exists a TDO payload element with attribute @isEncrypted as true,
we ensure there is one handling assertion of @scope PAYL and @appliestostate of encrypted,
and one handling assertion of @scope PAYL and @appliestostate of unencrypted.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- | D- 00026" >

<sch:rul e context="tdf: Trust edDat albj ect/
tdf : *[ @df:i sEncrypted=true()]">
<sch: assert test="count(parent::node()/
t df : Handl i ngAssertion[util:contai nsAnyOf TheTokens( @df: scope, (' PAYL')) and
@ df : appl i esToState="encrypted' ])= 1 and count (parent:: node()/
t df : Handl i ngAssertion[util: contai nsAnyOf TheTokens( @df: scope, (' PAYL')) and

@ df : appl i esToSt at e=' unencrypted' ])= 1"
flag="error">
[1C-TDF-1 D-00026][Error] If payload attribute
@ sEncrypted="true", then there needs to
be two handling assertions with attribute scope="PAYL": one with

attribute
@ppl i esToSt at e="encrypted" and the other with attribute
appl i esToSt at e="unencrypted".
</sch: assert >
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.27 - /IRules/appliesToState/IC-TDF_ID_00027.sch

Rule Description: IC-TDF-ID-00027 [IC-TDF-ID-00027][Error] If payload attribute
@isEncrypted="true", the handling assertion with @scope="PAYL" that contains
@appliesToState="unencrypted” must contain an edh:externalEDH. Human Readable: When
content is encrypted, the handling assertion describing the content in an unencrypted state is in
effect external.

Code Description: If there exists a TDO payload element with attribute @isEncrypted as true,
we ensure that there is one handling assertion of @scope PAYL, @appliestostate of
unencrypted, and has descendant element ExternalEdh.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1C TDF- | D- 00027" >

<sch:rul e context="tdf: Trust edDat albj ect/
tdf : *[ @df:i sEncrypted=true()]">
<sch: assert test="count(parent::node()/
t df : Handl i ngAssertion[util: contai nsAnyOf TheTokens( @ df: scope, (' PAYL'))
and @df: appliesToSt at e=' unencrypted' ]/tdf: Handl i ngSt at enent/
edh: Ext er nal Edh) = 1"

flag="error">
[ CTDF-1D-00027][Error] |If payload attribute
@ sEncrypted="true", the handling
assertion with @cope="PAYL" that contains
@ppl i esToSt at e="unencrypt ed” nust
contai n an edh: ext er nal EDH.

Human Readabl e: When content is encrypted, the handling assertion
describing the content in an unencrypted state is in effect external.
</ sch: assert>
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.28 - ./IRules/appliesToState/IC-TDF_ID_00028.sch

Rule Description: IC-TDF-ID-00028 [IC-TDF-ID-00028][Error] If payload attribute
@isEncrypted="true" and the payload is not external, the handling assertion with
@scope="PAYL" that contains @appliesToState="encrypted" must contain a regular edh:EDH.
Human Readable: Internal content requires an EDH.

Code Description:

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF- |1 D- 00028" >

<sch:rule
cont ext ="t df: Trust edDat aCbj ect [t df: Stri ngPayl oad/ @df: i sEncrypted=true()]
| tdf: Trust edDat aCbj ect [t df : Base64Bi nar yPayl oad/ @ df : i sEncrypted=true()]
| tdf : Trust edDat aCbj ect [t df : St ruct ur edPayl oad/ @ df : i sEncrypted=true()]">
<sch: assert
t est =" count (t df : Handl i ngAssertion[util:contai nsAnyOf TheTokens( @ df : scope,
(" PAYL')) and @df: appliesToState="encrypted']/tdf: Handl i ngSt at ement/

edh: Edh) = 1"
flag="error">
[IC-TDF-1D-00028][Error] If payload attribute @sEncrypted="true"

payl oad is not external, the handling assertion with
"PAYL" t hat
contai ns @ppliesToState="encrypted" nust contain a regul ar

Human Readabl e: Internal content requires an EDH.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.29 - ./IRules/appliesToState/IC-TDF_ID_00030.sch

Rule Description: IC-TDF-ID-00030 [IC-TDF-ID-00030][Error] If statement attribute
@isEncrypted="true", the statement metadata that contains @appliesToState="unencrypted”
must contain an edh:externalEDH Human Readable: When statement content is encrypted, the
handling statement describing the content in an unencrypted state is in effect external.

Code Description:

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00030" >

<sch:rul e context="tdf: Trust edDat aCbj ect/tdf: Asserti on/
tdf : *[ @df:i sEncrypted=true()]">
<sch: assert test="count(parent::node()/
t df : St at enent Met adat a[ @ df : appl i esToSt at e=' unencrypt ed' ]/ edh: Ext er nal Edh) = 1"
flag="error">

[C-TDF-1D-00030][Error] If statement attribute
@ sEncrypted="true", the statenent netadata

that contai ns @ppliesToSt ate="unencrypted” mnust

contain an edh: ext er nal EDH

Human Readabl e: Wen statenent content is encrypted, the handling
st at enent descri bing the content in an unencrypted state is in effect
ext ernal .
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.30 - ./IRules/appliesToState/IC-TDF_ID_00031.sch

Rule Description: IC-TDF-ID-00031 [IC-TDF-ID-00031][Error] If assertion statement attribute
@isEncrypted="true", then there needs to be two statement metadata elements: one with
attribute @appliesToState="encrypted" and the other with attribute
appliesToState="unencrypted". Human Readable: If an assertion statement is encrypted, it must
have statement metadata to describe handling for both it's encrypted state, and unencrypted
state.

Code Description:

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF- 1 D- 00031" >

<sch:rul e context="tdf: Trust edDat albj ect/tdf: Asserti on/
tdf : *[ @df:i sEncrypted=true()]">
<sch: assert test="count(parent::node()/
t df : St at enent Met adat a] @ df : appl i esToSt at e=' encrypted'])= 1
and count (parent::node()/
t df : St at enent Met adat a[ @ df : appl i esToSt at e=' unencrypted' ])= 1"
flag="error">

[C-TDF-1D-00031][Error] |If assertion statement attribute
@ sEncrypted="true", then there needs to

be two statenent netadata el ements: one with attribute

@ppl i esToSt at e="encrypted" and the other with attribute
appl i esToSt at e="unencrypted".

Human Readable: |If an assertion statenent is encrypted, it nust
have statenent netadata to describe handling for both for
it's encrypted state, and unencrypted state.
</sch: assert >
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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2.31 - ./IRules/appliesToState/IC-TDF_ID_00032.sch

Rule Description: IC-TDF-ID-00032 [IC-TDF-ID-00032][Error] Attribute @appliesToState is only
allowed when TDO statement attrbute @isEncrypted equals "true". Human Readable:
StatementMetadata state applicability can only be defined when an encrypted statement is
present.

Code Description: If attribute @appliesToState is defined, we ensure that there is a statement
element with attribute isEncrpyted set to true.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1C TDF- | D- 00032" >

<sch:rul e context="tdf: Trust edDat albj ect/
t df : Assertion[tdf: Statenment Met adata/ @df: appli esToState] ">
<sch:assert test="./*/@df:isEncrypted = true()"
flag="error">

[I1C-TDF-1D-00032] [ Error] Attribute @ppliesToState is only
al | oned when
TDO statenent attrbute @sEncrypted equals "true".

Human Readabl e: Statenent Metadata state applicability can only
be defined
when an encrypted statenent is present.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
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Chapter 3 - Abstract Patterns

All of the Abstract Patterns for IC-TDF are listed in this section. These patterns may depend
strongly on variables defined in the Schematron Schema section.
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Chapter 4 - Schematron Schema

The top level Schematron file for IC-TDF is in this section. This file imports all of the others and
also defines many global variables they are all dependent on.

This document has been approved for Public Release by the Office of the Director of
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4.1 - ./IC-TDF_XML.sch

Rule Description: This is the root file for the IC-TDF Schematron rule set. It loads all of the
required CVEs, declares some global variables, and includes all of the Rule .sch files.

Code Description: This is the root file for the IC-TDF Schematron rule set. It loads all of the
required CVEs, declares some global variables, and includes all of the Rule .sch files.

Schematron Code:

<?| CEA master ?><!-- UNCLASSI FIED --><!-- Notices - Distribution Notice:
Thi s docunent is being nade avail able by the Intelligence
Communi ty Chief Information Oficer
to Federal, State, Local, Tribal, and Foreign Partners and
associ ated contractors. Approval for
any further distribution nust be coordinated via the Intelligence
Communi ty Chief Information
O ficer, Mssion Engagenent Division at standardssupport @ini. gov--
><!-- WARNI NG
Once conpiled into an XSLT the result wll
be the aggregate classification of all the CVES
and included .sch files
- - >
<sch: schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
xm ns: xsl ="http://ww. w3. org/ 1999/ XSL/ Tr ansf or ni
quer yBi ndi ng="xsl t 2" >
<sch:ns prefix="tdf" uri="urn:us:gov:ic:tdf"/>
<sch:ns prefix="ism' uri="urn:us:gov:ic:isn/>
<sch: ns prefix="arh" uri="urn:us:gov:ic:arh"/>
<sch:ns prefix="edh" uri="urn:us:gov:ic:edh"/>
<sch: ns prefix="ntk" uri="urn:us:gov:ic:ntk"/>

<sch:ns prefix="util" uri="urn:us:gov:ic:tdf:xsl:util"/>
<!__****************************__>
<l-- (U Uility functions -->
<!__****************************__>

<l--
Returns true if any token in the attribute value matches at |east one
t oken in the provided |ist.
-->
<xsl :function nanme="util: contai nsAnyOf TheTokens" as="xs: bool ean">
<xsl : param name="attri bute"/ >
<xsl : param nanme="t okenLi st" as="xs:string+"/>
<xsl : val ue-of sel ect="some $attrToken in
t okeni ze(nor mal i ze-space(string($attribute)), ' ') satisfies $attrToken =
$t okenLi st"/ >
</ xsl : functi on>

<l--
Returns true if every token in the attribute is contained in the
provided Iist.
This document has been approved for Public Release by the Office of the Director of
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<xsl :function name="util: contai nsOnl yTheTokens"

<xsl : param name="attri bute"/ >
<xsl : param nanme="t okenLi st" as="xs:string+"/>
<xsl :val ue- of sel ect="every $attrToken in

t okeni ze(nornal i ze-space(string($attribute)),

$t okenLi st"/>

</ xsl : functi on>

<|__****************************__>
<l-- (U ICTDF ID Rules -->
<|__****************************__>

<l--(U) appliesToState-->
/ Rul es/ appl i esToState/ | C TDF_I D_00025. sch"/ >
href="./Rul es/ appliesToState/l C

<sch:include href="

<sch:
TDF | D _00026. sch"/>
<sch:
TDF | D _00027. sch"/>
<sch:
TDF | D _00028. sch"/>
<sch:
TDF | D _00030. sch"/>
<sch:
TDF | D _00031. sch"/>
<sch:

TDF_I D_00032. sch"/ >

i ncl ude

i ncl ude

i ncl ude

i ncl ude

i ncl ude

i ncl ude

as="xs: bool ean" >

') satisfies $attrToken

href="./Rul es/ appliesToState/l C

href="./Rul es/ appliesToState/l C

href="./Rul es/ appliesToState/l C

href="./Rul es/ appliesToState/l C

href="./Rul es/ appliesToState/l C

/Rul es/ 1 C-TDF_I D_00001. sch"/>

<l--(U) -->
<sch:include href=".
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude
<sch:incl ude

hr ef ="

href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".
href=".

hr ef ="

./ Rul es/| CTDF_I D_00002.
/ Rul es/ 1 C-TDF_I D_00003.
/ Rul es/ 1 C-TDF_I D_00004.
/ Rul es/ | C-TDF_I D_00005.
/ Rul es/ | C- TDF_I D_00006.
/ Rul es/ |1 C-TDF_I D_00007.
/Rul es/ | C-TDF_I D_00008.
/ Rul es/ |1 C-TDF_I D_00009.
/ Rul es/ 1 C-TDF_I D_00010.
/ Rul es/ 1 C-TDF_I D_00011
/Rul es/ | C-TDF_I D_00012.
/ Rul es/ |1 C-TDF_I D_00013.
/Rul es/ | C-TDF_I D_00014.
/ Rul es/ | C-TDF_I D_00015.
/ Rul es/ 1 C-TDF_I D _00016.
/ Rul es/ 1 C-TDF_I D_00017.
/ Rul es/ 1 C-TDF_I D _00018.
/ Rul es/ 1 C-TDF_I D_00019.
/ Rul es/ 1 C-TDF_I D_00020.
/ Rul es/ 1 C-TDF_I D_00021
/Rul es/ | C-TDF_I D_00022.
/ Rul es/ 1 C-TDF_I D_00023.
./ Rul es/ | C-TDF_I D_00024.

sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/ >
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
sch"/>
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</ sch: schema>
<! -- UNCLASSI FI ED -->
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Chapter 5 - Removed Rules

All of the numbered Rules for IC-TDF that have been removed are listed in this section. This
section is just a reference for what rule numbers have been dropped. In many but not all cases
there will be a reason listed. In all cases the version that the rule was dropped in is listed.
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