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The following documentation is informative. The actual Schematron files are the
normative record. This documentation is generated from the Schematron files via XSLT
it may be missing some file or pieces of a file but whatever is here other than titles
came from the original file.

It is envisioned that this will be a useful to search and read resource but for questions
and debates the source files should be consulted. This document is laid out by starting
with rules that are restricted such as FOUO or above, followed by supporting files that
are not actually rules but form the basis for the rules and finally all of the unclassified
rules.

Rules are all of the format ISM-ID-XXXXX any other heading is a supporting file that
may strongly influence a rule but is not actually a numbered rule.
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FileName:.//ISM_XML.sch

Code Description:
This is the root file for the ISM Schematron ruleset. It loads all of the required CVEs declares some variables and includes
all of the Rule .sch files.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>

<! - - UNCLASSI FI ED - -><!-- WARNI NG

Once conpiled into an XSLT the result will

be the aggregate classification of all the CVES

and included .sch files

o>

<sch: schema xm ns:sch="http://purl.oclc.org/dsdl/schematron"
xm ns: cve="urn:us:gov:ic:cve:vl"

xm ns: xsl ="http://ww. w3. or g/ 1999/ XSL/ Tr ansf or ni'

guer yBi ndi ng="xsl t2">

<sch:ns uri="urn:us:gov:ic:ism prefix="isn/>

<sch:ns uri="urn:us:gov:ic:cve:vl" prefix="cve"/>
<sch: ns uri ="deprecat ed: val ue: functi on" prefix="dvf"/>

<!-- (U Resources -->

<sch: |l et nane="countriesList"

val ue="docunent (' ./ CVE/ CVEnum SMOwmner Pr oducer . xm ')//cve: CVE/ cve: Enuner ati on/ cve: Ter nl
cve: Val ue"/ >

<sch: |l et nane="cl assificationAllList"

\val ue="docunent (' ./ CVE/ CVEnum SMCl assi ficati onAll.xm")//cve: CVE/ cve: Enuner ati on/ cve: Term
cve: Val ue"/ >

<sch:let nanme="cl assificationUSLi st"

\val ue="docunent (' ./ CVE/ CVEnum SMCl assi fi cati onUS. xml ' )//cve: CVE/ cve: Enuner ati on/ cve: Ter nf
cve: Val ue"/ >

<sch: | et nane="owner ProducerLi st"

val ue="docunent (' ./ CVE/ CVEnum SMOwmner Pr oducer.xm ')//cve: CVE/ cve: Enuner ati on/ cve: Ter nl
cve: Val ue"/ >

<sch: | et nanme="decl assExcepti onLi st"

\val ue="docunent (' ./ CVE/ CVEnum SM25X. xml ' )/ / cve: CVE/ cve: Enuner ati on/ cve: Ternl cve: Val ue"/ >
<sch: | et name="Fd sourceQpenLi st"

\val ue="docunent (' ./ CVE/ CVEnum SMFG Qpen. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term
cve: Val ue"/ >

<sch: | et nane="FGd sour ceProt ect edLi st"

val ue="docunent (' ./ CVE/ CVEnum SMFG Prot ected. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term
cve: Val ue"/ >

<sch: | et name="nonl Cnar ki ngsLi st"

val ue="docunent (' ./ CVE/ CVEnum SMNonl C. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Terni cve: Val ue"/ >
<sch: | et nanme="rel easabl eToLi st"

val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Terni cve: Val ue"/ >
<sch: | et nane="SCl control sList"
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\val ue="docunent (' ./ CVE/ CVEnum SMSCI Control s. xml ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter mf

cve: Val ue"/ >

<sch: | et nane="SARIdentifierlList"

val ue="docunent (' ./ CVE/ CVEnum SMSAR. xml ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ternf cve: Val ue"/ >
<sch:let nane="validAttri buteList"

val ue="docunent (' ./ CVE/ CVEnum SMAt t ri butes. xm ')//cve: CVE/ cve: Enuner ati on/ cve: Ter nl

cve: Val ue"/ >

<sch:l et nane="noti ceList"

\val ue="docunent (' ./ CVE/ CVEnum SMNot i ce. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ter ml cve: Val ue"/
>

<sch: | et nane="nonUSControl sList"

val ue="docunent (' ./ CVE/ CVEnum SMNonUSCont rol s. xm ') //cve: CVE/ cve: Enuner ati on/ cve: Ter nl
cve: Val ue"/ >

<sch: |l et name="conpliesWthList"

val ue="docunent (' ./ CVE/ CVEnum SMConpl i esWth.xm ") //cve: CVE/ cve: Enuner ati on/ cve: Term
cve: Val ue"/ >

<sch:| et name="at om cEner gyMar ki ngsLi st™"

val ue="docunent (' ./ CVE/ CVEnum SMAt om cEner gyMar ki ngs. xm ')/ /cve: CVE/ cve: Enuner at i on/

cve: Terni cve: Val ue"/ >

<sch:l et name="di spl ayOnl yToLi st"

val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ")/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nf cve: Val ue"/ >

<!-- (U Resources that may inlude FOUO val ues -->
<sch: | et name="di ssen nati onControl sLi st"

\val ue="docunent (' ./ CVE/ CVEnum SMDi ssem xml ' )/ / cve: CVE/ cve: Enuner ati on/ cve: Ter ml cve: Val ue"/
>

<!-- (U Inport Properites -->
<sch:include href="./Properties/resourceEl enent.sch"/>
<sch:include href="./Properties/createDate.sch"/>

<! OO S e e e e === o )

<!-- (U Universal Lets -->

<! OO S e e e e === o )

<!-- (U determ ne position of resource elenent -->

<sch: | et nane="resour ceEl enent Posi tion"

val ue=" i ndex-of ((for $each in (//*) return if($each/ @sm resourceEl enent=true()) then 1

else 0),1)[1] "/>

<sch:l et name="part Tags"
val ue="//*[(@sm*) and (not (@ sm excl udeFronRol | up=true())) and not(generate-id(.) =
gener at e-i d( $l SM_RESOURCE_ELEMENT) )] "/ >

<I-- (U Integer value of the | SM RESOURCE- CREATE-DATE, the ismcreateDate attribute on
t he

resource elenent. -->

<sch:l et name="|SM RESOURCE CREATE_DATE_| NT"
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val ue="numnber (concat (subst ri ng( $| SM_RESOURCE_CREATE_DATE, 1, 4),
concat (substri ng($l SM_ RESOURCE_CREATE_DATE, 6, 2),
substri ng($l SM_RESOURCE_CREATE_DATE, 9,2))))"/>

<I-- (U Is this a CAPCO applicable resource -->

<sch: | et name="1SM CAPCO RESOURCE"

val ue=" if (contai ns($l SM_ RESOURCE_ELEMENT/ @ sm owner Producer, 'USA')) then true() else
false()"/>

<I-- (U Is this a ICD 710 applicable resource -->

<sch:let name="1SM | CD_710_APPLI| ES"

val ue="1i ndex- of (t okeni ze( $| SM_RESOURCE_ELEMENT/ @ sm conpliesWth, * "),'ICD-710") &gt; 0"/
>

<I-- (U Is this a DoD5230.24 applicable resource -->

<sch:l et name="1SM DOD5230_24_APPL| ES"

val ue="if (cont ai ns($l SM_RESOURCE_ELEMENT/ @ sm conpl i esWth, 'DoD5230.24")) then true()
el se false()"/>

<I-- (U GCet Banner Attributes -->

<sch: | et nane="bannerC assification"

val ue="nor nal i ze- space( $l SM_RESOURCE_ELEMENT/ @ sm cl assi fi cation)"/>

<sch: | et nane="banner Di ssem nati onControls"

val ue="nornal i ze- space($l SM_RESOURCE_ELEMENT/ @ sm di ssem nati onControl s)"/>
<sch:| et name="banner D spl ayOnl yTo"

val ue="nornal i ze- space($l SM_RESOURCE_ELEMENT/ @ sm di spl ayOnl yTo) "/ >

<sch: | et nanme="banner Nonl Crar ki ngs"

val ue="nor nal i ze- space( $l SM_RESOURCE_ELEMENT/ @ sm nonl Car ki ngs) "/ >

<sch:| et name="banner FA sour ceCpen"

val ue="nornal i ze- space($l SM_RESOURCE_ELEMENT/ @ sm FAJ sour ceCpen) "/ >

<sch: | et nane="banner FA sour cePr ot ect ed"

val ue="nor nal i ze- space( $l SM_RESOURCE_ELEMENT/ @ sm FAd sour ceProt ected) "/ >
<sch: | et nane="banner Rel easabl eTo"

val ue="nor nal i ze- space($l SM_RESOURCE_ELEMENT/ @ sm r el easabl eTo) "/ >

<sch: | et nane="banner SCl control s"

val ue="nornal i ze- space( $l SM_RESCURCE_ELEMENT/ @ sm SCl control s)"/ >

<sch: | et name="banner Notice" val ue="nornalize-space($l SM RESCURCE_ELEMENT/ @ sm noti ce)"/>
<sch:| et name="banner At om cEner gyMar ki ngs"

val ue="nor nal i ze- space( $l SM_RESOURCE_ELEMENT/ @ sm at oni cEner gyMar ki ngs) "/ >

<I-- (U Tokenize Banner Attributes -->

<sch: | et nanme="banner Di ssen nati onControl s_tok"

val ue="t okeni ze( $banner Di ssem nati onControls, ' ')"/>

<sch: | et name="banner Di spl ayOnl yTo_t ok" val ue="t okeni ze( $banner Di spl ayOnl yTo, ' ')"/>
<sch: | et name="banner Nonl Cmar ki ngs_t ok" val ue="t okeni ze( $banner Nonl Cmar ki ngs, ' ')"/>
<sch: | et name="banner FA sour ceOpen_t ok" val ue="t okeni ze( $banner FA sour ceCpen, ' ')"/>
<sch: | et nanme="banner FG sour cePr ot ect ed_t ok"

val ue="t okeni ze( $banner FA sour ceProtected, ' ')"/>
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<sch: | et name="banner Rel easabl eTo_t ok" val ue="t okeni ze( $banner Rel easabl eTo, ' ')"/>

<sch: |l et name="banner SCl control s_t ok" val ue="t okeni ze( $banner SCl controls, ' ')"/>
<sch: | et nane="bannerNoti ce_t ok" val ue="t okeni ze( $bannerNotice, ' ')"/>

<sch:| et name="banner At om cEner gyMar ki ngs_t ok"

val ue="t okeni ze( $banner At oni cEner gyMar ki ngs, ' ')"/>

<I-- (U GCet Part Attributes -->

<sch:l et name="partC assification”

val ue=" for $token in $partTags/ @sm cl assification return tokenize(normalize-
space($t oken),"' ')"/>

<sch:l et name="partDi ssem nati onControl s"

val ue=" for $token in $partTags/ @sm di ssenmi nati onControls return tokeni ze(normalize-
space($t oken),"' ')"/>

<sch:l et name="partDi spl ayOnl yTo"

val ue=" for $token in $partTags/ @sm di spl ayOnl yTo return tokeni ze(normalize-
space($t oken),"' ')"/>

<sch:| et name="part At om cEner gyMar ki ngs"

val ue=" for $token in $part Tags/ @sm at om cEner gyMarki ngs return tokeni ze(nornalize-
space($t oken),"' ')"/>

<sch: | et name="part Nonl Crar ki ngs"

val ue="for $token in $partTags/ @sm nonl Crar ki ngs return tokeni ze(nornalize-

space($t oken),"' ')"/>

<sch: |l et name="part FG sour ceCpen"

val ue="for $token in $part Tags/ @sm FG sour ceCpen return tokeni ze($token," ')"/>
<sch: | et name="part FG sour ceProt ect ed"

val ue="for $token in $part Tags/ @sm FG sourceProtected return tokeni ze($token,' ')"/>

<sch:l et name="part SCl control s"
val ue=" for $token in $partTags return tokeni ze(nornalize-space($token/ @sm SCl control s), "

‘)" >

<sch:l et name="partNotice"

val ue=" for $token in $partTags/ @sm notice return tokeni ze(nornalize-space($token),' ")"/
>

<!-- (U) Tokenize portion Attributes -->
<sch:l et name="partC assification_tok"

val ue=" for $token in $partC assification return tokeni ze($token, ' "')"/>
<sch:l et name="partDi ssem nati onControl s_t ok"

val ue=" for $token in $partD ssem nationControls return tokenize($token, ' ')"/>
<sch: |l et name="partDi spl ayOnl yTo_t ok™"

val ue=" for $token in $partD splayOnlyTo return tokenize($token, ' ')"/>

<sch: | et name="part At om cEner gyMar ki ngs_t ok"

val ue=" for $token in $part At om cEnergyMar ki ngs return tokenize($token, ' ")"/>
<sch: | et name="part Nonl Crar ki ngs_t ok"

val ue=" for $token in $partNonl Crarki ngs return tokenize($token, ' ') "/>

<sch: |l et name="part SCl control s_t ok"

val ue=" for $token in $partSClcontrols return tokeni ze($token, ' ") "/>

<sch:l et name="partNotice_t ok"

val ue=" for $token in $partNotice return tokeni ze($token, ' ") "/>
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<I-- (U) Does the current Cl assified National Security Information Executive O der apply
to this resource -->

<sch:l et name="1SM NSI _EO APPLI ES"

val ue=" if (not ($l SM CAPCO RESOURCE) or ($I SM RESOURCE_ELEMENT/ @ sm cl assi fi cation="U)
or index-of ($part At om cEner gyMarki ngs_tok,' FRD ) &gt; 0 or index-

of ($part At omi cEner gyMar ki ngs_tok,' RD' ) &gt; 0 or ($l SM RESOURCE_CREATE DATE_I NT &lt;
19960414)) then false() else true()"/>

<I-- (U) Define countries that are included in the THREE-, FOUR- and FI VE- EYES
desi gnations -->

<sch: | et name="TEYE tok" val ue="tokeni ze(' USA CAN GBR, ' ")"/>
<sch:l et name="ACGUJ_tok" val ue="tokeni ze(' USA AUS CAN GBR, ' ')"/>
<sch: | et name="FVEY_tok" val ue="tokeni ze(' USA AUS CAN GBR NzL', ' ")"/>
<!-- (U) Check rollup of attributes in portions to the banner -->

<sch: |l et name="dcTags"

val ue="for $piece in $di ssem nati onControl sList return $piece/text()"/>

<sch: | et name="dcTagsFound"

val ue="for $token in $dcTags return if ( index-of ($partD sseni nati onControls_t ok, $t oken)
&gt; O and (not (i ndex-of ($banner Di ssem nati onControl s_t ok, $t oken) &gt; 0)) ) then $token
el se null "/>

<sch: | et nanme="aeaTags"

val ue="for $piece in $atom cEnergyMarki ngsLi st return $piece/text()"/>

<sch: | et name="aeaTagsFound"

val ue=" for $token in $aeaTags return if ( index-of ($partAtoni cEner gyMarki ngs_t ok, $t oken)
&gt; O and (not (i ndex- of ($banner At om cEner gyMar ki ngs_t ok, $t oken) &gt; 0)) ) then $token
el se null "/>

<I-- (U Abstract C asses -->

<sch:include href="./Lib/ValidateValidAttributeVal uesAgai nstList.sch"/>
<sch:include href="./Lib/ValidateSortedAttributeVal uesAgai nstList.sch"/>
<sch:include href="./Lib/deprecatedError.sch"/>

<sch:include href="./Lib/deprecat edWarni ng. sch"/>

<!-- XSLT Functions for routine tasks -->

<xsl :function name="dvf: deprecated" as="xs:string*">
<xsl : param name="attri bute" as="xs:string"/>

<xsl : param name="depVal ues" as="xs:string*"/>

<xsl : param name="depDat es" as="xs:string*"/>

<xsl : param name="cur Dat e" as="xs:string"/>

<xsl : param name="i sError" as="xs: bool ean"/ >

<xsl :vari abl e name="val ues" as="xs:string*">
<xsl : for-each sel ect ="$depVal ues" >

<xsl:if test="index-of (tokenize($attribute,' '), .)&gt;0">
<xsl : val ue-of select="."/>

</ xsl:if>

</ xsl : for - each>
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</ xsl : vari abl e>

<xsl : choose>

<xsl :when test="%isError">

<xsl:for-each sel ect ="$val ues">

<xsl:if test="$curDate &gt; transl ate(subsequence($depDat es, i ndex-

of ($depVal ues, .),1),"'-"',"")">

<xsl :val ue-of select="concat('[',string(.),'] has been deprecated and is not authorized
for use after ', string(subsequence($depDates, i ndex-of ($depVal ues, .),1)))"/>

</ xsl:if>

</ xsl : for-each>

</ xsl : when>

<xsl : ot herwi se>

<xsl :for-each sel ect ="%val ues">

<xsl:if test="$curDate & t;= transl ate(subsequence($depDat es, i ndex-

of ($depVal ues, .),1),"'-"',"")">

<xsl :val ue-of select="concat('[',string(.),'] has been deprecated and is not authorized
for use after ', string(subsequence($depDates, i ndex-of ($depVal ues, .),1)))"/>

</ xsl:if>

</ xsl : for-each>
</ xsl : ot herwi se>
</ xsl| : choose>

</ xsl : function>

<| __****************************__>
<I-- (U ISMID Rules -->
<| __****************************__>

<!--(U ACCM ->
<sch:include href="./Rul es/ ACCM | SM | D _00220. sch"/ >

<!--(U) atom cEnergyMarkings-->

<sch:include href="./Rul es/atom cEnergyMarkings/ISM |D 00173. sch"/>
<sch:include href="./Rul es/atom cEnergyMarki ngs/I SM |D 00174. sch"/>
<sch:include href="./Rul es/atom cEnergyMar ki ngs/I SM | D 00175. sch"/>
<sch:include href="./Rul es/atom cEnergyMar ki ngs/ISM | D 00176. sch"/>
<sch:include href="./Rul es/atom cEnergyMarkings/ISM |D 00178. sch"/>
<sch:include href="./Rul es/atom cEnergyMarkings/ISM |D 00181. sch"/>
<sch:include href="./Rul es/atom cEnergyMar ki ngs/ISM | D 00182. sch"/>
<sch:include href="./Rul es/atom cEnergyMar ki ngs/ISM | D 00183. sch"/>
<sch:include href="./Rul es/atom cEnergyMarkings/ISM |D 00184. sch"/>
<sch:include href="./Rul es/atom cEnergyMar ki ngs/I SM | D 00185. sch"/>

<I--(U) classification-->

<sch:include href="./Rules/classification/ISM.I|D 00015.sch"/>
<sch:include href="./Rules/classification/ISMI|D 00016.sch"/>
<sch:include href="./Rules/classification/lISM.I|D 00040.sch"/>
<sch:include href="./Rules/classification/I1SMI|D 00142.sch"/>
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<I--(U classifiedBy-->
<sch:include href="./Rul es/classifiedBy/ISMID 00017.sch"/>

<I--(U) decl assException-->
<sch:include href="./Rul es/decl assException/1SM I D 00133. sch"/>

<!--(U) derivativel yC assifiedBy-->
<sch:include href="./Rul es/derivativel yCl assifiedBy/|ISM I|D 00143.sch"/>
<sch:include href="./Rul es/derivativel yC assifiedBy/|1SM ID 00221. sch"/>

<I--(U) displayOnlyTo-->
<sch:include href="./Rul es/displayOnlyTo/ISM |D 00167.sch"/>
<sch:include href="./Rul es/displayOnlyTo/1 SM | D 00168. sch"/>

<!--(U) dissem nati onControl s-->

<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00026.sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00028. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00030.sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00031. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00033. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00034. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00094. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00107. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00124. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00140. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00164. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00169. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00213. sch"/>
<sch:include href="./Rul es/di ssem nati onControls/ISM ID 00215. sch"/>

<I--(U Fd sourceOpen-->
<sch:include href="./Rul es/ FG sourceOpen/ |1 SM | D _00095. sch"/ >

<!--(U Fd sourceProtected-->

<sch:include href="./Rul es/ FGA sourceProtected/|1 SM | D 00096. sch"/>
<sch:include href="./Rul es/ FG sourceProtected/|1 SM | D 00097. sch"/>
<sch:include href="./Rul es/ FA sourceProtected/1 SM | D 00217.sch"/>

<!--(U general Constraints-->

<sch:include href="./Rul es/general Constraints/|ISM|D 00002. sch"/>
<sch:include href="./Rul es/general Constraints/ISM|D 00012. sch"/>
<sch:include href="./Rul es/general Constraints/ISM|D 00102. sch"/>
<sch:include href="./Rul es/general Constraints/|ISM|D 00103. sch"/>
<sch:include href="./Rul es/general Constraints/ISM|D 00119. sch"/>
<sch:include href="./Rul es/general Constraints/ISM|D 00125. sch"/>
<sch:include href="./Rul es/general Constraints/|ISM|D 00126.sch"/>
<sch:include href="./Rul es/general Constraints/ISM|D 00166. sch"/>
<sch:include href="./Rul es/general Constraints/ISM|D 00170.sch"/>
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nts/1SM | D_00191.
nts/1SM | D_00192.
nts/1SM | D_00193.
nts/1SM | D_00194.
nts/1SM | D_00195.
nts/1SM | D_00196.
nts/1SM | D_00197.
nts/1SM | D_00198.
nts/1SM | D_00199.
nts/1SM | D_00200.
nts/1SM | D_00201.
nts/1SM | D_00202.
nts/1SM | D_00203.
nts/1SM | D_00204.
nts/1SM | D_00205.
nts/1SM | D_00206.
nts/1SM | D_00207.
nts/1SM | D_00208.
nts/1SM | D_00209.
nts/1SM | D_00210.
nts/1SM | D _00211.

sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >

sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >

sch"/>

./ Rul es/ not i
./ Rul es/ not i
./ Rul es/ not i
./ Rul es/ not i
./ Rul es/ not i
./ Rul es/ not i
./ Rul es/ not i
./ Rul es/ not i
./ Rul es/ not i
./ Rul es/ not i

ce/ | SM | D_00127.
ce/ | SM | D_00128.
ce/ 1 SM | D_00129.
ce/ | SM | D_00130.
ce/ | SM | D_00134.
ce/ 1 SM | D_00135.
ce/ 1 SM | D_00136.
ce/ 1 SM | D_00137.
ce/ | SM | D_00138.
ce/ | SM | D_00139.

sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
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<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

href ="

href=".
href=".
href=".
href=".
href=".
href=".
href=".

href ="
href ="

./ Rul es/notice/l SMID 00150. sch"/>
/ Rul es/ notice/lSM|D 00151. sch"/>
/ Rul es/ notice/lSM | D 00152. sch"/>
/ Rul es/ notice/lSM | D 00153. sch"/>
/ Rul es/ notice/lSM|D 00156.sch"/>
/ Rul es/ notice/lSMI|D 00157.sch"/>
/ Rul es/ notice/lSM|D 00158. sch"/>
/ Rul es/ notice/lSMI|D 00159. sch"/>
./ Rul es/notice/l SMID 00160. sch"/>
./ Rul es/notice/l SMID 00161. sch"/>

<!--(U ownerProducer-->
<sch:i ncl ude
<sch:i ncl ude
<sch:i ncl ude
<sch:i ncl ude

<= (U

href ="
href ="
href ="
href ="

./ Rul es/ owner Producer/1SM | D 00001. sch"/ >
./ Rul es/ owner Producer/1SM | D 00099. sch"/ >
./ Rul es/ owner Producer/1SM | D 00100. sch"/ >
./ Rul es/ owner Producer/1SM | D 00219. sch"/ >

rel easabl eTo- - >

<sch:include href="./Rul es/rel easabl eTo/1 SM | D 00032. sch"/ >
<sch:include href="./Rul es/rel easabl eTo/1 SM | D 00041. sch"/>
<sch:include href="./Rul es/rel easabl eTo/|1 SM | D 00214. sch"/ >

<I--(
<sch:

<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:

resour ceEl enent - - >

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

./ Rul es/ resourceEl enent/1 SM | D 00013.
/ Rul es/ resour ceEl enent/ 1 SM | D _00014.
/ Rul es/ resour ceEl enent/ 1 SM | D_00056.
./ Rul es/ resourceEl enent/1 SM | D _00057.
/ Rul es/ resour ceEl enment/ 1 SM | D_00058.
/ Rul es/ resour ceEl enment /|1 SM | D_00059.
./ Rul es/ resourceEl enent/1 SM | D_00060.
/ Rul es/ resour ceEl enent/ 1 SM | D_00061.
/ Rul es/ resour ceEl enent/ 1 SM | D _00062.
./ Rul es/ resourceEl enent/1 SM | D _00063.
/ Rul es/ resour ceEl enent/ 1 SM | D_00064.
/ Rul es/ resour ceEl enent/ 1 SM | D_00065.
./ Rul es/ resourceEl enent/1 SM | D _00066.
/ Rul es/ resour ceEl enent/ 1 SM | D _00067.
/ Rul es/ resour ceEl enent/ 1 SM | D_00068.
./ Rul es/ resourceEl enent/1 SM | D _00070.
/ Rul es/ resour ceEl enent/ 1 SM | D_00071.
/ Rul es/ resour ceEl enent/ 1 SM | D_00072.
./ Rul es/ resourceEl enent/1 SM | D 00073.
/ Rul es/ resour ceEl enment/ 1 SM | D_00074.
/ Rul es/ resour ceEl enent/ 1 SM | D_00075.
./ Rul es/ resourceEl enent/1 SM | D 00077.
/ Rul es/ resour ceEl enent/ 1 SM | D_00078.
/ Rul es/ resour ceEl enent /1 SM | D_00079.
./ Rul es/ resourceEl enent/1 SM | D_00080.

sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
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<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

href ="

href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".
href=".

href ="

href=".

href ="
href ="

./ Rul es/ resourceEl enent/1 SM | D _00081.
/ Rul es/ resour ceEl enent/ 1 SM | D_00082.
./ Rul es/ resourceEl enent/1 SM | D _00083.
/ Rul es/ resour ceEl enent/ |1 SM | D_00084.
/ Rul es/ resour ceEl enent/ 1 SM | D_00085.
./ Rul es/ resourceEl enent/1 SM | D _00086.
/ Rul es/ resour ceEl enent/ 1 SM | D_00087.
/ Rul es/ resour ceEl enent/ 1 SM | D_00088.
./ Rul es/ resourceEl enent/1 SM | D_00090.
/ Rul es/ resour ceEl enent/ 1 SM | D_00104.
/ Rul es/ resour ceEl enment/ 1 SM | D _00105.
./ Rul es/ resourceEl enent/1 SM | D 00108.
/ Rul es/ resour ceEl enent/ 1 SM | D _00109.
/ Rul es/ resour ceEl enent/ 1 SM | D 00110.
./ Rul es/ resourceEl enent/1 SM | D 00111.
/ Rul es/ resour ceEl enent/ I SM | D 00112.
/ Rul es/ resour ceEl enment/ I SM | D 00113.
./ Rul es/ resourceEl enent/1 SM | D 00116.
/ Rul es/ resour ceEl enent/ |1 SM | D 00118.
/ Rul es/ resour ceEl enment/ 1 SM | D 00132.
./ Rul es/ resourceEl enent/1 SM | D 00141.
/ Rul es/ resour ceEl enment/ |1 SM | D _00145.
/ Rul es/ resour ceEl enment/ 1 SM | D _00146.
./ Rul es/ resourceEl enent/1 SM | D 00147.
/ Rul es/ resour ceEl enent/ |1 SM | D _00149.
/ Rul es/ resour ceEl enment/ |1 SM | D _00154.
./ Rul es/ resourceEl enent/1 SM | D 00155.
/ Rul es/ resour ceEl enent/ 1 SM | D 00162.
./ Rul es/ resourceEl enent/1 SM | D 00165.
./ Rul es/ resourceEl enent/1 SM | D 00171.

<I--(U SARIdentifier-->
<sch:include href="./Rul es/ SARIdentifier/ISMID 00121. sch"/>

<I--(U SCcontrols-->
i ./ Rul es/ SCl control s/1 SM | D 00042. sch"/ >
./ Rul es/ SCl control s/1 SM | D 00043. sch"/ >
./ Rul es/ SCl control s/1 SM | D 00044. sch"/ >
./ Rul es/ SCl control s/1 SM | D 00045. sch"/ >
./ Rul es/ SCl control s/1 SM | D 00046. sch"/ >
./ Rul es/ SCl control s/1 SM | D 00047. sch"/ >
./ Rul es/ SCl control s/1 SM | D 00048. sch"/ >
./ Rul es/ SCl control s/1 SM | D 00049. sch"/ >
./ Rul es/ SCl control s/1 SM | D 00122. sch"/ >
./ Rul es/ SCl control s/1 SM | D 00123. sch"/>
./ Rul es/ SCl control s/1 SM | D 00177.sch"/>
./ Rul es/ SCl control s/1 SM | D 00186. sch"/>
./ Rul es/ SCl control s/1 SM | D 00187.sch"/>

<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:
<sch:

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

href ="
href ="
href ="
href ="
href ="
href ="
href ="
href ="
href ="
href ="
href ="
href ="
href ="

sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
sch"/ >
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</ sch: schema>
<! -- UNCLASSI FI ED - ->
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FileName:.//Properties/capcoResource.sch

Schematron Code:

<?xm version="1. 0" encodi ng="UTF-8"?>
<sch:let xm ns:sch="http://purl.oclc.org/dsdl/schematron” name="| SM CAPCO RESOURCE"

\val ue="if (cont ai ns($l SM_RESOURCE_ELEMENT/ @ sm owner Producer, 'USA')) then true() else

false()"/>
<I-- Is this a CAPCO applicable resource with the ownerProducer of the resourceEl enent

bei ng [ USA] -->
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FileName:.//Properties/createDate.sch

Schematron Code:

<?xm version="1. 0" encodi ng="UTF-8"?>

<sch:l et xm ns:sch="http://purl.oclc.org/dsdl/schematron”
val ue="$I SM_RESOURCE_ELEMENT/ @ sm cr eat eDat e"/ >

<!-- Resource Creation Date -->

name="| SM RESOURCE_CREATE_DATE"
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FileName:.//Properties/ismDoD5230 24applies.sch

Schematron Code:

<?xm version="1. 0" encodi ng="UTF-8"?>
<sch:l et xm ns:sch="http://purl.oclc.org/dsdl/schematron” name="ISM DOD5230_24_ APPLI| ES"

val ue="if (cont ai ns($l SM_RESOURCE_ELEMENT/ @ sm conpl i esWth, 'DoD5230.24")) then true()

el se false()"/>
<I-- Is this a DoD5230. 24 applicable resource -->
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FileName:.//Properties/ismlcd_710applies.sch

Schematron Code:

<?xm version="1. 0" encodi ng="UTF-8"?>
<sch:l et xm ns:sch="http://purl.oclc.org/dsdl/schematron” name="1SM |CD 710_APPLI ES"

val ue="1if (cont ai ns($l SM_RESOURCE_ELEMENT/ @ sm conpl i esWth, 'I1CD 710')) then true() else

false()"/>
<I-- Is this a ICD 710 applicable resource -->
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FileName:.//Properties/resourceElement.sch

Schematron Code:

<?xm version="1. 0" encodi ng="UTF-8"?>

<!-- This is the first | SM RESOURCE- ELEMENT in the docunent -->

<sch:l et xm ns:sch="http://purl.oclc.org/dsdl/schematron” name="| SM RESOURCE ELENMENT"
val ue="(for $each in (//*) return if($each/ @smresourceEl enent=true()) then $each el se
null)[1]"/>

<!-- codeDesc

Traver se each el enent and return a list of all elenents containing the attribute
resourceEl ement with a value of [true]. Then take the first one.

- - >
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UNCLASSIFIED

Rule: ISM-ID-00001

FileName:.//Rules/ownerProducer/ISM_ID_00001.sch

Rule Description:
[ISM-ID-00001][Error] The attribute ownerProducer, when it exists, must have a non-null value.

Code Description:
This code makes sure that if ownerProducer is specified that it contains content that is a non-whitespace value.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00001">

<sch:rul e context="//*[ @sm owner Producer]">

<sch: assert id="1SM 00001" test="normalize-space(./ @sm owner Producer)!=""" flag="error">
[1SM 1D 00001][Error] The attribute ownerProducer, when it exists, nust have

a non-nul | val ue.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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UNCLASSIFIED

Rule: ISM-ID-00002

FileName:.//Rules/generalConstraints/ISM_ID_00002.sch

Rule Description:
[ISM-ID-00002][Error] For every optional attribute that is used in a document a non-null value must be present.

Code Description:
This code checks that if an attribute is present and has an empty or whitespace string as a value, then we return false
since all attributes must have a value specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00002">

<sch:rule context="//*[@sm *]">

<sch: assert id="1SM 00002"

test=" every $attribute in ./@sm* satisfies not(normalize-space($attribute) ="'")
flag="error">

[ SM |1 D 00002][Error] For every optional attribute that is used in a docunent a non-nul |
val ue nust be present.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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UNCLASSIFIED

Rule: ISM-ID-00012

FileName:.//Rules/generalConstraints/ISM_ID_00012.sch

Rule Description:
[ISM-ID-00012][Error] If any of the attributes defined in this DES other than DESVersion are specified for an element, then
attributes classification and ownerProducer must be specified for the element.

Code Description:
This code triggers on elements that have an ISM atribute whose name is not 'DESVersion' and it ensures that both the
ownerProducer and classification attributes are present on the element.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00012">

<sch:rule context="//*[ @sm *[ not (| ocal - nane(.)="DESVersion')]]">
<sch: assert id="1SM 00012"

test=" (./@sm owner Producer and ./ @sm cl assification)
flag="error">

[1SM 1D 00012][Error] If any of the attributes defined in

t hi s DES other than DESVersion are specified for an elenent, then attributes
cl assification

and owner Producer mnust be specified for the el enent.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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UNCLASSIFIED

Rule: ISM-ID-00013

FileName:.//Rules/resourceElement/ISM_ID_00013.sch

Rule Description:

[ISM-ID-00013][Error] If ISM-NSI-EO-APPLIES then either attribute classifiedBy or derivedFrom must be specified on the
ISM-RESOURCE-ELEMENT. Human Readable: Documents under E.O. 13526 must have classification authority block
information.

Code Description:

If the current Classified National Security Information Executive Order does not apply to the document then the rule
does not apply and we return true. Otherwise, we make sure that the resourceElement has attribute classifiedBy or
derivedFrom specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00013">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00013"

test=" if(not($l SM NSI_EO APPLIES)) then true() else if(./@smclassifiedBy or ./

@ sm derivedFrom) then true() else false()

flag="error">

[ SM 1D 00013][Error] Docunents under E.O 13526 nust have classification authority bl ock
i nf or mati on.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>

Page 22 of 209
UNCLASSIFIED



UNCLASSIFIED

Rule: ISM-ID-00014

FileName:.//Rules/resourceElement/ISM_ID_00014.sch

Rule Description:

[ISM-ID-00014][Error] If ISM-NSI-EO-APPLIES then one or more of the following attributes: declassDate, declassEvent,
or declassException must be specified on the ISM-RESOURCE-ELEMENT. Human Readable: Documents under E.O.
13526 must have declassification instructions included in the classification authority block information.

Code Description:

If the current Classified National Security Information Executive Order does not apply to the document then the rule
does not apply and we return true. Otherwise, we make sure that the resourceElement has attribute declassDate,
declassEvent, or declassException specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00014">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00014"

test=" if(not($l SM NSI _EO APPLIES)) then true() else if(./@smdeclassDate or ./

@ sm decl assEvent or ./ @sm decl assException) then true() else false() "

flag="error">

[ISM 1D 00014][Error] If ISM NSI-EO APPLIES then one or nore of the foll ow ng
attributes: declassDate, declassEvent, or decl assException nust be specified on the | SM
RESOURCE- ELEMENT.

Human Readabl e: Docunents under E. O 13526 nust have decl assification instructions
i ncluded in the

cl assification authority bl ock information.

</sch: assert >

</sch: rul e>

</ sch: pattern>
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UNCLASSIFIED

Rule: ISM-ID-00015

FileName:.//Rules/classification/ISM_ID_00015.sch

Rule Description:
[ISM-ID-00015][Error] If ISM-CAPCO-RESOURCE and attribute classification has a value of [U], then attributes
releasableTo, SARIdentifier, and SClcontrols must not be specified.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute classification with a value of [U] then we do not have attributes
releasableTo, SARIdentifier, or SClcontrols on the same element.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00015">

<sch:rule context="//*[ @sm cl assification]">

<sch: assert id="1SM 00015"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(./@smclassification="U and (./
@smrel easabl eTo or ./@sm SARIdentifier or ./@sm SClcontrols)) then false() else true()

flag="error">

[ SM 1D 00015][Error] If | SM CAPCO RESOURCE and attri bute

classification has a value of [U, then attributes rel easabl eTo, SARI dentifier, and
SCl control s

nust not be specified.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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UNCLASSIFIED

Rule: ISM-ID-00016

FileName:.//Rules/classification/ISM_ID_00016.sch

Rule Description:

[ISM-ID-00016][Error] If ISM-CAPCO-RESOURCE and attribute classification has a value of [U], then attributes
classificationReason, classifiedBy, derivativelyClassifiedBy, declassDate, declassEvent, declassException and
derivedFrom must not be specified.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute classification with a value of [U] then we do not have attributes
classifiedBy, declassDate, declassEvent, declassException, derivativelyClassifiedBy, or derivedFrom on the same
element.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D-00016" >

<sch:rule context="//*[ @sm cl assification]">

<sch: assert id="1SM 00016"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(matches(./@smclassification,'”U
$') and (./@smclassificati onReason or ./@smclassifiedBy or ./ @sm decl assDate or ./
@ sm decl assEvent or ./ @sm decl assException or ./ @smderivativel yC assifiedBy or ./
@sm derivedFrom)) then false() else true() "

flag="error">

[ SM 1D 00016][Error] If | SM CAPCO RESOURCE and attri bute

cl assification has a value of [U, then attributes classificationReason, classifiedBy,
derivativel yC assifi edBy, decl assDate, decl assEvent, decl assException,

and derivedFrom nust not be specifi ed.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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UNCLASSIFIED

Rule: ISM-ID-00017

FileName:.//Rules/classifiedBy/ISM_ID_00017.sch

Rule Description:
[ISM-ID-00017][Error] If ISM-NSI-EO-APPLIES and attribute classifiedBy is specified, then attribute classificationReason
must be specified. Human Readable: Originally Classified data requires a classification reason be identified.

Code Description:

If current Classified National Security Information Executive Order does not apply to this resource then the rule does
not apply and we return true. Otherwise we ensure that any element with the attribute classifiedBy also has the attribute
classificationReason.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM I D 00017">

<sch:rule context="//*[ @sm cl assi fi edBy] ">

<sch: assert id="1SM 00017"

test=" if(not($l SM NSI _EO APPLIES)) then true() else ./@smclassificati onReason "
flag="error">

[1SM 1D 00017][Error] If I SM NSI-EO APPLIES and attri bute

cl assifiedBy is specified, then attribute classificati onReason nmust be specified.

Human Readable: Oiginally Cassified data requires a classification reason be identified.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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UNCLASSIFIED

Rule: ISM-ID-00026

FileName:.//Rules/disseminationControls/ISM_ID_00026.sch

Rule Description:
[ISM-ID-00026][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls is specified, then each of its
values must be ordered in accordance with CVEnumISMDissem.xml.

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is
disseminationControls. Then, each attribute token is converted into a numerical value based on its characters. Next,
each attribute token is given an order number, which compares its position to that of its value in the CVE file. Next, each
order number is compared to that of its previous sibling to determine if the tokens are in order. If a token is found whose
order number is less than that of its previous sibling, 0 is returned for its sorted order number. If a token's order number
is greater than that of its previous sibling, 1 is returned. If two tokens have the same order number, their original attribute
values are compared. If the original attribute value contains numbers then the comparison is made on its converted
numerical value; otherwise, the comparison is made on its string value. If an attribute value is found whose value is less
than that of its previous sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are
found with O as its sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00026" >

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<!-- Define variables -->

<sch: | et name="capcoRestriction" value="true()"/>

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue=" '[ISM | D-00026][Error] If |ISM CAPCO RESOURCE and attribute dissem nati onControls
is specified, then each of its values nust be ordered in accordance wth

CVEnum SMDi ssem xmi . " "/ >

<sch: | et nane="dat aFi | eEl ens" val ue="$di sseni nati onControl sList"/>
<sch:l et nanme="attr Val ues" val ue="./@sm di sseni nati onControl s"/>
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>
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<I-- Get the position of each client node relative to its position in the master list. If
t he node is not found, returna -1 -->

<sch: | et nane="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat ('~ ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text(),"$ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1l -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or matches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>
<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch:assert id="1SM 00026" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="%$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00028

FileName:.//Rules/disseminationControls/ISM_ID_00028.sch

Rule Description:
[ISM-ID-00028][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls contains the name token [OC],
[EYES], or [RELIDO], then attribute classification must have a value of [TS], [S], or [C].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute disseminationControls with a value of [OC], [EYES], or
[RELIDQ] then we also have the attribute classification specified with a value of [C], [S], or [TS] on the same element.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00028">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00028"

test=" if(not($l SM CAPCO RESOURCE)) then true() else count(for $token in tokenize(./
@ sm di ssem nationControls, ' ') return if(mtches($token,'~(OC EYES| RELIDO $') and
not ( matches(./@smcl assification,' (TS| S C$ ))) then $token else null )=0 "
flag="error">

[1SM 1D 00028][Error] If |ISM CAPCO RESOURCE and attri bute

di ssem nati onControls contains the nane token [OC], [EYES], or [RELIDQ,

then attribute classification nust have a value of [TS], [S], or [C].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00030

FileName:.//Rules/disseminationControls/ISM_ID_00030.sch

Rule Description:
[ISM-ID-00030][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls contains the name token [FOUOQ],
then attribute classification must have a value of [U].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute disseminationControls without a value of [FOUQO] then we
return true because the rule does not apply. Otherwise we make sure the attribute classification is specified with a value
of [U] on the same element.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00030">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00030"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(not(index-of(tokenize(./

@sm di ssem nationControls," "),"'FOUO )&gt;0)) then true() else ./@smclassification="U
flag="error">

[1SM 1D 00030][Error] If |ISM CAPCO RESOURCE and attri bute

di ssem nati onControls contains the name token [ FOUQ|, then attribute classification nust
have

a value of [U].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00031

FileName:.//Rules/disseminationControls/ISM_ID_00031.sch

Rule Description:
[ISM-ID-00031][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls contains the name token [REL] or
[EYES], then attribute releasableTo must be specified.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute disseminationControls with a value of [REL] or [EYES] then the
attribute releasableTo is specified and does not have an empty value set.

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00031">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00031"

test=" count(for $token in tokenize(./@smdissen nationControls, ' ")
return if(matches($token, ' *"(REL| EYES)$' ) and (not(./@smrel easabl eTo) or ./
@smrel easabl eTo="") ) then $token else null )=0 "

flag="error">

[1SM 1D 00031][Error] If | SM CAPCO RESOURCE and attri bute

di ssem nati onControls contains the nanme token [ REL] or [EYES], then attribute rel easabl eTo
nust be specifi ed.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00032

FileName:.//Rules/releasableTo/ISM_ID_00032.sch

Rule Description:
[ISM-ID-00032][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls is not specified or is specified and
does not contain the name token [REL] or [EYES], then attribute releasableTo must not be specified.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the attribute releasableTo
is specified, then we make sure that the attribute disseminationControls is specified with a value containing [EYES] or
[REL].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00032">

<sch:rule context="//*[ @smrel easabl eTo] ">

<sch: | et name="di ssenifok" val ue="t okeni ze(./ @sm di sseni nati onControls,' "'")"/>

<sch: assert id="1SM 00032"

test=" if(not($l SM CAPCO RESOURCE)) then true() else index-of($di ssenlok, "' EYES )&gt; 0 or
i ndex- of ($di sseniok, ' REL") &gt; 0 "

flag="error">

[1SM 1D 00032][Error] If |ISM CAPCO RESOURCE and attri bute

di ssem nati onControls is not specified or is specified and does not contain the nane token
[ REL] or [EYES], then attribute rel easabl eTo nust not be specifi ed.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00033

FileName:.//Rules/disseminationControls/ISM_ID_00033.sch

Rule Description:
[ISM-ID-00033][Error] If ISM-CAPCO-RESOURCE, then Name tokens [REL], [EYES] and [NF] are mutually exclusive for
attribute disseminationControls.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute disseminationControls and counting 1 for each value of [REL],
[NF] or [EYES] found. If the count is greater than one then then the values are not being used exclusively with respect to
each other.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00033">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: | et name="di ssenifok" val ue="t okeni ze(./ @sm di sseni nati onControls,' "'")"/>

<sch: assert id="1SM 00033"

test=" if(not($l SM CAPCO RESOCURCE)) then true() else not( count(( if(index-

of ($di ssenflok, ' REL' ) &gt ; 0) then 1 else null, if(index-of ($dissenTok,'NF )&gt;0) then 1
el se null, if(index-of($di ssenmlok, 'EYES )&gt;0) then 1 else null) ) &gt; 1)
flag="error">

[1SM 1D 00033][Error] If |ISM CAPCO RESOURCE, then

t okens [REL], [EYES] and [NF] are nutually exclusive for attribute dissen nati onControls.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00034

FileName:.//Rules/disseminationControls/ISM_ID_00034.sch

Rule Description:
[ISM-ID-00034][Error] If ISM-CAPCO-RESOURCE, then Name tokens "RELIDO" and "NF" are mutually exclusive for
attribute disseminationControls.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute disseminationControls that does not have values [RELIDO] and
[NF] at the same time.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00034">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: | et name="di ssenifok" val ue="t okeni ze(./ @sm di sseni nati onControls,' "'")"/>
<sch: assert id="1SM 00035"

test=" if(not($l SM CAPCO RESOCURCE)) then true() else not(index-

of ($di ssenilok, ' RELI DO ) &gt ; 0 and i ndex- of ($di ssenifok, ' NF' ) &gt ; 0)

flag="error">

[ SM 1D 00034][Error] If | SM CAPCO RESOURCE, then Nane

t okens "RELI DO' and "NF" are nutual ly exclusive for attribute di ssen nati onControls.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00035

FileName:.//Rules/nonlCmarkings/ISM_ID_00035.sch

Rule Description:
[ISM-ID-00035][Error] If ISM-CAPCO-RESOURCE and attribute nonlCmarkings is specified, then each of its values must
be ordered in accordance with CVEnumISMNonIC.xml.

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is
nonlCmarkings. Then, each attribute token is converted into a numerical value based on its characters. Next, each
attribute token is given an order number, which compares its position to that of its value in the CVE file. Next, each order
number is compared to that of its previous sibling to determine if the tokens are in order. If a token is found whose order
number is less than that of its previous sibling, O is returned for its sorted order number. If a token's order number is
greater than that of its previous sibling, 1 is returned. If two tokens have the same order number, their original attribute
values are compared. If the original attribute value contains numbers then the comparison is made on its converted
numerical value; otherwise, the comparison is made on its string value. If an attribute value is found whose value is less
than that of its previous sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are
found with O as its sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00035">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">

<!-- Define variables -->

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue=""' [ISM | D-00035][Error] If |ISM CAPCO RESOURCE and attribute nonl Crarkings is

speci fied, then each of its val ues nust be ordered in accordance with CVEnum SMNonl C. xmi .
U II/ >

<sch: | et nanme="dat aFi |l eEl ens" val ue="$nonl Cmar ki ngsLi st"/>
<sch: |l et nanme="attr Val ues" val ue="./ @ sm nonl Cnar ki ngs"/ >
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>
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<I-- Get the position of each client node relative to its position in the master list. If
t he node is not found, returna -1 -->

<sch: | et nane="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat ('~ ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text(),"$ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1l -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or matches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>
<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch:assert id="1SM 00035" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="%$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00036

FileName:.//Rules/nonlCmarkings/ISM_ID_00036.sch

Rule Description:
[ISM-ID-00036][Error] If ISM-CAPCO-RESOURCE and attribute nonlICmarkings contains the name token [SC], then
attribute classification must have a value of [TS], [S], or [C].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check if the attribute disseminationControls contains the value [SC] and if it does we check that the classification
attribute has a value of [C], [S], or [TS].

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00036">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">

<sch: assert id="1SM 00036"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of(tokenize(./
@ sm nonl Cmarkings, ' '),"'SC )&gt;0) then matches(./@smclassification,'~(TS| S| C$ ) else
true()

flag="error">

[1SM 1D 00036][Error] If |ISM CAPCO RESOURCE and attri bute nonl Crar ki ngs
contai ns the nane token [SC], then attribute classification nust have a

val ue of [TS], [S], or [C].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00037

FileName:.//Rules/nonlCmarkings/ISM_ID_00037.sch

Rule Description:
[ISM-ID-00037][Error] If ISM-CAPCO-RESOURCE and attribute nonlICmarkings contains the name token [SINFO], [SBU],
or [SBU-NF], then attribute classification must have a value of [U].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check if the attribute nonICmarkings contains a value of [SINFO], [SBU], or [SBU-NF] then the classification
attribute must have a value of [U].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00037">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">

<sch: | et name="nonl Ct ok" val ue="t okeni ze(./ @ sm nonl Cmar ki ngs,"' ')"/>

<sch: assert id="1SM 00037"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($nonlCtok, 'SINFO)&gt;O0
or index-of ($nonl Ct ok, 'SBU )&gt; 0 or index-of ($nonl Ctok, 'SBU- NF )&gt;0) then ./
@smclassification="U else true()

flag="error">

[ SM 1D 00037][Error] If |ISM CAPCO RESOURCE and attri bute nonl Crar ki ngs cont ai ns

t he nane token [SINFQ, [SBU, or [SBU-NF], then attribute classification nust have a
val ue of [U].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00038

FileName:.//Rules/nonlCmarkings/ISM_ID_00038.sch

Rule Description:
[ISM-ID-00038][Error] If ISM-CAPCO-RESOURCE, then Name tokens [XD] and [ND] are mutually exclusive for attribute
nonlCmarkings.

Code Description:
If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that the attribute nonICmarkings does not contain both a value of [XD] and a value of [ND].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00038">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">
<!-- get list of tokens in nonlCrarkings attribute -->
<sch: | et name="ni cnifok" val ue="t okeni ze(./ @sm nonl Crar ki ngs,' "')"/>

<sch: assert id="1SM 00038"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of($nicmlok,' XD )&gt; 0 and
i ndex- of ($ni cnirok, ' ND' ) &gt ; 0)

flag="error">

[1SM 1D 00038][Error] If |ISM CAPCO RESOURCE, then Nane tokens [XD] and [ND] are nutually
excl usive for attribute nonl Crarki ngs.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>

Page 39 of 209
UNCLASSIFIED



UNCLASSIFIED

Rule: ISM-ID-00040

FileName:.//Rules/classification/ISM_ID_00040.sch

Rule Description:
[ISM-ID-00040][Error] If ISM-CAPCO-RESOURCE and attribute ownerProducer contains [USA] then attribute
classification must have a value in CVEnumISMClassificationUS.xml.

Code Description:

To determine the valid values, this rule first retrieves the CVE values for the attribute, which in this case is classification.
Then, each attribute token is converted into a numerical value based on its characters. Next, each attribute token is given
an order number, which compares its position to that of its value in the CVE file. If the token is not found, its order number
will be -1. If the document is a CAPCO resource and the ownerProducer of this element is 'USA', then the rule will fail if
tokens are found with order numbers of -1. The rule will also fail if duplicate values are found for the element, or when its
count is greater than 1.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00040" >

<sch:rule context="//*[ @sm cl assification]">

<!-- Define variables -->

<sch: |l et name="errMsg_ Val ueNot Found"

val ue=""' [ISM | D-00040][Error] If |ISM CAPCO RESOURCE and attri bute ownerProducer contains
[USA] then attribute classification nust have a value in CVEnum SMCl assificationUS. xm .'
ll/>

<sch: | et nane="dat aFi | eEl ens" val ue="$cl assi fi cati onUSLi st"/>

<sch: |l et name="attrVal ues" value="./@smclassification"/>

<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>
<sch: | et name="capco" val ue="contai ns(./ @ sm owner Producer, 'USA )"/>

<!-- Get the position of each client node relative to its position in the master list. If
t he node is not found, returna -1 -->

<sch: | et nane="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat (' A" ,text(),"'$ ))]) then

count ( ($dat aFi | eEl ens[ mat ches( $t oken, concat (' ' ,text (), $'))])/preceding::*) + 1 else -1"/
>

<!-- Determne if the list has invalid values. If and only if it does, figure out which
ones are invalids -->

<sch: | et nane="hasl nval i ds" val ue="count (i ndex- of ($orderNuns, -1)) &gt; 0"/>

<sch: |l et nane="inval i dVal ues"

val ue=" if ($haslnvalids) then distinct-values( for $token in index-of ($order Nuns, - 1)
return $attrVal ueTokens[ $token] ) else null "/>
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<I-- Determne if the list has duplicate values. If and only if it does, figure out which
ones are duplicates -->
<sch:| et name="hasDups"

val ue="count (di stinct-val ues($attrVal ueTokens)) != count($attrVal ueTokens)"/>
<sch: | et name="dupVal ues"

val ue=" if ($hasDups) then distinct-values( for $token in $attrVal ueTokens return
i f (count (index-of ($attrVal ueTokens, $token)) &gt; 1) then $attrVal ueTokens[i ndex-
of ($attrVal ueTokens, $token)[1]] else null ) else null "/>

<!-- Execute tests -->

<sch: assert id="1SM 00040" flag="error"

test="if (($l SM_CAPCO RESOURCE) and not ($capco)) then true() el se not($haslnvalids)">
<sch: val ue- of sel ect="%err Msg_Val ueNot Found"/ >

I nval i d val ue of [<sch:val ue-of sel ect="8$invalidVal ues"/>]</sch: assert>

<sch: assert test="not($hasDups)" flag="undefi ned">Duplicate val ues found [<sch: val ue- of
sel ect =" $dupVal ues"/>] for [<sch:val ue-of select="8$attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00041

FileName:.//Rules/releasableTo/ISM_ID_00041.sch

Rule Description:
[ISM-ID-00041][Error] If ISM-CAPCO-RESOURCE and attribute releasableTo is specified, then each of its values must be
ordered in accordance with CVEnumISMRelTo.xml."

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is releasableTo.
Then, each attribute token is converted into a numerical value based on its characters. Next, each attribute token is given
an order number, which compares its position to that of its value in the CVE file. Next, each order number is compared

to that of its previous sibling to determine if the tokens are in order. If a token is found whose order number is less than
that of its previous sibling, 0 is returned for its sorted order number. If a token's order number is greater than that of its
previous sibling, 1 is returned. If two tokens have the same order number, their original attribute values are compared. If
the original attribute value contains numbers then the comparison is made on its converted numerical value; otherwise,
the comparison is made on its string value. If an attribute value is found whose value is less than that of its previous
sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are found with 0 as its
sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00041">

<sch:rule context="//*[ @smrel easabl eTo] ">

<!-- Define variables -->

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue=""' [ISM | D-00041][Error] If |ISM CAPCO RESOURCE and attribute rel easableTo is

speci fied, then each of its val ues nust be ordered in accordance with CVEnum SMRel To. xmi .
U II/ >

<sch: | et nane="dat aFi | eEl ens" val ue="$%$rel easabl eToLi st"/>
<sch: |l et nanme="attr Val ues" val ue="./@smrel easabl eTo"/>
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>

<!-- Get the position of each client node relative to its position in the master list. If

t he node is not found, return a -1 -->
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<sch: | et name="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat (' A" ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text (), $ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1 -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or nmatches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>

<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch:assert id="1SM 00041" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00042

FileName:.//Rules/SClcontrols/ISM_ID_00042.sch

Rule Description:
[ISM-ID-00042][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols is specified, each of its values must be
ordered in accordance with CVEnumISMSCIControls.xml.

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is SClcontrols.
Then, each attribute token is converted into a numerical value based on its characters. Next, each attribute token is given
an order number, which compares its position to that of its value in the CVE file. Next, each order number is compared
to that of its previous sibling to determine if the tokens are in order. If a token is found whose order number is less than
that of its previous sibling, 0 is returned for its sorted order number. If a token's order number is greater than that of its
previous sibling, 1 is returned. If two tokens have the same order number, their original attribute values are compared. If
the original attribute value contains numbers then the comparison is made on its converted numerical value; otherwise,
the comparison is made on its string value. If an attribute value is found whose value is less than that of its previous
sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are found with 0 as its
sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00042" >

<sch:rule context="//*[ @sm SCl control s]">

<!-- Define variables -->

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue=""' [ISM | D-00042][Error] If | SM CAPCO RESOURCE and attribute SClcontrols is

speci fied, each of its values nust be ordered in accordance with CVEnum SMSCI Control s. xnl .
U II/ >

<sch: | et nane="dat aFi | eEl ens" val ue="$SCl control sList"/>
<sch:l et nanme="attr Val ues" val ue="./@sm SCl control s"/>
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>

<!-- Get the position of each client node relative to its position in the master list. If

t he node is not found, return a -1 -->
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<sch: | et name="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat (' A" ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text (), $ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1 -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or nmatches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>

<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch:assert id="1SM 00042" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00043

FileName:.//Rules/SClcontrols/ISM_ID_00043.sch

Rule Description:
[ISM-ID-00043][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [SI], then attribute
classification must have a value of [TS], [S], or [C].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [Sl], then we make sure that attribute classification has a value of
[TS], [S], or [C].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00043" >

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00043"

test="if (not($l SM CAPCO RESOURCE)) then true() else if ( index-of(tokenize(./

@sm SClcontrols, ' "),"SlI"')&gt;0 and not ( matches(./@smclassification,' (TS SO%$)) )
then fal se() else true()

flag="error">

[1SM | D 00043][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
token [SI], then attribute

cl assification nust have a value of [TS], [S], or [C.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00044

FileName:.//Rules/SClcontrols/ISM_ID_00044.sch

Rule Description:
[ISM-ID-00044][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [SI-G], then
attribute classification must have a value of [TS].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [SI-G], then we make sure that attribute classification has a value of
[TS].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00044" >

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00045"

test="if(not($l SM CAPCO RESOURCE)) then true() else if(index-of(tokenize(./

@sm SClcontrols," '),"'SI-G)&gt;0 and not (matches(./ @sm cl assification,'*"TS$' )) ) then
fal se() else true()

flag="error">

[1SM | D 00044][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
token [SI-G, then attribute

cl assification nust have a value of [TS].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00045

FileName:.//Rules/SClcontrols/ISM_ID_00045.sch

Rule Description:
[ISM-ID-00045][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [SI-G], then
attribute disseminationControls must contain the name token [OC].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [SI-G], then we make sure that attribute disseminationControls
contains the value [OC].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00045" >

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00045"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of(tokenize(./

@sm SClcontrols,' "),"SI-G)&gt;0) then index-of (tokenize(./@smdisseninationControls,"
), 'OC )&gt;0 else true()

flag="error">

[ SM | D 00045][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
token [SI-G, then attribute

di ssem nati onControls nust contain the nane token [QOC].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00046

FileName:.//Rules/SClcontrols/ISM_ID_00046.sch

Rule Description:
[ISM-ID-00046][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains a name token starting with [SI-ECI],
then attribute classification must have a value of [TS].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute classification specified with a value of [TS] then the rule does not apply and we return true. Otherwise, we make
sure that attribute SClcontrols does not contain the value [SI-ECI].

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00046" >

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00046"

test=" if(not($l SM CAPCO RESOCURCE)) then true() else if(matches(./@smclassification,'~TS
$')) then true() else count( for $token in tokenize(./@sm SClcontrols,' ') return
i f(mat ches($token, ' ~"SI-ECI"')) then 1 else null )=0 "

flag="error">

[1SM | D 00046][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains

a nane token starting with [SI-ECI], then attribute classification nust have a

val ue of [TS].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00047

FileName:.//Rules/SClcontrols/ISM_ID_00047.sch

Rule Description:
[ISM-ID-00047][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [TK], then attribute
classification must have a value of [TS] or [S].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [TK], then we make sure that attribute classification has a value of
[TS] or [S].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00047" >

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00047"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of(tokenize(./

@sm SClcontrols, ' "),"'TK )&t;0 and not ( matches(./@smclassification,' (TS S%$)) )
then fal se() else true()

flag="error">

[1SM 1D 00047][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains

t he nane token [TK], then attribute classification nust have a value of [TS] or [S].
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00048

FileName:.//Rules/SClcontrols/ISM_ID_00048.sch

Rule Description:
[ISM-ID-00048][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [HCS], then
attribute classification must have a value of [TS], [S], or [C].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [HCS], then we make sure that attribute classification has a value of
[TS], [S], or [C].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00048">

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00048"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if( index-of(tokenize(./

@sm SClcontrols, ' '),"HCS )&gt; 0 and not (matches(./@smclassification,' (TS S O%$)) )
then fal se() else true()

flag="error">

[1SM | D 00048][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
t oken [HCS], then attribute

cl assification nust have a value of [TS], [S], or [C.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00049

FileName:.//Rules/SClcontrols/ISM_ID_00049.sch

Rule Description:
[ISM-ID-00049][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [HCS], then
attribute disseminationControls must contain the name token [NF].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [HCS], then we make sure that attribute disseminationControls
contains the value [NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00049" >

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00048"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not( index-

of (t okeni ze(./@sm SCl controls, ' "'),"'HCS )&gt; 0 and not (i ndex-of (tokeni ze(./
@sm di ssem nationControls," "),"NF)) )

flag="error">

[1SM 1D 00049][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
t oken [HCS], then attribute

di ssem nati onControls nust contain the nane token [NF].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00056

FileName:.//Rules/resourceElement/ISM_ID_00056.sch

Rule Description:

[ISM-ID-00056][Error] If ISM-CAPCO-RESOURCE and attribute classification of ISM-RESOURCE-ELEMENT has a value
of [U] then no element meeting ISM-CONTRIBUTES-USA in the document may have a classification attribute of [C], [S] or
[TS]. Human Readable: USA UNCLASSIFIED documents can’'t have TS, S, or C data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute classification specified with a value of [U], then we make sure that no portion with ownerProducer containing USA
has attribute classification specified with a value of [C], [S], or [TS].

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00056" >

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">
<sch: assert id="1SM 00056"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(not(./@smclassification="U))
t hen true() else count( for $each in $partTags return if(contains($each/

@ sm owner Producer, 'USA') and not ($each/ @sm cl assification="U)) then $each el se
null )=0 "

flag="error">

[1SM | D-00056] [ Error] USA uncl assified docunents can’'t have TS, S, or C data

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00057

FileName:.//Rules/resourceElement/ISM_ID_00057.sch

Rule Description:

[ISM-ID-00057][Error] If ISM-CAPCO-RESOURCE and attribute classification of ISM-RESOURCE-ELEMENT has a value
of [U] then no element meeting ISM-CONTRIBUTES in the document may have a classification attribute of [R]. Human
Readable: USA UNCLASSIFIED documents cannot have R data.

Code Description:
If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute classification specified with a value of [U], then we make sure that no portion has attribute classification specified
with a value of [R].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00057">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00057"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(not(./@smclassification="U))
t hen true() el se not(index-of($partC assification_tok, 'R )&gt;0)

flag="error">

[1SM | D 00057][Error] USA uncl assified docunents cannot have R data.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00058

FileName:.//Rules/resourceElement/ISM_ID_00058.sch

Rule Description:

[ISM-ID-00058][Error] If ISM-CAPCO-RESOURCE and attribute classification of ISM-RESOURCE-ELEMENT has a value
of [C] then no element meeting ISM-CONTRIBUTES-USA in the document may have a classification attribute of [S] or
[TS]. Human Readable: USA CONFIDENTIAL documents can't have TS or S data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute classification specified with a value of [C], then we make sure that no portion with ownerProducer containing USA
has attribute classification specified with a value of [TS] or [S].

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00058">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">
<sch: assert id="1SM 00058"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(not(./@smclassification="C))
t hen true() else count( for $each in $partTags return if(contains($each/

@ sm owner Producer, 'USA') and not ($each/ @sm cl assification="U or $each/
@smclassification="C ) ) then $each else null )=0 "

flag="error">

[ SM | D-00058] [Error] USA confidential docunents can't have TS or S data.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00059

FileName:.//Rules/resourceElement/ISM_ID_00059.sch

Rule Description:

[ISM-ID-00059][Error] If ISM-CAPCO-RESOURCE and attribute classification of ISM-RESOURCE-ELEMENT has a value
of [S] then no element meeting ISM-CONTRIBUTES-USA in the document may have a classification attribute of [TS].
Human Readable: USA SECRET documents can't have TS data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute classification specified with a value of [S], then we make sure that no portion with ownerProducer containing USA
has attribute classification specified with a value of [TS].

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00059" >

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00059"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(not(./@smclassification="S))
t hen true() else count( for $each in $partTags return if(contains($each/

@ sm owner Producer, 'USA') and not ($each/ @sm cl assification="U or $each/
@smclassification="C or $each/ @smclassification="S)) then $each else null )=0 "
flag="error">

[1SM 1D 00059][Error] USA secret docunents can't have TS dat a.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00060

FileName:.//Rules/resourceElement/ISM_ID_00060.sch

Rule Description:

[ISM-ID-00060][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document have
the attribute SClcontrols containing a value of [SI] then the ISM-RESOURCE-ELEMENT element’s SClcontrols must
contain [SI]. Human Readable: USA documents having SI must have it at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [SI] and does not have attribute excludeFromRollup set to true, then
we make sure that the resourceElement has attribute SClcontrols specified with a value containing [SI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00060">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00060"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partSClcontrols_tok
'SI') &gt; 0) then index-of ($banner SCl controls_tok, "SI') &gt; O else true() "
flag="error">

[ SM | D-00060] [ Error] USA docunents having SI nust have it at the resource | evel

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00061

FileName:.//Rules/resourceElement/ISM_ID_00061.sch

Rule Description:

[ISM-ID-00061][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document have
the attribute SClcontrols containing a value of [SI-G] then the ISM-RESOURCE-ELEMENT element’s SClcontrols must
contain [SI-G]. Human Readable: USA documents having SI-G must have it at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [SI-G] and does not have attribute excludeFromRollup set to true,
then we make sure that the resourceElement has attribute SClcontrols specified with a value containing [SI-G].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00061">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00061"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partSClcontrols_tok,
'SI-G ) &gt; 0) then index-of ($bannerSClcontrols_tok, 'SI-G) &gt; O else true() "
flag="error">

[1SM 1D 00061][Error] USA docunents having SI-G nust have it at the resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00062

FileName:.//Rules/resourceElement/ISM_ID_00062.sch

Rule Description:

[ISM-ID-00062][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document have
the attribute SClcontrols containing a value of [TK] then the ISM-RESOURCE-ELEMENT element’s SClcontrols must
contain [TK]. Human Readable: USA documents having TK must have it at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [TK] and does not have attribute excludeFromRollup set to true,
then we make sure that the resourceElement has attribute SClcontrols specified with a value containing [TK].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00062">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00062"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partSClcontrols_tok
' TK') &gt; 0) then index-of ($banner SCl controls_tok, '"TK') &gt; O else true() "
flag="error">

[1SM 1D 00062][Error] USA docunents having TK nust have it at the resource | evel

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00063

FileName:.//Rules/resourceElement/ISM_ID_00063.sch

Rule Description:

[ISM-ID-00063][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document have
the attribute SClcontrols containing a value of [HCS] then the ISM-RESOURCE-ELEMENT element’s SClcontrols must
contain [HCS]. Human Readable: USA documents having HCS must have it at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [HCS] and does not have attribute excludeFromRollup set to true,
then we make sure that the resourceElement has attribute SClcontrols specified with a value containing [HCS].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00063">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00063"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partSClcontrols_tok
' HCS' ) &gt; 0) then index-of ($banner SClcontrols_tok, 'HCS' ) &gt; O else true() "
flag="error">

[1SM |1 D 00063][Error] USA docunents having HCS nust have it at the resource |evel

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00064

FileName:.//Rules/resourceElement/ISM_ID_00064.sch

Rule Description:

[ISM-ID-00064][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document
have the attribute FGlsourceOpen containing any value then the ISM-RESOURCE-ELEMENT must have either
FGlsourceOpen or FGIsourceProtected with a value. Human Readable: USA documents having FGI Open data must
have FGI Open or FGI Protected at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute FGlsourceOpen specified and does not have attribute excludeFromRollup set to true, then we make sure that the
resourceElement has one of the following attributes specified: FGlsourceOpen or FGlsourceProtected.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00064">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00064"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(not(enpty($part FA sourceCpen)))
t hen ($banner FG sour ceCpen or $banner FG sour ceProtected) else true() "

flag="error">

[1SM | D-00064] [ Error] USA docunents having FG@ Open data nust have FG@ Open or FG
Protected at the resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00065

FileName:.//Rules/resourceElement/ISM_ID_00065.sch

Rule Description:

[ISM-ID-00065][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

have the attribute FGlsourceProtected containing any value then the ISM-RESOURCE-ELEMENT must have
FGlsourceProtected with a value. Human Readable: USA documents having FGI Protected data must have FGI Protected
at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
FGlsourceProtected specified with a non-empty value and does not have attribute excludeFromRollup set to true, then we
make sure that the banner has attribute FGlsourceProtected specified with a non-empty value.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00065">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">
<sch: assert id="1SM 00065"

test=" if(not($l SM CAPCO RESCURCE)) then true() else

i f(not (enpty($part FA sourceProtected))) then $banner FA sourceProtected el se true()
flag="error">

[1SM | D 00065][Error] USA docunents having FG@ Protected data nust have FG@ Protected at
t he resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00066

FileName:.//Rules/resourceElement/ISM_ID_00066.sch

Rule Description:

[ISM-ID-00066][Error] If ISM-CAPCO-RESOURCE and: 1. Any element meeting ISM-CONTRIBUTES in the document
has the attribute disseminationControls containing [FOUO] AND 2. ISM-RESOURCE-ELEMENT has the attribute
classification [U] AND 3. No element meeting ISM-CONTRIBUTES in the document has nonlCmarkings containing [SBU],
[SBU-NF], [LES], [LES-NF] Then the ISM-RESOURCE-ELEMENT must have disseminationControls containing [FOUO].
Human Readable: USA Unclassified documents having FOUO data and not having SBU, SBU-NF, LES, or LES-NF must
have FOUO at the resource level.

Code Description:

If CAPCO rules do not apply to the document, then the rule does not apply and we return true. Verify that this is actually
the ISM-RESOURCE-ELEMENT If the resourceElement has attribute classification specified with a value other than [U],
then the rule does not apply and we return true. If the banner has attribute disseminationControls specified with a value

containing [FOUQ], or no element has attribute disseminationControls specified with value containing [FOUQ], then the

rule does not apply and we return true. Otherwise, we make sure that an element has attribute nonICmarkings specified
with a value of [SBU], [SBU-NF], [LES], or [LES-NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00066" >

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00066"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(not($bannerC assification="U))
t hen true() else if(not(index-of($dcTagsFound, ' FOUO )&gt;0)) then true() el se index-

of ($part Nonl Crrar ki ngs_t ok, ' SBU ) &gt ; 0 or i ndex- of ($part Nonl Crar ki ngs_t ok, ' SBU- NF' ) &gt ; O
or i ndex- of ($part Nonl Cmar ki ngs_t ok, ' LES' ) &gt ; 0 or i ndex- of ($part Nonl Cmar ki ngs_t ok, ' LES-
NF' ) &gt; 0 "

flag="error">

[1SM | D 00066][Error] USA Uncl assified docunents havi ng FOUO data and not havi ng SBU, SBU
NF, LES, or LES-NF nust have

FOUO at the resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00067

FileName:.//Rules/resourceElement/ISM_ID_00067.sch

Rule Description:

[ISM-ID-00067][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document
have the attribute disseminationControls containing [OC] then the ISM-RESOURCE-ELEMENT must have
disseminationControls containing [OC]. Human Readable: USA documents having ORCON data must have ORCON at
the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element does not have attribute excludeFromRollup set to true has attribute disseminationControls specified with a value
containing [OC] unless the resourceElement also has attribute disseminationControls specified with a value containing
[OCl.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00067">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00067"

test=" if(not($l SM CAPCO RESOURCE)) then true() el se not(index-of($dcTagsFound,' OC ) &gt;
0) "

flag="error">

[ SM 1D 00067][Error] USA docunents havi ng ORCON data nust have ORCON at the resource

| evel .

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00068

FileName:.//Rules/resourceElement/ISM_ID_00068.sch

Rule Description:

[ISM-ID-00068][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

have the attribute disseminationControls containing [IMC] then the ISM-RESOURCE-ELEMENT must have
disseminationControls containing [IMC]. Human Readable: USA documents having IMCON data must have IMCON at the
resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no

element that does not have attribute excludeFromRollup set to true has attribute disseminationControls specified with
a value containing [IMC] unless the resourceElement also has attribute disseminationControls specified with a value

containing [IMC].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00068">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00068"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of($dcTagsFound,'|MC ) &gt;
0) "

flag="error">

[ SM | D-00068][Error] USA docunents having | MCON data nust have | MCON at the resource

| evel .

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00070

FileName:.//Rules/resourceElement/ISM_ID_00070.sch

Rule Description:

[ISM-ID-00070][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

have the attribute disseminationControls containing [NF] then the ISM-RESOURCE-ELEMENT must have
disseminationControls containing [NF]. Human Readable: USA documents having NF data must have NF at the resource
level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element that does not have attribute excludeFromRollup set to true has attribute disseminationControls specified with
a value containing [NF] unless the resourceElement also has attribute disseminationControls specified with a value
containing [NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00070">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00070"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of($dcTagsFound, ' NF' ) &gt;
0) "

flag="error">

[ SM | D 00070] [ Error] USA docunents having NF data nust have NF at the resource |evel

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00071

FileName:.//Rules/resourceElement/ISM_ID_00071.sch

Rule Description:

[ISM-ID-00071][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document
have the attribute disseminationControls containing [PR] then the ISM-RESOURCE-ELEMENT must have
disseminationControls containing [PR]. Human Readable: USA documents having PROPIN data must have PROPIN at
the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element that does not have attribute excludeFromRollup set to true has attribute disseminationControls specified with
a value containing [PR] unless the resourceElement also has attribute disseminationControls specified with a value
containing [PR].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00071">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00071"

test=" if(not($l SM CAPCO RESOURCE)) then true() el se not(index-of($dcTagsFound,'PR ) &gt;
0) "

flag="error">

[1SM 1D 00071][Error] USA docunents having PROPIN data nmust have PROPIN at the resource

| evel .

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00072

FileName:.//Rules/resourceElement/ISM_ID_00072.sch

Rule Description:

[ISM-ID-00072][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

have the attribute atomicEnergyMarkings containing [RD] then the ISM-RESOURCE-ELEMENT must have
atomicEnergyMarkings containing [RD]. Human Readable: USA documents having Restricted Data must have Restricted
Data at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element that does not have attribute excludeFromRollup set to true has attribute atomicEnergyMarkings specified with
a value containing [RD] unless the resourceElement also has attribute atomicEnergyMarkings specified with a value
containing [RD].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00072">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00072"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of($aeaTagsFound,' RD ) &gt;
0) "

flag="error">

[1SM 1D 00072][Error] USA docunents having Restricted Data nust have Restricted Data at

t he resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00073

FileName:.//Rules/resourceElement/ISM_ID_00073.sch

Rule Description:

[ISM-ID-00073][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

have the attribute atomicEnergyMarkings containing [RD-CNWDI] then the ISM-RESOURCE-ELEMENT must have
atomicEnergyMarkings containing [RD-CNWDI]. Human Readable: USA documents having Restricted CNWDI Data must
have Restricted CNWDI Data at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element that does not have attribute excludeFromRollup set to true has attribute atomicEnergyMarkings specified with
a value containing [RD-CNWDI] unless the resourceElement also has attribute atomicEnergyMarkings specified with a
value containing [RD-CNWDI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00073">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00073"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of($aeaTagsFound, ' RD-
CNWDI ') &gt; 0) "

flag="error">

[1SM 1D 00073][Error] USA docunents having Restricted CNWDI Data nust have Restricted
CNWDI Data at the resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00074

FileName:.//Rules/resourceElement/ISM_ID_00074.sch

Rule Description:

[ISM-ID-00074][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

has the attribute atomicEnergyMarkings containing [RD-SG-##] then the ISM-RESOURCE-ELEMENT must have
atomicEnergyMarkings containing [RD-SG-##]. ## represent digits 1 through 99 the ## must match. Human Readable:
USA documents having Restricted SIGMA-## Data must have the same Restricted SIGMA-## Data at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element that does not have attribute excludeFromRollup set to true has attribute atomicEnergyMarkings specified with a
value containing [RD-SG-##], where ## is represented by a regular expression matching numbers 1 through 99, unless
the resourceElement also has attribute atomicEnergyMarkings specified with a value containing [RD-SG-##].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00074">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00074"

test=" if(not($l SM CAPCO RESOURCE)) then true() else sum for $itemin for $token in
$part At omi cEner gyMar ki ngs_tok return if(matches($token,' *RD-SG-[1-9][0-9]?%')) then $token
el se null return if(index-of ($banner At om cEner gyMarki ngs_tok, $itenm)&gt;0) then O el se
1)=0"

flag="error">

[1SM I D 00074] [Error] USA docunents having Restricted SI GVA-## Data nmust have the sane
Restricted SIGVA-## Data at the resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00075

FileName:.//Rules/resourceElement/ISM_ID_00075.sch

Rule Description:

[ISM-ID-00075][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

have the attribute atomicEnergyMarkings containing [FRD] then the ISM-RESOURCE-ELEMENT must have
atomicEnergyMarkings containing [FRD]. Human Readable: USA documents having Formerly Restricted Data must have
Formerly Restricted Data at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element that does not have attribute excludeFromRollup set to true has attribute atomicEnergyMarkings specified with
a value containing [FRD], unless the resourceElement also has attribute atomicEnergyMarkings specified with a value
containing [FRD].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00075">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00075"

test=" if(not($l SM CAPCO RESOURCE)) then true() el se not(index-of($aeaTagsFound, "' FRD )
&gt; 0) "

flag="error">

[1SM I D 00075][Error] USA docunents having Fornerly Restricted Data must have Fornerly
Restricted Data at the resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00077

FileName:.//Rules/resourceElement/ISM_ID_00077.sch

Rule Description:

[ISM-ID-00077][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

has the attribute atomicEnergyMarkings containing [FRD-SG-##] then the ISM-RESOURCE-ELEMENT must have
atomicEnergyMarkings containing [FRD-SG-##]. ## represent digits 1 through 99 the ## must match. Human Readable:
USA documents having Formerly Restricted SIGMA-## Data must have the same Formerly Restricted SIGMA-## Data at
the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element that does not have attribute excludeFromRollup set to true has attribute atomicEnergyMarkings specified with a
value containing [FRD-SG-##], where ## is represented by a regular expression matching numbers 1 through 99, unless
the resourceElement also has attribute atomicEnergyMarkings specified with a value containing [FRD-SG-##].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM I D 00077">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00077"

test=" if(not($l SM CAPCO RESOURCE)) then true() else sum for $itemin for $token in
$part At omi cEner gyMar ki ngs_tok return if(matches($token,' "FRD-SG[1-9][0-9]?%")) then

$t oken el se null return if(index-of ($banner At om cEner gyMarki ngs_tok, $itenm)&gt;0) then O
else 1 )=0"

flag="error">

[1SM 1D 00077][Error] USA docunents having Fornerly Restricted S| GVA-## Data nust have the
sanme Fornerly Restricted S| GVA-## Data at

t he resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00078

FileName:.//Rules/resourceElement/ISM_ID_00078.sch

Rule Description:

[ISM-ID-00078][Error] If ISM-CAPCO-RESOURCE RESOURCE and ISM-RESOURCE-ELEMENT element’s
classification has the value of [U] and any element meeting ISM-CONTRIBUTES in the document has the attribute
atomicEnergyMarkings containing [DCNI] then the ISM-RESOURCE-ELEMENT must have atomicEnergyMarkings
containing [DCNI]. Human Readable: Unclassified USA documents having DCNI Data must have DCNI at the resource
level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute classification specified with a value other than [U] then the rule does not apply and we return true. Otherwise,
we make sure that no element has attribute atomicEnergyMarkings specified with a value containing [DCNI] and does
not have attribute excludeFromRollup set to true, unless the resourceElement also has attribute atomicEnergyMarkings
specified with a value containing [DCNI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00078">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00078"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(not($bannerC assification="U))
t hen true() el se not(index-of($aeaTagsFound, ' DCNI') &gt; 0) "

flag="error">

[1SM 1D 00078][Error] Unclassified USA docunents having DCNI Data nust have DCNI at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00079

FileName:.//Rules/resourceElement/ISM_ID_00079.sch

Rule Description:

[ISM-ID-00079][Error] If ISM-CAPCO-RESOURCE and ISM-RESOURCE-ELEMENT element’s classification has the
value of [U] and any element meeting ISM-CONTRIBUTES in the document has the attribute atomicEnergyMarkings
containing [UCNI] then the ISM-RESOURCE-ELEMENT must have atomicEnergyMarkings containing [UCNI]. Human
Readable: Unclassified USA documents having UCNI Data must have UCNI at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute classification specified with a value other than [U] then the rule does not apply and we return true. Otherwise,
we make sure that no element has attribute atomicEnergyMarkings specified with a value containing [UCNI] and does
not have attribute excludeFromRollup set to true, unless the resourceElement also has attribute atomicEnergyMarkings
specified with a value containing [UCNI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00079" >

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00079"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(not($bannerC assification="U))
t hen true() el se not(index-of($aeaTagsFound, ' UCNI') &gt; 0) "

flag="error">

[1SM 1D 00079][Error] Unclassified USA docunents having UCNI Data nust have UCNI at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00080

FileName:.//Rules/resourceElement/ISM_ID_00080.sch

Rule Description:

[ISM-ID-00080][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

have the attribute disseminationControls containing [DSEN] then the ISM-RESOURCE-ELEMENT must have
disseminationControls containing [DSEN]. Human Readable: USA documents having DSEN Data must have DSEN at the
resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element that does not have attribute excludeFromRollup set to true has attribute disseminationControls specified with
a value containing [DSEN], unless the resourceElement also has attribute disseminationControls specified with a value
containing [DSEN].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00080">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00080"

test=" if(not($l SM CAPCO RESOURCE)) then true() el se not(index-of($dcTagsFound, "' DSEN )
&gt; 0) "

flag="error">

[1SM 1D 00080][Error] USA docunents having DSEN Data nust have DSEN at the resource |evel.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00081

FileName:.//Rules/resourceElement/ISM_ID_00081.sch

Rule Description:

[ISM-ID-00081][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document
have the attribute disseminationControls containing [FISA] then the ISM-RESOURCE-ELEMENT must have
disseminationControls containing [FISA]. Human Readable: USA documents having FISA Data must have FISA at the
resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. We make sure that no
element that does not have attribute excludeFromRollup set to true has attribute disseminationControls specified with a
value containing [FISA] and does not have attribute excludeFromRollup set to true, unless the resourceElement also has
attribute disseminationControls specified with a value containing [FISA].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00081">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00081"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of($dcTagsFound, ' Fl SA")
&gt; 0) "

flag="error">

[1SM 1D 00081][Error] USA docunents having FI SA Data nust have FI SA at the resource |evel.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00082

FileName:.//Rules/resourceElement/ISM_ID_00082.sch

Rule Description:

[ISM-ID-00082][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document have
the attribute nonlCmarkings containing [SC] then the ISM-RESOURCE-ELEMENT must have nonlCmarkings containing
[SC]. Human Readable: USA documents having SC Data must have SC at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [SC] and does not have attribute excludeFromRollup set to true, then we
make sure that the resourceElement also has attribute nonlICmarkings specified with a value containing [SC].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00082">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00082"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings_t ok,
' SC ) &gt; 0) then (index-of ($banner Nonl Crar ki ngs_tok, 'SC ) &gt; 0) else true()
flag="error">

[ SM | D 00082][Error] USA docunents having SC Data nust have SC at the resource |evel.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00083

FileName:.//Rules/resourceElement/ISM_ID_00083.sch

Rule Description:

[ISM-ID-00083][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document
have the attribute nonlICmarkings containing [SINFQO] then the ISM-RESOURCE-ELEMENT must have nonlCmarkings
containing [SINFO]. Human Readable: USA documents having SINFO Data must have SINFO at the resource level.

Code Description:

If CAPCO rules do not apply to the document or the banner is classified then the rule does not apply and we return
true. If any element has attribute nonlCmarkings specified with a value containing [SINFO] and does not have attribute
excludeFromRollup set to true, then we make sure that the resourceElement also has attribute nonlICmarkings specified
with a value containing [SINFO].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00083">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">
<sch: assert id="1SM 00083"

test=" if(not($l SM CAPCO RESOURCE) or not (matches(./@smcl assification,' "U$')))

t hen true() else if(index-of($partNonl Crarkings_tok, 'SINFO) &gt; 0) then (index-
of ($banner Nonl Cmar ki ngs_tok, 'SINFO ) &gt; 0) else true()

flag="error">

[ SM |1 D 00083][Error] USA docunents having SINFO Data nust have SINFO at the resource
| evel .

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00084

FileName:.//Rules/resourceElement/ISM_ID_00084.sch

Rule Description:

[ISM-ID-00084][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document have
the attribute nonlCmarkings containing [DS] then the ISM-RESOURCE-ELEMENT must have nonlCmarkings containing
[DS]. Human Readable: USA documents having DS Data must have DS at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [DS] and does not have attribute excludeFromRollup set to true, then we
make sure that the resourceElement also has attribute nonlICmarkings specified with a value containing [DS].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00084" >

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00084"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonlCrarkings tok
'DS') &gt; 0) then (index-of ($banner Nonl Crar ki ngs_tok, 'DS') &gt; 0) else true()
flag="error">

[ SM | D-00084] [ Error] USA docunents having DS Data nust have DS at the resource | evel

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00085

FileName:.//Rules/resourceElement/ISM_ID_00085.sch

Rule Description:

[ISM-ID-00085][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

has the attribute nonlCmarkings containing [XD] and does not have any element meeting ISM-CONTRIBUTES in

the document having the attribute nonlCmarkings containing [ND] then the ISM-RESOURCE-ELEMENT must have
nonlCmarkings containing [XD]. Human Readable: USA documents having XD Data and not having ND must have XD at
the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [XD] and no element has attribute nonICmarkings specified with a value
containing [ND] and does not have attribute excludeFromRollup set to true, then we make sure that the resourceElement
has attribute nonlICmarkings specified with a value containing [XD].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00085">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00085"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings tok
' XD') &gt; 0 and not (i ndex- of ($part Nonl Cmar ki ngs_tok, 'ND )&gt;0)) then index-

of ($banner Nonl Cmar ki ngs_tok, 'XD ) &gt; O else true() "

flag="error">

[1SM | D-00085][Error] USA docunents having XD Data and not having ND nust have XD at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00086

FileName:.//Rules/resourceElement/ISM_ID_00086.sch

Rule Description:

[ISM-ID-00086][Error] If ISM-CAPCO-RESOURCE and any element in the document: 1. Meets ISM-CONTRIBUTES AND
2. Has the attribute nonlCmarkings containing [ND] Then the ISM-RESOURCE-ELEMENT must have nonlCmarkings
containing [ND]. Human Readable: USA documents having ND Data must have ND at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [ND] and does not have attribute excludeFromRollup set to true, then we
make sure that the resourceElement has attribute nonlICmarkings specified with a value containing [ND].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00086" >

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00086"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings_t ok,
' ND' ) &gt ; 0) then index-of ($banner Nonl Cmar ki ngs_tok, '"ND ) &gt; O else true() "
flag="error">

[ SM | D-00086] [ Error] USA docunents having ND Data nust have ND at the resource |evel.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00087

FileName:.//Rules/resourceElement/ISM_ID_00087.sch

Rule Description:

[ISM-ID-00087][Error] If ISM-CAPCO-RESOURCE and there exist at least 2 elements in the document: 1. Each element:
Meets ISM-CONTRIBUTES AND 2. One of the elements: Has the attribute nonlICmarkings containing [SBU-NF] AND 3.
One of the elements: Has the attribute classification NOT having a value of [U] Then the ISM-RESOURCE-ELEMENT
must have disseminationControls containing [NF]. Human Readable: Classified USA documents having SBU-NF Data
must have NF at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [SBU-NF], does not have attribute excludeFromRollup set to true,

and the resourceElement has attribute classification specified with a value other than [U], then we make sure that the
resourceElement has attribute disseminationControls specified with a value containing [NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00087">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00087"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings_t ok,
' SBU-NF') &gt; O and not ($bannerC assification="U)) then (index-

of ($banner Di sseni nati onControls_tok, 'NF') &gt; 0) else true() "

flag="error">

[ISM 1D 00087][Error] Cassified USA docunents having SBU-NF Data nust have NF at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00088

FileName:.//Rules/resourceElement/ISM_ID_00088.sch

Rule Description:

[ISM-ID-00088][Error] If ISM-CAPCO-RESOURCE and any element in the document: 1. Meets ISM-CONTRIBUTES AND
2. Has the attribute disseminationControls NOT containing [REL] AND 3. Has the attribute classification NOT having a
value of [U] Then the ISM-RESOURCE-ELEMENT must NOT have attribute disseminationControls containing [REL].
Human Readable: USA documents having any classified portion that is not Releasable cannot be REL at the resource
level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. Otherwise, we count

the number of classified portions by looping through $partTags. Then we get a list of all country codes listed in the
releasableTo attributes on those classified portions and tokenize them down so each node of the list is a single token.
If any of these tokens contains one of the EYES countries designations (TEYE, ACGU, or FVEY) the countries that

are included in the designations are inserted. Then common countries are found for the releasableTo tokens by finding
the tokens whose count equals the number of classified portions. The releasableTo values in the banner are then
compared to the final releasableTo common countries that were determined based on the portion values. If the attribute
disseminationControls appears on the banner with a value containing [REL] then the rule will return true if there are
any [REL] portions present and the banner values match the common countries between portions. If the attribute
disseminationControls appears on the banner with a value containing [EYES] then the rule will return true if there

are no [REL] portions present and the banner values match the common countries between portions. If the attribute
disseminationControls does not appear on the banner or does not contain the values [REL] or [EYES], then the rule will
return true if there are no common countries between portions.

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00088">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: |l et nane="nunCl assParts"

\val ue=" count( for $each in $partTags return if(matches($each/ @sm cl assification,' (TS| S|
C)$')) then 1 else null ) "/>

<sch: |l et nane="hasRel "

val ue=" count( for $token in $partTags return if(nmatches($token/ @sm cl assification,
'AU$')) then null else if(index-of(tokenize($token/ @sm di ssem nationControls,' "),

' REL' ) &gt ;0) then 1 else null ) &gt; 0 "/>

<sch: | et nane="codes"

val ue=" for $each in $partTags return if(nmatches($each/ @smclassification,' (TS S O%$'))
t hen distinct-val ues(tokeni ze(nornalize-space($each/ @smrel easableTo),' ')) else null "/>
<sch: |l et nane="code_t ok" val ue="for $each in $codes return tokeni ze($each,' ")"/>

<! -- Expand THREE-, FOUR- and FI VE-EYES countries in the banner and portions -->

<sch: | et name="expandBanner EYES t ok"

val ue=" distinct-values( for $each in $banner Rel easabl eTo_tok return if ($each = 'TEYE')
t hen $TEYE tok else if ($each = 'ACGU ) then $ACCU tok else if ($each = 'FVEY') then
SFVEY_tok el se $each ) "/>
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<sch:| et name="expandPorti onEYES t ok"
val ue=" for $each in $code_tok return if ($each = 'TEYE ) then $TEYE tok else if ($each =
' ACGU ) then $ACGU tok else if ($each = 'FVEY') then $FVEY_tok el se $each "/>

<!-- Find countries comon to displayOnlyTo and rel easabl eTo portions -->
<sch: | et nane="comonCountries"
val ue=" if (count($expandPorti onEYES tok)=0) then null else for $each in distinct-

val ues($expandPorti onEYES tok) return if ( count( for $tok in $expandPorti onEYES t ok
return if($each=$tok) then $tok else null ) &gt;= $nunCl assParts ) then $each else null "/
>

<sch:l et nane="final Rel To"

val ue=" if (count($commonCountries) = 1 and $commonCountries = 'USA') then null else
$commonCountries "/>

<sch: | et nane="comonMat chesBanner"

val ue=" count ($expandBanner EYES t ok) &gt; O and count ($final Rel To) &gt; 0 and ( every $tok
i n $expandBanner EYES_t ok sati sfies index-of ($final Rel To, $tok) &gt; 0 ) and ( every $tok
in $final Rel To satisfies index-of ($expandBanner EYES t ok, $tok) &gt; 0 ) "/>

<sch: assert id="1SM 00088"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if (index-

of ($banner Di ssem nati onControls_tok, 'REL')&gt;0) then $hasRel and $commoniat chesBanner
el se if (index-of ($bannerDi sseninati onControl s_tok, 'EYES' )&gt;0) then not($hasRel) and
$commonMat chesBanner el se not (count ($fi nal Rel To) &gt; 0) "

flag="error">

[1SM 1 D-00088][Error] USA docunents having any classified portion that is not Rel easable
cannot be REL at the resource |evel.

</ sch: assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00090

FileName:.//Rules/resourceElement/ISM_ID_00090.sch

Rule Description:

[ISM-ID-00090][Error] If ISM-CAPCO-RESOURCE and any element: 1. Meets ISM-CONTRIBUTES AND 2. Has

the attribute disseminationControls containing [REL] Then the ISM-RESOURCE-ELEMENT must not have attribute
disseminationControls containing [EYES]. Human Readable: USA documents with any portion that is REL must not be
EYES at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
disseminationControls specified with a value containing [REL], then we make sure that the resourceElement has attribute
disseminationControls specified with a value other than [EYES].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00090">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00090"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(sun(for $token in $partTags return
i f (contai ns($token/ @sm di ssem nationControls, '"REL')) then 1 else 0) ) then not(index-
of ($banner Di sseni nati onControl s_tok, 'EYES )&gt;0) else true() "

flag="error">

[1SM | D 00090] [Error] USA docunents with any portion that is REL nust not be EYES at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00094

FileName:.//Rules/disseminationControls/ISM_ID_00094.sch

Rule Description:
[ISM-ID-00094][Error] ISM-CAPCO-RESOURCE and attribute disseminationControls contains the name token [REL], then
attribute classification must not have a value of [U]. Human Readable: REL may not be used on Unclassified portions.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check the classification attribute of the current element. If it does not have value of [U] we return true since this
rule only applies to unclassified elements. If it is not [U] then we check that the attribute disseminationControls does not
have a value of [REL].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00094" >

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00094"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(not(./@smclassification="U))
t hen true() el se not(index-of(tokenize(./@smdisseni nationControls, ' '),"'REL')&gt;0) "
flag="error">

[1SM | D 00094] [Error] REL nay not be used on Uncl assified portions.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00095

FileName:.//Rules/FGlsourceOpen/ISM_ID_00095.sch

Rule Description:
[ISM-ID-00095][Error] If ISM-CAPCO-RESOURCE and attribute FGIsourceOpen is specified then each of its values must
be ordered in accordance with CVEnumISMFGIOpen.xml.

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is
FGlsourceOpen. Then, each attribute token is converted into a numerical value based on its characters. Next, each
attribute token is given an order number, which compares its position to that of its value in the CVE file. Next, each order
number is compared to that of its previous sibling to determine if the tokens are in order. If a token is found whose order
number is less than that of its previous sibling, O is returned for its sorted order number. If a token's order number is
greater than that of its previous sibling, 1 is returned. If two tokens have the same order number, their original attribute
values are compared. If the original attribute value contains numbers then the comparison is made on its converted
numerical value; otherwise, the comparison is made on its string value. If an attribute value is found whose value is less
than that of its previous sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are
found with O as its sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00095" >

<sch:rul e context="//*[ @sm FA sour ceCpen] ">

<!-- Define variables -->

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue="" [ISM | D-00095][Error] If |ISM CAPCO RESOURCE and attribute FGA sourceCpen is

speci fied then each of its values nust be ordered in accordance w th CVEnunml SM-G Open. xni .
U II/ >

<sch: | et nanme="dat aFi |l eEl ens" val ue="$FG sour ceQpenLi st"/>
<sch: |l et nanme="attr Val ues" val ue="./ @ sm FG sour ceCpen"/ >
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>
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<I-- Get the position of each client node relative to its position in the master list. If
t he node is not found, returna -1 -->

<sch: | et nane="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat ('~ ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text(),"$ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1l -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or matches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>
<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch: assert id="1SM 00095" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="%$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00096

FileName:.//Rules/FGlsourceProtected/ISM_ID_00096.sch

Rule Description:
[ISM-ID-00096][Error] If ISM-CAPCO-RESOURCE and attribute FGlsourceProtected is specified then each of its values
must be ordered in accordance with CVEnumISMFGIProtected.xml.

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is
FGlsourceProtected. Then, each attribute token is converted into a numerical value based on its characters. Next, each
attribute token is given an order number, which compares its position to that of its value in the CVE file. Next, each order
number is compared to that of its previous sibling to determine if the tokens are in order. If a token is found whose order
number is less than that of its previous sibling, 0 is returned for its sorted order number. If a token's order number is
greater than that of its previous sibling, 1 is returned. If two tokens have the same order number, their original attribute
values are compared. If the original attribute value contains numbers then the comparison is made on its converted
numerical value; otherwise, the comparison is made on its string value. If an attribute value is found whose value is less
than that of its previous sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are
found with O as its sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00096" >

<sch:rul e context="//*[ @sm FA sour ceProt ect ed] ">

<!-- Define variables -->

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue=""' [ISM | D-00096][Error] If |ISM CAPCO- RESOURCE and attribute FQ sourceProtected
is specified then each of its values nust be ordered in accordance with

CVEnum SMFA Protected. xm . ""/>

<sch: | et nane="dat aFi | eEl ens" val ue="$Fd sour ceProt ect edLi st"/ >
<sch: |l et nanme="attr Val ues" val ue="./@sm FA sour ceProt ected"/>
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>

<!-- Get the position of each client node relative to its position in the master list. If

t he node is not found, return a -1 -->
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<sch: | et name="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat (' A" ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text (), $ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1 -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or nmatches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>

<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch:assert id="1SM 00096" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00097

FileName:.//Rules/FGlsourceProtected/ISM_ID_00097.sch

Rule Description:

[ISM-ID-00097][Warning] If ISM-CAPCO-RESOURCE and attribute FGlsourceProtected is specified with a value other
than [FGI] then the value(s) must not be discoverable in IC shared spaces. Human Readable: FGI Protected should rarely
if ever be seen outside of an agency's internal systems.

Code Description:
Checks that the resource is a CAPCO resource and that the FGIsourceProtected attribute contains only the value [FGI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00097" >

<sch:rul e context="//*[ @sm FA sour ceProt ect ed] ">

<sch: assert id="1SM 00097"

test=" if(not($l SM CAPCO RESCURCE)) then true() else normalize-space(./

@ sm FG sourceProtected)="Fd "' "

fl ag="war ni ng" >

[1SM | D 00097] [Warni ng] FA Protected should rarely if ever be seen outside of an agency's
i nternal systens.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>

Page 91 of 209
UNCLASSIFIED



UNCLASSIFIED

Rule: ISM-ID-00099

FileName:.//Rules/ownerProducer/ISM_ID_00099.sch

Rule Description:
[ISM-ID-00099][Error] If ISM-CAPCO-RESOURCE attribute ownerProducer contains [FGI], it must be the only value.

Code Description:
If CAPCO rules do not apply to the document then the rule does not apply and we return true. Otherwise, we make sure
that the current element has attribute ownerProducer specified with [FGI] as its only value.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00099" >

<sch:rul e context="//*[ @sm owner Producer]">

<sch: |l et name="opTok" val ue="t okeni ze(./ @sm owner Producer,"' ')"/>

<sch: assert id="1SM 00099"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of($opTok,' FGA"')&gt; 0 and
count ($opTok) &gt ; 1)

flag="error">

[1SM 1D 00099][Error] If |ISM CAPCO RESOURCE attribute ownerProducer contains [FA],
it must be the only val ue.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00100

FileName:.//Rules/ownerProducer/ISM_ID_00100.sch

Rule Description:
[ISM-ID-00100][Error] If ISM-CAPCO-RESOURCE and attribute ownerProducer is specified, then each of its values must
be ordered in accordance with CVEnumISMOwnerProducer.xml.

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is
ownerProducer. Then, each attribute token is converted into a numerical value based on its characters. Next, each
attribute token is given an order number, which compares its position to that of its value in the CVE file. Next, each order
number is compared to that of its previous sibling to determine if the tokens are in order. If a token is found whose order
number is less than that of its previous sibling, O is returned for its sorted order number. If a token's order number is
greater than that of its previous sibling, 1 is returned. If two tokens have the same order number, their original attribute
values are compared. If the original attribute value contains numbers then the comparison is made on its converted
numerical value; otherwise, the comparison is made on its string value. If an attribute value is found whose value is less
than that of its previous sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are
found with O as its sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00100">

<sch:rul e context="//*[ @sm owner Producer]">

<!-- Define variables -->

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue=""' [ISM | D-00100][Error] If |ISM CAPCO RESOURCE and attri bute ownerProducer
is specified, then each of its values nust be ordered in accordance wth

CVEnum SMowner Producer . xm . ""/>

<sch: | et nane="dat aFi | eEl ens" val ue="$owner Producer Li st"/ >
<sch:l et nanme="attr Val ues" val ue="./ @ sm owner Producer"/ >
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>
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<I-- Get the position of each client node relative to its position in the master list. If
t he node is not found, returna -1 -->

<sch: | et nane="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat ('~ ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text(),"$ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1l -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or matches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>
<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch:assert id="1SM 00100" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="%$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00102

FileName:.//Rules/generalConstraints/ISM_ID_00102.sch

Rule Description:
[ISM-ID-00102][Error] The root element must have the attribute DESVersion in the namespace urn:us:gov:ic:ism

Code Description:
The code checks that the the root node has attribute DESVersion specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00102">

<sch:rul e context="/*">

<sch:assert id="1SM 00102" test=" ./@sm DESVersion " flag="error">
[ISM 1D 00102][Error] The root el enent nust have the attribute
DESVersion in the nanespace urn:us:gov:ic:ism

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00103

FileName:.//Rules/generalConstraints/ISM_ID_00103.sch

Rule Description:
[ISM-ID-00103][Error] At least one element must have resourceElement true.

Code Description:
The code loops over all elements which have ISM attributes present and counts the elements which specify the the
attribute resourceElement. Then it makes sure that the total is greater than zero.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM I D 00103">

<sch:rul e context="/*">

<sch: assert id="1SM 00103"

test=" count( for $token in //*[(@sm*)] return if($token/ @sm resourceEl ement =true())
then 1 else null ) &gt; 0 "

flag="error">

[ SM I D 00103][Error] At |east one el enent nust have resourceEl enent true

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00104

FileName:.//Rules/resourceElement/ISM_ID_00104.sch

Rule Description:

[ISM-ID-00104][Error] If ISM-CAPCO-RESOURCE and any element in the document: 1. Meets ISM-CONTRIBUTES
AND 2. Has the attribute nonlCmarkings containing [SBU-NF] AND 3. The ISM-RESOURCE-ELEMENT has attribute
classification equal to [U] Then the ISM-RESOURCE-ELEMENT must have nonlCmarkings containing [SBU-NF]. Human
Readable: Unclassified USA documents having SBU-NF must have SBU-NF at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [SBU-NF] and the resourceElement has the attribute classification
specified with a value of [U], then we make sure that the resourceElement has attribute nonlCmarkings specified with a
value other than [SBU-NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D-00104">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00104"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings_t ok,
' SBU-NF') &gt; 0 and $bannerC assification="U) then (index-of($banner Nonl Char ki ngs_t ok,
' SBU-NF') &gt; 0) else true() "

flag="error">

[1SM 1D 00104][Error] Uncl assified USA docunents havi ng SBU-NF nust have SBU-NF at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00105

FileName:.//Rules/resourceElement/ISM_ID_00105.sch

Rule Description:

[ISM-ID-00105][Error] If ISM-CAPCO-RESOURCE and any element in the document: 1. Meets ISM-CONTRIBUTES AND
2. Has the attribute nonlCmarkings containing [SBU] AND 3. The ISM-RESOURCE-ELEMENT has attribute classification
equal to [U] Then the ISM-RESOURCE-ELEMENT must have nonlCmarkings containing [SBU]. Human Readable:
Unclassified USA documents having SBU must have SBU at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [SBU] and the resourceElement has the attribute classification specified
with a value of [U], then we make sure that the resourceElement has attribute nonlCmarkings specified with a value of
[SBU].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00105">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00105"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings_t ok,
' SBU ) &gt; 0 and $bannerd assificati on="U ) then index-of ($banner Nonl Char ki ngs_t ok,

' SBU ) &gt; O else true() "

flag="error">

[1SM 1D 00105][Error] Unclassified USA docunents having SBU nust have SBU at the resource
| evel .

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00107

FileName:.//Rules/disseminationControls/ISM_ID_00107.sch

Rule Description:

[ISM-ID-00107][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls contains the name token [IMC]
then attribute classification must have a value of [TS] or [S]. Human Readable: IMCON data is SECRET (S), but may
appear with (S) or (TS) data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check the attribute classification of the element and return true if it has a value of [S] or [TS]. Otherwise we check
that the attribute disseminationControls does not contain the value [IMC].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00107">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00107"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(matches(./
@smclassification,'~(TS|S)$')) then true() el se not(index-of (tokenize(./

@sm di ssem nationControls, ' '"),"'I MC)&gt;0)

flag="error">

[ISM 1D 00107][Error] I MCON data is SECRET (S), but nay appear with (S) or (TS) data.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00108

FileName:.//Rules/resourceElement/ISM_ID_00108.sch

Rule Description:

[ISM-ID-00108][Error] If ISM-CAPCO-RESOURCE and attribute classification of ISM-RESOURCE-ELEMENT has a value
of [TS] and attribute compilationReason does not have a value then at least one element meeting ISM-CONTRIBUTES

in the document must have a classification attribute of [TS]. Human Readable: USA TS documents not using compilation
must have TS data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. Then make sure we are
looking at the resourceElement and if the resourceElement has attribute classification specified with a value of [TS] and
the resourceElement has attribute compilationReason specified with an empty value, then we make sure that at least one
element in the document has attribute classification specified with a value of [TS].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00108">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00108"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if ($bannerd assification="TS
and not (string-Iength(nornalize-space(./@sm conpil ati onReason)) &gt;0)) then index-
of ($part Cl assification_tok, TS )&gt;0 else true() "

flag="error">

[ SM 1D 00108][Error] USA TS docunents not using conpilation nmust have TS dat a.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00109

FileName:.//Rules/resourceElement/ISM_ID_00109.sch

Rule Description:

[ISM-ID-00109][Error] If ISM-CAPCO-RESOURCE and attribute classification of ISM-RESOURCE-ELEMENT has a value
of [S] and attribute compilationReason does not have a value then at least one element meeting ISM-CONTRIBUTES in
the document must have a classification attribute of [S]. Human Readable: USA S documents not using compilation must
have S data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute classification specified with a value of [S] and the resourceElement has attribute compilationReason specified
with an empty value, then we make sure that at least one element in the document has attribute classification specified
with a value of [S].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00109">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00109"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if ($bannerd assification="S
and not (string-Iength(nornalize-space(./@sm conpil ati onReason)) &gt;0)) then index-
of ($part Cl assification_tok,'S )&t;0 el se true() "

flag="error">

[1SM 1D 00109][Error] USA S docunents not using conpilation nust have S data.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00110

FileName:.//Rules/resourceElement/ISM_ID_00110.sch

Rule Description:

[ISM-ID-00110][Error] If ISM-CAPCO-RESOURCE and attribute classification of ISM-RESOURCE-ELEMENT has a value
of [C] and attribute compilationReason does not have a value then at least one element meeting ISM-CONTRIBUTES in
the document must have a classification attribute of [C]. Human Readable: USA C documents not using compilation must
have C data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute classification specified with a value of [C] and the resourceElement has attribute compilationReason specified
with an empty value, then we make sure that at least one element in the document has attribute classification specified
with a value of [C].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00110">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00110"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if ($bannerd assification='C
and not (string-Iength(nornalize-space(./@sm conpil ati onReason)) &gt;0)) then index-
of ($part Cl assification_tok, ' C)&t;0 el se true() "

flag="error">

[ISM 1D 00110][Error] USA C docunents not using conpilation nust have C data.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00111

FileName:.//Rules/resourceElement/ISM_ID_00111.sch

Rule Description:

[ISM-ID-00111][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols of ISM-RESOURCE-ELEMENT contains [SI]
and attribute compilationReason does not have a value then at least one element meeting ISM-CONTRIBUTES in the
document must have a SClcontrols attribute containing [SI]. Human Readable: USA S| documents not using compilation
must have Sl data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement
has attribute SClcontrols specified with a value containing [SI] and the resourceElement has attribute compilationReason
specified with an empty value, then we make sure that at least one element in the document has attribute SClcontrols
specified with a value containing [SI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISMID-00111">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM00111"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if (index-of($bannerSClcontrols_tok
' SI')&gt; 0 and not (string-Iength(normalize-space(./ @sm conpil ati onReason)) &gt; 0)) then
i ndex- of ($part SClcontrols_tok, ' SI'")&gt; 0 el se true() "

flag="error">

[ISM 1D 00111][Error] USA SI docunents not using conpilation nust have S|l data

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00112

FileName:.//Rules/resourceElement/ISM_ID_00112.sch

Rule Description:

[ISM-ID-00112][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols of ISM-RESOURCE-ELEMENT contains
[SI-G] and attribute compilationReason does not have a value then at least one element meeting ISM-CONTRIBUTES
in the document must have a SClcontrols attribute containing [SI-G]. Human Readable: USA SI-G documents not using
compilation must have SI-G data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute SClcontrols specified with a value containing [SI-G] and the resourceElement has attribute compilationReason
specified with an empty value, then we make sure that at least one element in the document has attribute SClcontrols
specified with a value containing [SI-G].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISMID-00112">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00112"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if (contains($bannerSClcontrols, 'Sl-
G ) and not(string-length(normalize-space(./@sm conpil ati onReason))&gt;0)) then index-

of ($part SCl controls_tok,"'SI-G )&gt;0 el se true() "

flag="error">

[ISM 1D 00112][Error] USA Sl -G docunents not using conpilation nust have Sl-G dat a.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00113

FileName:.//Rules/resourceElement/ISM_ID_00113.sch

Rule Description:

[ISM-ID-00113][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols of ISM-RESOURCE-ELEMENT contains [TK]
and attribute compilationReason does not have a value then at least one element meeting ISM-CONTRIBUTES in the
document must have a SClcontrols attribute containing [TK]. Human Readable: USA TK documents not using compilation
must have TK data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute SClcontrols specified with a value containing [TK] and the resourceElement has attribute compilationReason
specified with an empty value, then we make sure that at least one element in the document has attribute SClcontrols
specified with a value containing [TK].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISMID00113">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00113"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if (index-of($bannerSClcontrols_tok
' TK' ) &gt ; 0 and not (string-Iength(normalize-space(./ @sm conpil ati onReason)) &gt; 0)) then
i ndex- of ($part SClcontrol s_tok,' TK' )&gt; 0 el se true() "

flag="error">

[1SM 1D 00113][Error] USA TK docunents not using conpilation nust have TK data

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00116

FileName:.//Rules/resourceElement/ISM_ID_00116.sch

Rule Description:

[ISM-ID-00116][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols of ISM-RESOURCE-ELEMENT contains
[HCS] and attribute compilationReason does not have a value then at least one element meeting ISM-CONTRIBUTES
in the document must have a SClcontrols attribute containing [HCS]. Human Readable: USA HCS documents not using
compilation must have HCS data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement has
attribute SClcontrols specified with a value containing [HCS] and the resourceElement has attribute compilationReason
specified with an empty value, then we make sure that at least one element in the document has attribute SClcontrols
specified with a value containing [HCS].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D-00116">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00116"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if (index-of($bannerSClcontrols_tok
' HCS' ) &gt ; 0 and not (string-1ength(normalize-space(./ @sm conpil ati onReason)) &gt;0)) then
i ndex- of ($part SClcontrol s_tok, ' HCS ) &gt; 0 el se true() "

flag="error">

[ISM 1D 00116][Error] USA HCS docunents not using conpilation nust have HCS data

</ sch: assert >

</ sch:rul e>

</ sch: pattern>

Page 106 of 209
UNCLASSIFIED



UNCLASSIFIED

Rule: ISM-ID-00118

FileName:.//Rules/resourceElement/ISM_ID_00118.sch

Rule Description:
[ISM-ID-00118][Error] The first element in document order having resourceElement true must have createDate specified.

Code Description:
We make sure that the resourceElement has attribute createDate specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00118">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT) ][ 1] ">
<sch: assert id="1SM 00118"

test=" if(./@smcreateDate) then true() else false()

flag="error">

[ISM 1D 00118][Error] The first elenment in docunent order having

resour ceEl enent true nmust have createDate specified.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00119

FileName:.//Rules/generalConstraints/ISM_ID_00119.sch

Rule Description:

[ISM-ID-00119][Error] If ISM-CAPCO-RESOURCE and 1. attribute classification is not [U] AND 2. ISM-ICD-710Applies
AND 3. Attribute disseminationControls does not contain one or more of [DISPLAYONLY], [REL], [RELIDO], [EYES],
or [NF] Human Readable: All classified NSI that claims compliance with ICD 710 must have an appropriate foreign
disclosure or release marking.

Code Description:

If CAPCO rules do not apply to the document, or ICD 710 does not apply to the document, or the resource is unclassified,
then the the rule does not apply and we return true. Otherwise, we make sure that the attribute disseminationControls
does not contain one of the values [DISPLAYONLY], [RELIDQ], [REL], [EYES], or [NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00119">

<sch:rule context="//*[@sm *]">

<sch: | et nanme="di ssenifok" val ue="t okeni ze(./ @sm di sseni nati onControls,' "'")"/>

<sch: assert id="1SM 00119"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(not($ISMICD 710 APPLIES))
then true() else if(./@smclassification="U) then true() else not( count( (if(index-

of ($di ssenlok, 'RELIDO )&gt;0) then 1 else null, if(index-of($dissenlok, 'REL')&gt;0)
then 1 else null, if(index-of($di ssenlok, 'EYES )&gt;0) then 1 else null, if(index-
of ($di ssenmlok, ' DI SPLAYONLY' )&gt;0) then 1 else null, if(index-of($di ssenlok, 'NF)&gt;O0)

then 1 else null) )=0)

flag="error">

[ISM 1D 00119][Error] Al classified NSI that clains conpliance with |ICD 710 nust have an
appropriate

foreign disclosure or rel ease nmarking.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00121

FileName:.//Rules/SARIdentifier/ISM_ID_00121.sch

Rule Description:
[ISM-ID-00121][Error] If ISM-CAPCO-RESOURCE and attribute SARIdentifier is specified, then each of its values must be
ordered in accordance with CVEnumISMSAR.xm.

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is SARIdentifier.
Then, each attribute token is converted into a numerical value based on its characters. Next, each attribute token is given
an order number, which compares its position to that of its value in the CVE file. Next, each order number is compared

to that of its previous sibling to determine if the tokens are in order. If a token is found whose order number is less than
that of its previous sibling, 0 is returned for its sorted order number. If a token's order number is greater than that of its
previous sibling, 1 is returned. If two tokens have the same order number, their original attribute values are compared. If
the original attribute value contains numbers then the comparison is made on its converted numerical value; otherwise,
the comparison is made on its string value. If an attribute value is found whose value is less than that of its previous
sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are found with 0 as its
sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00121">

<sch:rule context="//*[ @sm SARI dentifier]">

<!-- Define variables -->

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue=""' [ISM | D-00121][Error] If |ISM CAPCO RESOURCE and attribute SARI dentifier is

speci fied, then each of its val ues nust be ordered in accordance with CVEnuml SMSAR. xm . "' "/
>

<sch: | et nane="dat aFi | eEl ens" val ue="$SARI dentifierList"/>
<sch:l et nanme="attr Val ues" val ue="./@sm SARI dentifier"/>
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>
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<I-- Get the position of each client node relative to its position in the master list. If
t he node is not found, returna -1 -->

<sch: | et nane="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat ('~ ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text(),"$ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1l -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or matches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>
<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch:assert id="1SM 00121" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="%$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00122

FileName:.//Rules/SClcontrols/ISM_ID_00122.sch

Rule Description:
[ISM-ID-00122][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [KDK], then
attribute classification must have a value of [TS] or [S].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [KDK], then we make sure that attribute classification has a value
[TS] or [S].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00122">

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00122"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of(tokenize(./

@sm SClcontrols, ' '),"'KDK )&gt; 0 and not (matches(./@smclassification,' (TS S%$)) )
flag="error">

[ISM 1D 00122][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
t oken [ KDK], then attribute

cl assification nust have a value of [TS] or [S].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00123

FileName:.//Rules/SClcontrols/ISM_ID_00123.sch

Rule Description:
[ISM-ID-00123][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [KDK], then
attribute disseminationControls must contain the name token [NF].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [KDK], then we make sure that attribute disseminationControls
contains the value [NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00123">

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00123"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of(tokenize(./
@sm SClcontrols, ' '),"'KDK )&gt; 0 and not ( index-of (tokenize(./

@ sm di ssem nationControls, ' "),"NF')) ) then false() else true()
flag="error">

[1SM 1D 00123][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
t oken [ KDK], then attribute

di ssem nati onControls nust contain the nane token [NF].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00124

FileName:.//Rules/disseminationControls/ISM_ID_00124.sch

Rule Description:
[ISM-ID-00124][Warning] If ISM-CAPCO-RESOURCE and 1. Attribute ownerProducer does not contain [USA]. AND 2.
Attribute disseminationControls contains [RELIDO] Human Readable: RELIDO is not authorized for non US portions.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check the attribute ownerProducer for not having a value of [USA] and that the attribute disseminationControls
contains a value of [RELIDO] then we return false because the resource is not in compliance with the rule.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00124">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00124"

test=" if(not($l SM CAPCO RESOCURCE)) then true() else if(not(index-of(tokenize(./

@ sm owner Producer,' '),"' USA" )&gt; 0) and index-of (tokenize(./ @sm di sseni nati onControls,"
'), 'RELIDO )&gt;0) then false() else true() "

f | ag="war ni ng" >

[1SM 1D 00124][Warni ng] Relido is not authorized for non-US portions.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00125

FileName:.//Rules/generalConstraints/ISM_ID_00125.sch

Rule Description:

[ISM-ID-00125][Error] If any attributes in namespace urn:us:gov:ic:ism exist the ‘local name' must exist in
CVEnumISMAttributes. Human Readable: Ensure that no attributes that appear to be in the ISM namespace but are not
defined by ISM.XML are used in a schema that might have an xsd:any Attribute.

Code Description:

To determine the valid values, this rule first retrieves the CVE values for the attribute, which in this case all valid ISM
attributes. Then, each attribute token is converted into a numerical value based on its characters. Next, each attribute
token is given an order number, which compares its position to that of its value in the CVE file. If the token is not found,
its order number will be -1. If the document is a CAPCO resource and the ownerProducer of this element is 'USA', then
the rule will fail if tokens are found with order numbers of -1. The rule will also fail if duplicate values are found for the
element, or when its count is greater than 1.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00125">

<sch:rule context="//*[@sm *]">

<!-- Define variables -->

<sch: |l et name="errMsg_ Val ueNot Found"

val ue=""' [ISM | D-00125][Error] Ensure that no attributes that appear to be in the | SM
nanespace but are not defined by ISM XM. are used in a schema that m ght have an xsd: any
Attribute. ""/>

<sch: |l et name="capco" val ue="false()"/>
<sch: | et nane="dat aFi | eEl ens" val ue="$val i dAttri buteList"/>

<sch:l et nanme="attrVal ues" value="string-join(./@sm?*/|ocal -nanme(),"' "')"/>
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>
<!-- Get the position of each client node relative to its position in the master list. If

t he node is not found, return a -1 -->

<sch: | et name="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat (' A" ,text(),"'$ ))]) then

count ( ($dat aFi | eEl ens[ mat ches( $t oken, concat (' ' ,text (), $'))])/preceding::*) + 1 else -1"/
>

<!-- Determne if the list has invalid values. If and only if it does, figure out which
ones are invalids -->

<sch: | et nane="hasl nval i ds" val ue="count (i ndex- of ($orderNuns, -1)) &gt; 0"/>

<sch: |l et nane="inval i dVal ues"
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val ue=" if ($haslnvalids) then distinct-values( for $token in index-of ($order Nuns, - 1)
return $attrVal ueTokens[ $t oken] ) else null "/>
<I-- Determne if the list has duplicate values. If and only if it does, figure out which

ones are duplicates -->
<sch:| et name="hasDups"

val ue="count (di stinct-val ues($attrVal ueTokens)) != count($attrVal ueTokens)"/>
<sch: | et name="dupVal ues"

val ue=" if ($hasDups) then distinct-values( for $token in $attrVal ueTokens return
i f (count (index-of ($attrVal ueTokens, $token)) &gt; 1) then $attrVal ueTokens[i ndex-
of ($attr Val ueTokens, $token)[1]] else null ) else null "/>

<!-- Execute tests -->

<sch:assert id="1SM 00125" flag="error"

test="if(not($l SM CAPCO RESOURCE) and $capco) then 1 el se not ($haslnvalids)">
<sch: val ue- of sel ect="%$err Msg_Val ueNot Found"/ >

I nval i d val ue of [<sch:val ue-of sel ect="8$invalidVal ues"/>]</sch: assert>

<sch: assert test="not($hasDups)" flag="undefi ned">Duplicate val ues found [<sch: val ue- of
sel ect =" $dupVal ues"/>] for [<sch:val ue-of select="8$attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00126

FileName:.//Rules/generalConstraints/ISM_ID_00126.sch

Rule Description:

[ISM-ID-00126][Error] If any elements in namespace urn:us:gov:ic:ism exist. Human Readable: Ensure that no elements
that appear to be in the ISM namespace but are not defined by ISM.XML are used in a schema that might have an
xsd:any.

Code Description:
The code checks that any element having ISM attributes does not have the attribute xsd:any specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00126">

<sch:rule context="//*[@sm *]">

<sch:assert id="1SM 00126" test=" not(./@sd:any) " flag="error">

[1SM 1D 00126][Error] Ensure that no el enents that appear to be in the | SM nanespace but
ar e not

defined by |SM XML are used in a schema that m ght have an xsd: any.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00127

FileName:.//Rules/notice/ISM_ID_00127.sch

Rule Description:

[ISM-ID-00127][Error] If ISM-CAPCO-RESOURCE and: 1. Any element meeting ISM-CONTRIBUTES in the document
has the attribute atomicEnergyMarkings containing [RD] AND 2. No element meeting ISM-CONTRIBUTES in the
document has notice containing [RD].

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute atomicEnergyMarkings specified with a value containing [RD], then
we make sure that attribute notice is specified with a value containing [RD] in one of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="I1SM I D 00127">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: assert id="1SM 00127"

test=" if(not($l SM CAPCO RESOURCE) or ./ @ sm excl udeFronRol | up=true()) then true()
el se if(index-of (tokenize(./@sm atom cEnergyMarkings, ' '), 'RD )&gt;0) then index-
of ($part Notice_tok, 'RD )&gt; 0 else true()

flag="error">

[ISM 1D 00127][Error] If | SM CAPCO RESOURCE and:

1. Any el enent neeting | SM CONTRI BUTES in the docunent has the attribute

at om cEner gyMar ki ngs cont ai ni ng [ RD]

AND

2. No el enent neeting | SM CONTRI BUTES in the docunent has notice containing [RD].
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00128

FileName:.//Rules/notice/ISM_ID_00128.sch

Rule Description:

[ISM-ID-00128][Error] If ISM-CAPCO-RESOURCE and: 1. Any element meeting ISM-CONTRIBUTES in the document
has the attribute atomicEnergyMarkings containing [FRD] AND 2. No element meeting ISM-CONTRIBUTES in the
document has notice containing [FRD]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute atomicEnergyMarkings specified with a value containing [FRD],
then we make sure that attribute notice is specified with a value containing [FRD] in one of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00128">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: assert id="1SM 00128"

test=" if(not($l SM CAPCO RESCURCE) or ./ @sm excl udeFronRol | up=true()) then true()
el se if(index-of (tokenize(./@sm atoni cEnergyMarkings, ' '), 'FRD )&gt;0) then index-
of ($part Notice_tok, 'FRD )&gt; 0 else true()

flag="error">

[1SM 1D 00128][Error] If | SM CAPCO RESOURCE and:

1. Any el enent neeting | SM CONTRI BUTES in the docunent has the attribute

at om cEner gyMar ki ngs cont ai ni ng [ FRD|

AND

2. No el enent neeting | SM CONTRI BUTES in the docunent has notice containing [FRD]
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00129

FileName:.//Rules/notice/ISM_ID_00129.sch

Rule Description:

[ISM-ID-00129][Error] If ISM-CAPCO-RESOURCE and: 1. Any element meeting ISM-CONTRIBUTES in the document
has the attribute disseminationControls containing [IMC] AND 2. No element meeting ISM-CONTRIBUTES in the
document has notice containing [IMC]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute disseminationControls specified with a value containing [IMC], then
we make sure that attribute notice is specified with a value containing [IMC] in one of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00129">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00129"

test=" if(not($l SM CAPCO RESCURCE) or ./ @sm excl udeFronRol | up=true()) then true()
el se i f(index-of (tokenize(./@smdi ssem nationControls, ' '), '"IMC)&gt;0) then index-
of ($part Notice_tok, "IMC)&gt;0 else true() "

flag="error">

[1SM 1D 00129][Error] If | SM CAPCO RESOURCE and:

1. Any el enent neeting | SM CONTRI BUTES in the docunent has the attribute

di ssem nati onControls containing [|M]

AND

2. No el enent neeting | SM CONTRI BUTES in the docunent has notice containing [|M]
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00130

FileName:.//Rules/notice/ISM_ID_00130.sch

Rule Description:

[ISM-ID-00130][Error] If ISM-CAPCO-RESOURCE and: 1. Any element meeting ISM-CONTRIBUTES in the document
has the attribute disseminationControls containing [FISA] AND 2. No element meeting ISM-CONTRIBUTES in the
document has notice containing [FISA]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute disseminationControls specified with a value containing [FISA],
then we make sure that attribute notice is specified with a value containing [FISA] in one of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="I1SM I D 00130">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00130"

test=" if(not($l SM CAPCO RESCURCE) or ./ @sm excl udeFronRol | up=true()) then true()
el se i f(index-of (tokenize(./@smdissen nationControls, ' '), '"FISA")&gt;0) then index-
of ($part Notice_tok, 'FISA )&t;0 else true() "

flag="error">

[1SM 1D 00130][Error] If | SM CAPCO RESOURCE and:

1. Any el enent neeting | SM CONTRI BUTES in the docunent has the attribute

di ssem nati onControls containing [FISA]|

AND

2. No el enent neeting | SM CONTRI BUTES in the docunent has notice containing [FlSA]
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00132

FileName:.//Rules/resourceElement/ISM_ID_00132.sch

Rule Description:

[ISM-ID-00132][Error] If ISM-CAPCO-RESOURCE and the ISM-RESOURCE-ELEMENT has the attribute
disseminationControls containing [RELIDO] then every element meeting ISM-CONTRIBUTES-CLASSIFIED in the
document must have the attribute disseminationControls containing [RELIDO]. Human Readable: USA documents having
RELIDO at the resource level must have every classified portion having RELIDO.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement

has attribute disseminationControls specified with a value containing [RELIDO], then we make sure that the number

of elements in the document that have attribute classification specified with a value other than [U] and attribute
disseminationControls specified with a value containing [RELIDO] is the same as the number of elements in the document
that have attribute classification specified with a value other than [U].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00132">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00132"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(index-

of ($banner Di ssem nati onControls_tok, 'RELIDO )&gt;0) then sunm(for $token in

$part Tags return if(not($token/ @sm classification="U) and index-of (tokenize($token/
@ sm di ssemi nationControls,' '), "RELIDO )&gt;0) then 1 else 0 ) = count(for $tag in
$part Tags return if($tag/ @smclassification="U) then null else 1) else true() "
flag="error">

[1SM 1D 00132][Error] USA docunents having RELIDO at the resource |evel nust have every
cl assified portion having RELI DO

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00133

FileName:.//Rules/declassException/ISM_ID_00133.sch

Rule Description:
[ISM-ID-00133][Error] If ISM-NSI-EO-APPLIES and attribute declassException is specified and does contain the name
token [25X1-human], then attribute declassDate or declassEvent must NOT be specified.

Code Description:

If current Classified National Security Information Executive Order does not apply to this resource then the rule does not
apply and we return true. Otherwise we ensure that any element with the attribute declassException specified and having
a value of [25X1-human] then we ensure that the attribute declassDate or attribute declassEvent are not specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00133">

<sch:rul e context="//*[ @sm decl assException]">

<sch:l et name="dd" value="if(./@sm decl assDate) then true() else false()"/>
<sch: |l et nanme="de" value="if(./@sm decl assEvent) then true() else false()"/>
<sch: assert id="1SM 00133"

test=" if(not($l SM NSI _EO APPLIES)) then true() else if(not(index-of(./

@ sm decl assException, '25X1-human')&gt;0)) then true() el se not($dd or $de)
flag="error">

[1SM 1D 00133][Error] If ISM NSI-EO APPLIES and attri bute

decl assException is specified and does contain the nane token [25X1-human],
then attributes decl assDate or decl assEvent nmust NOT be specified. Invalid
presence of <sch:val ue-of select="if($dd) then 'decl assDate' else null"/>
<sch: val ue- of select="if($dd and $de) then ' and ' else null"/>
<sch: val ue- of select="if($de) then 'declassEvent' else null"/>.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00134

FileName:.//Rules/notice/ISM_ID_00134.sch

Rule Description:

[ISM-ID-00134][Error] If ISM-CAPCO-RESOURCE and: 1. Any element meeting ISM-CONTRIBUTES in the document
has the attribute nonlCmarkings containing [DS] AND 2. No element meeting ISM-CONTRIBUTES in the document has
the attribute notice containing [DS]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute nonlICmarkings specified with a value containing [DS], then we
make sure that attribute notice is specified with a value containing [DS] in one of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D-00134">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">

<sch: assert id="1SM 00134"

test=" if(not($l SM CAPCO RESCURCE) or ./ @sm excl udeFronRol | up=true()) then true()

el se i f(index-of (tokenize(./@sm nonl Charkings, ' '), 'DS")&gt;0) then index-

of ($part Notice_tok, 'DS )&gt; 0 else true()

flag="error">

[ISM 1D 00134][Error] If | SM CAPCO RESOURCE and:

1. Any el enent neeting | SM CONTRI BUTES in the docunent has the attribute nonl Charki ngs
cont ai ni ng [ DS]

AND

2. No el enent neeting | SM CONTRI BUTES in the docunent has the attribute notice containing
[ DS]

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00135

FileName:.//Rules/notice/ISM_ID_00135.sch

Rule Description:

[ISM-ID-00135][Warning] If ISM-CAPCO-RESOURCE and: 1. No element meeting ISM-CONTRIBUTES in the document
has the attribute atomicEnergyMarkings containing [RD] AND 2. Any element meeting ISM-CONTRIBUTES in the
document has the attribute notice containing [RD]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not
apply and we return true. If the current element is the resourceElement then the rule does not apply and we return
true. If the current element has attribute notice specified with a value containing [RD], then we make sure that attribute
atomicEnergyMarkings is specified with a value containing [RD] in one of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00135">

<sch:rule context="//*[ @sm notice]">

<sch: assert id="1SM 00135"

test=" if(not($l SM CAPCO RESCURCE) or ./ @sm excl udeFronRol | up=true()) then true()

el se if(generate-id(.) = generate-id($l SM RESOCURCE_ELEMENT)) then true() else if(index-

of (t okeni ze(./@smnotice, ' '), 'RD )&gt;0 and not(./ @ sm excl udeFronRol | up=true())) then
i ndex- of ($part At om cEner gyMar ki ngs_tok, 'RD )&gt;0 else true() "

f | ag="war ni ng" >

[1SM 1D 00135][Warni ng] |If | SM CAPCO RESOURCE and:

1. No el ement neeting | SM CONTRI BUTES in the docunent has the attribute

at om cEner gyMar ki ngs cont ai ni ng [ RD]

AND

2. Any el enment neeting | SM CONTRI BUTES i n the docunent has the attribute notice containing
[ ROl

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00136

FileName:.//Rules/notice/ISM_ID_00136.sch

Rule Description:

[ISM-ID-00136][Warning] If ISM-CAPCO-RESOURCE and: 1. No element without ism:excludeFromRollup=true()
in the document has the attribute atomicEnergyMarkings containing [FRD] AND 2. Any element without
ism:excludeFromRollup=true() in the document has the attribute notice containing [FRD]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute notice specified with a value containing [FRD], then we make sure
that attribute atomicEnergyMarkings is specified with a value containing [FRD] in one of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00136">

<sch:rule context="//*[ @sm notice]">

<sch: assert id="1SM 00136"

test=" if(not($l SM CAPCO RESOCURCE) or ./@sm excl udeFronRol | up=true()) then

true() else if(index-of(tokenize(./@smnotice, ' '), "FRD )&gt;0 and not(./

@ sm excl udeFronRol | up=true())) then index-of ($part At om cEner gyMarki ngs_tok, 'FRD )&gt;O0
el se true() "

f | ag="war ni ng" >

[1SM 1D 00136] [ Warni ng] |If | SM CAPCO RESOURCE and:

1. No el ement w thout ism excludeFronRollup=true() in the docunent has the attribute
at om cEner gyMar ki ngs cont ai ni ng [ FRD|

AND

2. Any el enment without ism excludeFronRol |l up=true() in the docunent has the attribute
noti ce containi ng [ FRD]

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00137

FileName:.//Rules/notice/ISM_ID_00137.sch

Rule Description:

[ISM-ID-00137][Warning] If ISM-CAPCO-RESOURCE and: 1. No element without ism:excludeFromRollup=true()
in the document has the attribute disseminationControls containing [IMC] AND 2. Any element without
ism:excludeFromRollup=true() in the document has the attribute notice containing [IMC]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute notice specified with a value containing [IMC] and is not excluded
from the rollup, then we make sure that attribute disseminationControls is specified with a value containing [IMC] in one of
the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00137">

<sch:rule context="//*[ @sm notice]">

<sch: assert id="1SM 00137"

test=" if(not($l SM CAPCO RESOCURCE) or ./@sm excl udeFronRol | up=true()) then

true() else if(index-of(tokenize(./@smnotice, ' '), "IMZ)&gt;0 and not(./

@ sm excl udeFronRol | up=true())) then index-of ($partDi ssem nati onControls_tok, 'IMC)&gt;0
el se true() "

f | ag="war ni ng" >

[1SM 1D 00137] [ Warni ng] |If | SM CAPCO RESOURCE and:

1. No el ement w thout ism excludeFronRollup=true() in the docunent has the attribute
di ssem nati onControls containing [|M]

AND

2. Any el enment without ism excludeFronRol |l up=true() in the docunent has the attribute
noti ce containing [|M]

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00138

FileName:.//Rules/notice/ISM_ID_00138.sch

Rule Description:

[ISM-ID-00138][Warning] If ISM-CAPCO-RESOURCE and: 1. No element without ism:excludeFromRollup=true() in the
document has the attribute nonlICmarkings containing [DS] AND 2. Any element without ism:excludeFromRollup=true() in
the document has the attribute notice containing [DS]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute notice specified with a value containing [DS] and is not excluded
from the rollup, then we make sure that attribute nonlCmarkings is specified with a value containing [DS] in one of the
portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00138">

<sch:rule context="//*[ @sm notice]">
<sch: assert id="1SM 00138"
test=" if(not($l SM CAPCO RESOCURCE) or ./@sm excl udeFronRol | up=true()) then

true() else if(index-of(tokenize(./@smnotice, ' '), "DS )&gt;0 and not (./
@ sm excl udeFronRol | up=true())) then index-of ($partNonl Crarki ngs_tok, 'DS )&gt;0 el se
true()

f | ag="war ni ng" >

[1SM 1D 00138][Warni ng] If | SM CAPCO RESOURCE and:

1. No el ement w thout ism excludeFronRollup=true() in the docunent has the attribute
nonl Cnar ki ngs cont ai ni ng [ DS]

AND

2. Any el enment without ism excludeFronRol |l up=true() in the docunent has the attribute
noti ce containing [DS]

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00139

FileName:.//Rules/notice/ISM_ID_00139.sch

Rule Description:

[ISM-ID-00139][Warning] If ISM-CAPCO-RESOURCE and: 1. No element without ism:excludeFromRollup=true()
in the document has the attribute disseminationControls containing [FISA] AND 2. Any element without
ism:excludeFromRollup=true() in the document has the attribute notice containing [FISA]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute notice specified with a value containing [FISA] and is not excluded
from the rollup, then we make sure that attribute disseminationControls is specified with a value containing [FISA] in one
of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00139">

<sch:rule context="//*[ @sm notice]">

<sch: assert id="1SM 00139"

test=" if(not($l SM CAPCO RESOCURCE) or ./@sm excl udeFronRol | up=true()) then

true() else if(index-of(tokenize(./@smnotice, ' '), "FISA )&gt;0 and not(./

@ sm excl udeFronRol | up=true())) then index-of ($partDi ssem nati onControl s_tok, 'FISA )&gt;O0
el se true() "

f | ag="war ni ng" >

[1SM 1D 00139] [ Warni ng] If | SM CAPCO RESOURCE and:

1. No el ement w thout ism excludeFronRollup=true() in the docunent has the attribute
di ssem nati onControls containing [FISA]|

AND

2. Any el enment without ism excludeFronRol |l up=true() in the docunent has the attribute
noti ce containing [FlSA]

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00140

FileName:.//Rules/disseminationControls/ISM_ID_00140.sch

Rule Description:
[ISM-ID-00140][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls contains the name token [NF],
then attribute classification must not have a value of [U] Human Readable: NF may not be used on Unclass portions.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check the attribute classification of the element and return true if it has a value of [U]. Otherwise we check that
the attribute disseminationControls does not contain the value [NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00140">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00140"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(not(./@smclassification="U))
t hen true() el se not(index-of(tokenize(./@smdissen nationControls,' "), 'NF)&gt;0) "
flag="error">

[1SM 1D 00140][Error] NF may not be used on Uncl ass portions.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00141

FileName:.//Rules/resourceElement/ISM_ID_00141.sch

Rule Description:

[ISM-ID-00141][Error] If ISM-NSI-EO-APPLIES and 1. ISM-RESOURCE-ELEMENT attribute declassException does

not have a value of "25X1-human” AND 2. ISM-RESOURCE-ELEMENT attribute declassDate is not specified AND

3. ISM-RESOURCE-ELEMENT attribute declassEvent is not specified AND 4. ISM-RESOURCE-ELEMENT attribute
atomicEnergyMarkings is not specified with a value of [RD] or [FRD] Human Readable: declassDate or declassEvent are
required unless 25X1-human, RD, or FRD is specified.

Code Description:

If the current Classified National Security Information Executive Order does not apply to the document then the rule does
not apply and we return true. If the resourceElement has attribute declassException specified with a value of [25X1-
human] then the rule does not apply and we return true. If the resourceElement has attribute atomicEnergyMarkings
specified with a value containing [RD] or [FRD] then the rule does not apply and we return true. Otherwise, we make sure
that the resourceElement has attribute declassDate specified or attribute declassEvent specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00141">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00141"

test=" if(not($l SM NSI _EO APPLIES)) then true() else if(matches(./

@ sm decl assException, '25X1-hunman’')) then true() else if( sum for $each in tokenize(./
@ sm at om cEnergyMarkings, ' ') return if(matches($each, '"F?RD-?.*$')) then 1 el se

0 )&jt;0 ) then true() else (./@smdecl assDate or ./ @sm decl assEvent) "

flag="error">

[1SM 1D 00141][Error] decl assDate or decl assEvent are required unl ess 25X1- human, RD, or
FRD i s specified.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00142

FileName:.//Rules/classification/ISM_ID_00142.sch

Rule Description:

[ISM-ID-00142][Error] If ISM-NSI-EO-APPLIES and attribute classification has a value other than [U] then attribute
classifiedBy or derivativelyClassifiedBy must be specified on the ISM-RESOURCE-ELEMENT. Human Readable:
Classified data including DOE data requires either an original classifier or a derivative classifier be identified.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO
resource then we check that if we have an element having attribute classification with a value of [U] then we return true
because the rule does not apply. Otherwise we make sure that the resourceElement has the attribute classifiedBy or
derivativelyClassifiedBy.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00142">

<sch:rule context="//*[ @sm cl assification]">

<sch: assert id="1SM 00142"

test=" if(not($l SM NSI _EO APPLIES)) then true() else if(./@smclassification="U)
t hen true() else ($ SM RESOURCE_ELEMENT/ @ sm cl assi fi edBy or $I SM RESOURCE_ELEMENT/
@sm derivativel yd assi fi edBy) "

flag="error">

[1SM 1D 00142][Error] Cassified data including DOE data requires either an original
classifier or a derivative classifier be identified.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00143

FileName:.//Rules/derivativelyClassifiedBy/ISM_ID_00143.sch

Rule Description:

[ISM-ID-00143][Error] If ISM-CAPCO-RESOURCE and attribute derivativelyClassifiedBy is specified, then attribute
derivedFrom must be specified. Human Readable: Derivatively Classified data including DOE data requires a derived
from value to be identified.

Code Description:

If CAPCO rules do not apply to the resource then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute derivativelyClassifiedBy then we also have the attribute
derivedFrom on the same element.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00143">

<sch:rule context="//*[ @sm derivativel yCd assi fi edBy] ">

<sch: assert id="1SM 00143"

test=" if(not($l SM CAPCO RESCURCE)) then true() else ./@smderivedFrom"

flag="error">

[1SM 1D 00143][Error] Derivatively Cassified data including DOE data requires a derived
fromvalue to be identified.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00145

FileName:.//Rules/resourceElement/ISM_ID_00145.sch

Rule Description:

[ISM-ID-00145][Error] If ISM-CAPCO-RESOURCE and any element in the document: 1. Meets ISM-CONTRIBUTES AND
2. Has the attribute nonlCmarkings containing [LES] AND 3. No element meeting ISM-CONTRIBUTES in the document
has nonlCmarkings containing any of [LES-NF] Then the ISM-RESOURCE-ELEMENT must have nonlCmarkings
containing [LES]. Human Readable: Documents having LES and not having LES-NF must have LES at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [LES] and no element has attribute nonlCmarkings specified with a value
containing [LES-NF], then we make sure that the resourceElement has attribute nonlCmarkings specified with a value
containing [LES].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00145">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00145"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings tok
' LES') &gt; 0 and not (i ndex-of ($part Nonl Cmar ki ngs_t ok, 'LES-NF') &gt; 0)) then (index-
of ($banner Nonl Cmar ki ngs_tok, 'LES' ) &gt; 0) else true() "

flag="error">

[ SM |1 D-00145][Error] Docunents having LES and not having LES-NF nust have LES at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00146

FileName:.//Rules/resourceElement/ISM_ID_00146.sch

Rule Description:

[ISM-ID-00146][Error] If ISM-CAPCO-RESOURCE and there exist at least 2 elements in the document: 1. Each element:
Meets ISM-CONTRIBUTES AND 2. One of the elements: Has the attribute nonlCmarkings containing [LES-NF] AND

3. One of the elements: meets ISM-CONTRIBUTES-CLASSIFIED Then the ISM-RESOURCE-ELEMENT must have
disseminationControls containing [NF]. Human Readable: Classified USA documents having LES-NF Data must have NF
at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [LES-NF] and the resourceElement has attribute classification specified
with a value other than [U], then we make sure that the resourceElement has attribute disseminationControls specified
with a value containing [NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00146" >

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00146"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings_t ok,
' LES-NF') &gt; O and not ($bannerC assification="U)) then (index-

of ($banner Di sseni nati onControls_tok, 'NF') &gt; 0) else true() "

flag="error">

[ISM 1D 00146][Error] d assified USA docunents having LES-NF Data nust have NF at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00147

FileName:.//Rules/resourceElement/ISM_ID_00147.sch

Rule Description:

[ISM-ID-00147][Error] If ISM-CAPCO-RESOURCE and there exist at least 2 elements in the document: 1. Each element:
Meets ISM-CONTRIBUTES AND 2. One of the elements: Has the attribute nonlCmarkings containing [LES-NF] AND

3. One of the elements: meets ISM-CONTRIBUTES-CLASSIFIED Then the ISM-RESOURCE-ELEMENT must have
nonlCmarkings containing [LES]. Human Readable: Classified USA documents having LES-NF Data must have LES at
the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [LES-NF] and the resourceElement has attribute classification specified
with a value other than [U], then we make sure that the resourceElement has attribute nonlICmarkings specified with a
value containing [LES].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00147">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00147"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings tok
' LES-NF') &gt; O and not ($bannerC assification="U)) then (index-

of ($banner Nonl Cmar ki ngs_tok, 'LES' ) &gt; 0) else true() "

flag="error">

[1SM 1D 00147][Error] C assified USA docunents havi ng LES-NF Data nust have LES at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00148

FileName:.//Rules/nonlCmarkings/ISM_ID_00148.sch

Rule Description:
[ISM-ID-00148][Error] If ISM-CAPCO-RESOURCE, then Name tokens [LES] and [LES-NF] are mutually exclusive for
attribute nonlCmarkings.

Code Description:
If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that the attribute nonICmarkings does not contain both a value of [LES] and a value of [LES-NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00148">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">
<!-- get list of tokens in nonlCrarkings attribute -->
<sch: | et name="ni cnlfok" val ue="t okeni ze(./ @sm nonl Car ki ngs, ' ')"/>

<sch: assert id="1SM 00148"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of($nicnTok,"'LES )&gt;0 and
i ndex- of ($ni cnirok, ' LES- NF' ) &gt ; 0)

flag="error">

[1SM 1D 00148][Error] If |ISM CAPCO RESOURCE, then tokens [LES] and [LES-NF] are nutually
excl usive for attribute nonl Crarki ngs.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00149

FileName:.//Rules/resourceElement/ISM_ID_00149.sch

Rule Description:

[ISM-ID-00149][Error] If ISM-CAPCO-RESOURCE and 1. Any element in the document meets ISM-CONTRIBUTES in
the document has the attribute nonlICmarkings contain [LES-NF] AND 2. ISM-RESOURCE-ELEMENT has the attribute
classification [U] THEN the ISM-RESOURCE-ELEMENT must have nonlCmarkings containing [LES-NF] Human
Readable: Unclassified documents having LES-NF must have LES-NF at the resource level.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
nonlCmarkings specified with a value containing [LES-NF] and the resourceElement has attribute classification specified
with a value of [U], then we make sure that the resourceElement has attribute nonlCmarkings specified with a value
containing [LES-NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00149" >

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00149"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($partNonl Crarkings tok
" LES-NF') &gt; 0 and $bannerC assification="U) then (index-of($banner Nonl Char ki ngs_t ok,
' LES-NF') &gt; 0) else true() "

flag="error">

[1SM 1D 00149][Error] Uncl assified docunents having LES-NF data nust have LES-NF at the
resource |evel.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00150

FileName:.//Rules/notice/ISM_ID_00150.sch

Rule Description:

[ISM-ID-00150][Error] If ISM-CAPCO-RESOURCE and: 1. Any element meeting ISM-CONTRIBUTES in the document
has the attribute nonlCmarkings containing [LES] AND 2. No element meeting ISM-CONTRIBUTES in the document has
notice containing [LES]

Code Description:

If CAPCO rules do not apply to the document or the element is excluded from the rollup then the rule does not apply and
we return true. If the current element is the resourceElement then the rule does not apply and we return true. If the current
element has attribute nonlICmarkings specified with a value containing [LES], then we make sure that attribute notice is
specified with a value containing [LES] in one of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00150">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">

<sch: assert id="1SM 00150"

test=" if(not($l SM CAPCO RESCURCE) or ./ @sm excl udeFronRol | up=true()) then true()

el se if(generate-id(.) = generate-id($l SM RESOCURCE_ELEMENT)) then true() else if(index-
of (t okeni ze(./ @sm nonl Cmarki ngs, ' '), 'LES )&gt;0) then index-of($partNotice_ tok,

' LES' ) &gt; 0 el se true() "

flag="error">

[ SM I D 00150][Error] If | SM CAPCO RESOURCE and:

1. Any el enent neeting | SM CONTRI BUTES in the docunent has the attribute nonl Charki ngs
cont ai ni ng [ LES]

AND

2. No el enent neeting | SM CONTRI BUTES in the docunent has notice containing [LES]

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00151

FileName:.//Rules/notice/ISM_ID_00151.sch

Rule Description:

[ISM-ID-00151][Warning] If ISM-CAPCO-RESOURCE and: 1. No element without ism:excludeFromRollup=true() in the
document has the attribute nonlICmarkings containing [LES] AND 2. Any element without ism:excludeFromRollup=true() in
the document has the attribute notice containing [LES]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute notice specified with a value containing [LES] and it is included in
the rollup, then we make sure that attribute nonlCmarkings is specified with a value containing [LES] in one of the portions
of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00151">

<sch:rule context="//*[ @sm notice]">
<sch: assert id="1SM 00151"
test=" if(not($l SM CAPCO RESOCURCE) or ./@sm excl udeFronRol | up=true()) then

true() else if(index-of(tokenize(./@smnotice, ' '), "LES )&gt;0 and not(./
@ sm excl udeFronRol | up=true())) then index-of ($partNonl Charki ngs_t ok, 'LES )&gt;0 el se
true() "

f | ag="war ni ng" >

[ SM 1D 00151] [ Warni ng] | f | SM CAPCO RESOURCE and:

1. No el ement w thout ism excludeFronRollup=true() in the docunent has the attribute
nonl Cnar ki ngs cont ai ni ng [ LES]

AND

2. Any el enment without ism excludeFronRol |l up=true() in the docunent has the attribute
noti ce containing [LES]

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00152

FileName:.//Rules/notice/ISM_ID_00152.sch

Rule Description:

[ISM-ID-00152][Error] If ISM-CAPCO-RESOURCE and: 1. Any element meeting ISM-CONTRIBUTES in the document
has the attribute nonlCmarkings containing [LES-NF] AND 2. No element meeting ISM-CONTRIBUTES in the document
has notice containing [LES-NF]

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element specifies attribute nonlCmarkings with a value containing [LES-NF], then we
make sure that attribute notice is specified with a value containing [LES-NF] in one of the portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00152">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">

<sch: assert id="1SM 00152"

test=" if(not($l SM CAPCO RESCURCE) or ./ @sm excl udeFronRol | up=true()) then true()

el se if(generate-id(.) = generate-id($l SM RESOCURCE_ELEMENT)) then true() else if(index-
of (t okeni ze(./ @sm nonl Cmarki ngs, ' '), 'LES-NF )&gt;0) then index-of ($partNotice tok,

' LES-NF' ) &gt ; 0 el se true()

flag="error">

[ SM I D 00152][Error] If | SM CAPCO RESOURCE and:

1. Any el enent neeting | SM CONTRI BUTES in the docunent has the attribute nonl Charki ngs
cont ai ni ng [ LES- NF]

AND

2. No el enent neeting | SM CONTRI BUTES in the docunent has notice containing [LES-NF]

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00153

FileName:.//Rules/notice/ISM_ID_00153.sch

Rule Description:

[ISM-ID-00153][Error] If ISM-CAPCO-RESOURCE and: 1. No element without ism:excludeFromRollup=true()
in the document has the attribute nonICmarkings containing [LES-NF] AND 2. Any element without
ism:excludeFromRollup=true() in the document has the attribute notice containing [LES-NF].

Code Description:

If CAPCO rules do not apply to the document and the element is not excluded from the rollup then the rule does not apply
and we return true. If the current element has attribute notice specified with a value containing [LES-NF] and it is included
in the rollup, then we make sure that attribute nonlCmarkings is specified with a value containing [LES-NF] in one of the
portions of the document.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00153">

<sch:rule context="//*[ @sm notice]">
<sch: assert id="1SM 00153"
test=" if(not($l SM CAPCO RESOCURCE) or ./@sm excl udeFronRol | up=true()) then

true() else if(index-of(tokenize(./@smnotice, ' '), "LES-NF)&gt;0 and not(./
@ sm excl udeFronRol | up=true())) then index-of ($partNonl Crarki ngs_tok, 'LES-NF')&gt;0 el se
true() "

flag="error">

[1SM 1D 00153][Error] If | SM CAPCO RESOURCE and

1. No el ement w thout ism excludeFronRollup=true() in the docunent has the attribute
nonl Cnmar ki ngs cont ai ni ng [ LES- NF]

AND

2. Any el enment without ism excludeFronRol |l up=true() in the docunent has the attribute
noti ce containing [ LES- NF]

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00154

FileName:.//Rules/resourceElement/ISM_ID_00154.sch

Rule Description:

[ISM-ID-00154][Error] If ISM-CAPCO-RESOURCE and 1. Attribute disseminationControls of ISM-RESOURCE-ELEMENT
contains [FOUQ] AND 2. Attribute compilationReason does not have a value then at least one element meeting ISM-
CONTRIBUTES in the document must have a disseminationControls attribute contain [FOUO]. Human Readable: USA
FOUO documents not using compilation must have FOUO data.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the resourceElement
has attribute disseminationControls specified with a value containing [FOUO] and the resourceElement has attribute

compilationReason specified with an empty value, then we make sure that at least one element in the document has
attribute disseminationControls specified with a value containing [FOUQ].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D-00154">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00154"

test=" if(not($l SM CAPCO RESOCURCE)) then true() else if (index-

of ($banner Di ssenmi nati onControl s_tok, 'FOUO )&gt; 0 and not (string-Ilength(normalize-space(./
@ sm conpi | ati onReason) ) &t ; 0)) then index-of ($partDi ssem nati onControl s_tok,"' FOUO ) &gt ;0
el se true() "

flag="error">

[1SM 1D 00154][Error] USA FOUO docunents not using conpilation nust have FOUO dat a.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00155

FileName:.//Rules/resourceElement/ISM_ID_00155.sch

Rule Description:

[ISM-ID-00155][Error] If ISM-CAPCO-RESOURCE and 1. ISM-DoD5230.24Applies AND 2. Attribute notice of ISM-
RESOURCE-ELEMENT does not contain one of [DoD-Dist-A], [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E],
[DoD-Dist-F], or [DoD-Dist-X] Human Readable: All documents that claim compliance with DoD5230.24 must have a
distribution statement for the entire document.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If ISM-DoD5230.24Applies
does not apply to the document then the rule does not apply and we return true. Otherwise, we make sure that the
resourceElement has attribute notice specified with a value containing [DoD-Dist-A], [DoD-Dist-B], [DoD-Dist-C], [DoD-
Dist-D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00155">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00155"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(not($l SM DOD5230_ 24 APPLI ES))

t hen true() else count( (if(index-of($bannerNotice_tok, 'DoD-Dist-A)&gt;0) then 1 else
nul |, if(index-of($bannerNotice_tok, 'DoD-Dist-B )&gt;0) then 1 else null, if(index-

of ($banner Notice tok, 'DoD-Dist-C )&gt;0) then 1 else null, if(index-of($bannerNotice t ok,
' DoD-Dist-D )&gt;0) then 1 else null, if(index-of($bannerNotice_tok, 'DoD Dist-E)&gt;O0)
then 1 else null, if(index-of($bannerNotice_tok, 'DoD-Dist-F )&t;0) then 1 else null,

i f(index-of ($bannerNotice_tok, 'DoD-Dist-X )&t;0) then 1 else null) )&gt;0 "
flag="error">

[ SM 1D 00155][Error] Al docunents that claimconpliance with DoD5230.24 nust have a

di stribution statenent

for the entire document.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00156

FileName:.//Rules/notice/ISM_ID_00156.sch

Rule Description:

[ISM-ID-00156][Error] If ISM-CAPCO-RESOURCE and: 1. The attribute notice contains on of the [DoD-Dist-B], [DoD-Dist-
C], [DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X] AND 2. One of the attributes noticeDate and noticePOC is
not specified. Human Readable: DoD distribution statements B, C, D ,E ,F, and X all require a Date and a POC.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute notice specified with a value containing [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], or
[DoD-Dist-X], then we make sure that attributes noticeDate and noticePOC are also specified on the resourceElement.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00156">

<sch:rule context="//*[ @sm notice]">
<!-- tokenize the elenment's notice attribute -->
<sch: | et name="noticeTok" val ue="tokenize(./@smnotice, ' "')"/>

<sch: assert id="1SM 00156"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($noticeTok, 'DoD- D st -
B')&gt; 0 or index-of ($noticeTok, 'DoD-Dist-C )&gt; 0 or index-of($noticeTok, 'DoD D st-
D )&gt; 0 or index-of ($noticeTok, 'DoD-Dist-E )&gt; 0 or index-of($noticeTok, 'DoD D st-
F')&gt; 0 or index-of ($noticeTok, 'DoD-Dist-X )&gt;0) then (./@smnoticeDate and ./
@sm noti cePOC) else true() "

flag="error">

[ SM 1D 00156][Error] DoD distribution statenents B, C, D,E ,F, and X all require a Date
and a PCC.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00157

FileName:.//Rules/notice/ISM_ID_00157.sch

Rule Description:

[ISM-ID-00157][Error] If ISM-CAPCO-RESOURCE and: 1. The attribute notice contains one of the [DoD-Dist-B], [DoD-
Dist-C], [DoD-Dist-D], or [DoD-Dist-E] AND 2. The attribute noticeReason is not specified. Human Readable: DoD
distribution statements B, C, D, or E all require a reason.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute notice specified with a value containing [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E], or [DoD-Dist-F],
then we make sure that attribute noticeReason is also specified on the resourceElement.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="I1SM I D 00157">

<sch:rule context="//*[ @sm notice]">
<!-- tokenize the notice attribute -->
<sch: | et name="noticeTok" val ue="tokenize(./@smnotice, ' "')"/>

<sch: assert id="1SM 00157"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if( count( (if(index-of($noticeTok,
' DoD-Dist-B )&gt;0) then 1 else null, if(index-of($noticeTok, 'DoD- Dist-C )&gt;O0)

then 1 else null, if(index-of($noticeTok, 'DoD-Dist-D )&gt;0) then 1 else null,

i f(index-of ($noticeTok, 'DoD-Dist-E )&gt;0) then 1 else null) )=0 ) then true() else ./
@ sm noti ceReason "

flag="error">

[ SM | D 00157][Error] DoD distribution statenents B, C, D, or E all require a reason.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00158

FileName:.//Rules/notice/ISM_ID_00158.sch

Rule Description:

[ISM-ID-00158][Error] If ISM-CAPCO-RESOURCE and: 1. ISM-DoD5230.24Applies AND 2. attribute classification of ISM-
RESOURCE-ELEMENT is not [U] AND 3. The attribute notice does not contain one of [DoD-Dist-B], [DoD-Dist-C], [DoD-
Dist-D], [DoD-Dist-E], or [DoD-Dist-F]. Human Readable: All classified documents that claim compliance with DoD5230.24
must use one of DoD distribution statements B, C, D, E, or F.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If DoD-5230-24 does not
apply then the rule does not apply and we return true. If the resource is Unclassified then the rule does not apply and we
return true. Otherwise, we make sure that the resourceElement attribute notice does not contain a value of [DoD-Dist-B],
[DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E], or [DoD-Dist-F].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00158">

<sch:rule context="//*[ @sm resourceEl ement=true()]">

<sch: assert id="1SM 00158"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(not($l SM DOD5230_ 24 APPLI ES))
then true() else if(./@smclassification="U) then true() else if( count( (if(index-

of ($banner Notice tok, 'DoD-Dist-B )&gt;0) then 1 else null, if(index-of($bannerNotice t ok,
' DoD-Dist-C )&gt;0) then 1 else null, if(index-of($bannerNotice_tok, 'DoD Dist-D )&gt;0)
then 1 else null, if(index-of($bannerNotice_tok, 'DoD-Dist-E )&t;0) then 1 else null,

i f(index-of ($bannerNotice_tok, 'DoD-Dist-F )&t;0) then 1 else null) )=0 ) then fal se()
el se true() "

flag="error">

[1SM 1D 00158][Error] Al classified docunents that claimconpliance with DoD5230. 24 nust
use one of DoD

di stribution statenents B, C, D, E, or F.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00159

FileName:.//Rules/notice/ISM_ID_00159.sch

Rule Description:

[ISM-ID-00159][Error] If ISM-CAPCO-RESOURCE and: 1. attribute classification of ISM-RESOURCE-ELEMENT is not [U]
AND 2. The attribute notice does contains [DoD-Dist-A]l. Human Readable: Distribution statement A (Public Release) is
forbidden on classified documents.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the document is
Unclassified then the rule does not apply and we return true. Otherwise, we check that the current element does not have
attribute notice specified with a value containing [DoD-Dist-A].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00159" >

<sch:rule context="//*[ @sm notice]">
<!-- tokenize the notice attribute -->
<sch: | et name="noticeTok" val ue="tokenize(./@smnotice, ' "')"/>

<sch: assert id="1SM 00159"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if($bannerd assification="U) then
true() el se not(index-of($noticeTok, 'DoD- Dist-A)&gt;0) "

flag="error">

[1SM 1D 00159][Error] Distribution statenment A (Public Release) is forbidden on classified
docunent s.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>

Page 147 of 209
UNCLASSIFIED



UNCLASSIFIED

Rule: ISM-ID-00160

FileName:.//Rules/notice/ISM_ID_00160.sch

Rule Description:

[ISM-ID-00160][Error] If ISM-CAPCO-RESOURCE and: 1. The attribute notice of ISM-RESOURCE-ELEMENT does
contain [DoD-Dist-A] AND 2. attribute disseminationControls contains any of [FOUQ], [PR], [DSEN], OR [FISA] AND 3.
attribute atomicEnergyMarkings contains any of [DCNI] or [UCNI]. Human Readable: Distribution statement A (Public
Release) is incompatible with [FOUOQ], [PR], [DCNI], [UCNI], [DSEN], OR [FISA].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO

resource then we check that if the resourceElement has attribute notice containing a value of [DoD-Dist-A] that the
resourceElement’s attribute disseminationControls does not contain values [FOUOQ], [PR], [DSEN], or [FISA] and attribute
atomicEnergyMarkings does not contain values [UCNI] or [DCNI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00160">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00160"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($bannerNotice tok, 'DoD
Di st-A ) &gt;0) then count( (if(index-of($bannerDi sseninati onControls_tok, 'FOUO )&gt; 0)
then 1 else null, if(index-of($bannerDi sseni nati onControls_tok, 'PR )&gt;0) then 1

el se null, if(index-of($banner At on cEnergyMarkings_tok, 'DCN"')&gt;0) then 1 el se

nul |, if(index-of ($banner At om cEnergyMarki ngs_tok, 'UCN"')&gt;0) then 1 else null,

i f (i ndex-of ($banner Di ssem nati onControls_tok, 'DSEN )&gt;0) then 1 else null, if(index-
of ($banner Di ssemi nati onControls_tok, 'FISA )&yt;0) then 1 else null) )=0 else true()
flag="error">

[ISM 1D 00160][Error] Distribution statenment A (Public Release) is

i nconpatible with [FOUQ, [PR], [DCNI], [UCNI], [DSEN], OR [FI SA].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00161

FileName:.//Rules/notice/ISM_ID_00161.sch

Rule Description:

[ISM-ID-00161][Error] If ISM-CAPCO-RESOURCE and: 1. The attribute notice of ISM-RESOURCE-ELEMENT does
contains [DoD-Dist-A] AND 2. attribute nonlCmarkings contains any of [SINFQ], [XD], [ND], [SBU], [SBU-NF], [LES], OR
[LES-NF]. Human Readable: Distribution statement A (Public Release) is incompatible with [SINFO], [XD], [ND], [SBU],
[SBU-NF], [LES], OR [LES-NF].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
and the resourceElement has attribute notice specified with a value containing [DoD-Dist-A], then we make sure that
the resourceElement's attribute nonlCmarkings does not contain values [SINFO], [XD], [ND], [SBU], [SBU-NF], [LES], or
[LES-NF].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00161">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00161"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($bannerNotice_t ok,
' DoD-Di st-A")&gt; 0) then count( (if(index-of($bannerNonl Cmrar ki ngs_t ok,

' SINFO )&gt;0) then 1 else null, if(index-of($bannerNonl Crarki ngs_tok, ' XD )&gt; 0)
then 1 else null, if(index-of($bannerNonl Charkings_tok, 'ND )&gt;0) then 1

el se null, if(index-of($bannerNonl Charkings_tok, 'SBU )&gt;0) then 1 el se

nul |, if(index-of ($banner Nonl Crar ki ngs_t ok, ' SBU- NF')&gt;0) then 1 el se null

i f (i ndex-of ($banner Nonl Cmar ki ngs_tok, 'LES )&gt;0) then 1 else null, if(index-

of ($banner Nonl Cmar ki ngs_t ok, 'LES-NF')&gt;0) then 1 else null) )=0 else true()
flag="error">

[ISM 1D 00161][Error] Distribution statement A (Public Release) is inconpatible with
[SINFOQ, [XD], [ND], [SBU, [SBU-NF], [LES], OR [LES-NF].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00162

FileName:.//Rules/resourceElement/ISM_ID_00162.sch

Rule Description:

[ISM-ID-00162][Error] If ISM-CAPCO-RESOURCE and 1. ISM-DoD5230.24Applies AND 2. Attribute notice of ISM-
RESOURCE-ELEMENT contains more than one of [DoD-Dist-A], [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E],
[DoD-Dist-F], or [DoD-Dist-X] Human Readable: All documents that claim compliance with DoD5230.24 must have only 1
distribution statement for the entire document.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If ISM-DoD5230.24Applies
does not apply to the document then the rule does not apply and we return true. Otherwise, we make sure that the
resourceElement has attribute notice specified with a value containing only one of [DoD-Dist-A], [DoD-Dist-B], [DoD-Dist-
C], [DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00162">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">

<sch: assert id="1SM 00155"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(not($l SM DOD5230_ 24 APPLI ES))

t hen true() else not(count( ( if(index-of($bannerNotice_tok, 'DoD-Dist-A)&t;0) then 1

el se null, if(index-of($bannerNotice_tok, 'DoD-Dist-B )&jt;0) then 1 else null, if(index-
of ($banner Notice tok, 'DoD-Dist-C )&gt;0) then 1 else null, if(index-of($bannerNotice t ok,
' DoD-Dist-D )&gt;0) then 1 else null, if(index-of($bannerNotice_tok, 'DoD Dist-E)&gt;O0)
then 1 else null, if(index-of($bannerNotice_tok, 'DoD-Dist-F )&t;0) then 1 else null,

i f(index-of ($bannerNotice_tok, 'DoD-Dist-X )&t;0) then 1 else null) )&gt;1)

flag="error">

[ISM 1D 00162][Error] Al docunents that claimconpliance with DoD5230.24 nust have only 1
di stribution statenent

for the entire document.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00163

FileName:.//Rules/nonUSControls/ISM_ID_00163.sch

Rule Description:
[ISM-ID-00163][Error] If attribute nonUSControls exists the attribute ownerProducer must equal [NATO]. Human
Readable: NATO is the only owner of classification markings for which nonUSControls are currently authorized.

Code Description:
The code ensures that any element containing the attribute nonUSControls also has attribute ownerProducer specified
with a value of [NATO].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00163">

<sch:rul e context="//*[ @sm nonUSControl s]">

<sch:assert id="1SM 00163" test="./@ sm owner Producer =" NATO " flag="error">
[ISM 1D 00163][Error] NATO is the only owner of classification markings for which
nonUSControls are currently authorized.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00164

FileName:.//Rules/disseminationControls/ISM_ID_00164.sch

Rule Description:
[ISM-ID-00164][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls contains the name token [RS],
then attribute classification must have a value of [TS] or [S].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check the attribute classification of the element and return true if it has a value of [S] or [TS]. Otherwise we check
that the attribute disseminationControls does not contain the value [RS].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00164">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: |l et name="di sseniTok" val ue="t okeni ze(./ @sm di sseni nati onControls, ' ')"/>
<sch: assert id="1SM 00164"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(matches(./
@smclassification,'~(TS|S)$')) then true() el se not(index-of ($di ssenirok, ' RS') &gt ; 0)
flag="error">

[ISM 1D 00164][Error] If | SM CAPCO RESOURCE and attri bute

di ssem nati onControls contains the nane token [RS],

then attribute classification nust have a value of [TS] or [S].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00165

FileName:.//Rules/resourceElement/ISM_ID_00165.sch

Rule Description:

[ISM-ID-00165][Error] If ISM-CAPCO-RESOURCE and any element meeting ISM-CONTRIBUTES in the document

have the attribute disseminationControls containing [RS] then the ISM-RESOURCE-ELEMENT must have
disseminationControls containing [RS]. Human Readable: USA documents having RS Data must have RS at the resource
level

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If any element has attribute
disseminationControls specified with a value containing [RS], then we make sure that the resourceElement has attribute
disseminationControls specified with a value containing [RS].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00165">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT)]">
<sch: assert id="1SM 00165"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(index-
of ($part Di sseni nati onControl s_tok, 'RS )&gt;0) then index-

of ($banner Di ssenmi nati onControls_tok, 'RS') &jt; 0 else true()
flag="error">

[ SM | D 00165][Error] USA docunents having RS Data nust have RS at the resource |evel.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00166

FileName:.//Rules/generalConstraints/ISM_ID_00166.sch

Rule Description:
[ISM-ID-00166][Warning] Attribute classification contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00166">

<sch:rule context="//*[ @sm cl assification]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMCl assi ficati onAll.xm")//cve: CVE/ cve: Enuner ati on/

cve: Terni ./ @leprecat ed]/ cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMCl assi ficati onAll.xm")//cve: CVE/ cve: Enuner ati on/ cve: Term
@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf:deprecated(./@smcl assification, $depVal ues, $depDates, $curDate, $isError)
ll/>

<sch: assert id="1SM 00166" test="count ($reportWarn)=0" flag="warni ng">

[1SM 1D 00166] [ Warni ng] For attribute classification, value(s) <sch:val ue-of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00167

FileName:.//Rules/displayOnlyTo/ISM_ID_00167.sch

Rule Description:
[ISM-ID-00167][Error] If ISM-CAPCO-RESOURCE and attribute displayOnlyTo is specified, then each of its values must
be ordered in accordance with CVEnumISMRelTo.xml.

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is
displayOnlyTo. Then, each attribute token is converted into a numerical value based on its characters. Next, each
attribute token is given an order number, which compares its position to that of its value in the CVE file. Next, each order
number is compared to that of its previous sibling to determine if the tokens are in order. If a token is found whose order
number is less than that of its previous sibling, O is returned for its sorted order number. If a token's order number is
greater than that of its previous sibling, 1 is returned. If two tokens have the same order number, their original attribute
values are compared. If the original attribute value contains numbers then the comparison is made on its converted
numerical value; otherwise, the comparison is made on its string value. If an attribute value is found whose value is less
than that of its previous sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are
found with O as its sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00167">

<sch:rule context="//*[ @sm di spl ayOnl yTo] ">

<!-- Define variables -->

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue=""' [ISM | D-00167][Error] If |ISM CAPCO RESOURCE and attribute displayOnlyTo is

speci fied, then each of its val ues nust be ordered in accordance with CVEnum SMRel To. xmi .
U II/ >

<sch: | et nanme="dat aFi |l eEl ens" val ue="%$di spl ayOnl yToLi st"/>
<sch: |l et nanme="attr Val ues" val ue="./@sm di spl ayOnl yTo"/ >
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>
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<I-- Get the position of each client node relative to its position in the master list. If
t he node is not found, returna -1 -->

<sch: | et nane="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat ('~ ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text(),"$ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1l -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or matches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>
<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch:assert id="1SM 00167" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="%$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00168

FileName:.//Rules/displayOnlyTo/ISM_ID_00168.sch

Rule Description:
[ISM-ID-00168][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls is not specified or is specified and
does not contain the name token [DISPLAYONLY], then attribute displayOnlyTo must not be specified.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if the attribute displayOnlyTo is specified then the attribute disseminationControls is also specified that
it contains a value of [DISPLAYONLY)]

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00168">

<sch:rule context="//*[ @sm di spl ayOnl yTo] ">

<sch: | et name="di ssenifok" val ue="t okeni ze(./ @sm di sseni nati onControls,' "'")"/>
<sch: assert id="1SM 00168"

test=" if(not($l SM CAPCO RESOCURCE)) then true() else index-

of ($di ssenifok, ' DI SPLAYONLY' ) &gt ; O "

flag="error">

[ISM 1D 00168][Error] If |ISM CAPCO RESOURCE and attri bute

di ssem nati onControls is not specified or is specified and does not contain the nane token
[ DI SPLAYONLY], then attribute displayOnlyTo nust not be specified.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00169

FileName:.//Rules/disseminationControls/ISM_ID_00169.sch

Rule Description:
[ISM-ID-00169][Error] If ISM-CAPCO-RESOURCE, and attribute disseminationControls contains name token
[DISPLAYONLY] then tokens [RELIDO] and [NF] may not also be used.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute disseminationControls with a value of [DISPLAYONLY] then it
does not have a value of [RELIDO] or [NF] also.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00169">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: | et name="di ssenifok" val ue="t okeni ze(./ @sm di sseni nati onControls,' "'")"/>

<sch: assert id="1SM 00169"

test=" if(not($l SM CAPCO RESCURCE)) then true() else if(index-

of ($di ssenifok, ' DI SPLAYONLY"' ) &gt ; 0) then not (i ndex- of ($di sseniTok, ' RELI DO ) &gt ; O or i ndex-
of ($di ssenifok, ' NF' ) &gt ; 0) el se true()

flag="error">

[ISM 1D 00169][Error] If |ISM CAPCO RESOURCE, and attribute dissem nationControls

cont ai ns nanme token [ DI SPLAYONLY] then tokens [RELIDJ and [NF] nmay not al so be used.
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00170

FileName:.//Rules/generalConstraints/ISM_ID_00170.sch

Rule Description:
[ISM-ID-00170][Error] Attribute classification must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date..

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00170">

<sch:rule context="//*[ @sm cl assification]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMCl assi ficati onAll.xm")//cve: CVE/ cve: Enuner ati on/

cve: Terni ./ @leprecat ed]/ cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMCl assi ficati onAll.xm")//cve: CVE/ cve: Enuner ati on/ cve: Term
@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf:deprecated(./@smcl assification, $depVal ues, $depDates, $curDate, $isError)
ll/>

<sch: assert id="1SM 00170" test="count($reportErr)=0" flag="error">

[ISM 1D 00170][Error] For attribute classification, value(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00171

FileName:.//Rules/resourceElement/ISM_ID_00171.sch

Rule Description:

[ISM-ID-00171][Warning] If ISM-CAPCO-RESOURCE and displayOnlyTo is specified on the resource element then all
classified portions must be displayOnlyTo the same country Human Readable: USA documents having DISPLAYONLY
Data at the resource level must have all classified portions authorized for DISPLAYONLY the same country

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. Otherwise, we count

the number of classified portions by looping through $partTags. Then we get a list of all country codes listed in both
displayOnlyTo and releasableTo attributes on those classified portions and tokenize them down so each node of the list
is a single token. If any of these tokens contains one of the EYES countries designations (TEYE, ACGU, or FVEY) the
countries that are included in the designations are inserted. Then common countries are found for the releasableTo and
displayOnlyTo tokens by finding the tokens whose count equals the number of classified portions. Since displayOnlyTo
tokens include releasableTo tokens, the common releasableTo countries are removed from the final displayOnlyTo
common countries. The displayOnlyTo values in the banner are then compared to the final displayOnlyTo common
countries that were determined based on the portion values. If the attribute disseminationControls appears on the banner
with a value containing [DISPLAYONLY] then the rule will return true if the banner values match the common countries
between portions. If the attribute disseminationControls does not appear on the banner or does not contain the value
[DISPLAYONLY], then the rule will return true if there are no common countries between portions.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00171">

<sch:rul e context="//*[generate-id(.) = generate-id($l SM RESOURCE ELEMENT) and

@ sm di spl ayOnl yTo] " >

<sch: |l et nane="nunCl assParts"

\val ue=" count( for $each in $partTags return if(matches($each/ @sm cl assification,' (TS| S|
C)$')) then 1 else null ) "/>

<sch: | et nane="rel ToCodes"

val ue=" for $each in $partTags return if(nmatches($each/ @sm classification,' (TS S O%$'))

t hen distinct-val ues(tokenize($each/ @smrel easabl eTo," ')) else null "/>
<sch: | et name="rel ToCode t ok"
val ue="for $each in $rel ToCodes return tokenize($each,' ')"/>

<sch: |l et nanme="di spToCodes"
val ue=" for $each in $partTags return if(nmatches($each/ @smclassification,' (TS S O%$'))

t hen distinct-val ues(tokeni ze($each/ @sm di splayOnlyTo,' ')) else null "/>
<sch: |l et nanme="di spToCode_t ok"
val ue="for $each in $di spToCodes return tokenize($each,' ')"/>

<! -- Expand THREE-, FOUR- and FI VE-EYES countries in the banner and portions, ignoring
' USA' -->
<sch: | et name="expandBanner EYES t ok"
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val ue=" distinct-values( for $tok in ( for $each in $bannerDi spl ayOnl yTo_tok return if
($each = 'TEYE' ) then $TEYE tok else if ($each = ' ACQU ) then $ACCU tok else if ($each =
' FVEY' ) then $FVEY_tok el se $each ) return if ($tok != "USA') then $tok else null ) "/>
<sch: | et name="expandPortionD spTo_t ok"

val ue=" for $tok in ( for $each in $di spToCode_tok return if ($each = 'TEYE ) then

STEYE tok else if ($each = 'ACBU ) then $ACEU tok else if ($each = 'FVEY') then $FVEY_t ok
el se $each ) return if ($tok !'= "USA') then $tok else null "/>

<sch: | et name="expandPortionRel To_t ok"

val ue=" for $tok in ( for $each in $rel ToCode_tok return if ($each = 'TEYE ) then

STEYE tok else if ($each = 'ACRU ) then $ACEU tok else if ($each = 'FVEY') then $FVEY_t ok
el se $each ) return if ($tok !'= "USA') then $tok else null "/>

<sch: | et name="expandPortionD spAndRel _t ok"

val ue=" for $each in string-join(($expandPortionD spTo_t ok, $expandPortionRel To_tok), ' ')
return tokeni ze($each,' ') "/>
<!-- Find countries comon to displayOnlyTo and rel easabl eTo portions -->

<sch:l et name="conmonDi spTo"

val ue=" for $each in distinct-val ues($expandPorti onDi spAndRel _tok) return if ( count( for
$t ok i n $expandPortionDi spAndRel _tok return if($each=$tok) then $tok else null ) &gt;=
$nunCl assParts ) then $each else null "/>

<sch: | et nane="comonRel To"

val ue=" for $each in distinct-val ues($expandPorti onRel To_tok) return if ( count( for
$t ok in $expandPortionRel To_tok return if($each=$tok) then $tok else null ) &gt;=

$nunCl assParts ) then $each else null "/>

<! -- Renove rel easabl eTo comon countries fromdi splayOnlyTo -->

<sch:l et name="final Di spTo"

val ue=" if (count($commonRel To) &gt; 0) then for $tok in $commonRel To return for $each in

$commonDi spTo return if ($each = $tok) then null el se $each el se $comonDi spTo "/ >

<sch: | et nane="comonMat chesBanner"

val ue=" count ($expandBanner EYES t ok) &gt; O and count ($fi nal Di spTo) &gt; O and ( every
$t ok i n $expandBanner EYES t ok satisfies index-of ($final Di spTo, $tok) &gt; 0 ) and ( every
$t ok in $final Di spTo satisfies index-of ($expandBanner EYES t ok, $tok) &gt; 0 ) "/>

<sch:assert id="1SM 00171"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if (index-

of ($banner Di ssem nati onControl s_tok, 'DI SPLAYONLY') &gt; 0) then $commonMat chesBanner el se
not (count ( $f i nal Di spTo) &gt; 0) "

fl ag="war ni ng" >

[1SM 1D 00171] [ War ni ng] USA docunents havi ng DI SPLAYONLY Data at the resource |evel
must have all classified portions authorized for DI SPLAYONLY the sane

country

</ sch: assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00173

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00173.sch

Rule Description:
[ISM-ID-00173][Error] If ISM-CAPCO-RESOURCE and attribute atomicEnergyMarkings contains a name token starting
with [RD-SG] or [FRD-SG], then attribute classification must have a value of [TS], [S], or [C].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. Then we check that the
attribute atomicEnergyMarkings has a value of [RD-SG] or [FRD-SG] with a single digit [1-9] or double digit [10-99]. If this
element does contain one of those values and its classification is not equal to TS, S or C, then the token is returned. If any
token is returned, the count will be greater than 0 and the rule will fail.

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00173">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: assert id="1SM00173"

test=" if(not($l SM CAPCO RESOURCE)) then true() else count( for $token in tokenize(./
@ sm at om cEnergyMarkings, ' ') return if(matches($token,' *F?RD-SG ) and not( matches(./
@smclassification, ' ~(TS| S| C$ ))) then $token else null )=0 "

flag="error">

[ISM 1D 00173][Error] If |ISM CAPCO RESOURCE and attri bute

at om cEner gyMar ki ngs contai ns a nane token starting with [RD-SG or [FRD-SG, then
attribute

cl assification nust have a value of [TS], [S], or [C.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00174

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00174.sch

Rule Description:
[ISM-ID-00174][Error] If ISM-CAPCO-RESOURCE and attribute atomicEnergyMarkings contains the name token [RD] or
[FRD], then attribute classification must have a value of [TS], [S], or [C].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute atomicEnergyMarkings with a value of [RD] or [FRD] then we
also have the attribute classification specified with a value of [C], [S], or [TS] on the same element.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00174">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: assert id="1SM 00174"

test=" if(not($l SM CAPCO RESOURCE)) then true() else count( for $token in tokenize(./
@ sm at om cEnergyMarkings, ' ') return if(matches($token,'~(F?RD)$' ) and not( matches(./
@smclassification, ' ~(TS| S| C)$ ))) then $token else null )=0 "

flag="error">

[ISM 1D 00174][Error] If | SM CAPCO RESOURCE and attri bute

at om cEner gyMar ki ngs contai ns the nane token [RD] or [FRD],

then attribute classification nust have a value of [TS], [S], or [C].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00175

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00175.sch

Rule Description:
[ISM-ID-00175][Error] If ISM-CAPCO-RESOURCE and attribute atomicEnergyMarkings contains the name token [RD-
CNWDI], then attribute classification must have a value of [TS] or [S].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute atomicEnergyMarkings without a value of [RD-CNWNDI] then we
return true because the rule does not apply. Otherwise we make sure the attribute classification is specified with a value
of [S] or [TS] on the same element.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00175">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: assert id="1SM 00175"

test=" if(not($l SM CAPCO RESOCURCE)) then true() else if(not(index-of(tokenize(./
@ sm at om cEnergyMarkings,' '), ' RD-CNWDI')&gt;0)) then true() else matches(./
@smclassification,'~(TS| S)$')

flag="error">

[ISM 1D 00175][Error] If | SM CAPCO RESOURCE and attri bute

at om cEner gyMar ki ngs contains the nane token [RD-CNWDI ], then attribute

cl assification nust have a value of [TS] or [S].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00176

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00176.sch

Rule Description:

[ISM-ID-00176][Error] If ISM-CAPCO-RESOURCE and attribute atomicEnergyMarkings has a nhame token containing [RD]
or [FRD], then attributes declassDate and declassEvent cannot be specified on the resourceElement. Human Readable:
Automatic declassification of documents containing RD or FRD information is prohibited. Attributes declassDate and
declassEvent cannot be used in the classification authority block when RD or FRD is present.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute atomicEnergyMarkings with a value containing [RD] or [FRD]
then we make sure that the resourceElement does not have attributes declassDate or declassEvent specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D-00176" >

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: assert id="1SM 00176"

test=" if(not($l SM CAPCO RESOURCE)) then true() else count( for $each in tokenize(./

@ sm at om cEnergyMarkings,' ') return if(matches($each, '~(F?RD)$')) then

i f($1 SM_ RESOURCE_ELEMENT/ @ sm decl assDate or $I SM_RESOURCE_ELEMENT/ @ sm decl assEvent) then
1 else null else null )=0 "

flag="error">

[ISM 1D 00176][Error] Autonatic declassification of docunents containing RD or FRD

i nformati on i s prohibited.

Attri butes decl assDate and decl assEvent cannot be used in the classification authority
bl ock when RD or FRD i s present.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00177

FileName:.//Rules/SClcontrols/ISM_ID_00177.sch

Rule Description:
[ISM-ID-00177][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [SI-ECI], then it
must also contain the name token [SI].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [SI-ECI], then we make sure that attribute SClcontrols also contains
the value [SI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00177">

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM00177"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if( count( for $each in tokenize(./
@sm SCl controls," ') return if(matches($each,  "SI-ECI')) then 1 else null )&t;0 ) then
i ndex- of (tokeni ze(./@sm SClcontrols," "), "SI')&gt;0 el se true()

flag="error">

[ISM 1D 00177][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
t oken [SI-EC],

then it nust also contain the nane token [SI].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00178

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00178.sch

Rule Description:
[ISM-ID-00178][Error] If ISM-CAPCO-RESOURCE and attribute atomicEnergyMarkings is specified, then each of its
values must be ordered in accordance with CVEnumISMAtomicEnergyMarkings.xml.

Code Description:

To perform sorting, this rule first retrieves the CVE values for the attribute to be sorted, which in this case is
atomicEnergyMarkings. Then, each attribute token is converted into a numerical value based on its characters. Next,
each attribute token is given an order number, which compares its position to that of its value in the CVE file. Next, each
order number is compared to that of its previous sibling to determine if the tokens are in order. If a token is found whose
order number is less than that of its previous sibling, 0 is returned for its sorted order number. If a token's order number
is greater than that of its previous sibling, 1 is returned. If two tokens have the same order number, their original attribute
values are compared. If the original attribute value contains numbers then the comparison is made on its converted
numerical value; otherwise, the comparison is made on its string value. If an attribute value is found whose value is less
than that of its previous sibling, 0 is returned for its sorted order number; otherwise 2 is returned. Finally, if any tokens are
found with O as its sorted order number, then the rule fails as those tokens are out of order.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00178">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<!-- Define variables -->

<sch: | et name="capcoRestriction" value="true()"/>

<sch: |l et name="errMsg_ Al phabeti cal O der"

val ue=" '[ISM I D-00178][Error] If |ISM CAPCO RESOURCE and attri bute atom cEnergyMarki ngs
is specified, then each of its values nust be ordered in accordance wth

CVEnumn SMAt omi cEner gyMar ki ngs. xm . " "/ >

<sch: | et nane="dat aFi | eEl ens" val ue="$at om cEner gyMar ki ngsLi st"/>
<sch: |l et name="attrVal ues" val ue="./ @ sm at om cEner gyMar ki ngs"/ >
<sch: | et name="attr Val ueTokens" val ue="t okeni ze($attrVal ues,' "')"/>

<!-- Convert each character to a nunerical value, then concatenate the results to forma
nunber-string -->

<sch: | et nane="convert StrToNuni

val ue=" for $token in $attrVal ueTokens return nunber(string-join( for $index in 1

to string-Iength($token) return for $char in substring($token, $index, 1) return if
(contai ns('0123456789"', $char)) then $char else if (contains(' ABCDEFGH ', $char)) then

transl at e($char, ' ABCDEFCHI ', '123456789') else if (contains(' JKLMNOPQRS , $char)) then
concat('1', translate($char, 'JKLMNOPQRS', '0123456789')) else if (contains(' TUWMKYZ',
Schar)) then concat('2', translate($char, ' TUWKYZ', '0123456')) else '0" , '')) "/>
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<I-- Get the position of each client node relative to its position in the master list. If
t he node is not found, returna -1 -->

<sch: | et nane="order Nuns"

val ue=" for $token in $attrVal ueTokens return if

($dat aFi | eEl ens[ nat ches( $t oken, concat ('~ ,text(),'$'))]) then

count (($dat aFi | eEl ens[ mat ches($t oken, concat ("~ ,text(),"$ ))])/preceding::*) + 1 else -1"/
>

<I-- Create a sequence that returns a O if the previous sibling has a higher order nunber,
else return a 1l -->

<sch:l et nane="sortedO der Nuns"

val ue=" for $index in distinct-values(for $token in $orderNuns return index-of ($order Nuns,
St oken)) return if($index = 1 or $order Nuns[ $i ndex] &gt; $order Nuns[ $i ndex - 1])

then 1 else if ($orderNuns[ $i ndex] & t; $order Nuns[ $index - 1]) then 0 else if

(mat ches($at t r Val ueTokens[ $i ndex], '\d') or matches($attrVal ueTokens[$i ndex - 1], '\d'))
then if ($convertStrToNuni $i ndex - 1] &gt; $convert StrToNuni $i ndex]) then 0 else 2 else if
(conpar e($at tr Val ueTokens[ $i ndex - 1], $attrVal ueTokens[ $i ndex])=1) then 0 else 2 "/>
<sch: |l et name="hasUnsorted" val ue="count (i ndex-of ($sortedOr der Nuns, 0)) &gt; 0"/>

<sch: | et nane="unsortedVal ues"

val ue=" if ($hasUnsorted) then distinct-values( for $token in index-of ($sortedO der Nuns, 0)
return $attrVal ueTokens[ $t oken] ) else null "/>

<sch:assert id="1SM 00178" test="not($hasUnsorted)" flag="error">

<sch: val ue- of sel ect="%$errMsg_Al phabetical Order"/>

The followi ng values are out of order [<sch:val ue-of select="%$unsortedValues"/>] for
[ <sch: val ue- of sel ect="%attrVal ueTokens"/>] </sch:assert>

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00179

FileName:.//Rules/generalConstraints/ISM_ID_00179.sch

Rule Description:
[ISM-ID-00179][Warning] Attribute disseminationControls contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00179">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMDi ssem xml ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ternf ./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMDi ssem xml ' )/ / cve: CVE/ cve: Enuner ati on/ cve: Ter nf

@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./@smdi sseni nati onControls, $depVal ues, $depDates, $curDate,
$i sError) "/>

<sch: assert id="1SM00179" test="count($reportWarn)=0" flag="warni ng">

[1SM 1D 00179] [ Warni ng] For attribute dissem nati onControls, val ue(s) <sch:val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00180

FileName:.//Rules/generalConstraints/ISM_ID_00180.sch

Rule Description:
[ISM-ID-00180][Error] Attribute disseminationControls must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date..

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00180">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMDi ssem xml ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ternf ./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMDi ssem xml ' )/ / cve: CVE/ cve: Enuner ati on/ cve: Ter nf

@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./@smdi sseni nati onControls, $depVal ues, $depDates, $curDate,
$i sError) "/>

<sch: assert id="1SM 00180" test="count($reportErr)=0" flag="error">

[1SM 1D 00180][Error] For attribute di ssem nationControls, value(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00181

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00181.sch

Rule Description:

[ISM-ID-00181][Error] If ISM-CAPCO-RESOURCE and element’s classification does not have a value of "U" then
attribute atomicEnergyMarkings must not contain the name token [UCNI]. Human Readable: UCNI may only be used on
Unclassified portions.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check the classification attribute of the current element. If it has a value of [U] we return true since this rule only
applies to classified elements. If it is not [U] then we check that the attribute atomicEnergyMarkings does not have a value
of [UCNI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00181">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: assert id="1SM 00181"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(./@smclassification="U) then
true() el se not(index-of(tokenize(./@sm atom cEnergyMarkings, ' '),"' UCN ') &gt; 0)
flag="error">

[ISM 1D 00181][Error] UCNI nmay only be used on Uncl assified portions.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00182

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00182.sch

Rule Description:

[ISM-ID-00182][Error] If ISM-CAPCO-RESOURCE and element’s classification does not have a value of "U" then
attribute atomicEnergyMarkings must not contain the name token [DCNI]. Human Readable: DCNI may only be used on
Unclassified portions.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check the classification attribute of the current element. If it has a value of [U] we return true since this rule only
applies to classified elements. If it is not [U] then we check that the attribute atomicEnergyMarkings does not have a value
of [DCNI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="I1SM I D 00182">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: assert id="1SM 00182"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(./@smclassification="U) then
true() el se not(index-of(tokenize(./@sm atom cEnergyMarkings, ' '),' DCNI"')&gt; 0)
flag="error">

[ISM 1D 00182][Error] DCNI nmay only be used on Uncl assified portions.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00183

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00183.sch

Rule Description:
[ISM-ID-00183][Error] If ISM-CAPCO-RESOURCE and attribute atomicEnergyMarkings contains the name token [RD-
SG], then it must also contain the name token [RD].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute atomicEnergyMarkings with a value of [RD-SG] then we also
have a value of [RD].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00183">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch:l et name="atc_tok" val ue="t okeni ze(./ @sm at om cEner gyMar ki ngs,"' ')"/>

<sch: assert id="1SM 00183"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(count(for $each in $atc_tok
return if(matches($each, '"RD-SG)) then $each el se null)&gt;0) then index-of ($atc_t ok,
' RD ) &gt; 0 el se true()

flag="error">

[ISM 1D 00183][Error] If |ISM CAPCO RESOURCE and attri bute atoni cEnergyMarki ngs contai ns
t he nane token [RD SQG,

then it nust also contain the nane token [RD].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00184

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00184.sch

Rule Description:
[ISM-ID-00184][Error] If ISM-CAPCO-RESOURCE and attribute atomicEnergyMarkings contains the name token [FRD-
SG], then it must also contain the name token [FRD].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute atomicEnergyMarkings with a value of [FRD-SG] then we also
have a value of [FRD].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00184">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch:l et name="atc_tok" val ue="t okeni ze(./ @sm at om cEner gyMar ki ngs,"' ')"/>

<sch: assert id="1SM 00184"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(count(for $each in $atc_tok
return if(matches($each, '*FRD-SG )) then $each el se null)&gt;0) then index-of ($atc_t ok,
' FRD ) &gt ; 0 el se true()

flag="error">

[ISM 1D 00184][Error] If |ISM CAPCO RESOURCE and attri bute atoni cEnergyMarki ngs contai ns
t he nane token [ FRD-SQ,

then it nmust also contain the nane token [FRD].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00185

FileName:.//Rules/atomicEnergyMarkings/ISM_ID_00185.sch

Rule Description:
[ISM-ID-00185][Error] If ISM-CAPCO-RESOURCE and attribute atomicEnergyMarkings contains the name token [RD-
CNWDI], then it must also contain the name token [RD].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute atomicEnergyMarkings with a value of [RD-CNWDI] then we
also have a value of [RD].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00185">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch:l et name="atc_tok" val ue="t okeni ze(./ @sm at om cEner gyMar ki ngs,"' ')"/>
<sch: assert id="1SM 00185"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of($atc_tok, 'RD
CNWDI ' ) &gt ; 0) then index-of ($atc_tok, 'RD )&gt;0 el se true()

flag="error">

[ISM 1D 00185][Error] If |ISM CAPCO RESOURCE and attri bute atoni cEnergyMarki ngs contai ns
t he nane token [ RD-CNWDI |,

then it nust also contain the nane token [RD].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00186

FileName:.//Rules/SClcontrols/ISM_ID_00186.sch

Rule Description:
[ISM-ID-00186][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [SI-G-XXXX], then it
must also contain the name token [SI-G].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [SI-G-XXXX], where X is represented by the regular expression
character class [A-Z], then we make sure that attribute SClcontrols also contains the value [SI-G].

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D-00186">

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00186"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if( count( for $each in tokenize(./
@sm SClcontrols," ') return if(matches($each, "SI-G[A-Z][A-Z][A-Z][A-Z]"')) then 1 else
null )&gt;0 ) then index-of (tokenize(./@sm SClcontrols,' "), 'SI-G)&gt;0 else true()
flag="error">

[ISM 1D 00186][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
t oken [ SI -G XXXX],

then it nust also contain the nane token [SI-QG.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00187

FileName:.//Rules/SClcontrols/ISM_ID_00187.sch

Rule Description:
[ISM-ID-00187][Error] If ISM-CAPCO-RESOURCE and attribute SClcontrols contains the name token [SI-G], then it must
also contain the name token [SI].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the current element has
attribute SClcontrols specified with a value containing [SI-G], then we make sure that attribute SClcontrols also contains
the value [SI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="ISM I D 00187">

<sch:rule context="//*[ @sm SCl control s]">

<sch: assert id="1SM 00187"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if( count( for $each in tokenize(./
@sm SClcontrols," ') return if(matches($each,'*SI-G)) then 1 else null )&gt;0 ) then
i ndex- of (tokeni ze(./@sm SClcontrols," "), "SI')&gt;0 el se true()

flag="error">

[ISM 1D 00187][Error] If | SM CAPCO RESOURCE and attribute SClcontrols contains the nane
t oken [SI-G,

then it nust also contain the nane token [SI].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00188

FileName:.//Rules/generalConstraints/ISM_ID_00188.sch

Rule Description:
[ISM-ID-00188][Warning] Attribute FGIsourceOpen contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D-00188">

<sch:rul e context="//*[ @sm FA sour ceCpen] ">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMFA Qpen. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Terni./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMFGE Qpen. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term

@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./ @sm FGA sourceCpen, $depVal ues, $depDates, $curDate, S$isError) "/
>

<sch: assert id="1SM 00188" test="count($reportWarn)=0" flag="warni ng">
[1SM 1D 00188] [ Warni ng] For attribute FG sourceOpen, val ue(s) <sch: val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00189

FileName:.//Rules/generalConstraints/ISM_ID_00189.sch

Rule Description:
[ISM-ID-00189][Error] Attribute FGlsourceOpen must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00189">

<sch:rul e context="//*[ @sm FA sour ceCpen] ">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMFA Qpen. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Terni./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMFGE Qpen. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term

@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./ @sm FGA sourceCpen, $depVal ues, $depDates, $curDate, S$isError) "/
>

<sch: assert id="1SM 00189" test="count($reportErr)=0" flag="error">

[1SM 1D 00189 [Error] For attribute FG sourceQpen, val ue(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00190

FileName:.//Rules/generalConstraints/ISM_ID_00190.sch

Rule Description:
[ISM-ID-00190][Warning] Attribute FGlsourceProtected contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00190">

<sch:rul e context="//*[ @sm FA sour ceProt ect ed] ">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMFG Prot ected. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ternj ./
@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMFA Prot ected. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term
@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./ @sm FA sourceProt ect ed, $depVal ues, $depDates, $curDate,
$i sError) "/>

<sch: assert id="1SM 00190" test="count($reportWarn)=0" flag="warni ng">

[1SM 1 D 00190] [ Warni ng] For attribute FGQ sourceProtected, val ue(s) <sch:val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00191

FileName:.//Rules/generalConstraints/ISM_ID_00191.sch

Rule Description:
[ISM-ID-00191][Error] Attribute FGlsourceProtected must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="ISM I D 00191">

<sch:rul e context="//*[ @sm FA sour ceProt ect ed] ">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMFG Prot ected. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ternj ./
@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMFA Prot ected. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term
@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./ @sm FA sourceProt ect ed, $depVal ues, $depDates, $curDate,
$i sError) "/>

<sch: assert id="1SM 00191" test="count($reportErr)=0" flag="error">

[ISM 1D 00191][Error] For attribute FG sourceProtected, val ue(s) <sch:val ue- of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00192

FileName:.//Rules/generalConstraints/ISM_ID_00192.sch

Rule Description:
[ISM-ID-00192][Warning] Attribute nonlCmarkings contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00192">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMNonl C. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMNonl C. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nl

@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./ @ sm nonl Crar ki ngs, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00192" test="count($reportWarn)=0" flag="warni ng">
[1SM 1D 00192] [ Warni ng] For attribute nonl Crarki ngs, val ue(s) <sch: val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00193

FileName:.//Rules/generalConstraints/ISM_ID_00193.sch

Rule Description:
[ISM-ID-00193][Error] Attribute nonlCmarkings must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00193">

<sch:rul e context="//*[ @sm nonl Cnar ki ngs] ">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMNonl C. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMNonl C. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nl

@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./ @ sm nonl Crar ki ngs, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00193" test="count($reportErr)=0" flag="error">

[1SM 1D 00193][Error] For attribute nonl Charki ngs, val ue(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00194

FileName:.//Rules/generalConstraints/ISM_ID_00194.sch

Rule Description:
[ISM-ID-00194][Warning] Attribute notice contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00194">

<sch:rule context="//*[ @sm notice]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMNot i ce. xml ')/ /cve: CVE/ cve: Enunerati on/ cve: Ternf ./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMNot i ce. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nf

@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf:deprecated(./@sm notice, $depVal ues, $depDates, $curDate, $isError) "/>

<sch: assert id="1SM 00194" test="count($reportWarn)=0" flag="warni ng">

[1SM 1D 00194] [ Warni ng] For attribute notice, value(s) <sch:val ue-of sel ect="%reportWarn"/
>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00195

FileName:.//Rules/generalConstraints/ISM_ID_00195.sch

Rule Description:
[ISM-ID-00195][Error] Attribute notice must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00195">

<sch:rule context="//*[ @sm notice]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMNot i ce. xml ')/ /cve: CVE/ cve: Enunerati on/ cve: Ternf ./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMNot i ce. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nf

@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf:deprecated(./@sm notice, $depVal ues, $depDates, $curDate, $isError) "/>

<sch: assert id="1SM 00195" test="count($reportErr)=0" flag="error">

[1SM 1D 00195][Error] For attribute notice, value(s) <sch:val ue-of select="$reportErr"/>
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00196

FileName:.//Rules/generalConstraints/ISM_ID_00196.sch

Rule Description:
[ISM-ID-00196][Warning] Attribute ownerProducer contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00196" >

<sch:rul e context="//*[ @sm owner Producer]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMOwner Pr oducer. xm ') //cve: CVE/ cve: Enunerati on/ cve: Terni ./
@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMOwmner Pr oducer.xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nl
@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./ @sm owner Producer, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00196" test="count($reportWarn)=0" flag="warni ng">
[1SM 1D 00196] [ Warni ng] For attribute ownerProducer, val ue(s) <sch:val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00197

FileName:.//Rules/generalConstraints/ISM_ID_00197.sch

Rule Description:
[ISM-ID-00197][Error] Attribute ownerProducer must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00197">

<sch:rul e context="//*[ @sm owner Producer]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMOwner Pr oducer. xm ') //cve: CVE/ cve: Enunerati on/ cve: Terni ./
@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMOwmner Pr oducer.xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nl
@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./ @sm owner Producer, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00197" test="count($reportErr)=0" flag="error">

[1SM 1D 00197][Error] For attribute ownerProducer, value(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00198

FileName:.//Rules/generalConstraints/ISM_ID_00198.sch

Rule Description:
[ISM-ID-00198][Warning] Attribute releasableTo contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D-00198">

<sch:rule context="//*[ @smrel easabl eTo] " >

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nl

@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf:deprecated(./@smrel easabl eTo, $depVal ues, $depDates, S$curDate, $isError) "/>

<sch: assert id="1SM 00198" test="count ($reportWarn)=0" flag="warni ng">
[1SM 1D 00198] [ Warni ng] For attribute rel easabl eTo, val ue(s) <sch:val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00199

FileName:.//Rules/generalConstraints/ISM_ID_00199.sch

Rule Description:
[ISM-ID-00199][Error] Attribute releasableTo must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00199" >

<sch:rule context="//*[ @smrel easabl eTo] " >

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nl

@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf:deprecated(./@smrel easabl eTo, $depVal ues, $depDates, S$curDate, $isError) "/>

<sch: assert id="1SM 00199" test="count($reportErr)=0" flag="error">
[1SM 1D 00199][Error] For attribute rel easabl eTo, val ue(s) <sch: val ue- of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00200

FileName:.//Rules/generalConstraints/ISM_ID_00200.sch

Rule Description:
[ISM-ID-00200][Warning] Attribute displayOnlyTo contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00200" >

<sch:rule context="//*[ @sm di spl ayOnl yTo] ">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nl

@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./ @sm di spl ayOnl yTo, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00200" test="count ($reportWarn)=0" flag="warni ng">
[1SM | D-00200] [ Warni ng] For attribute displayOnlyTo, val ue(s) <sch: val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>

Page 190 of 209
UNCLASSIFIED



UNCLASSIFIED

Rule: ISM-ID-00201

FileName:.//Rules/generalConstraints/ISM_ID_00201.sch

Rule Description:
[ISM-ID-00201][Error] Attribute displayOnlyTo must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00201" >

<sch:rule context="//*[ @sm di spl ayOnl yTo] ">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nl

@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./ @sm di spl ayOnl yTo, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00201" test="count($reportErr)=0" flag="error">

[1SM 1D 00201][Error] For attribute displayOnlyTo, value(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00202

FileName:.//Rules/generalConstraints/ISM_ID_00202.sch

Rule Description:
[ISM-ID-00202][Warning] Attribute SARIdentifier contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00202" >

<sch:rule context="//*[ @sm SARI dentifier]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMBAR. xml ')/ / cve: CVE/ cve: Enunerati on/ cve: Terni ./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMBAR. xml ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ter nl @epr ecat ed"/ >
<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf:deprecated(./@sm SARI dentifier, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00202" test="count ($reportWarn)=0" flag="warni ng">
[1SM | D 00202] [ Warni ng] For attribute SARI dentifier, value(s) <sch:val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00203

FileName:.//Rules/generalConstraints/ISM_ID_00203.sch

Rule Description:
[ISM-ID-00203][Error] Attribute SARIdentifier must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00203" >

<sch:rule context="//*[ @sm SARI dentifier]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMBAR. xml ')/ / cve: CVE/ cve: Enunerati on/ cve: Terni ./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMBAR. xml ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ter nl @epr ecat ed"/ >
<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf:deprecated(./@sm SARI dentifier, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00203" test="count($reportErr)=0" flag="error">

[1SM 1D 00203][Error] For attribute SARI dentifier, value(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00204

FileName:.//Rules/generalConstraints/ISM_ID_00204.sch

Rule Description:
[ISM-ID-00204][Warning] Attribute SCIControls contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00204" >

<sch:rule context="//*[ @sm SCl control s]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMSCI Control s. xml ')/ /cve: CVE/ cve: Enunerati on/ cve: Ternf ./
@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMSCI Control s. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nf
@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./@sm SClcontrols, $depVal ues, $depDates, $curDate, $isError) "/>

<sch: assert id="1SM 00204" test="count ($reportWarn)=0" flag="warni ng">

[1 SM | D-00204] [ Warni ng] For attribute SCl Controls, value(s) <sch:val ue-of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00205

FileName:.//Rules/generalConstraints/ISM_ID_00205.sch

Rule Description:
[ISM-ID-00205][Error] Attribute SClcontrols must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM | D 00205" >

<sch:rule context="//*[ @sm SCl control s]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMSCI Control s. xml ')/ /cve: CVE/ cve: Enunerati on/ cve: Ternf ./
@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMSCI Control s. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter nf
@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./@sm SClcontrols, $depVal ues, $depDates, $curDate, $isError) "/>

<sch: assert id="1SM 00205" test="count($reportErr)=0" flag="error">

[ SM 1D 00205][Error] For attribute SClcontrols, value(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00206

FileName:.//Rules/generalConstraints/ISM_ID_00206.sch

Rule Description:
[ISM-ID-00206][Warning] Attribute declassException contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00206" >

<sch:rul e context="//*[ @sm decl assException]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SM25X. xml ')/ / cve: CVE/ cve: Enunerati on/ cve: Terni ./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SM25X. xml ' )/ / cve: CVE/ cve: Enuner ati on/ cve: Ter nl @epr ecat ed"/ >
<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./ @sm decl assExcepti on, $depVal ues, $depDates, S$curDate, $isError)
ll/ >

<sch: assert id="1SM 00206" test="count($reportWarn)=0" flag="warni ng">

[1 SM | D-00206] [ Warni ng] For attribute decl assException, val ue(s) <sch: val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00207

FileName:.//Rules/generalConstraints/ISM_ID_00207.sch

Rule Description:
[ISM-ID-00207][Error] Attribute declassException must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:
<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00207" >

<sch:rul e context="//*[ @sm decl assException]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SM25X. xml ')/ / cve: CVE/ cve: Enunerati on/ cve: Terni ./

@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SM25X. xml ' )/ / cve: CVE/ cve: Enuner ati on/ cve: Ter nl @epr ecat ed"/ >
<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./ @sm decl assExcepti on, $depVal ues, $depDates, S$curDate, $isError)
ll/ >

<sch: assert id="1SM 00207" test="count($reportErr)=0" flag="error">

[1SM 1D 00207][Error] For attribute decl assException, value(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00208

FileName:.//Rules/generalConstraints/ISM_ID_00208.sch

Rule Description:
[ISM-ID-00208][Warning] Attribute atomicEnergyMarkings contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00208">

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMAt onmi cEner gyMar ki ngs. xm ')/ /cve: CVE/ cve: Enuner at i on/

cve: Terni ./ @leprecat ed]/ cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMAt onmi cEner gyMar ki ngs. xm ')/ /cve: CVE/ cve: Enuner at i on/

cve: Ter nl @epr ecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./ @sm at om cEner gyMar ki ngs, $depVal ues, $depDates, $curDat e,
$i sError) "/>

<sch: assert id="1SM 00208" test="count ($reportWarn)=0" flag="warni ng">

[1SM |1 D 00208] [ Warni ng] For attribute atom cEnergyMarki ngs, val ue(s) <sch:val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00209

FileName:.//Rules/generalConstraints/ISM_ID_00209.sch

Rule Description:
[ISM-ID-00209][Error] Attribute atomicEnergyMarkings must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00209" >

<sch:rul e context="//*[ @sm at om cEner gyMar ki ngs] " >

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

\val ue="docunent (' ./ CVE/ CVEnum SMAt onmi cEner gyMar ki ngs. xm ')/ /cve: CVE/ cve: Enuner at i on/

cve: Terni ./ @leprecat ed]/ cve: Val ue"/ >

<sch:| et nanme="depDat es"

\val ue="docunent (' ./ CVE/ CVEnum SMAt onmi cEner gyMar ki ngs. xm ')/ /cve: CVE/ cve: Enuner at i on/

cve: Ter nl @epr ecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./ @sm at om cEner gyMar ki ngs, $depVal ues, $depDates, $curDat e,
$i sError) "/>

<sch: assert id="1SM 00209" test="count($reportErr)=0" flag="error">

[1SM 1D 00209][Error] For attribute atoni cEnergyMarkings, val ue(s) <sch:val ue- of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00210

FileName:.//Rules/generalConstraints/ISM_ID_00210.sch

Rule Description:
[ISM-ID-00210][Warning] Attribute nonUSControls contains a value that will be deprecated.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date, determine if the values are
being used but it is still prior to the deprecated date

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM I D 00210">

<sch:rul e context="//*[ @sm nonUSControl s]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMNonUSControl s. xm ') //cve: CVE/ cve: Enunerati on/ cve: Terni ./
@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMNonUSCont rol s. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter ni
@leprecat ed"/ >

<sch:l et name="isError" value="false()"/>

<sch:| et nanme="reportWarn"
val ue=" dvf: deprecated(./@sm nonUSControls, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00210" test="count ($reportWarn)=0" flag="warni ng">
[1SM 1 D 00210] [ Warni ng] For attribute nonUSControls, val ue(s) <sch: val ue- of
sel ect =" $report Varn"/ >

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00211

FileName:.//Rules/generalConstraints/ISM_ID_00211.sch

Rule Description:
[ISM-ID-00211][Error] Attribute nonUSControls must not contain values that have passed their deprecation date.

Code Description:
Traverse the CVE file pulling out deprecated values and their dates. Using the current date determine if the values are
being used passed the deprecated date.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00211">

<sch:rul e context="//*[ @sm nonUSControl s]">

<sch: | et nane="curDate" val ue="transl at e($l SM_RESOCURCE_ELEMENT/ @ sm createDate,"'-"',"")"/>
<sch:| et name="depVal ues"

val ue="docunent (' ./ CVE/ CVEnum SMNonUSControl s. xm ') //cve: CVE/ cve: Enunerati on/ cve: Terni ./
@lepr ecat ed] / cve: Val ue"/ >

<sch:| et nanme="depDat es"

val ue="docunent (' ./ CVE/ CVEnum SMNonUSCont rol s. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ter ni
@leprecat ed"/ >

<sch:l et name="isError" value="true()"/>

<sch:l et name="reportErr"
val ue=" dvf: deprecated(./@sm nonUSControls, $depVal ues, $depDates, $curDate, $isError) "/
>

<sch: assert id="1SM 00211" test="count($reportErr)=0" flag="error">

[1SM 1D 00211][Error] For attribute nonUSControls, value(s) <sch:val ue-of
sel ect ="$reportErr"/>

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00213

FileName:.//Rules/disseminationControls/ISM_ID_00213.sch

Rule Description:
[ISM-ID-00213][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls contains the name token
[DISPLAYONLY], then attribute displayOnlyTo must be specified.

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute disseminationControls with a value of [DISPLAYONLY] then the
attribute displayOnlyTo is specified and does not have an empty value set.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM I D 00213">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00031"

test=" if(index-of (tokenize(./@smdissem nationControls," "),"' D SPLAYONLY') &gt;0) then ./
@sm di splayOnl yTo and not(./ @smdi splayOnlyTo = "') else true()

flag="error">

[1SM 1D 00213][Error] If | SM CAPCO RESOURCE and attri bute

di ssem nati onControls contains the nanme token [ DI SPLAYONLY], then attribute displayOnlyTo
nust be specifi ed.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00214

FileName:.//Rules/releasableTo/ISM_ID_00214.sch

Rule Description:
[ISM-ID-00214][Error] If ISM-CAPCO-RESOURCE then attribute releasableTo must start with [USA].

Code Description:
If CAPCO rules do not apply to the document then the rule does not apply and we return true. If the attribute releasableTo
is specified, then we make sure that it starts with [USA].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00214">

<sch:rule context="//*[ @smrel easabl eTo] ">

<sch: | et name="di ssenifok" val ue="t okeni ze(./ @sm di sseni nati onControls,' "'")"/>
<sch: assert id="1SM 00032"

test=" if(not($l SM CAPCO RESOURCE)) then true() else index-of(tokenize(./
@smrel easabl eTo," '),"' USA )=1 "

flag="error">

[ISM 1D 00214][Error] If | SM CAPCO RESOURCE then attribute

rel easabl eTo nust start with [USA].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00215

FileName:.//Rules/disseminationControls/ISM_ID_00215.sch

Rule Description:
[ISM-ID-00215][Error] If ISM-CAPCO-RESOURCE and attribute disseminationControls contains the name token
[DISPLAYONLY], then attribute classification must have a value of [TS], [S], or [C].

Code Description:

If CAPCO rules do not apply to the document then the rule does not apply and we return true. If it is a CAPCO resource
then we check that if we have an element having attribute disseminationControls with a value of [DISPLAYONLY] then we
also have the attribute classification specified with a value of [C], [S], or [TS] on the same element.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00215">

<sch:rule context="//*[ @sm di ssem nati onControl s]">

<sch: assert id="1SM 00215"

test=" if(not($l SM CAPCO RESOURCE)) then true() else if(index-of(tokenize(./
@sm di ssem nationControls, ' '),' D SPLAYONLY' ) &gt; 0) then matches(./
@smclassification,'~(TS|S|C)$' ) else true()"”

flag="error">

[ SM 1D 00215][Error] If | SM CAPCO RESOURCE and attri bute

di ssem nati onControls contains the nanme token [ DI SPLAYONLY],

then attribute classification nust have a value of [TS], [S], or [C].
</ sch: assert >

</ sch:rul e>

</ sch: pattern>

Page 204 of 209
UNCLASSIFIED



UNCLASSIFIED

Rule: ISM-ID-00217

FileName:.//Rules/FGlsourceProtected/ISM_ID_00217.sch

Rule Description:
[ISM-ID-00217][Error] If ISM-CAPCO-RESOURCE attribute FGIsourceProtected contains [FGI], it must be the only value.

Code Description:
If CAPCO rules do not apply to the document then the rule does not apply and we return true. Otherwise, we make sure
that the current element has attribute FGlsourceProtected specified with [FGI] as its only value.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00217">

<sch:rul e context="//*[ @sm FA sour ceProt ect ed] ">

<sch: | et name="opTok" val ue="t okeni ze(./ @sm FGQ sourceProtected,' ')"/>

<sch: assert id="1SM 00217"

test=" if(not($l SM CAPCO RESOURCE)) then true() else not(index-of($opTok,' FGA"')&gt; 0 and
count ($opTok) &gt ; 1)

flag="error">

[ISM 1D 00217][Error] If | SM CAPCO RESOURCE attribute FG sourceProtected contains [FA],
it must be the only val ue.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00219

FileName:.//Rules/ownerProducer/ISM_ID_00219.sch

Rule Description:
[ISM-ID-00219][Error] If element meets ISM-CONTRIBUTES and attribute ownerProducer contains [FGI], then
FGlsourceProtected must have a value of [FGI].

Code Description:
If not ISM-CONTRIBUTES then return true, otherwise, we make sure that if the current element has attribute
ownerProducer specified with [FGI] then FGlsourceProtected also has a value of [FGI].

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM | D 00219" >

<sch:rul e context="//*[ @sm owner Producer and not (generate-id(.) = generate-
i d($1 SM_RESOURCE_ELEMENT)) and not (./i sm excl udeFronRol | up=true())]">

<sch: assert id="1SM 00219"

test=" if(index-of(./@sm ownerProducer,' FA"')&gt;0) then index-of(./

@ sm FG sourceProtected,' FGA ') &gt; 0 el se true() "

flag="error">

[ISM 1D 00219][Error] If elenent neets | SM CONTRI BUTES and attri bute ownerProducer
contains [FA],

t hen FA sourceProtected nust have a value of [FA].

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00220

FileName:.//Rules/ACCM/ISM_ID_00220.sch

Rule Description:
[ISM-ID-00220][Error] If the ISM-RESOURCE-ELEMENT has attribute compliesWith specified with a value of [ICD-710],
then no element may specify attribute ACCM.

Code Description:
Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron"” id="1SM I D 00220">

<sch:rul e context="//*[ @sm ACCM " >

<sch: assert id="1SM 00220" test="not ($I SM ICD 710 _APPLIES)" flag="error">

[1SM 1D 00220][Error] If the | SM RESOURCE- ELEMENT has attribute conpliesWth
specified with a value of [ICD-710], then no el enent nay specify attribute ACCM
</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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Rule: ISM-ID-00221

FileName:.//Rules/derivativelyClassifiedBy/ISM_ID_00221.sch

Rule Description:
[ISM-ID-00221][Error] If ISM-CAPCO-RESOURCE and attribute derivativelyClassifiedBy is specified, then attribute
classificationReason must not be specified.

Code Description:
For each element with the attribute derivativelyClassifiedBy specified, we make sure that the attribute
classificationReason is not specified.

Schematron Code:

<?xm version="1.0" encodi ng="UTF-8"?>
<sch: pattern xm ns:sch="http://purl.oclc.org/dsdl/schematron" id="1SM I D 00221">

<sch:rule context="//*[ @sm derivativel yC assi fi edBy] ">

<sch: assert id="1SM 00221"

test=" if($l SM CAPCO RESOURCE) then not(@sm cl assificati onReason) el se true()"
flag="error">

[ SM 1D 00221 [Error] If | SM CAPCO RESOURCE and attri bute
derivativel yCl assifiedBy is specified, then attribute classificati onReason

nmust not be specified.

</ sch: assert >

</ sch:rul e>

</ sch: pattern>
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For any questions or comments regarding the ISM rules, contact us by email at
datastandardssupport@ugov.gov.
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