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MCTs may be located in the United States, and, even if the active user is located overseas, the
MCTs may contain non-target communications of or concerning United States persons or that are
to or from persons in the United States. Accordingly, this “unknown” category likely adds
substantially to the number of non-target communications of or concerning United States persons
or that are to or from persons in the United States being acquired by NSA each year.

In sum, then, NSA’s upstream collection is a small, but unique part of the government’s
overall collection under Section 702 of the FAA. NSA acquires valuable information through its
upstream collection, but not without substantial intrusions on Fourth Amendment-protected
interests. Indeed, the record before this Court establishes that NSA’s acquisition of Internet
transactions likely results in NSA acquiring annually tens of thousands of wholly domestic
communications, and tens of thousands of non-target communications of persons who have little
or no relationship to the target but who are protected under the Fourth Amendment. Both
acquisitions raise questions as to whether NSA’s targeting and minimization procedures comport
with FISA and the Fourth Amendment.

2. NSA’s Targeting Procedures

The Court will first consider whether NSA’s acquisition of Internet transactions through
its upstream collection, as described above, means that NSA’s targeting procedures, as
implemented, are not “reasonably designed” to: 1) “ensure that any acquisition authorized under
[the certifications] is limited to targeting persons reasonably believed to be located outside the
United States”; and 2) “prevent the intentional acquisition of any communication as to which the
sender and all intended recipients are known at the time of the acquisition to be located in the
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United States.” 50 U.S.C. § 1881a(d)(1); id. § ())(2)(B). The Court concludes that the manner in

which NSA is currently implementing the targeting procedures does not prevent the Court from
making the necessary findings, and hence NSA’s targeting procedures do not offend FISA.

a. Targeting Persons Reasonably Believed to be Located
Qutside the United States

To the extent NSA is acquiring Internet transactions that contain a single discrete
communication that is to, from, or about a tasked selector, the Court’s previous analysis remains
valid. As explained in greater detail in the Court’s September 4, 2008 Memorandum Opinion, in
this setting the person being targeted is the user of the tasked selector, and NSA’s pre-targeting
and post-targeting procedures ensure that NSA will only acquire such transactions so long as
there is a reasonable belief that the target is located outside the United States. Docket No.
Eliier Tt o v

But NSA’s acquisition of MCTs complicates the Court’s analysis somewhat. With regard
to “about” communications, the Court previously found that the user of the tasked facility was
the “target” of the acquisition, because the government’s purpose in acquiring such
communications is to obtain information about that user. See id. at 18. Moreover, the
communication is not acquired because the government has any interest in the parties to the
communication, other than their potential relationship to the user of the tasked facility, and the
parties to an “about” communication do not become targets unless and until they are separately
vetted under the targeting procedures. See id. at 18-19.

In the case of “about” MCTs — i.e., MCTs that are acquired because a targeted selector is

referenced somewhere in the transaction — NSA acquires not only the discrete communication
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that references the tasked selector, but also in many cases the contents of other discrete
communications that do not reference the tasked selector and to which no target is a party. See
May 2 Letter at 2-3 _ By acquiring such MCTs, NSA likely
acquires tens of thousands of additional communications of non-targets each year, many of
whom have no relationship whatsoever with the user of the tasked selector. While the Court has
concerns about NSA’s acquisition of these non-target communications, the Court accepts the
government’s representation that the “sole reason [a non-target’s MCT] is selected for
acquisition is that it contains the presence of a tasked selector used by a person who has been
subjected to NSA’s targeting procedures.” June 1 Submission at 4. Moreover, at the time of
acquisition, NSA’s upstream collection devices often lack the capability to determine whether a
transaction contains a single communication or multiple communications, or to identify the
parties to any particular communication within a transaction. See id. Therefore, the Court has
no reason to believe that NSA, by acquiring Internet transactions containing multiple
communications, is targeting anyone other than the user of the tasked selector. See United States

v. Chemical Found., Inc., 272 U.S. 1, 14-15 (1926) (“The presumption of regularity supports the

official acts of public officers, and, in the absence of clear evidence to the contrary, courts
presume that they have properly discharged their official duties.”).
b. Acquisition of Wholly Domestic Communications
NSA’s acquisition of Internet transactions complicates the analysis required by Section
1881a(d)(1)(B), since the record shows that the government knowingly acquires tens of

thousands of wholly domestic communications each year. At first blush, it might seem obvious
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that targeting procedures that permit such acquisitions could not be “reasonably designed . . . to
prevent the intentional acquisition of any communication as to which the sender and all intended
recipients are known at the time of the acquisition to be located in the United States.” 50 U.S.C.
§ 1881a(d)(1)(B). However, a closer examination of the language of the statute leads the Court
to a different conclusion.

The government focuses primarily on the “intentional acquisition” language in Section
1881a(d)(1)(B). Specifically, the government argues that NSA is not “intentionally” acquiring
wholly domestic communications because the government does not intend to acquire transactions
containing communications that are wholly domestic and has implemented technical means to
prevent the acquisition of such transactions. See June 28 Submission at 12. This argument fails
for several reasons.

NSA targets a person under Section 702 certifications by acquiring communications to,
from, or about a selector used by that person. Therefore, to the extent NSA’s upstream collection
devices acquire an Internet transaction containing a single, discrete communication that is to,
from, or about a tasked selector, it can hardly be said that NSA’s acquisition is “unintentional.”
In fact, the government has argued, and the Court has accepted, that the government intentionally
acquires communications to and from a target, even when NSA reasonably — albeit mistakenly —

believes that the target is located outside the United States. See Docket No. [ NN

With respect to MCTs, the sole reason NSA acquires such transactions is the presence of

a tasked selector within the transaction. Because it is technologically infeasible for NSA’s
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upstream collection devices to acquire only the discrete communication to, from, or about a
tasked selector that may be contained within an MCT, however, the government argues that the
only way to obtain the foreign intelligence information found within the discrete communication
is to acquire the entire transaction in which it is contained. June 1 Submission at 21. As aresult,
the government intentionally acquires all discrete communications within an MCT, including

those that are not to, from or about a tasked selector. See June 28 Submission at 12, 14; see also

Sept. 7, 2011 Hearing Tr. at 33-34.

The fact that NSA’s technical measures cannot prevent NSA from acquiring transactions
containing wholly domestic communications under certain circumstances does not render NSA’s
acquisition of those transactions “unintentional.” The government repeatedly characterizes such
acquisitions as a “failure” of NSA’s “technical means.” June 28 Submission at 12; see also Sept.
7,2011 Hearing Tr. at 35-36. However, there is nothing in the record to suggest that NSA’s
technical means are malfunctioning or otherwise failing to operate as designed. Indeed, the
government readily concedes that NSA will acquire a wholly domestic “about” communication if
the transaction containing the communication is routed through an international Internet link
being monitored by NSA or is routed through a foreign server. See June 1 Submission at 29.
And in the case of MCTs containing wholly domestic communications that are not to, from, or
about a tasked selector, NSA has no way to determine, at the time of acquisition, that a particular
communication within an MCT is wholly domestic. See id. Furthermore, now that NSA’s
manual review of a sample of its upstream collection has confirmed that NSA likely acquires

tens of thousands of wholly domestic communications each year, there is no question that the
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government is knowingly acquiring Internet transactions that contain wholly domestic
communications through its upstream collection.”

The government argues that an NSA analyst’s post-acquisition discovery that a particular
Internet transaction contains a wholly domestic communication should retroactively render
NSA’s acquisition of that transaction “unintentional.” June 28 Submission at 12. That argument
is unavailing. NSA’s collection devices are set to acquire transactions that contain a reference to
the targeted selector. When the collection device acquires such a transaction, it is functioning
precisely as -it is intended, even when the transaction includes a wholly domestic communication.

The language of the statute makes clear that it is the government’s intention at the time of

acquisition that matters, and the government conceded as much at the hearing in this matter.
Sept. 7, 2011 Hearing Tr. at 37-38.

Accordingly, the Court finds that NSA intentionally acquires Internet transactions that
reference a tasked selector through its upstream collection with the knowledge that there are tens
of thousands of wholly domestic communications contained within those transactions. But this
is not the end of the analysis. To return to the language of the statute, NSA’s targeting

procedures must be reasonably designed to prevent the intentional acquisition of “any

communication as to which the sender and all intended recipients are known at the time of

43 Tt is generally settled that a person intends to produce a consequence either (a) when he
acts with a purpose of producing that consequence or (b) when he acts knowing that the
consequence is substantially certain to occur. Restatement (Third) of Torts § 1 (2010); see also
United States v. Dyer, 589 F.3d 520, 528 (1st Cir. 2009) (in criminal law, ““intent’ ordinarily
requires only that the defendant reasonably knew the proscribed result would occur”), cert.
denied, 130 S. Ct. 2422 (2010).
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acquisition to be located in the United States.” 50 U.S.C. § 1881a(d)(1)(B) (emphasis added).

The underscored language requires an acquisition-by-acquisition inquiry. Thus, the Court must
consider whether, at the time NSA intentionally acquires a transaction through its upstream
collection, N'SA will know that the sender and all intended recipients of any particular
communication within that transaction are located in the United States.

Presently, it is not technically possible for NSA to configure its upstream collection
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the practical

effect of this technological limitation is that NSA cannot know at the time it acquires an Internet
transaction whether the sender and all intended recipients of any particular discrete

communication contained within the transaction are located inside the United States.

“ See supra, note 33.
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Given that NSA’s upstream collection devices lack the capacity to detect wholly domestic
communications at the time an Internet transaction is acquired, the Court is inexorably led to the
conclusion that the targeting procedures are “reasonably designed” to prevent the intentional
acquisition of any communication as to which the sender and all intended recipients are known at
the time of the acquisition to be located in the United States. This is true despite the fact that
NSA knows with certainty that the upstream collection, viewed as a whole, results in the
acquisition of wholly domestic communications.

By expanding its Section 702 acquisitions to include the acquisition of Internet
transactions through its upstream collection, NSA has, as a practical matter, circumvented the
spirit of Section 1881a(b)(4) and (d)(1) with regard to'that collection. NSA’s knowing
acquisition of tens of thousands of wholly domestic communications through its upstream
collection is a cause of concern for the Court. But the meaning of the relevant statutory provision
is clear and application to the facts before the Court does not lead to an impossible or absurd

result. The Court’s review does not end with the targeting procedures, however. The Court must
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also consider whether NSA’s minimization procedures are consistent with §1881a(e)(1) and
whether NSA’s targeting and minimization procedures are consistent with the requirements of
the Fourth Amendment.

3. NSA’s Minimization Procedures, As Applied to MCTs in the Manner

Proposed by the Government, Do Not Meet FISA’s Definition of
“Minimization Procedures”

The Court next considers whether NSA’s minimization procedures, as the government
proposes to apply them to Internet transactions, meet the statutory requirements. As noted above,
50 U.S.C. § 1881a(e)(1) requires that the minimization procedures “meet the definition of
minimization procedures under [50 U.S.C. §§] 1801(h) or 1821(4)....” That definition requires
“specific procedures, which shall be adopted by the Attorney General, that are reasonably
designed in light of the purpose and technique of the particular [surveillance or physical search],
to minimize the acquisition and retention, and prohibit the dissemination, of nonpublicly
available information concerning unconsenting United States persons consistent with the need of
the United States to obtain, produce, and disseminate foreign intelligence information.” 50
U.S.C. §§ 1801(h)(1) & 1821(4)(A). For the reasons stated below, the Court concludes that
NSA’s minimization procedures, as applied to MCTs in the manner proposed by the government,
do not meet the statutory definition in all respects.

a The Minimization Framework

NSA’s minimization procedures do not expressly contemplate the acquisition of MCTs,
and the language of the procedures does not lend itself to straightforward application to MCTs.
Most notably, various provisions of the NSA minimization procedures employ the term
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“communication” as an operative term. As explained below, for instance, the rules governing
retention, handling, and dissemination vary depending whether or not a communication is
deemed to constitute a “domestic communication” instead of a “foreign communication,” see
NSA Minimization Procedures §§ 2(e), 5, 6, 7; a communication “of” or “concerning” a U.S.
person, see id. §§ 2(b)-(c), 3(b)(1)-(2), 3(c); a “communication to, from, or about a target,” id.
§ 3(b)(4); or a “communication . . . reasonably believed to contain foreign intelligence
information or evidence of a crime,” id. But MCTs can be fairly described as communications
that contain several smaller communications. Applying the terms of the NSA minimization
procedures to MCTs rather than discrete communications can produce very different results.
In a recent submission, the government explained how NSA proposes to apply its
minimization procedures to MCTs. See Aug, 30 Submission at 8-11.* Before discussing the
measures proposed by the government for handling MCTs, it is helpful to begin with a brief
overview of the NSA minimization procedures themselves. The procedures require that all
acquisitions “will be conducted in a manner designed, to the greatest extent feasible, to minimize

the acquisition of information not relevant to the authorized purpose of the collection.” NSA

45 Although NSA has been collecting MCTs since before the Court’s approval of the first
Section 702 certification in 2008, see June 1 Submission at 2, it has not, to date, applied the
measures proposed here to the fruits of its upstream collection. Indeed, until NSA’s manual
review of a six-month sample of its upstream collection revealed the acquisition of wholly
domestic communications, the government asserted that NSA had never found a wholly domestic
communication in its upstream collection. See id.

Page 50



