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communications that are not to or from a targeted selector but that are to, from, or concerning a
United States person, will be retained by NSA for at least five years, despite the fact that they
have no direct connection to a targeted selector and, therefore, are unlikely to contain foreign
intelligence information.

It appears that NSA could do substantially more to minimize the retention of
information concerning United States persons that is unrelated to the foreign intelligence purpose
of its upstream collection. The government has not, for instance, demonstrated why it would not
be feasible to limit access to upstream acquisitions to a smaller group of specially-trained
analysts who could develop expertise in identifying and scrutinizing MCTs for wholly domestic
communications and other discrete communications of or concerning United States persons.
Alternatively, it is unclear why an analyst working within the framework proposed by the
government should not be required, after identifying an MCT, to apply Section 3(b)(4) of the
NSA minimization procedures to each discrete communication within the transaction. As noted
above, Section 3(b)(4) states that “[a]s a communication is reviewed, NSA analyst(s) will
determine whether it is a domestic or foreign communication to, from, or about a target and is
reasonably believed to contain foreign intelligence information or evidence of a crime.” NSA
Minimization Procedures § 3(b)(4). If the MCT contains information “of” or “concerning” a
United States person within the meaning of Sections (2)(b) and (2)(c) of the NSA minimization
procedures, it is unclear why the analyst should not be required to mark it to identify it as such.

At a minimum, it seems that the entire MCT could be marked as an MCT. Such markings would
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alert other NSA personnel who might encounter the MCT to take care in reviewing it, thus
reducing the risk of error that seems to be inherent in the measures proposed by the government,
which are applied by each analyst, acting alone and without the benefit of his or her colleagues’
prior efforts.® Another potentially helpful step might be to adopt a shorter retention period for
MCTs and unreviewed upstream communications so that such information “ages off” and is
deleted from NSA’s repositories in less than five years.

This discussion is not intended to provide a checklist of changes that, if made, would
necessarily bring NSA’s minimization procedures into compliance with the statute. Indeed, it
may be that some of these measures are impracticable, and it may be that there are other plausible
(perhaps even better) steps that could be taken that are not mentioned here. But by not fully
exploring such options, the government has failed to demonstrate that it has struck a reasonable
balance between its foreign intelligence needs and the requirement that information concerning
United States persons be protected. Under the circumstances, the Court is unable to find that, as
applied to MCTs in the manner proposed by the government, NSA’s minimization procedures
are “reasonably designed in light of the purpose and technique of the particular surveillance to

minimize the . . . retention . . . of nonpublicly available information concerning unconsenting

% The government recently acknowledged that “it’s pretty clear that it would be better” if
NSA used such markings but that “[t]he feasibility of doing that [had not yet been] assessed.”
Sept. 7, 2011 Hearing Tr. at 56.
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United States persons consistent with the need of the United States to obtain, produce, and
disseminate foreign intelligence information.”” See 50 U.S.C. §§ 1801(h)(1) & 1821(4)(A).
i, Dissemination

The Court next turns to dissemination. At the outset, it must be noted that FISA imposes
a stricter standard for dissemination than for acquisition or retention. While the statute requires
procedures that are reasonably designed to “minimize” the acquisition and retention of
information concerning United States persons consistent with the need of the United States to
obtain, produce, and disseminate foreign intelligence information, the procedures must be
reasonably designed to “prohibit” the dissemination of information concerning United States

persons consistent with that need. See 50 U.S.C. § 1801(h)(1) (emphasis added).

57 NSA’s minimization procedures contain two provisions that state, in part, that “[t]he

communications that may be retained [by NSA] include electronic communications acquired
because of limitations

. The government further represented that it “ha[d] not seen” such a
circumstance in collection under the Protect America Act (“PAA”), which was the predecessor to
Section 702. Id. at 29, 30. And although NSA apparently was acquiring Internet transactions
under the PAA, the government made no mention of such acquisitions in connection with these
provisions of the minimization procedures (or otherwise). See id. at 27-31. Accordingly, the
Court does not read this language as purporting to justify the procedures proposed by the
government for MCTs. In any event, such a reading would, for the reasons stated, be
inconsistent with the statutory requirements for minimization.
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As the Court understands it, no United States-person-identifying information contained in
any MCT will be disseminated except in accordance with the general requirements of NSA’s
minimization procedures for “foreign communications™ “of or concerning United States persons”
that are discussed above. Specifically, “[a] report based on communications of or concerning a
United States person may be disseminated” only “if the identity of the United States person is
deleted and a generic term or symbol is substituted so that the information cannot reasonably be
connected with an identifiable United States person.” NSA Minimization Procedures § 6(b). A
report including the identity of the United States person may be provided to a “recipient requiring
the identity of such person for the performance of official duties,” but only if at least one of eight
requirements is also met — for instance, if “the identity of the United States person is necessary to
understand foreign intelligence information or assess its importance.” 1d.**

This limitation on the dissemination of United States-person-identifying information is
helpful. But the pertinent portion of FISA’s definition of minimization procedures applies not
merely to information that identifies United States persons, but more broadly to the
dissemination of “information concerning unconsenting United States persons.” 50 U.S.C; §

1801(h)(1) (emphasis added).”® The government has proposed several additional restrictions that

58 Although Section 6(b) uses the term “report,” the Court understands it to apply to the
dissemination of United States-person-identifying information in any form.

59 Another provision of the definition of minimization procedures bars the dissemination
of information (other than certain forms of foreign intelligence information) “in a manner that
(continued...)
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will have the‘ effect of limiting the dissemination of “nonpublicly available information
concerning unconsenting United States persons consistent with the need of the United States to
disseminate foreign intelligence information.” Id. First, as noted above, the government will
destroy MCTs that are recognized by analysts as containing one or more discrete wholly
domestic communications. Second, the government has asserted that NSA will not use any
discrete communication within an MCT that is determined to be to or from a United States
person but not to, from, or about a targeted selector, except when necessary to protect against an
immediate threat to human life. See Aug. 30 Submission at 9. The Court understands this to
mean, among other things, that no information from such a communication will be disseminated
in any form unless NSA determines it is necessary to serve this specific purpose. Third, the
government has represented that whenever it is unable to confirm that at least one party to a
discrete communication contained in an MCT is located outside the United States, it will not use
any information contained in the discrete communication. See Sept. 7, 2011 Hearing Tr. at 52.
The Court understands this limitation to mean that no information from such a discrete
communication will be disseminated by NSA in any form.

Communications as to which a United States person or a person inside the United States

%(...continued)
identifies any United States person,” except when the person’s identity is necessary to understand
foreign intelligence information or to assess its importance. See 50 U.S.C. §§ 1801(h)(2),
1821(4)(b). Congress’s use of the distinct modifying terms “concerning” and “identifying” in
two adjacent and closely-related provisions was presumably intended to have meaning. See, e.g.,
Russello v. United States, 464 U.S. 16, 23 (1983).

Page 65



—FOP-SECRETHCOMINTHORCONNOEQRN —

is a party are more likely than other communications to contain information concerning United
States persons. And when such a communication is neither to, from, nor about a targeted facility,
it is highly unlikely that the “need of the United States to disseminate foreign intelligence
information” would be served by the dissemination of United States-person information
contained therein. Hence, taken together, these measures will tend to prohibit the dissemination
of information concerning unconsenting United States persons when there is no foreign-
intelligence need to do s0.° Of course, the risk remains that information concerning United
States persons will not be recognized by NSA despite the good-faith application of the measures
it proposes. But the Court cannot say that the risk is so great that it undermines the
reasonableness of the measures proposed by NSA with respect to the dissemination of

information concerning United States persons.®' Accordingly, the Court concludes that NSA’s

€ Another measure that, on balance, is likely to mitigate somewhat the risk that
information concerning United States persons will be disseminated in the absence of a foreign-
intelligence need is the recently-proposed prohibition on running queries of the Section 702
upstream collection using United States-person identifiers. See Aug. 30 Submission at 10-11.
To be sure, any query, including a query based on non-United States-person information, could
yield United States-person information. Nevertheless, it stands to reason that queries based on
information concerning United States persons are at least somewhat more likely than other
queries to yield United States-person information. Insofar as information concerning United
States persons is not made available to analysts, it cannot be disseminated. Of course, this
quetying restriction does not address the retention problem that is discussed above.

61 In reaching this conclusion regarding the risk that information concerning United
States persons might be mistakenly disseminated, the Court is mindful that by taking additional
steps to minimize the retention of such information, NSA would also be reducing the likelihood
that it might be disseminated when the government has no foreign intelligence need to do so.
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minimization procedures are reasonably designed to “prohibit the dissemination[] of nonpublicly
available information concerning unconsenting United States persons consistent with the need of
the United States to . . . disseminate foreign intelligence information.” See 50 U.S.C.
§ 1801(h)(1).%2

4, NSA'’S Targeting and Minimization Procedures Do Not, as

Applied to Upstream Collection that Includes MCTs, Satisfy the
Requirements of the Fourth Amendment

The final question for the Court is whether the targeting and minimization procedures are,
as applied to upstream collection that includes MCTs, consistent with the Fourth Amendment.
See 50 U.S.C. § 1881a(i)(3)(A)-(B). The Fourth Amendment provides:

The right of the people to be secure in their persons, houses, papers, and

effects, against unreasonable searches and seizures, shall not be violated, and no

Warrants shall issue, but upon probable cause, supported by Oath or affirmation,

and particularly describing the place to be searched, and the persons or things to

be seized.

The Court has assumed in the prior Section 702 Dockets that at least in some
circumstances, account holders have a reasonable expectation of privacy in electronic

communications, and hence that the acquisition of such communications can result in a “search”

or “seizure” within the meaning of the Fourth Amendment. See, e.g., Docket No. [ .

I The covernment accepts the proposition that the acquisition of

62 The Court further concludes that the NSA minimization procedures, as the government
proposes to apply them to MCTs, satisfy the requirements of 50 U.S.C. §§ 1801(h)(2)-(3) and
1821(4)(B)-(C). See supra, note 59 (discussing 50 U.S.C. §§ 1801(h)(2) & 1821(4)(B)). The
requirements of 50 U.S.C. §§ 1801(h)(4) and 1821(4)(D) are inapplicable here.
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electronic communications can result in a “search” or “seizure” under the Fourth Amendment.
See Sept. 7, 2011 Hearing Tr. at 66. Indeed, the government has acknowledged in prior Section
702 matters that the acquisition of communications from facilities used by United States persons
located outside the United States “must be in conformity with the Fourth Amendment.” Docket
Nos T FREPT O s, SR o L GG e SORg Wt [he same s true
of the acquisition of communications from facilities used by United States persons and others

within the United States. See United States v. Verdugo-Urquidez, 494 U.S. 259, 271 (1990)

(recognizing that “aliens receive constitutional protections when they have come within the
territory of the United States and developed substantial connections with this country”).
a. The Warrant Requirement

The Court has previously concluded that the acquisition of foreign intelligence
information pursuant to Section 702 falls within the “foreign intelligence exception” to the
warrant requirement of the Fourth Amendment. See Docket No. TR e TR
B The government’s recent revelations regarding NSA’s acquisition of MCTs
do not alter that conclusion. To be sure, the Court now understands that, as a result of the
transactional nature of the upstream collection, NSA acquires a substantially larger number of
communications of or concerning United States persons and persons inside the United States

than previously understood. Nevertheless, the collection as a whole is still directed at [N

I conducted for the purpose of national security —a
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purpose going ““well beyond any garden-variety law enforcement objective.”” See id. (quoting

In re Directives, Docket No. 08-01, Opinion at 16 (FISA Ct. Rev. Aug. 22, 2008) (hereinafter

“In re Directives”)).” Further, it remains true that the collection is undertaken in circumstances

in which there is a “*high degree of probability that requiring a warrant would hinder the
government’s ability to collect time-sensitive information and, thus, would impede the vital

national security interests that are at stake.’” Id. at 36 (quoting In re Directives at 18).

Accordingly, the government’s revelation that NSA acquires MCTs as part of its Section 702
upstream collection does not disturb the Court’s prior conclusion that the government is not
required to obtain a warrant before conducting acquisitions under NSA’s targeting and
minimization procedures.
b. Reasonableness

The question therefore becomes whether, taking into account NSA’s acquisition and
proposed handling of MCTs, the agency’s targeting and minimization procedures are reasonable
under the Fourth Amendment. As the Foreign Intelligence Surveillance Court of Review (“Court
of Review”) has explained, a court assessing reasonableness in this context must consider “the
nature of the government intrusion and how the government intrusion is implemented. The more

important the government’s interest, the greater the intrusion that may be constitutionally

63 A redacted, de-classified version of the opinion in In re Directives is published at 551
F.3d 1004. The citations herein are to the unredacted, classified version of the opinion.
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tolerated.” In re Directives at 19-20 (citations omitted), quoted in Docket No [

. The court must therefore

balance the interests at stake. If the protections that are in place for individual
privacy interests are sufficient in light of the government interest at stake, the
constitutional scales will tilt in favor of upholding the government’s actions. If,
however, those protections are insufficient to alleviate the risks of government
error and abuse, the scales will tip toward a finding of unconstitutionality.

Id. at 20 (citations omitted), quoted in Docket No_.

In conducting this balancing, the Court must consider the “totality of the circumstances.” Id. at

19. Given the all-encompassing nature of Fourth Amendment reasonableness review, the
targeting and minimization procedures are most appropriately considered collectively. See
Docket No. [ (following the same approach).”

The Court has previously recognized that the government’s national security interest in
conducting acquisitions pursuant to Section 702 ““is of the highest order of magnitude.”” Docket
No. [N (quoting In re Directives at 20). The Court has
further accepted the government’s representations that NSA’s upstream collection is “‘uniquely

capable of acquiring certain types of targeted communications containing valuable foreign

intelligence information.”” Docket No. [ SR (quoting

64 Reasonableness review under the Fourth Amendment is broader than the statutory
assessment previously addressed, which is necessarily limited by the terms of the pertinent
provisions of FISA.
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