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government filing). There is no reason to believe that the collection of MCTs results in the
acquisition of less foreign intelligence information than the Court previously understood.

Nevertheless, it must be noted that NSA’s upstream collection makes up only a very
small fraction of the agency’s total collection pursuant to Section 702. As explained above, the
collection of telephone communications under Section 702 is not implicated at all by the
government’s recent disclosures regarding NSA’s acquisition of MCTs. Nor do those disclosures
affect NSA’s collection of Internet communications directly from Internet service providers-
. v/hich accounts for approximately 91% of the Internet
communications acquired by NSA each year under Section 702. See Aug. 16 Submission at
Appendix A. And the government recently advised that NSA now has the capability, at the time
of acquisition, to identify approximately 40% of its upstream collection as constituting discrete
communications (non-MCTs) that are to, from, or about a targeted selector. See id. at 1 n.2.
Accordingly, only approximately 5.4% (40% of 9%) of NSA’s aggregate collection of Internet
communications (and an even smaller portion of the total collection) under Section 702 is at
issue here. The national security interest at stake must be assessed bearing these numbers in
mind.

The government’s recent disclosures regarding the acquisition of MCTs most directly
affect the privacy side of the Fourth Amendment balance. The Court’s prior approvals of the
targeting and minimization procedures rested on its conclusion that the procedures “reasonably

confine acquisitions to targets who are non-U.S. persons outside the United States,” who thus
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“are not protected by the Fourth Amendment.” Docket No [ D

- The Court’s approvals also rested upon the understanding that acquisitions under the
procedures “will intrude on interests protected by the Fourth Amendment only to the extent that
(1) despite the operation of the targeting procedures, U.S. persons, or persons actually in the
United States, are mistakenly targeted; or (2) U.S. persons, or persons located in the United
States, are parties to communications to or from tasked selectors (or, in certain circumstances,
communications that contain a reference to a tasked selector).” Id. at 38. But NSA’s acquisition
of MCTs substantially broadens the circumstances in which Fourth Amendment-protected
interests are intruded upon by NSA’s Section 702 collection. Until now, the Court has not
considered these acquisitions in its Fourth Amendment analysis.

Both in terms of its size and its nature, the intrusion resulting from NSA’s acquisition of
MCTs is substantial. The Court now understands that each year, NSA’s upstream collection
likely results in the acquisition of roughly two to ten thousand discrete wholly domestic
communications that are neither to, from, nor about a targeted selector, as well as tens of
thousands of other communications that are to or from a United States person or a person in the

United States but that are neither to, from, nor about a targeted selector.’ In arguing that NSA’s

65 As discussed earlier, NSA also likely acquires tens of thousands of discrete, wholly
domestic communications that are “about” a targeted facility. Because these communications are
reasonably likely to contain foreign intelligence information and thus, generally speaking, serve
the government’s foreign intelligence needs, they do not present the same Fourth Amendment
concerns as the non-target communications discussed here. See supra, note 53.
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targeting and minimization procedures satisfy the F 6urth Amendment notwithstanding the
acquisition of MCTs, the government stresses that the number of protected communications
acquired is relatively small in comparison to the total number of Internet communications
obtained by NSA through its upstream collection. That is true enough, given the enormous
volume of Internet transactions acquired by NSA through its upstream collection (approximately
26.5 million annually). But the number is small only in that relative sense. The Court recognizes
that the ratio of non-target, Fourth Amendment-protected communications to the total number of
communications must be considered in the Fourth Amendment balancing. But in conducting a
review under the Constitution that requires consideration of the totality of the circumstances, see
In re Directives at 19, the Court must also take into account the absolute number of non-target,
protected communications that are acquired. In absolute terms, tens of thousands of non-target,
protected communications annually is a very large number.

The nature of the intrusion at issue is also an important consideration in the Fourth

Amendment balancing. See, e.g., Board of Educ. v. Earls, 536 U.S. 822, 832 (2002); Vernonia

Sch. Dist. 47] v. Acton, 515 U.S. 646, 659 (1995). At issue here are the personal [

communications of U.S. persons and persons in the United States. A person’s “papers” are
among the four items that are specifically listed in the Fourth Amendment as subject to

protection against unreasonable search and seizure. Whether they are transmitted by letter,
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telephone or e-mail, a person’s private communications are akin to personal papers. Indeed, the
Supreme Court has held that the parties to telephone communications and the senders and
recipients of written communications generally have a reasonable expectation of privacy in the
contents of those communications. See Katz, 389 U.S. at 352; United States v. United States

Dist. Ct. (Keith), 407 U.S. 297, 313 (1972); United States v. Jacobsen, 466 U.S. 109, 114 (1984).

The intrusion resulting from the interception of the contents of electronic communications is,
generally speaking, no less substantial.®

The government stresses that the non-target communications of concern here (discrete
wholly domestic communications and other discrete communications to or from a United States
person or a person in the United States that are neither to, from, nor about a targeted selector) are
acquired incidentally rather than purposefully. See June 28 Submission at 13-14. Insofar as
NSA acquires entire MCTs because it lacks the technical means to limit collection only to the
discrete portion or portions of each MCT that contain a reference to the targeted selector, the

Court is satisfied that is the case. But as the government correctly recognizes, the acquisition of

non-target information is not necessarily reasonable under the Fourth Amendment simply

% Of course, not every interception by the government of a personal communication
tesults in a “search” or “seizure” within the meaning of the Fourth Amendment. Whether a
particular intrusion constitutes a search or seizure depends on the specific facts and
circumstances involved.
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because its collection is incidental to the purpose of the search or surveillance. See id. at 14.
There surely are circumstances in which incidental intrusions can be so substantial as to render a
search or seizure unreasonable. To use an extreme example, if the only way for the government
to obtain communications to or from a particular targeted [ required also acquiting
all communications to or from every other [ NS such collection would certainly raise
very serious Fourth Amendment concerns.

Here, the quantity and nature of the information that is “incidentally” collected
distinguishes this matter from the prior instances in which this Court and the Court of Review
have considered incidental acquisitions. As explained above, the quantity of incidentally-
acquired, non-target, protected communications being acquired by NSA through its upstream
collection is, in absolute terms, very large, and the resulting intrusion is, in each instance,
likewise very substantial. And with regard to the nature of the acquisition, the government
acknowledged in a prior Section 702 docket that the term “incidental interception” is “most
commonly understood to refer to an intercepted communication between a target using a facility
subject to surveillance and a third party using a facility not subject to surveillance.” Docket Nos.

R e RS his s tho sor of

acquisition that the Court of Review was addressing in In re Directives when it stated that

“incidental collections occurring as a result of constitutionally permissible acquisitions do not
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render those acquisitions unlawful.” In re Directives at 30. But here, by contrast, the incidental

acquisitions of concern are not direct communications between a non-target third party and the
user of the targeted facility. Nor are they the communications of non-targets that refer directly to
a targeted selector. Rather, the communications of concern here are acquired simply because
they appear somewhere in the same transaction as a separate communication that is to, from, or
about the targeted facility.*’

The distinction is significant and impacts the Fourth Amendment balancing. A discrete

communication as to which the user of the targeted facility is a party or in which the targeted

7 The Court of Review plainly limited its holding regarding incidental collection to the
facts before it. See In re Directives at 30 (“On these facts, incidentally collected communications
of non-targeted United States persons do not violate the Fourth Amendment.”) (emphasis added).
The dispute in In re Directives involved the acquisition by NSA of discrete to/from
communications from an Internet Service Provider, not NSA’s upstream collection of Internet
transactions. Accordingly, the Court of Review had no occasion to consider NSA’s acquisition
of MCTs (or even “about” communications, for that matter). Furthermore, the Court of Review
noted that “[t]he government assures us that it does not maintain a database of incidentally
collected information from non-targeted United States persons, and there is no evidence to the
contrary.” Id. Here, however, the government proposes measures that will allow NSA to retain
non-target United States person information in its databases for at least five years.

The Title III cases cited by the government (see June 28 Submission at 14-15) are
likewise distinguishable. Abraham v. County of Greenville, 237 F.3d 386, 391 (4th Cir. 2001),
did not involve incidental overhears at all. The others involved allegedly non-pertinent
communications to or from the facilities for which wiretap authorization had been granted, rather
than communications to or from non-targeted facilities. See Scott v. United States, 436 U.S.

128, 130-31 (1978), United States v. McKinnon, 721 F.2d 19, 23 (1st Cir. 1983), and United
States v. Doolittle, 507 F.2d 1368, 1371, aff’d en banc, 518 F.2d 500 (5th Cir. 1975).
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facility is mentioned is much more likely to contain foreign intelligence information than is a
separate communication that is acquired simply because it happens to be within the same
transaction as a communication involving a targeted facility. Hence, the national security need
for acquiring, retaining, and disseminating the former category of communications is greater than
the justification for acquiring, retaining, and disseminating the latter form of communication.
The Court of Review and this Court have recognized that the procedures governing
retention, use, and dissemination bear on the reasonableness under the Fourth Amendment of a
program for collecting foreign intelligence information. See In re Directives at 29-30; Docket
No. [ /s cxplained in the discussion of NSA’s
rninimiiation procedures above, the measures proposed by NSA for handling MCTs tend to
maximize, rather than minimize, the retention of non-target information, including information
of or concerning United States persons. Instead of requiring the prompt review and proper
disposition of non-target information (to the extent it is feasible to do so), NSA’s proposed
measures focus almost exclusively on those portions of an MCT that an analyst decides, after
review, that he or she wishes to use. An analyst is not required to determine whether other
portions of the MCT constitute discrete communications to or from a United States person or a
person in the United States, or contain information concerning a United States person or person

inside the United States, or, having made such a determination, to do anything about it. Only
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those MCTs that are immediately recognized as containing a wholly domestic discrete
communication are purged, while other MCTSs remain in NSA’s repositories for five or more
years, without being marked as MCTs. Nor, if an MCT contains a discrete communication of, or
other information concerning, a United States person or person in the United States, is the MCT
marked as such. Accordingly, each analyst who retrieves an MCT and wishes to use a portion
thereof is left to apply the proposed minimization measures alone, from beginning to end, and
without the benefit of his colleagues’ prior review and analysis. Given the limited review of
MCTs that is required, and the difficulty of the task of identifying protected information within
an MCT, the government’s proposed measures seem to enhance, rather than reduce, the risk of
error, overretention, and dissemination of non-target information, including information
protected by the Fourth Amendment.

In sum, NSA’s collection of MCTs results in the acquisition of a very large number of
Fourth Amendment-protected communications that have no direct connection to any targeted
facility and thus do not serve the national security needs underlying the Section 702 collection as
a whole. Rather than attempting to identify and segregate the non-target, Fourth-Amendment
protected information promptly following acquisition, NSA’s proposed handling of MCTs tends
to maximize the retention of such information and hence to enhance the risk that it will be used

and disseminated. Under the totality of the circumstances, then, the Court is unable to find that
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the government’s proposed application of NSA’s targeting and minimization procedures to
MCTs is consistent with the requirements of the Fourth Amendment. The Court does not
foreclose the possibility that the government might be able to tailor the scope of NSA’s upstream
collection, or adopt more stringent post-acquisition safeguards, in a manner that would satisfy the

reasonableness requirement of the Fourth Amendment.®®

V. CONCLUSION

For the foregoing reasons, the government’s requests for approval of the certifications
and procedures contained in the April 2011 Submissions are granted in part and denied in part.
The Court concludes that one aspect of the proposed collection — the “upstream collection” of
Internet transactions containing multiple communications, or MCTs — is, in some respects,
deficient on statutory and constitutional grounds. Specifically, the Court finds as follows:

1. Certifications ||| NG 2nd the amendments to the Certifications

in the Prior 702 Dockets, contain all the required elements;

6 As the government notes, see June 1 Submission at 18-19, the Supreme Court has
“repeatedly refused to declare that only the ‘least intrusive’ search practicable can be reasonable
under the Fourth Amendment.” City of Ontario v. Quon, — U.S. —, 130 S. Ct. 2619, 2632
(2010) (citations and internal quotation marks omitted). The foregoing discussion should not be
understood to suggest otherwise. Rather, the Court holds only that the means actually chosen by
the government to accomplish its Section 702 upstream collection are, with respect to MCTs,
excessively intrusive in light of the purpose of the collection as a whole.
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