
RESEARCH SUMMARY

BASELINE DEFINITION OF THE SECURITY PROFESSION

The Joint Security Training Consortium (JSTC) research project to develop a Baseline Definition of the Security Profession was undertaken to support a primary JSTC mission, to provide a consolidated cross-community program for creating a security workforce that possesses the skills needed to effectively address the changing security environment.  The specific goal of this study was to propose a fundamental architecture of the security profession by developing a baseline definition of the profession, including taxonomies that identify component disciplines, functions, and tasks.

In summary, the results of analysis of data and information from national and agency issuances, expert sources, and the reports of studies have led to the identification of seven basic security disciplines: Physical, Personnel, Information, Communications, Information Systems, Investigations, and Security Management. The sources used to help define these disciplines demonstrated enough commonality to suggest that broad consensus, is imminently possible. Most sources, in some fashion, sought to or as a by-product identified one or more component disciplines of security. Comparative analysis demonstrates more agreement than disagreement. Further, disagreement is typically caused by differences in terminology and personal opinions regarding the attributes of a professional discipline. We believe both of these differences are primarily the results of the lack of any authoritative definition to rely on.
A second objective of the research was to define where the security profession fit within the larger community of other related and closely aligned professions. Identified were: Criminal Justice with three disciplines; Safety and Emergency Services with four disciplines; and Intelligence and Counterintelligence. The following statements define the scope of each of the proposed core security disciplines, as used in this study. The classical definitions for the Law Enforcement, Safety & Emergency Services, and Intelligence and Counterintelligence professions are also included and a chart depicting relationship of the respective professions and disciplines is provided. 
Security Disciplines: 
Physical Security: The security discipline concerned with the preservation and safeguarding of personnel, facilities, property and other operational assets to insure availability to support organizational mission. The physical security process includes determining vulnerabilities to known threats, applying appropriate deterrent, control and denial safeguarding techniques and measures, and responding to changing conditions.

Personnel Security: The security discipline concerned with: establishing a set of standards to be applied to those individuals proposed for association; establishing the true identity and collection of relevant background data of individuals; evaluating collected data against established standards; granting of a security eligibility or status; providing certification of such eligibility/status to third parties; providing and documenting initial, continuing and terminal education, training and awareness activities that explain individual obligations, responsibilities, and duties; maintaining appropriate personnel security files; receive and process post association reports; and the administering of an appropriate continuing evaluation program.
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Information Security: The security discipline concerned with the identification, control and safeguarding of information that requires protection from unwanted exposure, modification, destruction or loss to preserve its integrity, privacy, reliability and availability.

Communications Security (COMSEC): The security discipline concerned with measures and controls taken to deny unauthorized persons information derived from telecommunications and ensure the authenticity of such telecommunications. Communications security includes crypto security, transmission security, emission security and security of COMSEC materials.

Information Systems Security (ISS): The security discipline concerned with the protection of information systems against unauthorized access to or modification of information, whether in storage, processing or transit and against the denial of service to authorized users, including those measures necessary to detect, document and counter such threats. Protection and maintenance of the information’s confidentiality, integrity, availability and accountability.

Investigation: The security discipline concerned with the systematic examination or inquiry to develop the facts and determine the truth of a matter. The investigative process may include: review of an incident location and documenting existing conditions; identification and interview of appropriate personnel; identification and review of relevant source data; analyze data to guide investigative efforts; identifying the need for and requesting technical investigative support; preparing investigative reports; and presentation of investigative activities and results.

Security Management: The security discipline responsible for identifying and integrating those functions and major tasks that are necessary to achieve the established security objectives and to maximize the benefits derived from the investment in and deployment of security resources.

Allied Disciplines:

Law Enforcement: The Law Enforcement mission is defined as the maintenance of social order within carefully prescribed ethical and constitutional restrictions includes: (1) the Protection of life and property, (2) the prevention of crime, (3) the enforcement of laws, (4) the detection and apprehension of offenders, and (5) performance of miscellaneous services. Two major subdivisions have been defined as policing and investigations.

Law Enforcement - Policing: the policing element is limited to those functions that are principally responsible for maintaining public order and safety, patrolling areas of responsibility, enforcing laws, responding to reports of incidents, accidents or crimes, arresting violators and conducting crime prevention activities.

Law Enforcement - Investigations: the investigations element is limited to those functions that are responsible for conducting criminal investigations, collecting evidence, preparing investigation reports and filing of the reports with appropriate authorities.
Safety and Emergency Services: The Safety and Emergency Services profession includes the many disciplines involved with, (1) fire suppression and fire prevention, (2) emergency medical life saving rescue operations, (3) hazardous materials containment and mitigation (4) emergency preparedness.

Intelligence: The Intelligence profession includes the many disciplines involved with, (1) The collection, processing, integration, analysis, evaluation, interpretation and reporting of available information concerning foreign countries or areas, and (2) develop products derived from information and knowledge about an adversary obtained through observation, investigation, analysis, or understanding.

Counterintelligence (CI): E.O 12333 defines CI as, counterintelligence means information gathered and activities conducted to protect against espionage, other intelligence activities, sabotage, or assassinations conducted for or on behalf of foreign powers, organizations, or persons, or international terrorist activities, but not including personnel, physical, document or communications security programs.

Additional Study Observations and Findings:
The identification of generally acceptable core competencies for professional security practitioners is complicated by the wide diversity in organizational mission statements for their security components.

The senior leadership of an organization has a significant impact on mission objectives and, consequently, on the definition of a security professional’s roles and functions in that entity.

Although several core competencies are held in common by security professionals and criminal justice/law enforcement professionals, it can be shown that security is a discrete field of academic study and not a subset of the criminal justice system. This, however, is made difficult because many security jobs include responsibilities for many of the other related and closely aligned professions. If one considers the basic mission established for law enforcement and compares that to the basic mission of the security profession, it is easy to understand why such a high percentage of senior managers and the constituency served by security functions may view security as a private law enforcement function. In many government organizations the two are often combined under common management, which further blurs the distinction between security functions and law enforcement objectives and functions. These perceptions may explain, to some extent, the general lack of understanding as to the possible contributions a competent security practitioner could make to the accomplishment of an established mission of any government agency/entity or the successful operation of a commercial enterprise. 

While the same job titles may be used to identify professional security practitioners in government and private sector entities, this does not mean that the incumbents have common responsibilities or tasks from organization to organization.  In addition, commonly used job titles do not necessarily reveal the incumbents’ core competencies or scope of security practice.

No clear consensus exists among security practitioners as to what constitutes a discipline within the security profession.  Job-specializations are often viewed as disciplines and sharp differences are found between the private sector and government entities.

A screening of candidate disciplines, based on an analysis of associated skills, knowledge, and abilities needed for performance, resulted in the designation of twenty-five candidates as concentrations or specializations rather than legitimate disciplines.

Researchers found that diverse views existed in both government and industry about the scope and constituent parts of the security profession.  Security has been described as a “profession by practice,” without a clear academic consensus or foundation about what constitutes this profession and with a regulatory basis that is fragmented at best.  Consequently, most contemporary security jobs have evolved based largely on four situational factors:

· The application of law enforcement and military defense principles and tactics to meet security needs.

· The recognition by organizations that the failure to attend to security related issues gave raise to an array of liabilities.

· Evolving understanding of existing threats and attention to the elements that contribute to an entity’s state of security.

· The specific needs and decisions of the employing entity

These factors have resulted in a condition where perceptions of the scope of responsibilities, duties, core competencies, reporting level, resources, and professional credentials for a security practitioner in one entity may vary widely from their contemporaries in other entities. This condition was observed to be even more pronounced at the senior management levels.

The objectives of any government organization’s security program are to manage and conduct its security operations in a manner that will:

· Provide a safe and secure working environment for employees and others who 
· Promote the facility's ability to recover from the occurrence of any destructive or disruptive events.
· Protect and preserve property, xe "property"resources and reputation/credibility against loss, theft, vandalism, espionage, sabotage, and other threats, attacksxe "threats" or acts of violence.
· Provide a Personnel Security program that provides the appropriate processes to assure that the people we deal with are who they say they are and are eligible/qualified for employment or to participate in some manner.   
· Provide an Information Security Programxe "Information Security Program" that provides the appropriate safeguards and controls of all categories of information requiring/needing protection to preserve the information’s integrity, privacy, reliability and availability.

· Provide the ability to detect, investigate and document any destructive or disruptive event or an occurrence that represents a violation of established security procedures.

Conclusions and Recommendations:
As we continue to move ahead to accomplish the JSTC mission and address the issues identified in this study, the community would greatly benefit from the adoption of the proposed seven core security disciplines of the security profession. The vetting of this proposed security architecture, among JSTC members, has shown no significant disagreement with the core security disciplines. The vetting of the proposed functions and tasks within the discipline architecture is being accomplished through JSTC’s series of functional panels. However, it has become clear that the process would benefit from the determination that we have concurred on the seven core disciplines. Such definition would also assist in working with OPM, the National Skills Standards Board (NSSB) and other government entities to explore the issues of common core competencies, education/training, professional skills recognition, common language, and professional development and certification programs. The NSSB identifies the definition of the subject matter core disciplines as the first step of their protocol for their Standards Assessment and Endorsement process.

We recommend that appropriate actions be taken to request that the JSTC formally adopt the proposed seven disciplines of the security profession, as the common definition of the security profession within the JSTC member community.
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