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I. SECURITY OPERATIONS OVERVIEW 

Security Operations:  Security Operations, as it applies to the government and government contractor relationship, is an amalgamation of the seven basic security disciplines: Personnel Security, Physical Security, Information Security, Communications Security, Information Systems Security, Investigations, and Security Management.  

Personnel Security is the procedure established to ensure that all personnel who have access to sensitive or classified information have the required authority as well as the appropriate clearance.  The security clearance and clearance maintenance process include such elements as the SF 86 (Questionnaire for National Security Positions), background investigation, adjudication, granting and maintaining clearances.  There are several existing academic disciplines that, when appropriately pieced together, would provide a strong foundation for the personnel security curriculum—criminal investigation, risk analysis, information analysis, and human sciences (psychology, sociology, anthropology) to name a few.

Physical Security is defined as that part of security concerned with physical measures designed to safeguard people, to prevent unauthorized access to equipment, facilities, material and information, and to safeguard them against damage and loss.  Successful physical security management involves threat and vulnerability assessments, risk analysis/management, cost benefit analysis and the employment of appropriate countermeasures.  Countermeasures may include policy (tactics, techniques and procedures), equipment and technology employed in any combination.  Academic disciplines that would build comprehensive physical security courses are: information analysis, building construction technology, physics, risk analysis, information systems.

Due to the technological and procedural similarities, Communications, Information and Information Systems Security are easily grouped.  Curriculum from existing academic programs such as information assurance, information systems security, computer information systems, computer science, and psychology could be assimilated into a program that would benefit the security professional.  
Communications Security (COMSEC) is defined as measures and controls taken to deny unauthorized persons information derived from telecommunications and to ensure the authenticity of such telecommunications. Communications security includes crypto security, transmission security, emission security, and physical security of COMSEC material. 

Information Security is the protection and defense of information and information systems against unauthorized access or modification of information, whether in storage, processing, or transit, and against denial of service to authorized users.  

Information Systems Security - Protection of information systems against unauthorized access to or modification of information, whether in storage, processing or transit, and against the denial of service to authorized users, including those measures necessary to detect, document, and counter such threats. 

Investigations - An investigation is an authorized, systematic, detailed examination or inquiry to uncover facts and determine the truth of the matter.  This may include collecting, processing, reporting, storing, recording, analyzing, evaluating, producing, and disseminating the authorized information.  Existing curriculum in Administration of Justice/Criminal Justice and Psychology could be used to meet the academic requirements for this discipline.  
Security Management has many definitions.  To narrow the scope for the Security Operations academic discipline, the following three definitions will be used: a) managing the security implications of strategic, personnel, resources, and infrastructure planning, policy enforcement, and management throughout the program life cycle; b) the handling or directing security programs with a degree of skill; c) to exercise executive, administrative, and supervisory direction over a security program and the personnel within the program.  
The term “program” also has multiple definitions.  Again, to narrow the scope for the Security Operations academic discipline, the following two definitions will be used: a) a program is often associated with the research and development, acquisition, contract adherence, and employment of a weapon or intelligence gathering system; and b) security operations of a compound, facility, installation, etc.  

The backbone of security within a national-level program, described in the first definition above, is the program security officer (PSO).  The PSO uses all seven basic security disciplines to accomplish their multiple tasks.  The overall mission of the PSO is to prevent unauthorized disclosure of program capabilities, that if disclosed could cause loss of life or reduce the ability of the United States Government from leveraging of the elements of national power—DIME: Diplomatic, Information, Military, Economic.  Program security must be engaged from program concept to execution.   As an example, the following PSO job description was taken from The Washington Post classified section:  
The PSO oversees the security aspects of a program in coordination with customer and company security personnel and in accordance with contractual guidelines. Duties may include: coordinating program indoctrination and refresher briefings; accrediting and operating secure areas up to the TS/SCI level; writing Security Plans; maintaining COMSEC account(s); receiving and transmitting classified documents; maintaining classified document control inventories; preparing personnel security questionnaires; escorting visitors as required; preparing for classified meetings; preparing and maintaining outgoing and incoming visitor control databases; assisting with offsite security issues; conducting security awareness training and education; processing all required security clearance documentation, ensuring that security clearance actions are performed in a timely manner, implementing facility access procedures, and incident response and reporting. The position will require participation in security assessments and direct interface with customer representatives. The PSO will ensure proper security procedures are designed, published, adhered to and correctly implemented by on-site personnel. The PSO will report to the division manager and may supervise or coordinate the activities of other division staff members. This individual will also act as the security liaison with the business unit security staff.  
II. Common Academic & Employability Skills and Knowledge for the Security Professional

1. Ability to Learn—Recognize and use learning techniques and recall available information to apply and adapt new knowledge and skills in both familiar and changing situations. Use multiple approaches when learning new things. Assess how one is doing when learning or doing something. Keep up to date technically and know one’s own job and related jobs.
2. Adaptability—Change one’s own behavior or work methods to adjust to other people or to changing situations or work demands; be receptive to new information, ideas or strategies to achieve goals.
3. Analyzing and Solving Problems—Anticipate or identify problems and their causes; develop and analyze potential solutions or improvements using rational and logical processes or innovations and creative approaches when needed.

4. Building Consensus—Build consensus among individuals or groups by facilitating agreements that involve sharing or exchanging resources or resolving difference in such a way as to promote mutual goals and interest; by persuading others to change their points of view or behavior without losing their future support; and by resolving conflicts, confrontation, and disagreements while maintaining productive working relationships. 

5. Gathering and Analyzing Information—Obtain facts, information or data relevant to a particular problem, question or idea through observation of events or situations, discussions with others, or research or retrieval from written or electronic sources; organize, integrate, analyze and evaluate information.
6. Initiative/Motivation—Exert a high level of effort and perseverance towards goal attainment. Work hard to become excellent at doing tasks by setting high standards, paying attention to details, working well and displaying a high level of concentration even when assigned an unpleasant task. Display high standards of attendance, punctuality, enthusiasm, vitality and optimism in approaching and completing tasks. Demonstrate willingness to take on responsibilities and challenges and do what is needed without being asked.

7. Integrity/Honesty—Demonstrate dependability, conscientiousness, integrity and accountability. Show commitment to doing the job carefully and correctly. Fulfill obligations and be reliable, responsible and trustworthy. Perform tasks thoroughly and completely. Demonstrate honesty and avoidance of unethical behavior.

8. Leading Others—Motivate, inspire, and influence others toward effective individual or teamwork performance, goal attainment, and personal learning and development by serving as a mentor, coach and role model and by providing feedback and recognition or rewards.
9. Listening—Attend to, receive and correctly interpret verbal communications and directions through cues such as the content and context of the message and the tone, gesture and facial expression of the speaker.
10. Maintain Professional Demeanor—Demonstrate credibility and authority in issuing instructions and making requests to individuals and in performing duties. Maintains firm and direct tone of voice, authoritative posture, manner and bearing.
11. Making Decisions and Judgments—Make decisions that consider relevant facts and information, potential risks and benefits, and short- and long-term consequences or alternatives.
12. Mathematics—Understand, interpret and manipulate numeric or symbolic information; solve problems by selecting and applying appropriate quantitative methods such as arithmetic and estimation.
13. Organizing and Planning—Organize and structure work for effective performance and goal attainment; set and balance priorities; anticipate obstacles; formulate plans consistent with available human, financial, and physical resources; modify plans or adjust priorities given changing goals or conditions.
14. Reading—Understand and use written information that may be presented in a variety of formats, such as text, tables, lists, figures, and diagrams; select reading strategies appropriate to the purpose, such as skimming for highlights, reading for detail, reading for meaning and critical analysis.
15. Science—Understand and apply the basic principles of physical, chemical, biological and earth sciences, understand and apply the scientific method, including formulating and stating hypotheses and evaluating them by experimentation or observation.

16. Self and Career Development—Identify own work and career interests, strengths and limitations; pursue education, training, feedback or other opportunities for learning and development; manage, direct and monitor one’s own learning and development.

17. Speaking—Express ideas and facts orally in a clear and understandable manner that sustains listener attention and interest; tailor oral communications to the intended purpose and audience.

18. Stress Tolerance—Demonstrate maturity, poise and restraint to cope with pressure, stress, criticism, setbacks, personal and work-related problems, etc. Maintain composure, keeping emotions in check, controlling anger, and avoiding aggressive behavior even in very difficult situations. Accept criticism and deal calmly and effectively with high-stress situations.
19. Using Information and Communications Technology—Select, access and use necessary information, data, and communications related technologies, such as basic personal computer applications, telecommunications equipment, Internet, electronic calculators, voice mail, email, facsimile machines and copying equipment to accomplish work activities.
20. Using Interpersonal Skills—Interact with others in ways that are friendly, courteous and tactful and that demonstrate respect for individual and cultural differences and for the attitudes and feelings of others.

21. Visual Observation—Notice details and take in and recall incoming visual sensory information and use it to make predictions, comparisons and/or evaluations. Recognize differences or similarities, or sensing changes in circumstances or events; discern between relevant visual cues or information and irrelevant or distracting information.
22. Working in Teams—Work cooperatively and collaboratively with others to achieve goals by sharing or integrating ideas, knowledge, skills, information, support, resources, responsibility and recognition.

23. Writing—Express ideas and information in written form clearly, succinctly, accurately, and in an organized manner; use English language conventions or spelling, punctuation, grammar, and sentence and paragraph structure; and tailor written communication to the intended purpose and audience.
III. Occupational & Technical Knowledge & Skills
Personnel Security Discipline 

1. Policies, regulations, guidelines and ethical standards that govern the conduct of Personnel

Security Investigations (including, but not limited to):

• Investigative standards

• Section 1001 and 1905, Title XVIII US Code and other applicable laws

• ICD 704
• EO 12968

• EO 10450

• Privacy Act 1974 & Freedom of Information Act

• Ethical standards (prohibitions and forbidden topics)

• Other policies and directives

2. Adjudicative guidelines

• Allegiance to the United States

• Foreign influence

• Foreign preference

• Sexual Behavior

• Personal Conduct

• Financial considerations

• Alcohol consumption

• Drug involvement

• Emotional, mental, personality disorders

• Criminal conduct

• Security violations

• Outside activities

• Misuse of information technology systems

3. Investigation concepts, principles, and practices (including, but not limited to):

• Types of investigations

• Scope of investigations

• Coverage requirements for each type of investigation (e.g., Single Scope Background

Investigations (SSBI) and SSBI-Periodic Reinvestigations)

4. Case and time management strategies

5. Interviewing techniques (including, but not limited to):

• Policies regarding telephonic interviews

• Handling requests for presence of representation during interviews

6. Guidance regarding proper taking, use and handling of investigative notes

7. Threat situation and their impact (including, but not limited to):

• Counter-intelligence and counter-terrorism

• Personal safety and environment

8. Concepts, principles, and practices of polygraph use

9. Case-related information regarding government and private organizations’ functions and structure

10. Concepts, principles, and practices associated with standard reporting format

11. Types of sources

12. Concepts, principles, and practices associated with the application of adjudicative criteria, disqualifying factors, and mitigating factors

13. Agency-specific terminology, structure, instructions, correspondence procedures, or regulations

14. Levels of clearance and access

15. Interim access criteria and justifications

16. Terminologies (including, but not limited to):

• Medical/mental health terminology

• Financial terminology

• Legal terminology

• Alcohol/Drug terminology

• Criminal behavior terminology

• Immigration and naturalization terminology

17. Special Program case procedures (including, but not limited to):

Special Access programs

18. Physical security requirements associated with personnel security

19. Computer and information systems usage guidelines (including, but not limited to):

• IT-based applications related to personnel security (proper use, rules and guidelines)

20. Concepts, principles, and practices of financial analysis

21. Hostile countries and organizations

22. Case processing procedures

23. Information elicitation techniques

24. Concepts and principles of clearance, access, reliability, suitability, and trustworthiness

25. Computer and information systems usage guidelines (including, but not limited to):

• IT-based applications related to personnel security (proper use, rules and guidelines)

26. Concepts, principles, and practices of financial analysis

27. Hostile countries and organizations

28. Case processing procedures

29. Information elicitation techniques

30. Concepts and principles of clearance, access, reliability, suitability, and trustworthiness

31. Ethical issues associated with personnel security

32. Concepts, principles, and practices of proper control of records

33. Third party release provisions

34. Risk management concepts, principles, and practices

35. Record management requirements as related to personnel security

36. Information Assurance requirements as related to personnel security

37. Information System Security requirements as related to personnel security

38. Operations Security Program requirements as related to personnel security

39. Personnel security-related funding, manpower requirements and budgeting programs

40. Communications Security Program requirements as related to personnel security

41. Personnel security regulations and processes including protected information status, determination, assessment procedures, security, marking, control, accountability, and safeguarding of records

42. Preparation, coordination, and execution of MOU, MOA, Interservice Support Agreements, and Service Level Agreements

43. Program evaluation concepts, methods, and techniques

44. National disclosure policies

45. Development, preparation, and execution of personnel security presentations and briefings

46. Development, preparation, and execution of personnel security plans

47. Development, preparation, and execution of personnel security policies and procedures

48. Vital records concepts, principles, and practices

49. Design and development of personnel security training and instruction

50. Methods for analyzing, organizing, compiling, and reporting personnel security data

Physical Security 

51. Laws, regulations, concepts, principles, and technology related to physical security including, but not limited to:

• Interpretation of legal documents

• Research processes and procedures

• Principles for determining physical security measures to support mission

• Principles for integrating physical security protocols to ensure appropriate level of protection 
• Deviation, waiver, and/or exception concept

• establishing location boundaries

• Concept of Continuity of Government (COG) oversight

• Concept of operations (CONOP) for the specific site and/or mission regarding protective forces needed for operational personnel

52. Developments and advances in security systems, methods, equipment, and techniques including, but not limited to:

• Security equipments, operations, and sources of options

• Evaluation of commercially available integrated systems

• Principles for establishing technical standards (e.g., STC-TEMPEST)

• Principles for defining technical security measures (e.g., IDS, CCTV, Guard Access Control)

• Concept of protection levels

• Technology types, levels and applications

• C3I requirements (e.g., elements of facility construction and limitations, types of systems/equipment required)

• Development of plans and procedures to operate physical security-related systems

• Procedures for establishing a “3 level” (i.e., telephone, radio, RF) communication system

• Principles for establishing training and maintenance requirements to manage security system sustainability

53. Physical security regulations and procedures required to protect mission essential areas including, but not limited to:

• Principles for establishing operations/mission of special security areas

• Unique operational requirements of special security areas

• Principles for establishing inspection and certification processes associated with special security areas

54. Interview and elicitation techniques

55. Physical security survey/inspection and technical site survey inspection techniques including, but not limited to:

• Physical security regulations for initiating inspections, assessments, and/or reviews

• Concepts, principles, and methods for determining effectiveness of security measures, operability, and performance testing

• Use and interpretation of analytical and software system data to evaluate and model facility security system

56. Multi-layered security systems involving access controls, barriers, protection devices, monitoring equipment, security forces, and intrusion detection equipment including, but not limited to:

• Barrier types, their protective capabilities, and security effectiveness

• Types of lighting, protective levels relative to lumens available, and power sources

• Concepts and principles of time and distance factors (i.e., deny, delay)

• Layered defense concept

• Procedures for employing/deploying IDS/surveillance equipment to facilitate detection and response based on layered defense concept

• Equipment, processes, and physical security measures to control access (technology integration)

• Authorized access to specific areas versus general access

• Use of monitoring and detection systems (e.g., IDS and CCTV)

57. Methods for effective presentation of physical security and law enforcement data.

58. Risk analysis and vulnerability assessment techniques including, but not limited to:

• Principles and methods for assessing vulnerabilities

• Principles and methods for identifying and verifying physical security threats

• Principles and methods for assessing threats against physical security vulnerabilities

• Principles and methods for evaluating threat and intelligence information

59. Concepts, practices, and principles associated with recovery/restoration programs

60. Development, preparation, and execution of physical security policies and procedures

61. Concepts, principles, and practices related to crime prevention including, but not limited to:

• Crime prevention, property, and inventory control and how to develop security plans associated with them

• Methods for analyzing crime trends and statistical data

62. Development, preparation, and execution of physical security plans including, but not limited to:

• Operational impacts on physical security measures (e.g., sizing security areas against operational parameters and physical security requirements)

• Relationship between the logistical, operational, and mission-driven requirements of location and security protection measures

• Principles for developing and implementing response plans

• COOP plans to specifically include capabilities and respective limitations

• Principles of how to determine level of command, control, communications, computer, and intelligence based on operational goals and objectives

• Program evaluation principles (e.g., collect data, define physical security parameters, acknowledge problems, advise corrections, and evaluate programs)

• Installation mobilization/deployment contingency plans, regulations, and procedures

63. Laws, regulations, concepts, principles, practices, and technology related to law enforcement operations including, but not limited to:

• Local, state, federal legal requirements and standards (including their implications on authority and jurisdictional limitations)

• Arrest powers and areas of cognizance

• Law and policies relative to arrest, detention, search, inspection, and use of force

• Local restrictions

• Laws and techniques of search, seizure, and the use of force

• Civil rights of individuals and the rights of suspects

• Laws, regulations, and procedures pertaining to the collection, preservation, and accountability of evidence

• Security concepts and procedures for vehicle movements and parking (e.g., traffic flow patterns, traffic control devices)

64. Laws, regulations, concepts, principles, practices, and technology related to security guard operations including, but not limited to:

• Principles associated with determining fixed posts and roving patrol needs, deployment, and response techniques, tactics and strategies

• Writing post and patrol orders

• Principles associated with determining and using individual and team guard force equipment

• Applying First Aid and CPR

• Using assigned weapons and intermediate force equipment (e.g., chemical, baton, handcuffs)

• Recognizing and handling “abnormal” persons

• Using the Incident Command System

• Report writing procedures

• State uniform wear law

65. Chemical, biological, radiological, nuclear, and explosive (CBRNE) and HAZMAT standards, requirements, and techniques including appropriate response protocols

66. Conventional arms, ammunition, and explosives security standards, requirements, and techniques including, but not limited to:

• Principles for determining threat of arms, ammunition, and explosives

• Protection levels needed for specific weapons and ammunitions (including construction standards for building armory)

• Concept of sympathetic detonation and protection measures available for use

67. Civil disturbance operations and emergency planning including, but not limited to:

• Principles for developing a resource plan and other aspects needed to provide emergency response

• Principles for developing and establishing emergency plans (including training as to what responses are appropriate)

• Principles for establishing security evacuation procedures (including related protections needed when outside the evacuated area)

• Principles for developing an internal emergency response plan

• Principles for coordinating with functional experts (e.g., fire department, medical, HAZMAT, outside agencies) to determine executability and applicability of existing bomb threat plans

• Principles for establishing procedures to reduce/minimize mass-casualty producing events

68. Combating terrorism techniques including determining threat conditions, assessment of risks, and development of countermeasures

69. Principles for designing buildings and posts to address terrorist threat

70. Design of exercises to test security force effectiveness

71. Laws and regulations governing the release of information (e.g., FOIA, Privacy Act)

72. Information, personnel, technical, industrial, operations, and information systems security requirements as related to physical security

73. Engineering terminology and methods pertaining to construction, barriers, space utilization, electrical schematics, and blueprints for facility and protective system design including, but not limited to:

• Using maps and geographical coordinate systems

• Relationship between construction materials/structures and security protection measures 
• Reading blueprints and schematics

• Protective engineering designs and standards

• Applying internal control techniques, to include use of environmental and building design features

• Interpreting design and engineering documents

74. Security investigation methods and techniques including, but not limited to:

• Methods for analyzing security incident trends and statistical data

75. Contracting, procurement, acquisition and technical proposal evaluations related to physical security including, but not limited to:

• Elements of statements of work (SOW)

• Physical security impact of constraints from agreements

• Contract administration guidelines and principles

• Procedures for evaluating the physical security dimensions of MOUs and MOAs

76. Regulations governing the security of special security operations and/or areas including, but not limited to:

• Protective characteristics and functions of specialized shelter/bunker

• Requirements for use of vaults and containers

• Principles for coordinating movement of assets and associated levels of protections (including applicable guidelines and procedures)

• Principles for determining/analyzing how required courier/escort services will be executed

77. Property and supply accountability directives, regulations and procedures

78. Regulations and procedures related to controlled cryptographic gear and items

79. Protocols for evaluating, coordinating, and implementing physical security training and instruction including, but not limited to:

• Determining training needs, methodologies, and how to conduct appropriate training

• Principles for identifying individual skill sets, previous training, experience, and education to perform associated tasks

• Principles for identifying training agenda, scope, material, and how to determine outcomes

80. Physical security funding, manpower requirements, and budgeting programs including, but not limited to:

• Principles for determining manpower requirements

• Principles for analyzing costs and benefits associated with physical security options

• Principles for determining priority to meet identified requirements

• Principles for determining manpower utilization

• Principles for identifying available resources, how to obtain resources, and how to determine scope of resource needs based on mission and directives

• Financial management principles (e.g., budget management and control; cost and benefit analysis)

• Principles for conducting A-76 studies (e.g., comparing govt. and contract work) and how it relates to govt. jobs and costs

81. Federal, state, and local emergency management organizations and procedures including, but not limited to:

• Emergency services and how to determine physical security significance of service constraints

• Local agencies, their capabilities, and response characteristics

• Internal/external service capabilities

• Concurrent agreements

• Principles for establishing alert call list

82. National fire prevention codes applicable to physical security including, but not limited to:

• Applying basic NFPA life safety standards and other code requirements relating to physical security

• Basic fire behavior principles

83. K9 concepts, procedures, and guidelines
Information Security

84. Information security regulations and processes including classification status determination, assessment procedures, security, classification, declassification, reclassification, marking, control, accountability, and safeguarding of records

85. Developments and advances in information security systems, methods, equipment, and techniques 
86. Methods for analyzing, organizing, compiling, and reporting information security data

87. Threat, vulnerability, and risk assessment techniques associated with information security

88. Concepts, practices, and principles associated with recovery/restoration of information security program data

89. Development, preparation, and execution of information security plans

90. Development, preparation, and execution of information security policies and procedures

91. Concepts, principles, and practices related to protected information loss prevention as it relates to information security

92. Development, preparation, and execution of emergency and/or continuity plans as it related to information security

93. Laws and regulations governing the release of information (e.g., FOIA, Privacy Act), and Statutes and Executive Orders governing the protection of specific types of records (e.g., EO 12958 as amended, Atomic Energy Act, Section 119, Title X, U.S. Code). This includes (but is not limited to):

• Regulations, concepts, and principles related to data aggregation

• Security assistance policies including laws, regulations, and policies controlling U.S. transfer of arms and services to foreign governments and international organizations (e.g., Arms Export Control Act of 1976)

94. Physical security requirements as related to information security

95. Record management requirements as related to information security

96. Information System Security requirements as related to information security

97. Personnel Security Program requirements as related to information security

98. Operations Security Program requirements as related to information security

99. Contracting, procurement, acquisition, research, and technical proposal evaluations related to information security (including content and format of technical contract specifications)

100. Design and development of information security training and instruction

101. Information security-related funding, manpower requirements, and budgeting programs

102. Communications Security Program requirements as related to information security

103. Information security regulations and processes including protected information status, determination, assessment procedures, security, marking, control, accountability, and safeguarding of records

104. Development, preparation, and execution of information protection program (including the development, preparation, and application of protected information guidelines)

105. Development, preparation, and execution of protected information handling procedures

106. Program evaluation concepts, methods, and techniques

107. Preparation, coordination, and execution of MOU, MOA, Interservice Support Agreements, and Service Level Agreements

108. Protection concepts associated with the information assurance features of availability, integrity, authentication, confidentiality, and non-repudiation

109. Integration of information technologies (e.g., biometrics, information tracking, bar code, geo-spatial information)

110. Principles, concepts, and methods for information storage, distribution, and transportation

111. Developments and advances in emerging technologies (e.g., PDAs, PEDs, wireless networks, internet/intranet, nanotechnology, and artificial intelligence) and their applications and trends in information management

112. Media and equipment transportation policies including USPS regulations and transportation requirements for non-postal service carriers (e.g., government and federal courier agencies)

113. Electronic, optical, and other energy transfer of information (e.g., laser, fax, email, and web pages) policies and requirements

114. Classification management and other protected information concepts and terms (including concepts and principles of original and derivative classification)

115. Equity recognition, decision support, and appeals

116. Redaction techniques and processes

117. National disclosure policies

118. Protection principles associated with human knowledge

119. Failure analysis concepts, methods, principles, and techniques

120. Development, preparation, and execution of information security presentations and

Briefings

Security Investigations

121. Laws, policies, regulations, and guidelines applicable to the conduct of investigations

122. Nature, types, and categories of ethical issues related to cases (including, but not limited to):

• Fiduciary

• Conflict of interest

• Attorney-client

• Applicable aspects of laws, codes, and regulations

123. Investigation concepts, principles, and practices (including, but not limited to):

• Types of investigations: Administrative vs. Criminal

• Scope of investigations

• Coverage requirements for each type of investigation

124. Interviewing and interrogation techniques (including, but not limited to):

• Policies regarding interviews and recording of interviews

• Handling requests for presence of representation during interviews

• Techniques for detecting deception

• Methods and techniques of eliciting admission and/or confession

125. Guidance regarding proper taking, use and handling of investigative notes

126. Concepts, principles, and practices of polygraph use

127. Case-related information regarding government and private organizations’ functions and structure

128. Concepts, principles, and practices associated with standard reporting format

129. Agency-specific terminology, structure, instructions, correspondence procedures, or regulations

130. Terminologies (including, but not limited to):

• Medical/mental health terminology

• Financial terminology

• Legal terminology

• Alcohol/Drug terminology

• Criminal behavior terminology

• Immigration and naturalization terminology

131. Unique/precedent-setting case laws

132. Computer and information systems usage guidelines

133. Hostile countries and organizations

134. Concepts and principles of clearance, access, reliability, suitability, and trustworthiness

135. IT-based applications related to investigation (proper use, rules and guidelines)

136. Concepts, principles, and practices of proper control of records
Information Systems Security

1. Laws and Regulations

Federal govt.-wide and organization-specific laws, regulations policies, guidelines, standards, and procedures mandating requirements for the management and protection of information technology resources.

Federal Laws and Regulations

Federal Standards and Guidelines

Legal and Liability Issues

Organization Policy

Guidelines, Standards, and Procedures Development

Organization Program

Issue-specific

System-specific

2. Information Technology Security Program

A program established, implemented, and maintained to assure that adequate IT security is provided for all organizational information collected, processed, transmitted, stored, or disseminated in its general support systems and major applications. 

Organization-wide IT Security Program

System-level IT Security Program

Elements of IT Security Program

Roles, Responsibilities, and Accountability

· Senior Management

· Organization-wide IT Security Mgrs.

· Program and Functional Mgrs.

· System/Application Owners

· Information Owner/Custodian

· IT System Security Mgrs.

· Contractors

· Related Security Program Mgrs

· Users

3. System Environment

The unique technical and operating characteristics of an IT system and its associated environment, including the hardware, software, firmware, communications capability, and physical location.

IT Architecture

Hardware types

Operating software

Application software

Communication requirements

Facilities planning

Processing workflow

Utility software

Associated threats

Associated vulnerabilities

4. System Interconnection

The requirements for communication or interconnection by an IT system with one or more other IT systems or networks, to share processing capability or pass data and information in support of multi-organizational or public programs.
Communications Types

Network Architecture

Electronic Mail

Electronic Commerce

· EFT

· Electronic Data Interchange

· Digital Signatures
· Electronic Signatures

Access Controls (e.g., firewalls, proxy servers, dedicated circuits)

Monitoring

Cryptography

5. Information Sharing

The requirements for information sharing by an IT system with one or more other IT systems or applications, for information sharing to support multiple internal or external organizations, missions, or public programs.
Communications Types

Network Architecture

Electronic Mail

Electronic Commerce

· EFT

· Electronic Data Interchange

· Digital Signatures

· Electronic Signatures

Access Controls (e.g., firewalls, proxy servers, dedicated circuits)

Monitoring

Cryptography

Data Ownership

Protection and Labeling of Data Storage Media

6. Sensitivity

An IT environment consists of the system, data, and applications which must be examined individually and in total. All IT systems and applications require some level of protection which is determined by an evaluation of the sensitivity and criticality of the information processed, the relation of the system to the organization missions and the economic value of the system components
Confidentiality

Integrity

Availability

Criticality

Aggregation

7. Risk Management

The ongoing process of assessing the risk to IT resources and information, as part of a risk-based approach used to determine adequate security for a system, by analyzing the threats and vulnerabilities and selecting appropriate cost-effective controls to achieve and maintain an acceptable level of risk.
Risk Assessment, Analysis, Mitigation

Uncertainty Analysis

Threats, Vulnerabilities, Risks

Probability Estimation

Rate of Occurrence

Asset Valuation

Adequate and Appropriate Protection of Assets

Cost Effectiveness

Cost-Benefit Analysis

Application Security Reviews/Audits

Verification Reviews

Internal Control Reviews

EDP Audits

8. Management Controls

Actions taken to manage the development, maintenance, and use of the system, including system-specific policies, procedures, and rules of behavior, individual roles and responsibilities, individual accountability and personnel security decisions

System/Application Responsibilities

· Program and Functional Mgrs

· Owners and Custodians

· Contractors

· Related Security Program Mgrs

· IT System Security Mgr

· Users

System/Application-Specific Policies and Procedures

Standard Operating Procedures

Personnel Security

· Background Investigations

· Position Sensitivity

· Separation of Duties and Compartmentalization
System Rules of Behavior

· Assignment/Limitation of System Privileges

· Connection to Other Systems and Networks

· Intellectual Property/Copyright

· Remote Access

· Official vs. Unofficial System Use

· Individual Accountability

Sanctions or Penalties for Violations

9. Acquisition/Development/Installation/Implementation Controls

The process of assuring that adequate controls are considered, evaluated, selected, designed and built into the system during its early planning and development stages and that an on-going process is established to ensure continued operation at an acceptable level of risk during the installation, implementation, and operation stages.

Life Cycle Planning

Security Activities in Life Cycle Stages

Security Plan Development and

Maintenance

Security Specifications

Configuration Management

Change Control Procedures

Design Review and Testing

Authority to Operate
· Certification/Recertification 
· Accreditation/Re-accreditation

Acquisition Specifications

Contracts, Agreements, and Other Obligations

Acceptance Testing

Prototyping

10. Operational Controls

The day-to-day procedures and mechanisms used to protect operational systems and applications. Operational controls affect the system and application environment.
Physical and Environmental Protection

· Physical Security Program

· Environmental Controls

· Natural Threats

· Facility Management

· Fire Prevention and Protection

· Electrical/Power

· Housekeeping

· Physical Access Controls

· Intrusion Detection/Alarms

· Maintenance

· Water Plumbing

· Mobile and Portable Systems

Production, Input/Output Controls
· Document Labeling, Handling & Storing

· Media Labeling, Handling & Storing

· Disposal of Sensitive Material

· Magnetic Remnance

Contingency Planning

· Backups

· Contingency/Disaster Recovery Plan Development, Testing, & Contracting

Audit and Variance Detection 
· System Logs and Records 
· Deviations from Standard Activity

Hardware and Software Maintenance Controls

Application Software Maintenance Controls

Documentation

11. Awareness, Training, and Education Controls

Awareness programs set the stage for training by changing organizational attitudes to realize the importance of security and the adverse consequences of its failure. 
Training teaches people the skills that will enable them to perform their jobs more effectively.

Education is targeted for IT security professionals and focuses on developing the ability and vision to perform complex, multi-disciplinary activities.

12. Technical Controls

Consist of hardware and software controls used to provide automated protection to the IT system or applications. Technical controls operate within the technical system and applications.

User Identification and Authentications 

· Passwords, Tokens, Biometrics, Single Log-In

Authorization/Access Controls

· Logical Access Controls

· Role-Based Access

· System/Application Privileges

Integrity/Validation Controls
· Compliance with Security Specifications and Requirements

· Malicious Program/Virus Protection, Detection, and Removal

· Authentication Messages

· Reconciliation Routines

Audit Trail Mechanisms
· Transaction Monitoring 
· Reconstruction of Transactions

Confidentiality controls

· Cryptography

Incident Response

· Fraud, Waste or Abuse

· Hackers and Unauthorized User Activities

· Incident Reporting and Investigation

· Prosecution

Public Access Controls
· Access Controls 
· Need-to-know and Privileges

Control Objectives and Protection Requirements
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