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SEN. ROCKEFELLER: This hearing will cone to order. | would
severely hope that there would be a couple other nenbers. | think it would
be courteous and in their interest and in the national interest if several of
our menbers showed up. |If they're a fewmnutes late, that's okay. |I|f they

don't show up, that's not so okay. And we m ght have something nore to say
about that.

In any event, we're presented with the full array of our nationa

intelligence structure. And the intelligence community (sic) neets to
hear fromthis community, intelligence comunity, about security threats
facing our nation. It is appropriate that we begin this annual threat

hearing and that we do it in public. W do it every year. Sonetinmes they've
gone on for a long tinme. And what we've done this is time is to ask each of
you, with the exception of the director, to hold your coments to five

m nutes, which will be very interesting in the case of the CIA to see if
that can actually be done. (Laughter.)

But anyway, you're the fol ks that keep us safe. W in Congress
aut horize and appropriate funds for what you do. The Anerican people have a
ri ght to know where our resources are going insofar as that's appropriate,
what intelligence officials consider to be the greatest threats, and what
actions our government is taking to prevent those threats.

And as we've learned nany tinmes, our intelligence programs will only
be successful if the American people are informed. It's a relative
statenent, but they have to feel that they're a part of this equation, and
that's what hel ps us get appropriations and gets bills passed, hopefully, and
nmakes the process work.

Today the committee will want to hear how our intelligence
comunity assesses the inmmedi ate threats fromterrorist organi zati ons. W do



that each year, starting with the continued threat posed by al Qaeda.
believe this threat has actually grown substantially since |ast year's threat

review. |'Il be interested if you agree, particularly in Afghanistan and
Paki stan. And | hope to focus closely on that threat hearings -- in today's
hearings and throughout the year. [It'll be part of the vice chairman's and

ny schedul e t hroughout the year.

As you know, al Qaeda's war against the United States did not start
on Septenber 11. It started before that and did not end on that tragi c day.
Since that tinme our intelligence agencies have been successful in identifying
and preventing new al Qaeda attacks in this country, nost of which cannot be
di scussed publicly. But progress has been m xed. And unfortunately, nmany of
our government's policies have, in fact, hindered our counterterrorism
activities.

After 9/11 the invasion of Afghanistan by U S. and coalition forces
drove the Taliban from power, had Osama bin Laden on the run, and was on the
verge of depriving al Qaeda of the very sanctuary that it needs in order to
pl ot and carry out its nurderous designs. Then the focus of America's
mlitary forces and intelligence resources were m stakenly shifted from
del i vering a decisive bl ow agai nst al Qaeda, which is the eneny. |Instead
these resources were diverted to the invasion of Iraq and the overthrow of
Saddam Hussei n, and one can have argunents about that.

Now, six and a half years later after the 9/11 attack, bin Laden
remains at large. That is a source of enbarrassnent and concern to all of
you. And al Qaeda operates in a terrorist safe haven al ong the Afghani stan-
Paki stan border fromwhich it trains and directs terrorist cells, perhaps
with nmore confidence than ever.

Al Qaeda has used this border safe haven to reconstitute itself and
| aunch of fensive operations that threaten to undo the stability of
Af ghani stan and underm ne, if not overthrow, the Pakistan governnment. And
tragically, like before 9/11, al Qaeda was once again secured a base of
operation fromwhich to plot and direct attacks against the United States.

Unfortunately, our continued mlitary occupation of Iraq conpounds
the counterterrorismchall enge that we face as it is used for terrorist
propaganda purposes to fuel the recruitnent of Islanic jihadists. As
evi denced by the Madrid and London bonbings, violent extrem smis spreading
at an alarming rate and making inroads into disaffected popul ations in Europe
and el sewhere. That seens to continue to grow.

Al of this leads to sonme tough but necessary questions for our
wi tnesses. Wiy has al Qaeda been allowed to reconstitute a terrori st
sanctuary al ong the Afghani stan-Paki stan border fromwhich to threaten the
stability of the region and plot against the United States? How is the
threat posed by this al Qaeda safe haven different fromthe one that al Qaeda
benefited fromprior to 9/11?

How have the terrorist threats facing the governnents in Kabul and
| sl amabad changed in the past year? And how willing and capabl e are those
governnents to go after al Qaeda within their own borders?

Are the United States and its allies losing the war of ideas to the
virul ent nessage of the terrorists? Does the continued existence and
operation of a separate ClIA systemof -- for terrorists enploying secret



interrogation techni ques underm ned our noral standing and the willingness of
ot her countries to cooperate with us?

I's our continued mlitary presence in lraq generating nore terrorists
and nore Islamc radicals around the world than we are capturing or that we
are killing?

Since |ast year's world-w de threat review, another thousand
Anerican servicenmenbers have been killed in Irag, not to speak of those who
have been wounded, externally and internally. Polls consistently show that a
| arge nunber of Iraqis oppose the presence of coalition forces. That doesn't
seemto deter us. The commttee has ongoing scrutiny of intelligence on
Iraq, and that will continue -- nostly in classified sessions -- but the
public needs to know whether intelligence perceive that lIraq is noving
towards the kind of political reconciliation that was the objective of the
U S surge in the first place and of the whole effort in the first place. |Is
it happeni ng?

Goi ng beyond the war and terrorist threats of today, the commttee
is particularly concerned about the proliferation of nuclear weapons
technol ogy and the threat posed to our security by those who possess them and
those who may possess themin the future. |'mparticularly concerned about
the security and safeguard of weapons and fissile material in Russia and
states of the former Soviet Union. This is sonmething | have expressed concern
about for several years, and many of us have, and sonethi ng our governnent
nmust address but is not putting up the noney to address. But potentia
threat to our honel ands are not just about al Qaeda and nucl ear
proliferation. Threats can come in unfamliar ways. And because our society
is very conplex, we are vulnerable to threats that we may not fully
appreci ate.

In this regard, |'mvery concerned about the potential of
cyberattacks that have al ready been executed and our ability to protect our
critical infrastructure, that this is something that we have di scussed
before. Cybersecurity is a grow ng subject of inportance that will be
addressed by the conmttee in detail intensely in the com ng weeks.

Clinmate change al so poses a long-termthreat to us, in all ways that
we are only beginning to understand. Mire attention needs to be paid toit,
and |'mextrenely gratified that the intelligence community is grappling
seriously with the issue. W eagerly await the National Intelligence
Council's assessnment of the national security inpact of clinmate change due
out this spring. Before introducing the witnesses who are sitting in front
of us, | want to pay tribute to a | arge nunber of anonynous heroes who are
risking their lives abroad or working long hours in headquarters to coll ect
the intelligence and provide the analysis on which your testinony today is
based. W have the rare privilege in this conmmttee of seeing what nost of
the public does not. W are constantly inpressed with the dedication and the
prof essionalismof the intelligence officials that we encounter. Anericans
can be proud of the men and wonen of the U S. intelligence comunity.

I ndeed, our occasional and, | hope, constructive criticisns are a neasure of
the high standards that we routinely expect.

Now | et ne introduce the distinguished witnesses before us today,
and then | will turn to the distinguished vice chairman. And they w || speak
in this order, please. Admral M chael MConnell, director of Nationa
Intelligence; General M ke Hayden, director of the Central Intelligence



Agency; M. Randall Fort, assistant secretary of State for Intelligence
Research; M. Robert Muieller, director of the Federal Bureau of

I nvestigation; and Lieutenant General M chael Maples, director of the Defense
Intelli gence Agency.

It's worth noting that Director McConnell's remarks have been
coordinated with his intelligence coll eagues, who will nonethel ess have a
chance to offer their own comrents after his statement.

| believe that this procedure and format is not only synbolically
inmportant, it gives real nmeaning to the structural reforns that were
instituted under the 2004 Intelligence Reform Act. W now have a DNI who
authentically represents and oversees the 16 intelligence agencies, but who
does so w thout suppressing their individual perspectives or elimnating
their necessary independence.

I now turn to Vice Chairnman Bond.

SEN. CHRI STOPHER BOND (R-MO): Thank you very nuch, M. Chairman.
Appreciate you holding this hearing. And as always, it's a very sobering
rem nder, to all of us in public, the kinds of threats our nation faces and
our men and wonen abroad, nmilitary and civilian, face. W need to know about
this. bviously we discuss nuch of it in the classified hearings, but this
gives us an opportunity to lay out what you see as the chall enges.

Lots of change since |ast year's worldw de threat. Everybody was
saying that the situation in Irag was grave, and we were |ooking to failure.
Now, a year after the surge, and nobst inportantly General Petraeus's
| eadership in adopting a counterinsurgency strategy to clear, hold and build,
we' re seeing narked changes. And Anerican military men and wonen are com ng
home, returning on success which is, | believe, the right way for themto
return.

We're not out of the woods yet. W are continuing to train and
equip the mlitary and security forces. Qur goal nust be to establish a
reasonably secure and stable Iraq, fromwhich the Iraqgis can develop their
own system of government. That stability and security is necessary to
prevent themfromfalling into chaos, genocide, potentially regionw de civi
war and giving a real safe haven to al Qaeda, which they do not have in the
nount ai n caves where they nust reside now.

| think it's fitting to remenber that David Kay and his Iraq Survey
G oup said, after they went in and exam ned sone of the intelligence
failures, that Irag was a far nore dangerous place even than we knew, because
of the terrorists running wild, the chaos in that country and the ability to
provi de weapons of mass destruction. We do realize that we nust naintain that
comm tnment there, but we are concerned about the situation in Afghanistan.
The security situation has deteriorated, and we are addi ng 3,000 additiona
Mari nes.

It woul d be very helpful if our NATO allies lived up to their
commtnments. The failure of the NATO allies to do their jobs or to send
over troops who care to go in harms way, well, that's nice. The business of
sending troops is to send theminto dangerous places to pacify them

Decades of civil war and other was have devastated Afghani stan. But
it appears, and |'d be happy -- I'mlooking forward to hearing your view that



Af ghani stan is past the tipping point, where the Taliban and their terrorist
allies are not going to take the country back; they will continue to kill
mai m and destroy.

But we can't afford to ignore situations in other parts of the
world. And | will look forward to hearing about national threats in North
Korea, Iran, Syria, Venezuela, the Chinese nmilitary power, instability in
Afri ca.

| want to enphasize one itemthat the chairman said: that we need
to look at how we're winning the hearts and mnds -- sonething | believe
that's very inportant, sonething that should be done primarily by the State
Department, by ot her agencies of governnent.

But I commend the U S. Arny, which has done an excellent job in
showi ng how clear, hold and build works in the M ndanao, southern Phili ppines
region. |'mproud to say that a Mssouri National Guard unit is deploying to
Af ghani stan with agricultural specialists to bring nodern agricultura
techni ques. These are the kinds of things that we nust be doing to help
those countries which are on the verge of either opting for denbcracy, human
rights and free nmarkets, or going the terrorist route.

Congr essi onal oversight obviously is our part of the job. W have
reviewed the failures before 9/11. And | would say that we have nmde
tremendous progress, and | believe, M. Chairnman, that this distinguished
group of |eaders that we have before us today is the finest working teamthat
the intelligence comunity or any intelligence conmunity has had. Now we
just need to make sure that everybody's playing on the team

I was not a supporter of the intelligence reform because while |
thought it was a good idea, | thought we gave the DNI all kinds of
responsibility and too little authority. But the director has shown positive
| eader shi p, nanagenent and oversight, and next week we | ook forward to
receiving a report fromhimon a list of |egislative recommendations for
intelligence reform particularly how we can nmake -- how we can ensure in
statute that the working rel ationshi ps that have been devel oped because of
the great cooperation anong the people at this table and your top | eaders in
your agency have been able to achieve.

Anot her area of congressional oversight obviously is the FISA
amendnents, which are on the floor. And the chairman and | are delighted to
be able to take a few hours off and talk with you. W believe that the
bi partisan bill that the Senate Intelligence Commttee passed, with the two
changes whi ch we have worked out with your experts, are the best way to go.
Anot her inportant reformissue is sonething |'ve been very nuch concerned on,
and that's the leaking of intelligence, and our nobst sensitive neans of
col l ection appear in the papers. | believe General Hayden said in his
confirmation hearings in 2006 -- when | asked hi mabout the collection of
intelligence, | think he said it's alnpost Darwi nian. The nore we put out
there, the nore we're going to kill and capture only the dunb terrorists.
And that is a frightening thing.

Qobviously a strong free press is inportant safeguard. W nust,
however, deal with those governnent officials who for their own persona
ends, either profit or notoriety, leak information. The irresponsible
officials have provided far too much sensitive classified information, and |



think, as we see nore and nore of themin orange junpsuits, there will be a
much greater disincentive to share that information.

| -- obviously the journalists will have to make up their mnds as -
- what they want to cover, but | would just urge nmy friends and col |l eagues in
the fourth estate, if an irresponsible bureaucrat somewhere in the operation
tells you the intelligence community has detected an event in county X -- in
country X, and he tells you how the comunity detected the event, and you
feel you nust print the story, consider |eaving the details of the how out.

That's really interesting only to a very select few, but primarily
the terrorists and those who need to know how we get our information, not as
much what .

Finally, on analysis, | believe we have to take a continued | ook at
the anal ytical process. | think we have a long ways to go. As |'ve
indicated, | thought the Iran NIE was very disappoi nting, not because of what

it said, not because of the fact that they had -- that the -- that
significant new informati on had been discovered, but howit was said and how
it was used for public release. | don't believe that NIEs should be used as
political footballs, which they've becone. | think they should be
confidential assessnents for policynakers in the intelligence community, the
mlitary, the executive branch and Congress.

The main news in the NIE was the confirmation that Iran had a
nucl ear weapons program not that it had halted it tenmporarily, for all we
know, in 2003. And other sources say they question that. But -- and sone
believe they've restarted it. But the NIE offered no confidence in any
intelligence on that, besides stating with noderate confidence that it had
not restarted |last summrer. The French Defense minister said publicly that he
bel i eves the program has restarted. Now if our governnment cones to that
assessnent, then we have set ourselves up to have -- rel ease another N E, or
| eak intelligence, because this |ast one was given a fal se sense of security.
Once we start announcing the NIEs, we nmay have to change themif the
situation changes.

| think that to put it in sumary, the NIE as rel eased put the

enphasis on the wong syllable. It should have stated that this was a
confirmation. W have information that one aspect -- one aspect, the
weaponi zati on programs -- was shut down, but the long pole in the tent, the
nucl ear enrichnment, had not. So that's ny hunbl e suggestion, that the next
NI E be reviewed to see what is really inportant in -- for the broader

intelligence comunity efforts.

W will do everything we can in Congress to help the
intelligence comunity get the information and the support you need and the
resources, but we -- and we ook forward to being able to work in a
nonparti san nmanner. And we continue to expect that the community fulfill its
responsibility when it provides us intelligence in a nonpolitical manner.

| look forward to hearing fromour w tnesses. They are, as | said,
M. Chairman, sone of the best minds in the business.

SEN ROCKEFELLER: They are indeed, and they will start with Director
McConnel |, for 20 mi nutes.



MR MCCONNELL: Thank you, M. Chairnman. Vice Chairnan Bond,
nenbers of the committee, thank you for the opportunity to address threats to
the national security.

| have subm tted longer classified and uncl assified statenents for
the record that will go into nore detail than | can cover in the tine
allotted here.

Before | address specific threats, | want to address an issue just
rai sed by Senator Bond. It's an issue of inportance to the community in
providing warning and protection to the nation. 1In doing so, | want to thank
you, Chairman Rockefeller and Ranki ng Menber Bond, and the entire -- nenbers
of the conmttee for the | eadership and hard work over many nmonths -- and |
woul d enphasi ze "over many nonths" -- in drafting and passing draft
| egi sl ati on that governs and enables this conmunity.

Your bill -- draft bill provides the needed updates to the Foreign
Intelligence Surveillance Act. W refer to it, of course, as FISA The
authorities granted by the amendnments to FISA, the Protect Anmerica Act, which
tenmporarily close sone gaps in our ability to conduct foreign intelligence,
are critical to our intelligence efforts to protect the nation from current
threats. Briefly, sone of the nost inportant benefits in the bill that was
signed | ast August include: better understanding of international al Qaeda
net wor ks; nore extensive know edge of individual networks, including
personalities and planning for suicide bonbers; and nobst inmportantly, greater
insight into terrorist planning that has allowed us to disrupt attacks that
intended to target U S. interests.

Expiration of the act would lead to the loss of inportant tools the
intelligence comunity relies on to discover the plans of those who w sh us
harm-- in fact, those that have sworn to inflict nmass casualties, greater
than 9/11, on the country.

As reflected in your draft legislation and the conference report,
nerely extending the Protect America Act w thout addressing retroactive
liability protection for the private sector will have far- reaching
consequences for our commnity. Lack of liability protection would make it
much nmore difficult to obtain the future cooperation of the private-sector
partners whose help is so vital to our success.

Over the past several weeks, proposals to nodify your draft bil
have been di scussed. At the request of nenbers, the attorney general and |
have subnmitted a detailed letter that addresses each of those issues, and it
will be delivered to you this morning. | would ask menbers to consider the
i npacts of such proposals on our ability to warn of threats to the honel and
security and on our interests abroad.

As nmy testinmony will describe, the threats we face are gl obal
conpl ex, and dangerous; we nust have the tools to enable the detection and
di sruption of not only terrorist plots, but other threats to the country.

In turning to the threats facing the country today, let ne say that
the judgnents that | will offer are based on the efforts of thousands of
patriotic, highly skilled professionals, many of whom served in harm s way.
M. Chairman and M. Vice Chairman, | appreciate your conments about the
comunity and their professionalism It is nmy sincere hope that all of the
Congress and the Anerican people will see these men and wonen as the skilled



professionals that they are, with the highest respect for our |laws and our
val ues and dedicated to serving the nation with courage to seek and speak the
truth in the best interests of the nation

Let ne start by highlighting a few of the top counterterrorism
successes in the past year. There were no mgjor attacks against the United
St at es nor agai nst nost of our European, Latin American and East Asian allies
in all of 2007, and that was no accident. 1In concert with federal, state and
| aw enforcenent officials, our community hel ped disrupt cells plotting
viol ent acts.

For exanple, last summer, we and our allies unravelled terrori st
plots linked to al Qaeda and its associates in both Denmark and Germany. W
wer e successful because we were able to identify the key personalities
i nvol ved in the planning. W worked with our European partners to nonitor
the plotters and to disrupt their activities, one of which was to be an
attack on a U S. facility.

Most recently, European authorities arrested terrorists planning
suicide attacks in Spain. The attacks were planned for Spain, France, U K
and ot her European nations. |In addition, our partners throughout the Mddle
East and el sewhere continue to attack aggressively terrorist networks,
recruiting, training and planning to strike American interests. A Qaeda in
Irag -- or as we slip into in our acronyns, AQ -- suffered mmjor setbacks
| ast year. Hundreds of AQ |eadership, operational, media, financial
| ogi stical, weapons and foreign fighter facilitator cadre have been
neutralized. |In addition, the brutal attacks unleashed by AQ and other a
Qaeda affiliates against Muslimcivilians have tarnished al Qaeda's self-
styl ed i mage as the extreni st vanguard.

Nonet hel ess, al Qaeda renains the preem nent terror threat against
the United States, both here at home and abroad. Despite our successes
over the years, the group has retained or regenerated key elenents of its
capability, including its top | eadership, operational l|ieutenants and a de
facto safe haven, as was nentioned by the chairman, in the Pakistani border
area with Afghani stan known as the Federally Adm nistered Tribal Areas or
FATA. Pakistani authorities -- who are our partners in this fight -- with
t he Pakistanis, we have been able to neutralize or capture nore of the
terrorists than with any other partner

They increasingly are determ ned to strengthen their counterterrorism
per formance, even during a period of heightened donestic political tension,
exacerbated by the assassination of Benazir Bhutto and other suicide
bonbi ngs.

At | east 865 Pakistani security forces and officials were killed by
sui ci de bonbs and i nprovi sed expl osi ve devices in 2007 -- over 865. In
addition, alnmost 500 security forces and civilians were killed in armed
clashes, for a total of over 1,300 killed in 2007 in Pakistan. Tota
Paki stani casualties in 2007, including the nunber of injured security forces
and civilians, exceeded the cumulative total of all the years between 2001
and 2006.

Al Qaeda's affiliates also pose a significant threat. As noted, a
Qaeda in lrag remains al Qaeda's central, nost capable affiliate. W are
i ncreasingly concerned that even as coalition forces inflict significant



damage on al Qaeda inside Iragq, they may depl oy resources to nmount attacks
outsi de that country.

Al Qaeda's North Africa affiliate, known as al Qaeda in the Lands of
I sl ami ¢ Maghreb, that group is active in North Africa and is extending its
target set to include U S. and Western interests. Qher al Qaeda regiona
affiliates in the Levant, the Qulf, Africa and Sout heast Asia naintained a
| ower profile in 2007 but renmain capabl e of conducting strikes agai nst
Anerican interests.

Hormegrown extremists, inspired by mlitant Islamc ideology but
wi t hout operational direction fromal Qaeda, are on an evol ving course for
danger inside the United States. Disrupted plotting |ast year, here at hone,
illustrates the nature of the threat inside the country. In addition, our
allies continue to uncover new extreni st networks inside Europe for their
version of the honeland threat, homegrown threat.

The ongoing efforts of nation-states and terrorists to devel op and
acqui re dangerous weapons, and the ability to deliver those weapons,
constitute the second major threat to our safety. After conducting mssile
tests and its first nuclear detonation in 2006, North Korea returned to the
negotiating table |ast year

Pyongyang has reaffirmed its Septenber 2000 conmitnent to ful
denucl eari zation. They've shut down the nuclear facilities in Yongbyon and
they are in the process of disabling those facilities. But -- but -- North
Korea m ssed the 31 Decenber deadline for a full declaration of its nuclear
pr ogr ans. Whi | e Pyongyang deni es a program for uranium enrichnment, and
they deny their proliferation activities, we believe North Korea continues to
engage in both. W renmain uncertain about KimJong-il's conmtnent to ful
denucl eari zation, as he promsed in the six-party agreenent.

I want to be very clear in addressing Iran's nucl ear capability.
First, there are three parts to an effective nucl ear weapons capability.

First is the production of fissile material; second, effective nmeans
for weapons delivery, such as ballistic mssile systens; and thirdly is the
desi gn and weaponi zation of the warhead itself. W assess in our recent
National Intelligence Estinmate that warhead desi gn and weaponi zati on work was
halted, along with a covert mlitary effort to produce fissile naterial
However, Iran's declared uraniumenrichment efforts that will enable the
production of fissile material continues.

Production of fissile material is the nost difficult challenge in
t he nucl ear weapons production cycle. Al so, as in the past, Iran continues
its effort to perfect ballistic mssiles that can reach both North Africa and
Europe. Therefore, we remain concerned about Iran as a potential nuclear
weapons threat.

The earliest possible date Iran could technically be capabl e of
produci ng enough fissile material for a weapon is |late 2009, but we judge
that to be unlikely. As our estinmate nmakes clear, Tehran halted their
nucl ear weapons design-related activities in response to internationa

pressure, but is keeping open the option to devel op nucl ear weapons. |f
Iran's nucl ear weapons desi gn program has al ready been reactivated or will be
reactivated, it will be a closely guarded secret in an attenpt to keep us



frombeing aware of its true status. The Iranians till this point have never
admitted the secret nucl ear weapons design program which was halted in 2003.

Iran also remains a threat to regional stability and to U S
interests throughout the Mddle East. This is because of its continued
support for violent groups such as Hamas and Hezbollah and its efforts to
undercut pro-Western actors such as those in Lebanon. Iran is pursuing a
policy intending to raise the political, econom c and human costs of any
arrangenent that would allow the United States to maintain presence and
influence in that region

M. Chairman, you nmention a cyberthreat. | would just like us to
make a few comments and then, as you noted, we'll have a hearing on that
specific subject later. The U S. information technology infrastructure,
whi ch incl udes tel ecommuni cati ons, conputer networks and systens and the data
that reside on those systens, is critical to virtually every aspect of our
nodern life. Threats to our IT infrastructure are an inportant focus for
this community. W assess that nations, including Russia and China, have
I ong had the technical capabilities to target U.S. information systens for
intelligence collection. Think of that as passive. The worrisone part is
today they also could target information infrastructure systens for
degradati on or destruction. At the president's direction, in My of this --
of last year, an interagency group was convened to review the threat to the
United States and identify options. This tasking was fulfilled with the
i ssuance of a presidential directive earlier this year. W wll have nore to
say about that in our hearing later in the week, or questions, if you ask,
| ater today.

Turning to lraq, the security situation in Iraq continues to show
signs of inprovenent. Security incidents country-w de have decli ned
significantly, in fact to their |owest |evel since February 2006, which
foll owed the Samarra Gol den Mbsque bonbing. Mnthly casualty fatalities
nati onwi de have fallen by over half in the past year

Despite these gains, however, a nunber of internal factors continue
to undermine Iraq's security. Sectarian distrust is still strong throughout
Iragi society.

AQ remai ns capabl e of conducting destabilizing operations and
spectacul ar attacks, as we have seen recently, despite the disruptions to
their network. Intra-comunal violence in southern Irag has spread beyond
nere cl ashes between rival mlitia factions. And while inproving
significantly over the past year, the ability of the Iragi security force to
conduct effective independent operations, independent of coalition forces,
remains limted in the present tinme frane.

Bridging differences between conpeting comrunities and providi ng
ef fective governance are critical to achieving a successful state. Wile
sl ow, progress is being made, and we have seen sone econoni ¢ gai ns and sone
quality of life inprovenents for lragis. But inprovenents in security,
governance and the econony are not ends in thenselves. Rather, they are
neans for restoring Iraqgi confidence in a central governnent that works and
easing the sectarian distrust.

Af ghani stan: | n 2007 the nunber of attacks in Afghanistan's

Tal i ban- dom nat ed i nsurgency exceeded the previous year, in part because the
coalition and Afghan forces undertook many nore of fensive operations,
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stimulating that contact. Efforts to inprove governance and extend
devel opnent were hanpered by the |ack of security in sone areas, and
l[imtation of the Afghani governnent's capacity to do so.

Utinmately, defeating the insurgency will depend upon the
governnment's ability to inprove security, deliver effective governnenta
servi ces and expand devel opment for econom c opportunity.

The drug trade is one of Afghanistan's greatest |long-term
chal l enges. The insidious effects of drug-related crimnality continue to
undercut the governnment's ability to assert its authority, develop a strong
rule of | aw based system and to build the econony. The Taliban and ot her
i nsurgent groups, which operate in the poppy- grow ng regions, gain, at |east
in part, some financial support for their ties to the |ocal opium
traffickers.

Turning to the Levant, around the Mediterranean, the regine in
Danmascus seeks to undermi ne Lebanon's security by using proxies, and
harboring and supporting terrorists, to include Hezbollah. Syria also
remai ns opposed to progress in the Mddle East peace talks. Since the
assassination in 2005 of Rafik Hariri, eight additional Lebanese |eaders or
officials have been killed in an effort to intimdate the 14 March coalition
and alter the political balance in the Lebanese legislature. In the
Pal estinian territories, the schism between Abbas and Hanas escal ated after
Hamas sei zed control of the Gaza | ast summer. Although feeling increased
pressure over weakening situation in the econony and an accel erating
hurmani tarian crisis, Hamas remains in charge of the Gaza Strip.

In the West Bank we see signs of progress by Fatah, including
renewed security and | aw enforcenent cooperation with Israeli forces in
taking nore effect action against Hamas.

Turning now to Russia and Chinese mlitary nodernization.
I ncreases in defense spending have enabled the Russian mlitary to begin to
reverse the deep deterioration in its capabilities that began before the

col  apse of the Soviet Union. The mlitary still faces significant
chal | enges, however, challenges such as denographic trends and health
problenms. In addition, conscription defernments erode avail abl e nanpower, and

Russia's defense industry suffers fromloss of skilled personnel.

China's mlitary nodernization is shaped in part by the perception
that a conpetent, nmobdern mlitary force is an essential elenent of great-
power status. Inproving Chinese theater-range ballistic mssile capabilities
and cruise mssile capabilities will put Us. forces at greater risk from
conventi onal weapons.

In addition, Beijing seeks to nodernize China's strategi c nucl ear
forces to address concerns about the survivability of those systens. I|f
present trends continue, the global devel opnment of counter-space capabilities
continues, Russia and China will have an increasing ability to target U S
mlitary and intelligence satellites and comand and control systens in the
future.

Turning now to Venezuel a and Cuba. The referendum on constitutiona
reformin Venezuel a | ast Decenber was a stunning setback for President
Chavez, and it may slow his novenent toward authoritarian rule. The
ref erendum s outconme has given a psychol ogi cal boost to Chavez's opponents.
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However, high oil prices probably will enable Chavez to retain the support of
his constituents, allow himto continue co-opting the economic elite and
stave off the consequences of his financial msmanagement. Wthout question,
the policies being pursued by President Chavez have Venezuela on a path to
ruin their econony.

The determ nation of Cuban | eadership to ignore outside pressure for

reformis reinforced by the nore than 1 billion net annual subsidy that Cuba
receives from Venezuel a. W assess the political situation in Cuba probably
will remain stable during at least the initial nonths follow ng Fide

Castro's death. Policy mssteps or the mshandling of a crisis by the
| eadership could lead to political instability, raising the risk of nass
m gration.

Persistent insecurity in Nigeria s oil-producing region, the N ger
Delta, threatens U S. strategic interests in sub-Saharan Africa. The
president of that country has pledged to resolve the crisis in the delta
but faces many, nany chal |l enges that woul d make progress difficult.

Ongoing instability and conflict in other parts of Africa are
significant threats to U S. interests because of their high humanitarian and
peacekeepi ng costs, the drag on denocratic and econoni ¢ devel opnent and their
potential to get much, nuch worse

Violence in Kenya after a close election marred by irregularities
represent a nmjor setback in one of Africa's npbst prosperous and denocratic
countries. The crisis in Sudan's Darfur regi on shows few signs of
resolution, even if the planned U N peacekeeping force of 26,000 is fully
depl oyed.

The Et hi opi an-backed Transitional Federal Government in Sonmalia is
facing serious attacks by opposition groups and extrem sts. It probably
woul d fl ee Mogadi shu or it would collapse if the Ethiopians were to withdraw.
Tensi ons between the long-tinme enemes, Ethiopia and Eritrea, have al so
i ncreased over the past year. Both sides are now preparing for war.

In conclusion, the issues that |'ve touched on, nerely touched on,
covered much -- and in ny statenent for the record, they're covered in nuch
nore detail.

They confront us on many, nmany fronts. The intelligence community is
fully commtted to arm ng policynakers, to include this body, our war
fighters and our | aw enforcenent officials with the best intelligence
analytic insight that we can provide. This is necessary to help you all nake
the decisions and take the actions that will protect American lives and
Anerican interests both at home and abroad.

That conpletes ny prepared statenment, M. Chairman. | | ook forward
to your questions.

SEN. ROCKEFELLER: Thank you, sir
Di rector Hayden

GEN. HAYDEN: Thank you very much, M. Chairman. | wll accept your
five-mnute challenge that you laid out earlier
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Let ne echo the words of Director MConnell in expressing our
gratitude for your comments about the nmen and wonmen of the Anmerican
intelligence comunity. It's a nessage of thanks and respect that we can't
say often enough, so thank you for nentioning that.

Adm ral MConnell's laid out a fairly conplete overview of the
threats and opportunities facing the United States and the world in which we

find ourselves. | know that ny col |l eagues up here, Mke Maples and Director
Muel | er and Randy, will offer their views on these issues fromthe
perspective of their departnents. |, however, |ead an anal ytic workforce

that is non-departnmental, orchestrated and architected that way by the
Congress in the Intelligence Reform Act. So much of the work that has gone
into creating Admiral MConnell's statenent is the product of an intimate
rel ati onshi p between his national intelligence counsel and our analytic
wor kf orce, and so | guess ny coment on the world view that Director
McConnel | has laid out is nme too because it has been, again, crafted by the
same wor kf orce

What 1'd like to do, rather than repeat some of the highlights of
the admral's overview, is just take a few mnutes to point out sonme of the
ways we're attenpting to respond to the world as he has outlined it here.

Qur core missions remain the sane; the neans by which we have to achieve
those m ssions has changed radically. For exanple, in the primary threat
that the director enphasized, the global terrorist novenent, we face an eneny
that is clearly ruthless, but it's also one that's very adaptive, one who
shuns traditional hi erarchi cal structures, who |learns from nistakes and
therefore demands that we be no less resilient and creative.

And so we at this agency and across the intelligence comunity are
trying to achieve just that. W're pronoting, for exanple, new nethods of
collecting intelligence. W're reshaping -- in addition to our unilatera
capacities, we're reshaping our relationships and deepeni ng our partnerships
with foreign liaison. Steve Kappas, our deputy, and | have visited about 40
of our liaison partners over the last 15-nonth period to kind of underscore
how i nportant these rel ationships are.

W're also getting larger. The president has directed and with your
support we are expandi ng the nunmber of our core collectors and our anal ysts
by 50 percent.

And we're also trying to devel op technol ogi cal innovations that will
allow us to penetrate the hardest targets.

Now, in addition to doing better that which we do, we're also trying
to get our conponents within CIAto reinvent the way they do their things.
In other words, we're trying to create greater cooperation and coll aboration,
not just within the agency but between the agency and the other parts of the
intelligence comunity.

Now, sone of the steps in this regard are fairly mundane. W're
just taking a little bit longer, in a comobn agency accul turation experience,
before our officers nmove out into the DI or into the National Cd andestine
Service or the Directorate of Support or Science & Technology. W're also
trying to make nore routine assignments of our officers outside normal agency
boundaries. And we are strong supporters of the admiral's programfor joint
duty wherein agency officers, if they want to be senior |eaders in our
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comunity, have to have tinme and service outside the walls and the
organi zational structure of the Central Intelligence Agency.

Now, the admiral enphasized the variety of threats that our nation
faces, and pointed out that there is no threat nore deadly than that of
gl obal terrorism And | want to assure the commttee that CIA is using al
the tools available to it by lawto fight that threat. And as the admral
suggest ed, we have sone successes to report during the year we just
conpl et ed.

I n Sout heast Asia, for exanple, working with |iaison, we've been
able to act upon | eads we've provided themto capture or kill multiple
terrorist group |leaders. Qur intelligence actually led directly to the
foiling of a planned bombing in a crowded market in Southeast Asia |ast
sumer that would have led to mass casualties. Director MConnell's already
poi nted out the success we've enjoyed in Europe in 2007 -- Gernman authorities
arresting three Islamc Jihad Union operatives trained in Pakistan. The sane
day, Danish authorities detained individuals that were directly linked to a
Qaeda and who were preparing explosives for use in a terrorist attack.

Qur agency works vigorously with the Arerican mlitary in Irag and
Af ghani stan to protect the lives of our soldiers, and again there are
successes to report. Acting on our intelligence, US. forces killed a senior
al Qaeda | eader who was responsible for the movenment of foreign fighters into
Irag. And, | believe the commttee is well aware, a windfall of that
operation was the capturing of docunentary evi dence that has given us our
best insight, into the novenent of foreign fighters into Iraq, that we've
ever had.

More recently, in Cctober, acting on ClA intelligence, US
mlitary forces raided a home in Diyala province, north of Baghdad, and
captured the |argest nunber of inprovised expl osive devices that the Anerican
mlitary has captured in any one cache to date.

That's success in our imediate requirenments. That's wi nning what

we refer to as the close battle. You' ve asked us -- you've demanded of us to
be prepared for the future as well, to be able to operate agai nst enemes in
what 1'Il describe as the deep battle -- not the eneny comng in over the
perineter wire right now, but the one who'll be there directly. And what are
the capabilities that we will have to have in order to defeat then?

W had a session in our bubble, which is our auditoriumout at the
agency that | know nmany of you have visited. W had it in early January.
And | used two words with our workforce -- enhance our current capabilities,
get better at what we're doing, and then sustain them to have the legs to be
able to do this for a long period of tine.

| used a racing netaphor. |In essence, |'ve said our comunity, but
ClA in particular, has in essence been running a 440. And one of the worst
things you can be told, running a 440, is to conme out of that last turn and
see a coach with a clipboard and a stopwatch saying, "Nowit's tine for the
hundr ed- yard dash."

We have got to build sonme ability for |ongevity, for sustenance, for
sustaining into our conmunity. And fromtinme to tinme that may nmean difficult
decisions to pull back just a little bit in current activity in order to
build the capacity you need to have for, literally, the long run
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So in addition to strengthening core capabilities and integrating
those capabilities better on canpus and throughout the community, we want to
expand those capabilities so that we can sustain those capabilities, so that
you and the Anerican people will have themto call on over the long term

One of the things we're doing to boost capabilities -- and | have to
be a bit indirect here but will be happy to go into it in nore detail in
cl osed session -- is a ngjor initiative to extend our operational reach by
supporting what |'Il call creative deploynents. They're not limted by
traditional cover or operational constraints. W're also setting up
f orwar d- depl oyed analytic cells in key regional centers abroad that will
al l ow our analysts to seek ground truth not inside the Washi ngton Bel tway but
out there in the field. And | know that many of you in your trips have had a
chance to visit these forward-depl oyed analytic cells, and we view themto be
an unmtigated success.

We're pursuing (in a range of ?) initiatives across the community to
be better integrated.

SEN. ROCKEFELLER: Director Hayden, | hope you'll wind up --
GEN. HAYDEN: | understand. |'ve just got the hook, M. Chairman.

We celebrated CIA's 60th anniversary |last year. W reflected on
that which has gotten us to where we are today. W've got a |arge new
popul ation out there. | think the commttee knows 50 percent of our folks
have been hired since 9/11.

We used the occasion of our 60th anniversary to try to nove the
val ues that have notivated this agency over such a long period of time into
this new cohort of agency officers.

I think you'll find us to be innovative and col | aborative, and |
think you'll find us aggressively using all the lawful tools provided to us
by you in the defense of the republic.

Thank you, M. Chairman.
SEN ROCKEFELLER: Thank you, sir
Secretary Fort.

MR FORT: Chairnan Rockefeller, Vice Chairman Bond, menbers of the
comm ttee, thank you for the opportunity to present the perspective of the
State Departnment's Bureau of Intelligence and Research on the threats to U S
national security. Let ne start by concurring with and fully endorsing the
joint statenment for the record submtted by Director McConnell, which he
sumari zed in his remarks and to which we had a chance to contribute.

Today | will focus nmy remarks on INRs efforts to provide
intelligence support to the secretary of State and ot her departnent
principals as they pursue diplomatic solutions to key U. S. foreign policy
chal | enges.

At a recent speech to the World Econom ¢ Forum Secretary Rice said
that, quote, "America has no permanent enem es, because we harbor no
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per manent hatreds," unquote. And she spoke of diplonmacy as that which can
if properly conducted, quote, "make possible a world in which old enem es
becone, if not friends, then no | onger adversaries," unquote.

It is because of our firmbelief in the potential of diplonmacy that
we strive to achieve peace in the Mddle East, that we can inmagine a better
relationship with a nuclear-free North Korea, that we envision stable
denocracies in Iraq and Afghanistan, and that we aid Pakistan in its
struggles to root out extrem sm

A key intelligence community inperative, especially so for INR is
to provide intelligence analysis that enabl es diplomacy to achi eve policy
solutions. Indeed, intelligence without policy is energy w thout novenent.
More than any other intelligence community agency, INR is charged with
directly supporting di plomats and the conduct of dipl onacy. Because of that
m ssion, our analytic focus is nearly always strategic and focused on the
secretary's unique needs for situational awareness and support that shrinks
pol i cymaker uncertainties and expands understandi ng of opportunities.

Successful di pl omacy denmands the best possi bl e understandi ng of
political attitudes, relationships and capacities in the countries where
di pl omacy is practiced. |INR nmakes significant contributions to the U S
governnment's col |l ective understandi ng of conplex and fast- changing politica
and security environments in our top diplomatic and intelligence priority
ar eas.

I n Af ghani stan, for exanple, our analytic efforts focus |ess on
tactical battlefield considerations and nore on the national political
econom ¢, social and denographic factors that influence the survivability of
the Karzai governnent and on the influence of neighbors and ot her
i nternational actors.

I n Paki stan we support the pursuit of stability and denbcracy while
strengt hening the U. S.-Pakistan partnership for conbatting terrorism Qur
work has facilitated the policy decisions of our secretary as she pursues our
goal s of denocratization, reconciliation between Afghani stan and Paki st an,
and a conbi ned determ nation to find the -- to fight the cross-border
terrorismthat plagues both countries.

The president has pl edged to do everything possible to help the
I sraelis and Pal estinians achieve a peace agreenent that will define a
Pal estinian state by the end of 2008. INR has worked intensively, especially
since this past fall's run-up to the Annapolis conference, to provide the
secretary and her senior Mddle East staff with informati on and anal ysis on a
nunmber of critical issues.

INR's Irag teamworks closely with policynakers in the departnent to
provi de anal ytic support for our efforts to pronote reconciliation anong
Iragis and to negotiate a long-termsecurity agreement with Irag. At the
local level, INR public survey data often provides unique insights into
opi ni ons across and within regions of Iragq, data which is keenly appreciated
by Provincial Reconstruction Teans working to build good governance fromthe
gr ound- up.

On Iran. W have been an active contributor to intelligence

comunity analysis on key Iranian issues and i ndependently produced strategic
anal yses that offer the secretary insights into key policy chall enges.
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Qur Korea teamis an integrated group of all source anal ysts who
cooperate closely with our intelligence comunity coll eagues to provide
conpr ehensi ve support for the six-party talks. This is an area where both
political and technical expertise play inportant roles, and we work with our
negotiators to ensure they have the best possible intelligence information
avail able, both fromINR and the intelligence community as a whol e regardi ng
a wide range of intelligence community activities.

INR's wit is particularly broad because it nmirrors the secretary's
gl obal responsibilities. So we focus not only on headline topics, but also
on nations and issues that nay appear to |lack urgency until a crisis or
cat astrophe places themfront and center on the world stage. The U S. has
diplomatic relations with 189 countries and maintains 267 di pl omati c m ssions
globally. Therefore, we nust nmaintain the capacity to respond with tinely,

i nformed and actionable intelligence to support that diplomatic footprint.

In addition to our all source analysis, INR provides tail ored
support to di plomacy through our outreach activities. The DNI has identified
INR as the executive agent for outreach in the community in part because of
our extensive polling and conference capabilities. Qur polling results offer
pol i cymakers especially precise understandi ng of popular views that help
define both the policy limts and possibilities in overseas politica
environnents. And our conferences annual ly convene thousands of academ c,
think tank and ot her nongovernmental experts to provide insights and
alternative views for our policymakers.

INRis in a unique position to represent both the community
perspectives to policynmakers and to help explain the requirenents of
policymakers to the intelligence comunity. This is a very busy two- way
street. The community provides significant data to support policy, and in
return the State Departnment diplomatic reporting channel provides copious
grist for IC analysis.

In conclusion, let me say that | think INR both as an integral and
integrated nenber of the intelligence community and the Departnent of State's
primary resource for intelligence analysis and coordination, remains critica
to ensuring that policymakers understand both the enduring issues that affect
our security as well as the energence of sudden threats that denmand sw ft
action. INR also celebrated its 60th anniversary |ast year. As the senior
civilian intelligence service and as the only direct institutional descendent
of the Ofice of Strategic Services Research and Anal ysis branch, we w |
continue to work with our intelligence and policy colleagues to anticipate,
confront and respond to these chall enges.

Thank you very mnuch.

SEN. ROCKEFELLER: Thank you, Secretary Fort.

Director Mieller.

MR MJELLER  Chairman Rockefeller and Vice Chai rnan Bond and
nenbers of the committee, today | want to give you ny brief view of the

threats facing us today and generally outline the FBI's efforts to conbat
t hese threats.
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As you are aware the FBI's top three priorities are
counterterrorism counterintelligence and cyber security, and these
priorities are critical to our national security and the FBI's vital work as
a commtted menber of the intelligence community. These areas will be the
focus of mnmy statement.

In the counterterrorismarena, | echo Director MConnell's
assessnents that al Qaeda continues to present a critical threat to the
honel and, so too are self-directed groups not part of al Qaeda's forma
structure but which have ties to terrorist organizations through either noney
or training. And finally, we face the challenges presented by a third group
and is self-radicalized, honegrown extrem sts in the United States. Wile
not formally affiliated with a foreign terrorist group, they are inspired by
those groups' nessages of violence, often through the Internet, and because
they lack formal ties, they are often particularly difficult to detect. And
here at hone through our donestic joint terrorismtask forces and abroad,
with our legal attaches and international partners, and we endeavor to
share real-tine intelligence to fight these three | evels of terrorist
t hreat s.

Wth regard to the counterintelligence threat, protecting our
nation's nost sensitive secrets fromhostile intelligence services or others
who woul d do us harmis at the core of the FBI mission. W reach out to
busi nesses and universities, and we join forces with our intelligence
comunity partners and we work closely with the mlitary and others to help
saf eguard our country's secrets to protect our economc well-being and
national security.

Cyberthreats to our national security and the intersection between
cybercrime, terrorismand counterintelligence is becom ng increasingly
evident. Foreign adversaries and conpetitors can renotely observe, target,
acquire and exploit our information to their advantage. Terrorists recruit,
train and plan. They plan their attacks using the Internet. Spies sel
intellectual property and state secrets to the highest bidders. Hackers who
used to shut down servers around the world for bragging rights nmay now be
linked to crimnal or terrorist organization. Today, the FBI's
cyberinvestigators focus on these threats, and we partner with the governnent
and industry through our sponsorship of InfraGard, an alliance of nearly
21,000 individual and corporate nmenbers to help identify, investigate and
ultimately prevent cyberattacks.

| amindeed mndful of this committee's abiding interest in the
FBI's progress in building an intelligence programwhile conbatting these
threats. And the FBI's nade any nunber of changes since Septenber 11lth to
enhance our capabilities and to build a national security organization on par
with our | aw enforcenent capabilities. Anong them today's intelligence is
woven throughout every FBI program and every operation. And we have
successfully broken up terrorist plots across the country, whether it be in
Portl and; Lackawanna; Torrance, California; Chicago; to the nore recent plots
relating to Fort D x and JFK

We have increased and enhanced our working relationships with
international partners, sharing critical intelligence to identify terrorist
net wor ks and di srupt planned attacks. W have doubl ed the nunber of
intelligence analysts on board and tripled the nunber of Iinguists. W have
tripled the nunber of joint terrorismtask forces from33 to over 100,
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conbi ning the resources and expertise of the FBI, the intelligence comunity,
the mlitary, and nobst inportantly, state, local and tribal |aw enforcenent.

In the cyberarena, the FBI will continue its work within the
intelligence comunity to counter cyberintrusions by foreign actors.
Additionally, the FBI's recently forned Cyber Fusion Center in Pittsburgh is
an exanpl e of a collaborative public/private alliance |inking software
conpani es, Internet service providers, nerchants and nenbers of the financia
sector to protect against security breaches.

W recognize that for the past 100 years of the FBlI's history, our
greatest asset has been our people. And we are building on that history with
continued restructuring of our approach to intelligence training, for both
our professional intelligence analyst cadre as well as new FBI agents at
Quantico. And we have and will continue to streamine our recruiting and
hiring processes to attract persons having the critical skills needed for
conti nued success.

In closing, the FBlI recognizes that it is a national security
service, responsible not only for collecting, analyzing and di ssem nating
intelligence, but for taking tinely action to neutralize threats within the
honel and to prevent another terrorist attack. And in doing so, we also
recogni ze that we nust properly balance civil liberties with public safety in
our efforts, and will continually strive to do so.

M. Chairman, M. Vice Chairman, nenbers of the committee,
appreci ate the opportunity to be here today, and | ook forward to answering
your questions.

SEN. ROCKEFELLER: Thank you, Director Mieller
Di rector Mapl es.
GEN. MAPLES: Yes, sir

M. Chairman, Vice Chairnman Bond, nenbers of the committee,
appreci ate the opportunity to be here today and to represent the dedicated
nmen and wonen of Defense Intelligence. And thank you for your comrents about
their service. M short remarks will focus on changes in mlitary operations
and capabilities.

There are several general global nmilitary trends that are of
concern, including proliferation of the know edge and technol ogy required to
produce weapons of mass destruction, |onger-range ballistic mssiles that are
nore nobil e and accurate, inprovised devices and suici de weapons as weapons
of choice, and the continued devel opnment of counter space-and-cyber
capabilities.

In lrag, an inproved security situation has resulted fromcoalition
and lraqgi operations, tribal security initiatives, concerned local citizen
groups and the Jaish al Mahdi freeze order. \Wile encouraging, the trends
are not yet irreversible. Al Qaeda in Iraq has been danaged but it stil
attenpts to reignite sectarian violence, and renmains able to conduct high-
profile attacks.

W have seen a decline in the novenment of foreign terrorists into
Irag. The Islamc Revolutionary Guards Corps, Qods Force, continues to
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provide training and support, and DI A has not yet seen evidence that Iran has
ended lethal aid. Iraqi security forces, while reliant on coalition conbat
servi ce support, have inproved their overall capabilities and are

i ncreasi ngly | eadi ng counterinsurgency cooperations.

I n Af ghani stan, | SAF's successes have inflicted | osses on Taliban
| eadership and prevented the Taliban from conducting sustai ned conventi ona
operations. Despite their |osses, the Taliban nmaintains access to |oca
Pashtun and sone foreign fighters, and is using suicide bonbings, inprovised
expl osi ve devices and snall arnms to increase attack levels. Wile the
i nsurgency remains concentrated in t he Pashtun-dom nated South and East,
it has expanded to some western areas. The Afghan arny has fielded 11 of 14
infantry brigades, and nore than one-third of Afghanistan's conbat arns
battali ons are assessed as capabl e of |eading operations with coalition
support.

We believe that al Qaeda has expanded it support to the Afghan
i nsurgency and presents an increased threat to Pakistan, while it continues
to plan, support and direct transnational attacks. Al Qaeda has extended its
operational reach through partnerships with conpatible regional terrorist
groups, including a continued effort to expand into Africa. A (Qaeda
maintains its desire to possess weapons of mass destruction.

Paki stani mlitary operations in the Federally Adm nistrated Triba
Areas have had limted effect on al Qaeda. However, Pakistan recognizes the
threat and realizes the need to devel op nore effective counterinsurgency
capabilities to conplenent their conventional mlitary. At present, we have
confidence in Pakistan's ability to safeguard its nucl ear weapons.

Iran is acquiring advanced weapons systens and supporting terrorist
proxies. New capabilities include nmissile patrol boats, anti-ship cruise
m ssiles, surface-to-air mssile systenms and an extended range variant of the
Shahab-3 ballistic mssile. Iran is close to acquiring |ong-range SA-20
SAMs, and is devel opi ng a new Ashoura nedi umrange ballistic mssile.
Lebanese Hezbol | ah continues to receive weapons, training and resources from
[ ran.

North Korea naintains |large forward-positioned | and forces that are
however | acking in training and equi pment. Robust artillery and nobile
ballistic mssiles are being sustained. Devel opnent of the Taepodong-2
continues, as does work on an internedi ate-range ballistic mssile, a variant
of which has reportedly been sold to Iran

China is fielding sophisticated weapons systens and testing new
doctrines that it believes will strengthen its ability to prevail in regiona
conflicts and counter traditional U S mlitary advantages. Mlitary
noderni zation includes anti-ship cruise and ballistic mssiles, submarines, a
crui se-m ssil e-capabl e bonber, and nobdern surface-to-air mssile systens.

China's mssile devel opnent includes the road nobile DF-31 Al pha
ICBM  Future | CBMs could include the JL-2 submarine-launched ballistic
m ssile and some 1CBMs with nultiple, independently targeted reentry
vehicles. China successfully tested an anti-satellite mssile in January
2007 and is devel opi ng counter-space jamers and directed energy weapons.
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Russia is trying to reestablish a degree of mlitary power that it
believes is comensurate with its renewed economc strength and politica
confi dence.

MORE Russia's widely publicized strategic mssile |aunches, |ong-
range aviation flights and carrier strike group deploynent are designed to
denonstrate gl obal reach and rel evance. Devel opnent, production and
depl oynment of advanced strategi c weapons continues, including the road-nobile
SS-27 1 CBM and t he Bul ava- 30 submarine-launched ballistic mssile. Russiais
al so making i nprovenents in its high-readi ness permanent|ly ready conventiona
f orces.

To our south, Col onbia's counterinsurgency operations are achieving
success agai nst the FARC. Venezuel a's nei ghbors express concern about its
desire to buy subnmarines, transport aircraft and an air defense systemin
addition to the advanced fighters, attack helicopters and assault rifles it
has al ready purchased.

This has been a brief summary highlighting the work of our Defense
intelligence professionals. They are honored to serve our nation, and thank
you for your interest and support.

SEN. ROCKEFELLER: Thank you very much, all of you

| apologize for the relatively shorter tine allotted to you, but |
think, all in all, the questions will elicit a |lot of what you otherwi se
woul d have liked to have al so said.

Il will start, Director McConnell, with you. Wat is the
intelligence comunity's assessnment at this point about the ability to
achieve the kind of political reconciliation in Iraq over the com ng year
that will make | ess necessary sone of the sectarian and other viol ence which
pl agues that nation now?

MR MCCONNELL: M. Chairman, | think, as | nentioned in ny renarks,
it's slower than we would |ike, but progress is being nmade. One of the things
that they westled with over the past year is the de-Ba' athification | aw

And if | could expand just for a second, for those that were in the

regi ne before -- security professionals, for exanple -- when the new
governnment was established, they were left out. And they' ve nade sonme very
hard decisions to try to be inclusive, to -- while it's a Shi'a ngjority and

Shi ' a-dom nated, to be inclusive, to bring the Sunnis in the country back in
And that | aw was passed just recently.

There are other laws that are working through the system and as
they get nore experience with governnent -- renmenber, this is a nation
that was ruled by a dictator for the recent nenory of anyone in that current
organi zati on governnental ly, and they're actually learning the politica

process -- how to negotiate, how to conprom se, and so on. So progress is
slow, but | think we're on a course to have success over the next year.
don't think it will be done over the next year, but w th perseverance, it
will be done in tine.

SEN. ROCKEFELLER: That doesn't really answer the question. There
will be success in the com ng year and things will get better, but as we al
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know, there's an anplitude of very serious problens that remain. You've
mentioned a few of them

The question is, what about the next year? To what extent do you
think in the next year -- | understand the word "over tine." | understand
better the word "over the next year."

MR MCCONNELL: The two issues they're focused on at the noment that

| think will be significant progress if they can work it through their

| egi sl ati ve process and get approval are provincial elections and revenue
sharing -- hydrocarbon revenue sharing. Those are two very, very tough
issues. |It's the formof governnent going forward. Does it -- is it

i nclusive of the provinces, and can it get agreenment on that?

So if they are successful in negotiating and cl osing on those two
i ssues over the next nunber of nonths, then it would be significant progress.

But | don't want to lead you, M. Chairman. Not -- it is not going to be
over in ayear. |It's goingto be along tine to bring it to closure. But
the progress is being made. The fact that security has been inproved and
established -- we actually see things that return quality of life to the

Iragi citizens.

While there's a bill pending for how to share oil revenue, oi
production's up another 500,000 barrels. It is being sold, and that revenue
i s being shared.

Electricity output is going up. The econony is growing. | think
it'sina7, 8 percent growh level. [Inflation, which was very, very high
this time a year ago, is down in the 4, 5 percent range.

So progress is being made. But | couldn't tell you that it's going
to be over and done and conpleted in 12 nonths or 18 nonths. It's going in
the right --

SEN. ROCKEFELLER: | under st and.

Di rector Hayden, the House and Senate conference comittee on
aut hori zation agreed to a termwhich | think you may not be in favor of, and
that is that all interrogation in CIA facilities, wherever, must follow the
Arnmy Field Manual

Now, that's controversial, and many changes have been nmade -- and |
understand that -- within your approach. But | -- what | need you to do is
to tell me how you turn to Director Mieller and Director Mples, who say that
that will do the trick and that that kind of interrogation is enough to
elicit what you need to get, and tell themthat it may be, if the
aut hori zation is passed, that we will be, in your view perhaps shortchanging
our ability to do intelligence.

GEN. HAYDEN: Thank you, M. Chairman, for the question. The way I
usual ly describe it is that there is a universe out there of |lawfu
interrogation techniques that we should feel, as a nation, that we have a
right to use against our enemes. And obviously there are a | ot of subtexts
and subplots to that against our enemes -- are they |lawful conbatants,
unl awf ul conbatants, are they terrorists, are they unifornmed soldiers, and so
on. But again, there's a universe out there of |awful techniques.
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The Arny Field Manual describes a subset of that universe. |'ve
heard no one claimthat the Arny Field Manual exhausts all the tools that
could or should be legitimately available to our republic to defend itself
when it comes to questioning people who would intend our republic harm \Wat
| would say is the Arny Field Manual neets the needs of Anerica's Arny and,
you know, give that to you in maybe three or four different senses.

It nmeets the needs of America's Arny in terms of who's going to do
it, which in the case of the Arny Field Manual would be a relatively large
popul ation of relatively young nen and wonen who' ve received good training
but not exhaustive training in all potential situations. So the population
of who's doing it is different than the popul ation that would be working for
me inside the CIA interrogation program

The popul ation of who they do it to would also be different. 1In the
life of the Cl A detention programwe have held fewer than a hundred peopl e.
And only -- actually, fewer than a third of those peopl e have had any
t echni ques used agai nst them -- enhanced techniques -- in the Cl A program
Anerica's Arny literally today is holding over 20,000 detainees in Iraq
alone. And so again there's a difference in terns of who's doing it, against
whom you' re doing it, and then finally in the circunstances under which
you' re doing the interrogation

And | know there can be circunstances in mlitary custody that are
as protected and isolated and controlled as in our detention facilities,
but in many instances that is not the case. These are interrogations agai nst
eneny sol diers, who alnost always will be |lawful conbatants, in tactica
situations, fromwhomyou expect to get information of transient and tactica
val ue. None of that applies to the detainees we hold, to the interrogators
we have, or the infornation we are attenpting to seek

And so | woul d subscribe and support -- in fact, C A had a chance to
coment on the Arny Field Manual during its devel opnent -- that the Arny
Fi el d Manual does exactly what it does -- exactly what it needs to do for the

United States Arny. But on the face of it it would nake no nore sense to
apply the Army's field nanual to CIA -- the Arny Field Manual on
interrogations, then it would be to take the Arny Field Manual on groom ng
and apply it to nmy agency, or the Arnmy Field Manual on recruiting and apply
it to my agency, or for that matter, take the Arny Field Manual on sexua
orientation and apply to nmy agency.

This was built to neet the needs of America's Arny. W shoul d not
confine our universe of lawful interrogation to a subset of those techniques
that were devel oped for one purpose.

SEN. ROCKEFELLER: |1'mway over ny tinme, | apologize to ny
col | eagues.

And | call on the vice chairnman.
SEN. BOND: Thank you very nuch, M. Chairman.
Following up on that, 1'd like to ask Director Hayden for his

coments because we've spoken about this issue and your belief that the CIA's
program was essenti al
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Now t he attorney general has publicly said that the CIAis no | onger
usi ng wat er boardi ng as one of its techniques.

I'd like your views on -- fromyour professional perspective on why
you think enhanced techniques are so critical in collecting intelligence and
what you would say to those who think the Arny Field Manual will be just as
ef fective, because that provision that was added in conference is out of
scope and when the conference cones, when the bill comes to the Senate, |
intend to attenpt to strike that.

What argunents, Director Hayden? Excuse ne. |'mgoing to say --
I'msorry. GCeneral Hayden's had the shot. Let ne direct that to Drector
McConnelI. M apologies. | want to get another view in the game.

MR, MCCONNELL: Senator Bond, | would associate nmyself with the
coments just made by Director Hayden with regard to | awful techniques that
could be used to protect the country under -- in the appropriate
circunstances. You nentioned waterboarding. That is not currently in the
programthat we use. The question that's always asked, is that a |lawfu
technique, and | think as you saw the reports or participated in the hearing
that the attorney general participated in |ast week, if there was a reason to
use such a technique, you woul d have to nake a judgment on the circunstances
and the situation regarding the specifics of the event, and if such a desire
was generated on the part of -- in the interests of protecting the nation,
General Hayden woul d have to first of all have a discussion with nme and we
woul d have a di al ogue about whether we should go forward and seek | ega
opi nion. Once we agreed to that, assumng we did, we would go to the attorney
general who'd making a ruling on the specifics of the situation. At that
point it would be taken to the president for a decision. |[|f a decision was
taken, then the appropriate commttees of the Congress would be so notified.

So in managing the process there is a universe of |awful techniques.
They shoul d be considered in defense of the nation and appropriately
admi ni stered, given that we would have to use such a technique.

CGEN. HAYDEN: Can | add to that, M. Vice Chairman?
SEN. BOND: Pl ease

GEN. HAYDEN: Just to put this into scale -- and | knowthis is --
ook, this is a very difficult issue not just for the commttee, but for
the Senate, for the government, for ny agency and for the people in ny agency
and for the nation at large. But let ne just try to frame the discussion by
poi nting out a few facts.

| mentioned just a minute or two ago that in the life of the A
detention program we' ve detai ned fewer than a hundred people. O the people
detai ned, fewer than a third have had any of what we call the enhanced
interrogation techni ques used against them Let nme nake it very clear and to
state so officially in front of this commttee that waterboarding has been
used on only three detainees. It was used on Khalid Shei kh Mohammed, it was
used on Abu Zubaydah, and it was used on Nashiri. The Cl A has not used
wat er boardi ng for alnost five years. W used it against these three high-
val ue detai nees because of the circunstances of the tine.

Very critical to those circunstances was the belief that additiona
catastrophic attacks agai nst the honeland were immnent. In addition to
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that, my agency and our community wit large had |imted know edge about a
Qaeda and its workings.

Those two realities have changed. None of us up here are going to

nake the claim-- and |'"msure we'll get this question before we're done this
norning -- "Is Anerica safe?" And we will answer, "It is safer, but it is
not yet safe." So this will never get to zero. But the circunstances under

whi ch we're operating, we believe, are, frankly, different than they were in
late 2001 and early 2002.

We al so have nuch nore extensive know edge of al Qaeda. And |'ve
told this to the conmmittee in other sessions. Qur nost powerful tool in
guestioni ng any detainee is our know edge, that we are able to bring that
know edge to bear.

SEN. BOND: General, excuse nme for interrupting. In the eight

seconds | have left, | wanted to fire off a question to you and Director
Muel ler. W' re debating retroactive imunity. People keep telling nme it's
wong. | used to be a lawer. | believe that the private parties did
not hi ng wong. The committee approved 13-to-2 supporting civil liability

reform How inportant is the support of the private parties to your agencies
in getting the operational successes?

MR MJELLER. Well, | would say, in protecting the honeland it's
absolutely essential. In this -- it's absolutely essential we have the
support, willing support of communication carriers. |In this day and age, our

ability to gain intelligence on the plans, the plots of those who wish to
attack us is dependent upon us obtaining information relating to cell phones,
the Internet, e-mail, wire transfers, all of these areas. M concern is that
if we do not have this immunity, we will not have that willing support of the
communi cation carriers.

I know there has been sone di scussion of having the government
substituted as a party, but | do think that that includes -- if that were
passed, it would be a disincentive still to the comunication carriers to
give us the support we need to do our jobs. It would entail depositions. It
woul d entail public hearings. And there would be a substantial disincentive
to corporations, comunication carriers, to assist us willingly at a tine
when we need it nore than ever. And consequently, | strongly support the
provision for giving immunities to -- imunity to the comunication carriers
so that we do have the support of those carriers and renove the
di si ncenti ves. GEN. HAYDEN:. M. Vice Chairman, |'d support it in two
jobs, the current one and one -- job once renpved at NSA, strongly support
what Director Mieller has just stated with regard to carriers. But there are
ot her rel ationships that we have that enable Anerican intelligence that |I'm
nore familiar with in my current job at the CA

And let nme reinforce one thing that Director Mieller pointed out.

These are very fragile relationships. W lost industria
cooperation, at CIA wth partners on the nere revelation of the SWFT
programin public discourse. Not because they were doing anything related to
that program what soever but just the fear that the vulnerability they would
have to their snooth functioning of their business had caused people, who are
ot herwi se patriotic and commtted, to back away fromtheir totally lawfu
cooperation with our agency.
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SEN. BOND: Thank you

My apol ogi es, M. Chairnman, but | thought that was inportant to get
that in.

SEN. ROCKEFELLER: You bet, it's very inportant. | appreciate it.

And going on the early bird rule, as we always do, Senator
Fei nst ei n.

SEN. DI ANNE FEINSTEIN (D-CA): Thank you very nuch, M. Chairman.

Ceneral Hayden, | wasn't going to discuss this but since it was
raised, it is true that you have briefed the Intelligence Conmttee on the
i nterrogation techni ques which are called enhanced, which | call coercive.
And t hey have changed and they have been reduced in nunber.

I'd like to ask this question. Wo carries out these techniques?
Are they government enpl oyees or contractors?

GEN. HAYDEN: At our facilities during this, we have a m x of both
gover nnment enpl oyees and contractors. Everything is done under, as we've
tal ked before, ma'am under ny authority and the authority of the agency.
But the people at the locations are frequently a mx of both. W call them
bl uebaggers and greenbaggers.

SEN. FEINSTEIN. And where do you use only contractors?

GEN. HAYDEN: |'mnot aware of any facility in which there were only
contractors.

And this came up, and | know --

SEN. FEINSTEIN. (O f mike) -- anywhere in the world? GEN
HAYDEN. Oh, | nean, |'mtal king about our detention facilities.

And | want to make sonething very clear because | don't think it was
quite crystal clear in the discussion you had with Attorney General Mikasey.
We are not outsourcing this. This is not where we would turnto FirmX, Y or
Z and say, this is what we would |ike you to acconplish; go achieve that for
us and conme back when you're done. That is not what this is. This is a
governnental activity under governnental direction and control, in which the
partici pants may be both governnent enpl oyees and contractors, but it's not
out sour ced.

SEN. FEINSTEIN: | understand that.

GEN. HAYDEN:. Ckay, good.

SEN. FEINSTEIN. |Is not the person that carries out the actua
interrogation -- not the doctor or the psychol ogi st or the supervisor or

anybody el se but the person that carries out the actual interrogation -- a
contractor?

GEN. HAYDEN: Again there are tinmes when the individuals invol ved

are contractors, and there are times when the individuals invol ved have been
government enpl oyees. It's been a mx, ma'am
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SEN. FEINSTEIN: Wy woul d that be?

GEN. HAYDEN. We -- the best individual available at that nonment for
the task and, in nmany instances, the individual best suited for the task may
be a contractor.

SEN. FEI NSTEIN: Ckay.

I'd like to ask Director Mieller this question. As an FBI specia
agent, George Piro, was on "60 Mnutes" recently tal king about how he
conducted a | engthy interrogation with Saddam Hussein, and who Hussei n cane
to divulge many, many things, | think, not clearly known to the world before,
such as the fact that, yes, he did not have weapons of mass destruction. He
et the world believe he had weapons of mass destruction, and the reason he
did so was because he feared an attack not fromthe United States but from
I ran.

What techniques did M. Piro use to get this information, D rector
Muel | er ?

MR MJELLER It was a technique that was utilized over a period of
time, which was building a bond, a relationship, a structured relationship
wher e Saddam Hussein believed that George Piro was the individual who
controll ed his everyday novenents, his ability to have access to pen and
paper, for instance, and devel oping a relationship over a period of tineg,
whi ch i ncluded a nunber of discussions in which a particular subject could be
introduced and infornmation elicited. SEN. FEINSTEIN. And clearly, it
wor ked very wel |.

MR MJELLER W believe so

SEN. FEINSTEIN. Does the FBlI use the sanme techniques that the C A
has aut hori zed?

MR MJELLER: It has been our policy not to use coercive techniques.

SEN. FEINSTEIN. Do you follow any of the techniques -- or | should
say protocols, the 18 that are put forward in the Arny Field Manual ?

MR MJELLER. Qur policy has been fairly clear fromas |ong as,
certainly, 1've been there, and that is we do not use coercive techni ques of
any sort in the course of our interrogations, which we find in the course of
our interrogations, given that they are conducted generally within the United
States, often -- nost-times U S. citizens, to be sufficient and appropriate
to the mission that we have to acconpli sh.

SEN. FEINSTEIN. CGeneral, is it fair to say that all nmenbers of the
Anerican arnmed -- of the mlitary use the Arny Field Manual ?

CGEN. MAPLES: Yes, nman'am that's true

SEN. FEINSTEIN. So then it's safe to say that the only organization

of the Anmerican governnent that does not is the CIA Is that correct?
GEN. MAPLES: | didn't hear Director Mieller say that they actually
use the field manual. But within the arned --
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SEN. FEINSTEIN. No --

GEN. HAYDEN:. -- forces, we do use the Arny Field Manual as our
gui de.

SEN. FEINSTEIN. So, Admral MGConnell, then the only organization
of governnment that uses coercive interrogation techniques really is the CA
is that not correct?

MR MCCONNELL: The only one to ny know edge, yes, ma'am SEN
FEINSTEIN: And | was reading a New Yorker article about your interview on
the subject of waterboarding and coercive interrogation techniques, and |
gat her that you felt that for yourself, if used, waterboarding would, in
fact, constitute torture. Is that correct?

MR MCCONNELL: No, ma'am that's not correct. The discussion was
about something entirely different. It was a personal discussion about when
| grew up and what | was doing as a youngster. And the discussion was framed
around being a water safety instructor. Sone people, and |I'm one of them
have difficulty putting ny head under water. |f your head goes under water,
| ingest water in nmy nose.

So what | was having the discussion with the journalist is about
being a water safety instructor and teaching people to swm He said, "Wll,
what about when water goes up your nose?" And | said, "That would be
torture." | said it would be very painful for ne.

Then it turned into a discussion of waterboarding. M'am | made no
statenment or judgnent regarding the legality of waterboarding. W've
di scussed it openly here, what it is. Witerboarding, taken to its extrene,
coul d be death. You could drown soneone.

SEN. FEINSTEIN. Then the quote that |'mreading directly fromthe
article, "Whether it's torture by anyone else's definition, for me it would
be torture," is not correct.

MR MCCONNELL: | said in -- what | was tal king about was water
going into ny nose given the context of swi nm ng and teaching people to swim
So it's out of context.

Now, when the journalist was checking facts, he called ne back and
said, "Here's what |'mgoing to say." And | said, "That's not the subject of

our discussion, and | ask you not to put that in the article." W argued for
90 minutes. | said, "That will be taken out of context. It is not what our
di scussion was all about." And he said, "Well, you said it. |'ve got --

it'sinny article, it's out of ny control."

So here we are. | saidto him "I will be sitting in front of a
comm ttee having this discussion, arguing about what | said that was totally
out of context."

The question is, is waterboarding a | egal technique? And everything
| know, based on the appropriate authority to make that judgrment, it is a
| egal technique used in a specific set of circunstances. You have to know
the circunstances to be able to nake the judgnent.
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SEN. FEINSTEIN. One |ast question
MR, MCCONNELL: Yes, mm'am

SEN. FEINSTEIN. Woul d you support having the Departnment of Justice
opi ni ons on this subject, which we have asked for nunerous tinmes, being nade
avail able to the conmmittee?

MR MCCONNELL: The conmittee has an oversight role that should
entitle it to have access to the appropriate information. And |'ve said that
to you and the chairman and the vice chairman on any nunber of occasions. So
you know ny position.

SEN. FEINSTEIN: Thank you
Thank you very much, M. Chairnan.
SEN. ROCKEFELLER:  Senat or Wit ehouse.

SEN. SHELDON WHI TEHOUSE (D-RI): Thank you. Thank you, M.
Chai r man.

Just to followup a little bit on Senator Feinstein's questions,
General Hayden, is it -- | just want to give you a chance to revi ew your
testinony here that those who conduct the interrogations are not 100 percent
contract enpl oyees and are actually a mix of contract and Cl A enpl oyees.

GEN. HAYDEN: In the history -- sorry. Senator, if you're |ooking
for a specific exanple or specific place, |1'd have to check the facts, but in
the history of the programthe interrogators that |'maware of have been a
m x of contract and governnent.

SEN. WH TEHOUSE: Does that apply -- how about if you narrow the
programto waterboardi ng?

GEN. HAYDEN. | -- the real answer is, | don't know. |'d have to
check, Senator. SEN. WH TEHOUSE: GCkay. | think that helps clarify.

General Maples, hasn't the Arny -- doesn't the Arny often, or
mlitary in general, face life-or-death decisions dependi ng on what
information it can extract from prisoners?

GEN. MAPLES: Yes, sir, |I'd say that's true. Yes

SEN. WH TEHOUSE: It coul d be whether battleships with crews of
t housands get torpedoed. It could be |locations of V-2 missile sites that
 and on London. It could be all sorts of things. Correct?

CGEN. MAPLES: All sorts of information that could be derived from an
interrogation, yes, sir

SEN. WH TEHOUSE: And coul d save thousands, tens of thousands, |arge
nunbers of |ives.

GEN. MAPLES: It could, yes, sir
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SEN. WH TEHOUSE: And notwi t hst andi ng t hose stakes, the Arny has
adhered in its interrogation techniques always to the Arny Field Manual

GEN. MAPLES: Certainly, since the Arny Field -- recent Arny Field
Manual was published and it becane |aw, that we would adhere to that. That
is what the armed forces of the United States train to, and that's what we
practi ce.

SEN. WH TEHOUSE: Thank you.

Director McConnell, recently -- in fact, today -- a prom nent
acolyte of the Bush administration on foreign policy and intelligence nmatters
has described your national intelligence estimates as politicized and policy-
oriented. He describes themas of sufficient denerit that they put the
intelligence community's credibility and inpartiality on the line. He says
that the NTE was distorted; that in order for it to be objective, it would
have to be rewitten; that it involves sleight of hand and grossly
m scharacterizes the subject at hand; and that is infected with policy bias
as the result of the work of policy enthusiasts within the intelligence
comuni ty.

Qoviously, the entire discussion we've had today is of very little
val ue or significance if the underlying intelligence estimte process is
corrupted either by policy bias or distortion, or gross m scharacterization,
or politicization.

Whul d you care to comment? Because it sort of had been ny inpression
that we were in recovery fromthat and not in that state. But, | think it
woul d be worth it to hear your views on where the integrity of the
intelligence comunity stands at this point, and specifically with regard to
this N E.

MR MCCONNELL: Sir, |1'd start by saying that the integrity and the
professionalismin this NIE is probably the highest in our history in terns
of objectivity, and quality of the analysis, and challenging the assunptions,
and conducting red teanms on the process, conducting a counterintelligence
assessnment about were we being msled or so on

So | would start by saying that the article you refer to is a gross
m srepresentation of the professionalismof this comunity now. Fromthere |
woul d say, depending on one's political perspective, you can pick up what
this NIE has to say fromdifferent points of view And | can also report that
both sides are angry with how we represented this NIE. Therefore we probably
got it about right.

Here was the issue. 1In the history of NIEs, there have been very,
very few-- | think | could nunber on one hand -- that have been nade publi,
uncl assi fi ed key judgnments. W got into that node because it was highly
politicized and charged when we were doing NIEs on Iran, lIraq and the
terrorismthreat. There was an expectation

Now, | made every attenpt to establish a policy consistent with sone
of the views that were acknow edged earlier or stated earlier, about having
our work be done in a confidential way and nade available to those in the
administration and in the Congress who need to do their work where we're
dealing with classified information. And | worked that policy, | coordinated
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it, | notified the commttees this was going to be how we were going to go
f or war d.

And then we had a dilemma. | pronulgated nmy policy in Cctober. W
were working through this analysis -- had been working fromthe sumrer, cone
into closure in Novenber. And the issue for us was that ny predecessor,
Anbassador Negroponte and me were on public record nmaki ng a statenent that
was -- or statements about Iran that were different fromour conclusion. So
now ny dilema was | could not not nake this unclassified.

Now, so we finished the debate and the dial ogue on the 27th of
Novenber. W briefed the president on the 28th of Novenber. And the issue
was the position had changed somewhat. As | nentioned in ny openi ng
remarks, there are three parts to a nuclear program The only thing that
they' ve halted was nucl ear weapons design, which is probably the | east
significant part of the program

So then the question becane, what goes in unclassified key
judgnents? Now, we had closed and | had signed on the 28th of Novenber the

classified key judgnent. So ny dilemma nowis -- | can't nake themdifferent
when | do unclassifieds. So now we're in a horse race. 1've got to notify
the committee. |'ve got to notify allies. |'ve got to get unclassified out
the door. So if I'd had until now to think about it, | probably would have
changed a thing or two. But let me nmake a point. |'ve anticipated your
question. | want to go to the first key judgnent and to nmake reference to
the article that you referenced in your remarks. First one: "W judge with

hi gh confidence in the fall of 2003, Tehran halted its nucl ear weapons
program'

Footnote -- put it right here on the front page so everybody
woul d see it. W don't want to make any m stakes. W don't want to m sl ead
anybody. For the purposes of this estinmate, nucl ear weapons program we mean
Iran's nucl ear weapons desi gn and weaponi zati on work and covert urani um
conversion-rel ated and urani umenrichment-rel ated work.

Now, to soneone who's famliar with weapons -- and this is the
effort -- that's part of a program Now the argunment in our group was we
can't just say that, we've got to attach it. So it's colon -- or pardon ne -
- semicolon. Sane sentence, semicolon. W also raised -- assessed with
noderate to high confidence that Tehran at a m nimumis keeping open the
option to devel op nucl ear weapons. W tried every way we could to put it al
right in the beginning. |t depends on your perspective of how you pick up
the issue.

SEN. WH TEHOUSE: Thank you, Admral. Thank you, Chairnan.

SEN. ROCKEFELLER: Gentlenen, | regret to say that we have an
i nconsequential, thoroughly unsubstantive reflecting difficulties on the
floor between two political parties' vote, and we have four minutes left. So
I'mgoing to recess this for about six mnutes, and | --

SEN. EVAN BAYH (D-IN): Can | go ahead with ny question?

SEN. ROCKEFELLER: Yeah, if you can do it. 1'll call on Senator
Bayh if you can run --
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SEN. BAYH |'mgoing to go ahead with ny question, and then run
over for the vote, if that's okay, because I'd like to follow up on Senat or
Whi t ehouse' s questi oni ng.

Director, | don't agree with the aspersions that were cast upon the
quality of the work of your people in the article that Senator Witehouse
referred to, but | do think there have been -- the work has been

m scharacterized in the public domain, as you were pointing out. And it's had
sone unfortunate consequences. As a matter of fact, it may very well have
made it nore difficult to achieve the result that our nation was hoping for,
which was to find a way to end the Iranian nucl ear programw t hout resorting
to force. |It's made diplomacy nuch nore difficult because of the way this
was received around the world, including by the Iranians, the Russians, the
Chi nese and others. You just nentioned that if you had to do it over again
wi t hout the heat of the nonent, sone tine to reflect, you would have changed
a couple of things. Wat would you have changed?

MR MCCONNELL: | think | would change the way that we describe
nucl ear program | nean, put it up front, a little diagram what are the
conponent parts so that the reader could quickly grasp that a portion of it,
| woul d argue, maybe even at least significant portion, was halted and there
are other parts that continue.

SEN. BAYH  Well, just to clarify the record, and I"'mreferring only
to the public NIE. And I've read it. M synopsis of it -- and |I'd be
interested if any of you would disagree with this -- was that they had an
active -- all three conponents: fissile material creation, weaponization,

delivery systens. Al those were going forward. They decided a few years
ago to suspend one conponent; as you characterize it, the | east consequentia
of the three -- at least tenporarily they decided to suspend it. They could
reconmence that at any point in tinme.

MR MCCONNELL: They coul d.

SEN. BAYH It would be very difficult for us, as |I think you
poi nted out, to know when they have recomenced that, and ultinmately, given
their industrial and technol ogi cal capabilities, they are likely to be
successful. W don't know exactly when, but ultimately they're likely to be
successful .

MR MCCONNELL: Yes, sir
SEN. BAYH Is that a fair synopsis?

MR MCCONNELL: That's exactly right. And that's what the
uncl assified -- if you read themall the way through, that's unclassified key
judgnent -- nake that point, and then there's the full body of the 140 pages
al so, and (they did make that ?) point.

SEN. BAYH Weéll, so ny question to you is, you know, it's difficult
when we just, you know, have one footnote that kinds of clarifies, as | say -
- how can you and your people go about presenting this in a way that is nore
likely to have a bal anced presentation of your beliefs, to avoid the kind of
probl em we' ve now got ourselves in going forward? And how can you think
t hrough the consequences of the report? Because it's had unintended
consequences that in nmy own view are danmaging to the national security
interests of our country.
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MR MCCONNELL: Sir, it's a challenge. W tried, in the tinme we had
left, to do just what you said. | thought at the nmonent, at that point in
time, we had gotten good balance. |In retrospect, | -- as | nentioned,
woul d do sone things differently.

But | et ne nake a couple of points. As you mght inmagine, | have
focused very intently on Iran in the aftermath of this. And there's a debate
in Iran now, and sone are debating that this is not a good-news Nationa
Intelligence Estinate; it's a bad-news National Intelligence Estinate,
because that means that international pressure and diplonacy efforts will be
i ncreased and sanctions will be enforced to hurt their econony. And in fact
the permanent five plus one, Germany, have just -- they've just come to
cl osure and agreenent on new sanctions, and they're going to take it to the
United Nations and have that --

SEN. BAYH: Are the Russians and the Chinese in accord with this?
MR MCCONNELL: They are.

SEN. BAYH.  They are.

MR, MCCONNELL: Perm 5.

SEN. BAYH Wéll, | will be heartened and | will be pleasantly
surprised if they do nore than verbally express their support, but actually
take the tough steps necessary. MR MCCONNELL: U. K., France, the United
States, Russia and China.

SEN. BAYH  How do you interpret the Russians -- alnost i mediately
after the issuing of this NIE, they're beginning to supply nuclear materia
to the Iranians for their reactor.

MR MCCONNELL: Sir, | think to help -- the background of that -- |
think they're actually hel ping make the point. Here's the issue. First of
all, they -- the Iranians are pursuing a fissile production capability.

The Russians, in negotiating with them said to them W wll
provi de you what you need to run a peaceful reactor, but everything is
absol utely under our control -- the material that's provided, the plutonium
that's produced -- it has to go back to Russia and so on. Russia's al so
maki ng the argunment to the Iranians: The fact you' re running an i ndependent
urani um enri chment program nakes you suspect. You have no need for it.

SEN. BAYH | agree with all that, and I've got a little bit of tine
left here. So | guess, since |'mthe |last person standing -- (laughter) --
I'I'l have to recess the hearing and run on over there -- but | agree with al
that. But they had held up the delivery beforehand, | assume, to nmke the

point to the Iranians: Look, you know, you've got to, you know, get your act
toget her on some of these other things, because this is the pathway forward.
And then they imediately took that pressure off. So --

MR MCCONNELL: It's because the Iranians in fact agreed to these
very strict controls. So |l -- nmy viewis, they were in this dial ogue
actual ly supporting the programthat had been initiated on a diplomatic |eve
to inpose sanctions through the U N
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SEN. BAYH  Well, good. Let's hope that that proves to be the case
goi ng forward.

My last question -- and General Hayden, it may be nore for you --

MR FORT: Senator, excuse ne. |If | mght add, just in terns of the
Russi an and Chinese attitudes, there are existing U N sanctions against Iran
as a result of their failure to abide by the will of the internationa
comunity, to which China and Russia have been conpliant. And we are now
negoti ati ng anot her round of sanctions against Iran

So they have not w thheld or they have not, | should say, the
Russi ans have not just totally opened up the floodgates in the one instance
that you indicated, but the U N sanctions still stand against Iran

SEN. BAYH Weéll, that's true, but the question is whether the
sanctions will be effective. And sone observers, you know, believe that a
little nore needs to be done there to try and finally get the Iranians in the
pl ace they need to be.

MR FORT: That's why the secretary of State is continuing to pursue
exactly that course of action, to inpose yet additional sanctions.

SEN. BAYH My last question, then I'lIl turn this over to ny
col | eague.

General Hayden, it may be for you. |It's about Pakistan and the
tribal areas. You know, it's unfortunate but, you know, | was interested to
hear about the fatalities that the Paki stanis have suffered, other casualties
t hey' ve suffered.

Is it not possible that they nmay nake a good-faith effort to try and
stabilize that region, but it is just beyond their ability to acconplish,
which will then present us with a real dilemma? W saw what happened in
Af ghani stan many years ago, when we allowed a | awl ess area to becone
essentially controlled by bad actors. W don't want a repetition of that.

At the sane time, if we insert ourselves, there's a real risk of
destabilizing and already fairly tenuous regime. How do we strike that
bal ance? And when do we conclude that if the Pakistanis sinply can't do it
by thensel ves, that we have to do nore and essentially say, look, if you
can't do it, we're going to have to do nore and, you know, we're going to do
what we need to do here, because we can't afford to have a repetition of the
Af ghan situation?

How do we strike that bal ance? And when do we conclude that the
bal ance of risks has tipped agai nst us not acting, as opposed to acting?

CGCEN. HAYDEN: Yes, sir, and | can el aborate nore in cl osed session
but there's a lot that, | think, can be said in open

As the admral pointed out, these are good partners. W' ve worked
very closely with the Pakistanis. To be fair, if you | ook at the history
of our cooperation, we have been nost successful in cooperating with our
Paki stani partners in the settled areas of Pakistan in which, nunber one,
obviously they have a nore powerful presence but, nunber two, | think there's
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nore comonal ity of view between us and our partners that this is a threat to
bot h of us.

In the tribal area, | think it's fair to say, over a fairly |ong
period of tine, the Pakistanis were concerned about it. But the threat
emanating fromthe Federally Adm nistered Tribal Areas, the FATA, they could
say wWith some justification was nore a threat outside of Pakistan than it was
to Pakistan per se, right? That's changed.

SEN. BAYH  Can you continue with your explanation for ny coll eague?

GEN. HAYDEN:. Absol utely.

SEN. BAYH. | look forward to reading it and I will return
Apparently they're holding the vote just for ne, so far be it fromnme to
bring the Senate to a standstill, but | appreciate your response.

If you woul d pl ease conclude it --

GEN. HAYDEN: Sure. And | think --

SEN. BAYH: -- and | shall -- | wll return.

GEN. HAYDEN:  Yes, sir.

I think the new piece, analytically, is now that our partners in
Paki stan understand that this is a Pakistani problem and the threat com ng
out of the tribal area is now as nuch a threat to the health and wel | -bei ng
and identity of Pakistan --

SEN. BAYH |'mglad they have that understandi ng.

GEN. HAYDEN: -- as it was to us.

SEN. BAYH My question went nore to capabilities. They may just
not have the ability, even if they're well intended, and then what do we do?

GEN. HAYDEN: And if you neet with them neet with the best of them
and have candi d di scussions, that is absolutely the case.

SEN. BAYH: (I naudible.)

GEN. HAYDEN: And therefore, we are in a period a period of tinme in
which | think there is commonality of interest, commonality of intent. But
Paki stan's capacity to do sone of the things we both would |ike to see happen
inthe tribal areais limted

And now we cone into this period of time. Wat is it both of us do
in this period in which they nmust build capacity and yet the threat currently
exists? And we may be -- tal k about that nore in closed session --

SEN. BAYH: Look forward to it.

Chai rmen Wden.

SEN. WYDEN:. Gentlenen, | think | can apol ogize for all of us that
this is a particularly chaotic norning, and we appreciate your patience. And
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| think I'd like to start with a different tack, for purposes of ny
gquestioning. As | look at where terrorists get their noney, | increasingly
find that the dial points to Saudi Arabia. There are press reports that 50
percent of Hamas's budget cones from Saudi Arabia, Saudi citizens providing
the majority of financing for al Qaeda in Mesopotama, and it all flows

t hrough the madrassas and the cultural centers and scores of charities |led by
Saudi nationals and organi zati ons based i n Saudi Arabia.

So | think ny first question would be for you, Director MConnell
and you, CGeneral Hayden. |Is it correct to say that private donors within
Saudi Arabia continue to be a major source of funding for terrorist groups?

MR, MCCONNELL: Senator, |I'd have to agree that a mmjor source of
terrorist funding would originate with private donors in that region of the
worl d. Wen you | ook broadly across the globe, the majority would come out
of the M ddl e East.

But now sonme -- just to be conplete, sone of the contributions to
these terrorist efforts actually originate here in the United States. | nean,
it's not out of the question that it would originate here.

So if you look at the region, the Mddle East is the mgjority, and
the Saudi s have recogni zed this, particularly since they were attacked
internally some years ago. And they have been very forceful in attenpting to
turn the tide to include engagenent with the schools and the nbsques and the
religious establishnent in Saudi to start to change this -- the situation.
It's not conpletely turned around, but it is being addressed.

SEN. WYDEN: | liked the first part of your answer, Ceneral, and
have questions about the second part.

Now, four years ago, the Saudi government announced that it would
forma charities commi ssion to oversee charitable donations and keep t hem
frombeing used to fund terrorism So there was this big, much- ballyhooed
announcenent four years ago.

But as of today, this conm ssion still has not been established. So
ny sense is that this is concrete evidence that they still aren't
particul arly serious about stopping noney fromflowing to terrorists who are
outside their country. Isn't' that again a signal that while the rhetoric
may sound |ike they want to be supportive, it's just not happeni ng when you
| ook at the concrete signals, like the foot- dragging on the charities
commi ssi on?

MR MCCONNELL: Sir, I'mnot familiar with the specific charities

comm ssion that you're referring to. |'msure -- maybe General Hayden, 1'1|
turn that over to him But let me be very clear about nmy point of view,
havi ng come back to governnment just one year ago. | focused on this issue,

because it was a personal interest and because it's inportant. And what |
have observed are major steps on the part of the Saudis to be nore serious
and nore engaged on this topic. And the one |'mfamliar with is here in the
Uni ted States.

What | was concerned about as a private citizen is support com ng

from Saudi for schools here in the United States contained | anguage that we
shoul d not tolerate. And that process has been addressed and it's been
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cleaned up and so on. And so is it 100 percent conplete and effective? No.

But it is -- concrete steps are being taken

SEN. WDEN. | want to let the general answer, but Admral, take a
| ook at the foot-dragging on the charities commssion. | think it is a
powerful signal that the followthrough still isn't there.

General, do you want to add to that?
GEN. HAYDEN: Yes, very briefly, Senator. Thank you.

| think you're right. The last time | checked, that was ny
under st andi ng of where the charities conm ssion was, but | haven't | ooked at
it for a period of tine. So | don't chall enge your conclusion there.

That said, Saudi -- (inaudible) -- under Prince Mohamed bi n Nawnaf,
has actually nmoved their game into this region for the first time. As the
admi ral suggested, they got real serious about threats in the kingdom They
have done very, very well in taking care of al Qaeda there.

The | ast piece, and the one that we've urged greater energy on them
has been with regard to funding. And as the adnmiral points out, this is a
difficult one for this good partner, because it's wapped in anmongst al ns-
giving and religious education and charity and so on. And so there are sone
cultural challenges for our partners to take this on as thoroughly as we
m ght want.

But 1've tal ked to Mohammed bi n Nawwaf, our counterpart there for
the internal service. These have been very candid discussions. And | think
-- and we shoul d probably get you a paper on this, Senator -- there have been
very concrete steps taken by the Saudis against donors, admttedly, with this
comm ssion not yet up and runni ng.

SEN. WYDEN: Let nme see if | can get one other question in on the
interrogation issue, because | know while | was out, there was a fair amount
of di scussi on about that.

| think the concern has al ways been -- certainly the concern of an
Anerican in a dangerous time is is it going to be possible to get information
fromthese ticking tine bonbs -- people who have information who represent a
very serious and i mediate threat to the well-being of the country? And ny
question on that point is for you, Director Mieller, and that is do the FBI -
- and perhaps we can bring the mlitary folks in on this as well -- use non-
coercive techniques on individuals who have this tine-sensitive threat
i nformation?

MR MJELLER. Yes. As | indicated before, our policy states we wl |
not use coercive techniques in the course of questioning suspects, subjects
of our investigations. And there is no tine frame given.

SEN. WDEN. And is it fair to say -- this is an open session, |'ve
touched on this in the past in open sessions as well, with sone of your
peopl e -- that these non-coercive techniques that are being used by the
Departnment now can be effective in dealing with these tine-sensitive, ticking
time-bonb situations that the American people are so concerned about?
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MR MJELLER. The general answer is yes. But again, it depends on a
circunstance, yes. And as | expressed before, our techniques, | believe, are
appropriate to the success of our m ssion

SEN. WDEN. |'m going to ask you some nore about this in closed
sessi on.

But M. Chairman, thank you. And | got a little bit of extra tine,
| gather, since everybody is running back and forth, and | appreciate it.

SEN. ROCKEFELLER: All right, thank you very much, Senator Wden.
Senator Warner is next, but he's not back yet, so |I'mgoing to take

advant age of the regular order and ask you, Director Mieller, to discuss
somet hi ng whi ch you brought up which has had al nost no discussion in this

country at all. There's occasional discussion when it conmes to, you know, is
Baltimore safe as a port, et cetera, et cetera, et cetera. But rail I|ines,
and -- but there's been no kind of conprehensive discussion of it.

| would like to have you talk, if you can, for a full five mnutes
about what you said, and that is the threat of terrorismw thin the United
States of America

MR MJELLER. | think -- | refer to it in three levels. The
first is al Qaeda itself -- bin Laden, the core, which, as has been described
here previously on the Fatah, and the second | evel is individuals who are not
necessarily directed fromthe outset and the planning is not acconplished by
core al Qaeda but have sone ties to al Qaeda, whether it be financial or
recruiting or otherwise. And the third level is self-radicalized wthout any
ti es whatsoever to al Qaeda

The threat here in the United States is principally at this
juncture, we believe, self-radicalized groups with no ties to al Qaeda. Two
of those instances we rolled up last year. One related to the plot against
JFK.  The other related to the plot against soldiers at Fort Dix.

However, there are individuals in the United States who are
phi | osophi cally, ideologically associated with al Qaeda who recruit, finance,
and woul d have the capability of providing a support nmechanismto sonebody,
shoul d they cone in the country, nuch in the way there was unwitting support
for the 19 hijackers as they cane into the United States before Septenber
11t h.

And our great concern is that there will be operatives that cone to
the United States, whether it be from Europe or el sewhere, that will conme in
with the goal of undertaking a terrorist attack.

If you | ook at what has happened, transpired recently in the UK in

2005 -- the July 7th, July 21st attacks -- if you |ook at the recent -- one
was a successful attack; the other was aborted, or not aborted -- was not
successful. If you look at the recent detentions in Barcelona, Spain, these

were individual s who had association with al Qaeda, had travel ed to Paki st an,
gai ned perhaps sone financial backing, but certainly the training that they
brought back, and had a cadre of individuals that were available to undertake
attacks.
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Qur great concern is that, while it is happening in Europe, it is
one plane ticket away fromoccurring in the United States. And consequently,
it's that mddle |level that may be self-radicalized at the outset but then,
because of the close association, famlial associations with Pakistan, gets
training in Pakistan, gets support in Pakistan, and comes back, utilizes the
network to undertake an attack, would be not satisfied with undertaking an
attack in Europe but undertake an attack in the United States. SEN
ROCKEFELLER: And | understand that. What I'd |like to get you to focus on
for a mnute or so is that which is carried on by peopl e who have becone
di saffected, either through unenpl oyment, which now presumably will grow,
through the exanple of a cause, the attraction to a cause, and it may not be
that they actually go to al Qaeda or they get their training in Afghanistan,
but they sinply decide to create nal evolent actions within the United States
for purposes which can either be twi sted or which reflect their fundamenta
unhappi ness within the American society as it's held before themin many
ways.

MR MJELLER: | think that is a possible explanation for certain
actors who woul d take the dissatisfaction, the disenfranchisement in the
United States, and couple it with the radical I|slanmc ideology, and the two
woul d reinforce each other.

What you al so see in a nunber of these instances around the gl obe,
wel | -educated, relatively well-off individuals who al so have subscribed to
thi s ideol ogy, who undertake such attacks. The npbst recent one that cones to
mnd is the doctors in the UK who, not |last sumrer -- | think it was the
sunmer before -- attenpted to bonb a nightclub in London. That did not work,
but then drove a car into the airport at d asgow.

These were doctors. These were not persons who were unenpl oyed.
They are not persons who |ack skills. And consequently, while you can | ook
at sone individuals who may have notivation, given their current financia
ci rcunst ances, you cannot rul e out others who woul d undertake attacks for
ot her reasons but do not suffer fromthe sane di sadvant ages.

SEN. ROCKEFELLER: In 30 seconds if you can, do you see the trend
within the United States -- let ne say this. Are we not paying enough
attention to this, not referring to the FBI, but referring to the Anerican
people, to the Anerican news nmedia, to the discussion? The discussion is
al ways attracted, you know, to fire bonbs and destructi on overseas and | oss
of life.

And yet the Robert Reid situation indicated that things can happen
in other ways also. And | think there are -- and that was very early,
therefore maybe not |ess relevant. But people becone attracted to a cause.
Peopl e have to have sone nmeaning in their life. They're disenfranchised
economcally or in their own mnds, and they want a cause to give their life
neani ng, even though it's malevolent nmeaning. It's a very powerful factor.

And | would think that Arerica is no less imune to that than, let's
say, parts of Africa, although it nay not be as developed. And | want to
hear you tal k about that, unless you find nmy question inappropriate.

MR MJELLER. No, | would agree with the prem se of the question in
terms of persons who fall prey to that mal evol ent ideol ogy as being
sonet hing that we are trenmendously concerned about. There can be any nunber
of causes. Do we pay enough attention to that?
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My concern is that we're several years away from Septenber 11th, and
inevitably there is a conplacency that begins to take hold when there is
not hi ng i medi atel y happening. And | do worry about conplacency. | do worry
about early intervention, early identification of individuals who fall prey
to the ideol ogy.

| can tell you, we, our counterparts, DHS and state and | ocal |aw
enforcenent through our joint terrorismtask forces, are alert to this. But
it also takes representatives of the comunities in which this can occur to
be alert to it and not turn a blind eye towards it and to alert us when there
are the signs that sonebody is becom ng radicalized and getting to the point
where it is beyond the discussion stage and to the point where they take an
overt act pursuant of a particular plot or conspiracy.

SEN. ROCKEFELLER: So to sumup, then, you do not have to be
Russi an, Chinese or sonebody else in order to do cyber terrorism You can do
that as an individual, untrained in Afghani stan or Pakistan, fromwthin the
United States if you're angry enough about something that you think that by
doing that you will bring meaning to your life sinply because you fee
di senfranchi sed.

MR MJELLER. Yes, neaning to your life. You know, even if you were
not di senfranchised, it brings additional nmeaning to your life. You can be a
col l ege student in Atlanta or el sewhere.

SEN. ROCKEFELLER: Correct -- or a doctor. You're correct.
MR MJELLER. And we've had instances along those |ines.

SEN. ROCKEFELLER: | thank you, sir. And | apol ogize to Senator
Warner, whose turn it nowis.

SEN. WARNER: Thank you, M. Chairman.

And | want to say to Director McConnell and each of his associates
here today, the Anmericans have got to take great pride in what you and your
respecti ve organi zations are doing to preserve freedom as we so cherish it
here in this country.

You represent now, under the new | aw, having brought together and
integrated our intelligence, the finest professional group of men and wonen
to be found anywhere in the world who devote thensel ves solely to the
preservation of the freedons of this country. And | want to comend each of
you.

I want to go back to our distinguished chai rman and ranki ng nenber
and their commrents about the current FISA debate in the Senate and once again
| ook at your paragraph, Director MConnell, where you say, "Expiration of the
act would lead to the |oss of inportant tools the intelligence comunity
relies on to discover the plans of our enemes."

And you particularly re-enphasized that this conmttee, having voted

13-2 to give retroactive liability protection to the private sector which
have stepped up to work with this community.
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And | just wanted to enphasize that the notivation of private
conpanies to cone forward and participate in this program there may be sone
rei mbursenment for cost, but it's purely for patriotic reasons. Am | not
correct in that?

ADM MCCONNELL: Yes, sir, that's correct.
SEN. WARNER: Ceneral Hayden?

GEN. HAYDEN: Yes, sir, absolutely correct.
SEN. WARNER: Director Mieller?

MR MJUELLER: Correct.

SEN. WARNER:  You know, |, on the floor, working with ny coll eague
here on a colloquy one day, | likened the activities of these corporations in
Anerica to the all-volunteer force. Each of the men and wonen in our arnmed
forces today have raised their hand and have volunteered to step forward and
proudly wear the uniforms of our country and to assune the risks and their
famlies to share in those burdens.

So | | ook upon these conpanies as part of the all-volunteer force in
the general matrix of people in this country trying to ensure our freedons
and safety.

So I'"'mgoing to fight ever so strongly with my two col | eagues on
ny right here to get this done.

Let's turn now to your comments on Iraq, Director MConnell

You say the security situation in Iraq continues to show signs of
i mprovenent. And in response to questions fromthe chairman and the ranking
nmenber, you anplified that about the provincial elections comng up, how
pi votal they are and the hydrocarbon | aw.

But | want to step back. And | look at this in the context of
anot her responsibility that | have here in the Senate in the Arned Services
Comm ttee and our urgent need to reduce the time of tours of duty from 15
nonths down to a nore realistic, and hopefully less, to 12 nonths and then

per haps even a shorter tour. Because | have to tell you, | visited with the
Army officials here in the last day or two -- and we're going to have
hearings in the Armed Services Committee -- this conflict is taking its

i mpact on our all-volunteer force. W're asking an awmful |ot of these nen
and wonen who have repeated tours over there and the burden on their famlies
and their ability as Reserve and Quardists to reintegrate into civilian life.

So I'mgoing to ask you this question: Wat is your |evel of
confidence that there will be continued signs of inmprovenent in the com ng
year? Hopefully, that'll translate in our ability to shorten the tours. |Is
it a high confidence that we're continuing to see signs of inprovenents,
medi um confi dence, or | ow confidence?

MR MCCONNELL: Sir, | would say nmedi um confidence on nmy part. And
hopefully, that would inprove intine. As | nentioned, the Iraqgis -- the
| eadership in lrag -- they're learning how to govern and how to conprom se
and how to do this business. A few key pieces of legislation, but as this
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goes forward, having an lraqi security force that's professional -- so that's
a training conponent for us. So | see a path that gets us to what you
suggested. |In addition to shortened tours, to also having a role nore in
over watch where we're training and assisting and equi ppi ng, as opposed to
actually engaging in the security applications.

SEN. WARNER:  You list here very carefully all of the things that

are taking place over there that are of concern. W still have just an
extraordi nary anount of Shi'a insurgency by various groups. The fragility of
the Sunnis, who have tried to cooperate and are now beginning to -- certainly
in Al Anbar -- keep things quieter, but if you had to list the two

greatest risks to reversing this trend of continued inprovenent, what woul d
they be?

MR, MCCONNELL: First would be Iran and Iran's role and how t hey
pl ay and equi p and support and cause issues. And the second would be the
Shi ' a-on-Shi'a dialogue. There's one |large group referred to as Jaish al -
Mahdi, which is -- Migtada Sadr is responsible for. And then there's the
group ISCl -- we refer to it as a shorthand -- which is a political party.
And if those two can learn to work together and conprom se, the Kurds al so
have a role in having participation in conpromse -- and the Sunnis will cone
into that group for dial ogue and constructive engagenent -- then they're
going to be successful.

But it's going to -- the single nbst thing in the short termwould
be Shi'a-on-Shi'a, in nmy view

SEN. WARNER: Do you share, Director Hayden, with the D rector
McConnel | 's assertion that it's a nedi um confi dence?

MR HAYDEN: Yes, sir. | do, Senator.
SEN. WARNER: Is that the level that you have?

MR HAYDEN. | do and | agree with how he racked up the different
factors.

| would add one additional thought -- | know you're aware of this,
but | need to make it explicit -- the eneny gets a vote or the eneny gets the
appearance of a vote. So there is the possibility that al Qaeda in Iraq, for
exanple -- which | think is the one nost capable of doing this -- could
create the appearance of |ack of progress by extra exertion, you know, as we
tal ked | ast year when we had this discussion, you know, kind of visiting hel
on the civilian popul ation.

And so | just caution for all of us to be careful about the
underlying realities that are happening, because there can be these viol ent
spi kes that are engineered by the eneny and that's what | neant by his
getting a vote in this.

SEN. WARNER: The key word is "spike", though. That indicates what
goes up cones down --

MR HAYDEN: Yes, sir. That's correct.

SEN. WARNER: -- over a short period of tine.
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MR HAYDEN: That's right.

SEN. WARNER: But the general sort of plan that it's continuing to
ratchet down -- not as fast as we would hope, but it is in that direction --
you have a nedi um confidence that will continue? MR HAYDEN. Yes, sir. |
think that's right.

SEN. WARNER: All right.
General Mapl es?

GEN. MAPLES: Sir, | would agree with that also -- that assessnent -
- the noderate |evel.

| think there are a lot of variables that are at play that have
caused the reduction in violence that we have seen in Irag. And | think that
clearly, the Shi'a restraint is one of the key variables here. The freeze
that has been inposed by Jaish al-Mahdi, Shi'a-on- Shi'a ceasefire that has
been agreed to, | think, is key to being able to maintain this.

And on the other side, the local initiatives that have taken place -
- which al Qaeda in lraq is doing its best right nowto try to undo -- they
have to be sustai ned.

SEN. WARNER: | thank you.
Let ne proceed to Afghanistan.

Director McConnell, |ooking at page 18 -- |'ll just read it to you:
"The Tali ban and ot her insurgent groups operating in the poppy- grow ng
regions gain at least sone financial support as a result of their ties to the
| ocal opiumtraffickers."

This situation with regard to the drugs is just, in nmy judgnent,
al rost out of control. And to date, neither NATO, nor the United States
working with our partners, have been able to conme up with what | believe is a
strategy that's going to begin to ratchet down the increasing |evels of poppy
and opiumtraffic.

And as you say here -- | think you put it alittle too mildly for me
-- that the Taliban may be getting financial support. | think a lot of
financial support is flowing to the Taliban, which enables themto buy
weapons and then fire those weapons right at U S. troops and to the NATO
troops. And | think that's just unacceptable. Do you have any views as to
what coul d be done to strengthen -- of course, this is a policy question --

MR MCCONNELL: Yes, sir

SEN. WARNER: -- the cessation of this source of cash -- ready cash
-- to the Taliban?

MR MCCONNELL: Sir, | would say there are two major issues and
you' ve touched on one -- that is, a serious programthat not only eradicates,
but provides an alternative to the Iragi farners -- or the Afghani farnmers

that need a way to make a living and so on. So that's the challenge. How
can you effectively do that? And so far, we haven't cone up with the right
conbi nati on. Second part: It is also in Pakistan, with regard to the
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federally administered travel area, where not only al Qaeda has sonme de facto
| evel of sanctuary, but sonme Taliban nmenbers have de factor sanctuary for
trai ning and equi pping and rest and recuperation and so on.

So if we find a way of addressing those two i ssues, and then we take

of fensi ve operations with regard to the Taliban insurgents, | think progress
would be a little nmore forthcom ng

SEN. WARNER: But that drug trade is the cash flow that's keeping
the Taliban alive.

MR MCCONNELL: Yes, sir.

SEN. WARNER:  Ceneral Hayden?

MR HAYDEN. Yes, sir, Senator. |'d agree.

If you |l ook at the circunstances in Irag and Afghanistan, they're
very different. But | would suggest to you, the single biggest difference
between the two countries in trying to -- for us to translate tactica
success into strategic success -- the single biggest difference are the drugs
i n Af ghani st an.

SEN. WARNER:  The drugs.

General Mapl es.

GEN. MAPLES: Sir, | agree.

SEN. WARNER: Thank you, M. Chairman.

SEN. ROCKEFELLER: Thank you, Senator Warner

Senat or Hat ch.

SEN. ORRIN HATCH (R-UT): Well, thank you, M. Chairnan.

SEN. ROCKEFELLER: Fol | oned by Senator Fei ngol d.

SEN. HATCH. Thank you, M. Chairman.

And I want to thank all of you for the service you're giving to our
country. It really means a lot to all of us up here and certainly to ne.

But havi ng nentioned Pakistan, two of our nost inportant allies in
the global war on terrorismare two of our nost problematic ones and that
i ncl udes Paki stan, and of course, Saudi Arabia. Now, | think what |'m going
to do is ask a couple of questions about Pakistan. Last year in the wdely
reported decl assified key judgnents of the NIE on the threat to honel and
security, they recognized that al Qaeda is secure in Pakistan's federally
administered tribal areas or FATA. Fromthis part of the world, where
Paki stan asserts sovereignty, al Qaeda plots against the West and it's allies
in the Taliban support -- supported area and the counterinsurgency, also,
that seeks to topple the government of ally in neighboring Afghanistan.

Further, the mlitancy emanating fromthe tribal areas has grown
so strong that it has spread to the settled areas of Pakistan in the North-
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West Frontier province, but also reaching into the heart of Pakistan's
cities, including Islamabad. The nost egregi ous exanple of this, of course,
i s Benazir Bhutto.

But open press reporting | ast year gave too little coverage to the
story of the escape of Rashid Rauf, whose escape from Paki stani custody seens
too incredible to believe, as he seens to have been allowed to wal k out of
the door of a nmpbsque that he was allowed to visit. Rauf, | will remnd
everyone here, was considered the masterm nd of the 2006 airline plot out of
Britain, which was to blow up as many as 10 airlines (sic) over the Atlantic.

Yest erday' s Washi ngton Post had a piece on Abu Laith al-Libi, whose
dem se | ast week none of us will benmpan, but who, according to the Post,
freely travel ed around Paki stan, not just in the tribal areas, net with
foreign di plomats and visited wounded Taliban warriors recuperating in
Paki stani hospitals. And these Taliban, it nust be noted, were wounded
fighting Afghans and coalition forces, including the U S mlitary, in
Af ghani st an.

In short, under the current Pakistani governnent, the terror threat
to West has grown, the insurgent threat to Afghanistan has grown, and -- this
was entirely predictable -- the mlitant threat to the people of Paki stan has
grown. Now, at what point do you believe it would be better to pronounce the
current Pakistani government a conplete failure in advancing security for us
or even their own people? And what Pakistani institutions could successfully
stand agai nst these threats? Wat could the United States do to support
these institutions? And what is the significance of the creation |ast
Decenber of the Tariki Taliban, the Taliban nmovement of Pakistan?

Those are a lot of questions. | guess we'll start with you,
Adni r al

MR MCCONNELL: Thank you, sir

| think the nost significant thing in the recent situation is the
threat has noved into Pakistan proper to threaten the very existence of the -

SEN. HATCH. It's been there for quite a while. MR MCCONNELL
Yes, sir. But in the last year, the nunber of terrorist attacks and deaths
were greater than the past six years conbined. So what's happened is
Paki stan has now recogni zed that this is an existential threat to their very
survival. And the | eadership there is taking steps and conducting actions
and starting a process to be nore aggressive in getting control of the
situation with regard to not only al Qaeda, but also the militants in the
Fattah area.

The only institution that has the strength to do what you j ust
described is the Pakistani army. Need to think about the Pakistani arny and
how it was constructed and how it's been maintained for 60 years. It was
designed as a force-on-force, primarily facing a threat fromlindia, and is
not a counterinsurgency force the way we have evol ved with our specia
operations forces. So that discussion is taking place in Pakistan now, and
there will be changes in tinme to be nore aggressive in addressing this
t hreat .
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Wth regard to the governnent itself, a very critical time. They're
inatransition to denpbcracy, and it is a key point in Pakistani history.
For the first tine in their history, their legislature finished a term and
the el ections are happening later this nmonth on the 18th. This is a critica
time to get themthrough this process, to get thenselves through this
process, so they have denocratic institutions that can start to address the
i ssues you' ve outlined.

SEN. HATCH. CGeneral Hayden, do you have any conments about al
t hat ?

GEN. HAYDEN: Well, Senator, |'d agree with your nmacro description
of what's gone on there over the past several years, with very few
exceptions.

|'ve spoken to nmy counterparts in Pakistan and, actually, Genera
Kiyani's chief of the arny staff. | think they would agree in broad outline
with your analysis. But now the question is capacity. Wat is it they can
do about this with the capacity they have as a governnment? General Kiyani,
as the admiral suggests, as chief of arny staff, has inherited an incredibly
artillery-heavy arny, and now he's faced with an insurgency between and anong
tribal groups in the tribal region.

He's got a plan using the resources he has avail abl e plus
transitioning to the kind of arnmy that he will need to neet this problem |
think it's a realistic appreciation of the situation, but right now, it's a
guestion of capacity.

SEN. HATCH. Thank you

M. Chairman, may | ask just one other question? (No audible
response.) Thank you, sir. | wish to commend both you, Admiral MConnell --
well, all five of you, but in particular, listening to you, you, Admra
McConnel | and General Hayden, for your candor. And your precision of your
remar ks on the questions of enhanced interrogation techniques.

And | want to thank you, General Maples, for reiterating the
Pent agon' s adherence to the Arnmy Field Manual. These couple of questions |'m
going to direct to you, General Maples. |In follow ng up on Senator
Whi t ehouse' s question earlier, let me ask you these two questions.

Can the Arny Field Manual be rewitten?

GEN. MAPLES: Certainly it could, yes, sir

SEN. HATCH: How?

GEN. MAPLES: Well, one of the areas that we've | ooked at and we
have tal ked about is what type of behavioral techniques are nbst beneficia
to educe information fromothers? And --

SEN. HATCH. That coul d be changed at any tine.

CGEN. MAPLES: Yes, sir --
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SEN. HATCH. Ckay, then let me ask you this. (Pause.) | think --
would it be fair to say that the Arny Field Manual was witten for 18- to 20-
year-olds, primarily, to help themto know how to act and what to do?

GEN. MAPLES: | would go sonewhat beyond that, but generally it is a
younger popul ation, yes, sir.

(Cross talk.)

SEN. HATCH. (I naudible) -- 24-year-olds or -- (inaudible). | don't
care.

GEN. MAPLES: Yes, sir

SEN. HATCH: But witten for younger people who may not be invol ved
in the intelligence gathering that the Cl A does or that others in the
intelligence comunity have to do for us. (Is that right ?)

GEN. MAPLES: Certainly witten for a different group with a
di fferent purpose, yes, sir

SEN. HATCH. That's right. Now, one last question. |If the
application of an enhanced interrogation technique on an al Qaeda operative
coul d have given us intelligence to have prevented the attack on the U S. S.
Col e, would that have been worthwhile? GEN. MAPLES: Sir, it certainly would
have been to the armed forces and to those sailors --

SEN. HATCH. W | ost how many young sailors at that tinme? There was
about 17, if I --

CGEN. MAPLES: Seventeen, sir

SEN. HATCH. So that's the -- seens to ne that you guys have a
really tough job to be so second-guessed up here by people who don't have to
be on the front lines on these things.

And one | ast thought in this line. R ght nowwe're in a big battle
up here on the FISA bill. And Admral MConnell, you know, as an attorney,
under st andi ng how general counsels work, if we had -- if we do not grant
retroactive immunity to these conpanies that acted patriotically at the
request of the United States, and those civil suits continue, based upon, by
the way, M. Klein and a few other people who really haven't -- didn't know
anyt hi ng about what was going on

Wth all the depositions, discoveries, interrogatories and so forth
that woul d disclose all kinds of sensitive information, wouldn't we be at a
tremendous di sadvantage -- because general counsels of those conpanies, if
they're going to be second-guessed and their people are going to be sued, and
their enployees subjected to terrorismall over the world, just to mention a
fewlittle aspects of this, what general counsel would allow that type of
cooperation without litigation, which would then delay us getting the
intelligence we need to protect Anerica fromeven weapons of mass
destruction? Adm ral MConnell?

MR MCCONNELL: You've described it exactly right, Senator. |If --
without liability, retroactive liability protection, those general counsels,
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as an obligation to those conpanies, would tell themnot to cooperate with us
and to litigate, if --

SEN. HATCH. And we would not get the intelligence we'd have to have
on a short-tinme basis so that we could protect America, is that right?

MR MCCONNELL: The tragedy is it would slow our efforts; it would
nmake us less effective. And | would nmake one ot her point.

Anerican industry, inthis -- particularly in this field, |eads the
world. And so not only is it what they' ve alleged to have been -- to help us
in the aftermath of 9/11, but since they lead the world, their insight and
abilities and know how and under st andi ng of technology is what we depend on
to be effective on a gl obal scale.

SEN. HATCH. Sone have said up here that we should substitute the
United States as the defendant in these cases. Wuld that solve the problenf
MR MCCONNELL: No, sir, because --

SEN. HATCH. You'd still have discovery, depositions,
interrogatories, all kinds of disclosures of the highest classified
information, that could just weck what we're trying to do to protect
Anerica. |s that correct?

MR MCCONNELL: Yes, sir. That's correct.

SEN. HATCH. Do you agree with that, General Hayden?

GEN. HAYDEN:  Yes, sir --

SEN. HATCH. How about you, M. Muieller, as the great |eader of the

MR MJELLER Yes. | agree with that.
SEN. HATCH. Any others? GCeneral WMaples?
GEN. MAPLES: Yes, sir
SEN. HATCH. O -- thank you for letting nme ask those questions.
SEN. ROCKEFELLER: Thank you, Senator Hatch.
Senat or Fei ngol d.

SEN. FEINGOLD: Thank you, M. Chairman. First, let nme ask that ny
openi ng statenment just be put in the record.

SEN. ROCKEFELLER: It is so ordered.

SEN. FEINGOLD: Second, |et me also thank each of you for your
tremendous service to the country.

And Director MConnell and General Hayden, the New York Tines

reported in Decenber that the Cl A tapes that were destroyed, quote
"docunmented a program so cl osely guarded that President Bush hinsel f had
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agreed with the advice of Intelligence officials that he not be told the
| ocations of the secret Cl A prisons," unquote.

Is that true?

GEN. HAYDEN: |I'mnot at liberty to discuss any persona
conversations |'ve had with the president, Senator.

SEN. FEINGOLD: Did the president know?
GEN. HAYDEN. |I'mnot at liberty to discuss that.

SEN. FEI NGOLD: That's not asking about the conversation, but does
he -- did he know?

GEN. HAYDEN: For nme to coment on that would inply other activity,

previous conversations. And, one, | won't do it; and nunber two, | don't
know.

SEN. FEINGOLD: Director MConnell, do you have a comment ?

MR. MCCONNELL: | don't know.

SEN. FEINGOLD: Okay. Well, wouldn't this raise serious concerns
about whether the president is capable of, or even interested in, naking
fundanental decisions relating to fighting al-Qaeda? | nean, shouldn't --
shoul dn't the president have this know edge if he's going to nake the kind of
judgnent and analysis that's needed here? GEN. HAYDEN: M judgnent is
that the president knew all that he felt sufficient for himto issue the
gui dance he felt he should issue us.

SEN. FEINGOLD: Do you think the president needs to know this
i nformation?

GEN. HAYDEN:  Me?

SEN. FEINGOLD: Do you think the president ought to know t hat
information in order to nake his best judgnent?

GEN. HAYDEN: If | thought the president needed to know sonething, |
woul d tell the president sonething.

SEN. FEINGOLD: Has the vice president known the |ocations of
facilities, CGeneral Hayden?

GEN. HAYDEN: | don't know. And, again, | wouldn't venture to
coment on any conversations |'ve had with the vice president.

SEN. FEINGOLD: Director MConnell ?
MR, MCCONNELL: | don't know.

SEN. FEI NGOLD: How about the secretary of State or the attorney
general -- either of them known?

GEN. HAYDEN: | don't -- I'mnot aware that they do.
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MR MCCONNELL: | don't know.
SEN. FEINGOLD: All right.

Director McConnell, you were quoted in the New Yorker as saying that
whet her an interrogation technique is torture is, quote, "pretty sinple, it
is excruciatingly painful to the point of forcing soneone to say sonething
because of the pain." Wll, painis pain, right? It doesn't depend on the
circunst ances under which it's inflicted, right?

MR MCCONNELL: 1Is that a question?

SEN. FEI NGOLD: Yeah, it's a question. |Is pain -- | nean, --
(i naudi ble) --

MR MCCONNELL: Pain --

SEN. FEINGOLD: -- pain is pain. It doesn't really depend on the
circunst ances under which it's inflicted.

MR MCCONNELL: M remarks that you're referring to, | was talking
about excruci ating pain. SEN. FEI NGOLD: General Hayden, do you -- do you
agree with the Director's definition? Do you agree that torture is defined
by the level of pain that is inflicted, and not by the circunstances?

GEN. HAYDEN: The statute points out, the requirenment for something
to be defined as torture -- and |'ve forgotten the adjectives, Senator, but
there are a series of adjectives in front of the word pain. That's correct.

SEN. FEINGOLD: And does this have to do with the |evel of pain, or
t he circunst ances?

GEN. HAYDEN: | think it has to do with both the | evel and durati on,
and the lasting effects of the pain, to the best of nmy nenmory of the statute.

SEN. FEINGOLD: Let's switch to Pakistan and Afghanistan. The State
Departnment's counterterrorismchief, Lieutenant General Dell Dailey, has
expressed publicly his concerns that there are significant gaps in what we
know about threats in the Afghan-Pakistan border tribal areas. He said,
quote, "W don't have enough information about what's going on there -- not
on al -Qaeda, not on foreign fighters, not on the Taliban," unquote.

Director McConnell, do you agree? And if so, how serious is this
pr obl en?

MR MCCONNELL: Qur information is never conplete enough. And if we
had the locating information, particularly of the |eadership, we would be
able to carry out actions to neutralize the | eadership. So that specific
informati on we seek; we do not have.

SEN. FEINGOLD: So you woul d agree with his assessnent?

MR MCCONNELL: | would agree, in broad terns, with the need for
better information.

SEN. FEINGOLD: Director MConnell, your testinony points out that
al -Qaeda, in the lands of the Islamc Maghreb has expanded its targets to
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include the United States, and the U N., and has increased the lethality of
its attacks, and --

MR MCCONNELL: U.S. interests is what |'ve said, yes, sir
SEN. FEINGOLD: What's that?

MR MCCONNELL: U.S. interest is what |'ve said. US. interests --
U. S. conpany is what was attacked.

SEN. FEINGOLD: Fair enough. |'m concerned, however, that your
testinony seens to lunp the group -- which has a long history in Al geria,
with AQ, which didn't even exist prior to the war in lIragq. These are very
di fferent situations. MR, MCCONNELL: No, | linked it with AQ neaning al-
(aeda. Not, specifically, AQ, nmeans al-Qaeda in Iraq. W use the terns
just so we can have conversations to place, geographically, the group we're
tal ki ng about .

SEN. FEINGOLD: Do you agree that the terrorist threat in North
Africa has becone worse? And second, how do we confront this threat directly
with strategies geared toward the unique history and political environment in
that region?

MR MCCONNELL: | think it's become worse in Algeria, in that area.
| don't think it's gotten worse, necessarily yet, in Libya or in Egypt.

SEN. FEINGOLD: You don't see a general trend in that regi on?

MR MCCONNELL: A trend, nmeaning that al-Qaeda who resides in the
Federal |y Adm nistered Tribal Area in Pakistan, having a reach -- with
internet and a nethod to comunicate, has been successful in establishing
i nks, and having a broad nessage that's been enbraced by radical el enents.
In that sense, | see a trend.

SEN. FEINGOLD: |If the threat from Pakistan-Afghanistan region is
getting worse, and the threat in North Africa is getting worse, is it
accurate to say that any tactical successes against al-Qaeda in lraq are, at
best, unrelated to the global threat fromal-Qaeda and its affiliates?

MR MCCONNELL: No, | wouldn't agree with that at all. | would
describe a trend -- a trend is sonething that people are attracted to, and
i deology is sonmething they will fall -- follow. And if you |ook at

t hroughout history, there have been a variety of things that people woul d
follow Communismis the one we dealt with in the |ast generation.

So ny view of what's happened, there's an ideology; it has a way of
comuni cating; and these things are linked. [It's a broad inspirationa
level. So there is a group in lrag that's associated with al-Qaeda, and they
take direction and guidance fromal -Qaeda that's still residing -- the
| eader ship, in Pakistan.

SEN. FEINGOLD: Thank you, M. Chairman.

SEN. ROCKEFELLER: Thank you, Senator Fei ngol d.

Senat or Bond.
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SEN. BOND: Thank you, M. Chairnman.

Director McConnell, | -- there's alittle bit of lack of clarity in
sone of the discussions earlier on. | think General Hayden said that there
are a group of lawful techniques which can be used in interrogation. Sone

of themare in the Arny Field Manual, and some of themare the techniques
that woul d be used by the Cl A

In response to a question, you said that we do not use coercive --
we do use coercive techniques. But ny understanding is you only use
techniques if they are coercive to |l ead a detainee to give information. And
| would inmagine if the Arny Field Manual techni ques did not have somne
coercion, they wouldn't be used.

Can you clarify for ne -- you are not inplying, are you, that what
the techniques the Cl A uses are coercive, whereas the Arny Field Manua
techni ques are not coercive?

MR MCCONNELL: No, sir. That wasn't the -- what | inplied. | did
not use the word "coercive," or at least | don't recall using it. | was
describing it as "enhanced." Now, you nay say |'msplitting hairs here.

SEN. BOND: | wote it down that you said "coercive."

And | just wanted to nake sure that we were clear that -- is it your

view that the techni ques used by the ClI A under its program are different
from but no nore painful or violative of, the standards which are applied to
the Army Field Manual ; that they would conply, should the Arny Field Manua

tonmorrow pi ck up your, the Cl A techniques -- of course they'd be published,
and they woul dn't be effective on high-value detainees, but they could be
pi cked up by Arny Field Manual -- is that correct?

MR MCCONNELL: Yes, sir. | would say "enhanced" --

(Cross tal k)

MR MCCONNELL: -- the techniques are enhanced. They are effective;
they are not coercive, and they're lawful. And now the expert on this
subj ect, of course, is General Hayden. So let him-- let ne offer hima

chance to follow up ny remarks.
SEN. BOND: Al ways be proud to hear from General Hayden.
GEN. HAYDEN:. Thank you, Senator.

Just to reinforce, in some -- if you don't mnd, maybe draw toget her
a couple of points that were kind of scattered about in sone earlier
conversations. W have a body of techniques that we believe to be | awf ul
the attorney general has said are |awful, and that we've briefed to the
conmm ttee and staff.

They are beyond those authorized by the Arny Field Manual that, |
thi nk, Senator Hatch pointed out. The Arny Field Manual can be a transitory
docunment. It can change. The current Arny Field Manual, for exanple, |
t hi nk most people would judge to be | ess robust than the Arny Field Manua
that it replaced. And so, you know, there are changes that can take place
t here. |'ve said that the techniques -- that | have briefed the comittee,

52



inside the CIA program are appropriate, lawful certainly, otherw se we

woul dn't have the conversation, but appropriate and adequate to the needs of
the CIA program-- as are, | believe, the Arny Field Manual, to what DOD has
to do, and the processes contained in the various regul ations of the FBlI for
what they have to do.

But ours is different, all right. It was brought up earlier, the
interrogati on of Saddam Hussein -- which reveal ed sone very interesting and
very valuable information, but |I'd only point out that was done over a period
of nmont hs.

SEN. BOND: And before he was about to be hanged.
GEN. HAYDEN: Yes, sir, in an environment --

SEN. BOND: Tal k about an enhanced interrogation technique.
(Laughter.) That ought to -- | think Johnson said there's nothing that
clarifies the mind |ike the prospect of a hanging in a fortnight --

GEN. HAYDEN. And it was done --
SEN. BOND: -- fromold English lit.

GEN. HAYDEN: Yes, sir. It was done as a retrospective. It was
done as forensics on events past; again, very valuable, but different than
what we need.

Let ne say something very clearly, Senator. | really need to put
this on the record. W will do -- we will play to the edges of the box that
the Anerican political process gives us. |In the creation of that box, if
we're asked a view, we'll give a view But the lines drawn by that box are
the product of the American political process. Once you' ve drawn the box,
once that process creates a box, we have a duty to play to the edge of it.
O herwi se we're not protecting Arerica, we nay be protecting oursel ves.

If the American political process draws the box and makes it equa
to the Arny Field Manual, we will play inside the box |abeled "Arny Field
Manual " or the Mranda process. One should not expect this director or a
subsequent director -- that's not really very interesting; let's tal k about
the officers of the Central Intelligence Agency. One should not expect them
to play outside the box because we've entered a new period of threat or
danger to the nation. So there's no wink and nod here.

If you create the box, we will play inside the box w thout
exception. If it is the judgnment of the Anerican political process that the
Arnmy Field Manual and the processes of the FBI are adequate to the defense of
the republic in all conditions of threat, in all periods in the future,
that's what we will do.

My view is that would substantially increase the danger to Anerica
and that nmy agency should be allowed to continue the use of techniques which
have been judged | awful by the attorney general and briefed to this
commttee. SEN. BOND: And | believe you have said that the | ess than one-
third of the I ess than 100 who were subjected to enhanced techni ques woul d
not give information using | ess than the enhanced techni ques that you used.
And thus the literally thousands of intelligence reports that you gained from
that small subset would not be avail abl e.
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CGCEN. HAYDEN: That's correct, Senator.

SEN. BOND: Well, ny thanks to all of you. M apologies to the
chai r man.

GEN. MAPLES: Sir, could | nake just one foll ow on?
SEN. BOND: Oh, please do. Yes, Ceneral

GEN. MAPLES: The Arny Field Manual has been nentioned severa
times. And the fact that it could be rewitten -- to ny know edge, right
now, within the Departnment of Defense and within the Arny, there's no
intention to rewite that field manual, and that the manual does give us the
ki nds of techniques that we believe we need to have in order to be
successful .

SEN. BOND:  Well, when M. Pirot (sp) questioned Saddam Hussein, he
clai med he was an envoy of the president of the United States. Is that
within the tactics in the Arny Field Manual ?

GEN. MAPLES: It is, yes, sir, because --
SEN. BOND: You can say you're an envoy of --

GEN. MAPLES: And M. Pirot (sp) was also all-knowing. He used a
nunber of the techniques that could be considered as a part of the manual

GEN. HAYDEN. | believe -- Mke, correct me if I"'mwong -- that's
called false flag, and it's a limted technique. And | believe the field
manual confines that to unl awful combatants --

GEN. MAPLES: Yes.
GEN. HAYDEN: -- not to the normml | awful conbatants.

SEN. BOND: Most interesting. | will follow up at our subsequent
open hearing on the powers that the intelligence reformbill should have
given to the community, and al so ask you about budgeting problens. But |
appreci ate the forbearance of the chairman and your willingness to join us
for this lengthy session. And if we do not get called on the floor to play
in the FI SA sandbox this afternoon, we will | ook forward to further
di scussi ons.

SEN. ROCKEFELLER: Thank you, M. Vice Chairnman. Please don't
col l ect your papers yet. | have two nore questions.

W will be neeting in less than two hours, hopefully. No, actually,
hopefully we'll be doing FISA on the floor before that, but | don't think
that's going to happen

Two questions. One, | want to go back to the subject that you and |
were di scussing, Director Mieller, about the American -- the threat to
Anerica fromw thin Anerica. First, | want to go to China and Taiwan, a

juxtaposition. The Chinese have basically nade peace with all of the
countries that they border, sone 14, and others in Southeast Asia and have
nmade a remarkabl e kind of effort to do that, providing aid, all kinds of
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things. They've nade none whatsoever, of course, with Japan and Taiwan. And
then there is always us. So those three stand out.

There are nmany who think that conmmuni sm except for the party
apparatus and the big neeting places, doesn't really exist any longer in
China, that it's been changed irrevocably because of econom c forces, and
that the Chinese | eaders, who throughout history, including all inperia
hi story, obviously have never been el ected, and therefore the two present
| eaders, neither of whom have any sort of mlitary connections, are then also
| acki ng that, which has been a stronghold of other previous |eaders, and
that, therefore, when a Tiananmen Square cones along or there's nercury in a
streamor factories are closed down and tens of thousands of workers -- and
this becomes alnost a daily routine somewhere in that very vast country --
are denonstrating that Chinese | eaders overreact because they are
fundanentally afraid of their own people.

They have authority over their own people, but throughout Chinese
hi story, going back to the Boxer Rebellion, the May 4th novenent, way before
that, the people have been free to revolt and to change their |eadership.
Those | essons are never |ost on the Chinese, because they never forget in
their 5,000 years.

So that's one scenario, that they are afraid of their people and of
di sruption within their own country, and with good reason, wi th the hundreds
of mllions of people who have not yet |anded anywhere, migrating from east
to west and not having found a pl ace.

And so what they do then is they turn to nationalism because
nationalismis a button that really works in china, and that they do that
ei ther towards Japan and the Yasukuni shrine visit by a prine mnister, not
to Taiwan, for obvious reasons, even though there's tens of billions of
dollars of commerce and | think air service, at least in one direction,
bet ween those two entities.

And so one asks the question, is the Taiwan-Minland China, is that
for eternity? Deng Xiaoping used to say, "Wt 50 years and things will
solve thenselves. Don't always feel you have to take action. Problens work
out." He was a wise man. |'mputting the question to you this, that the
probabl e next president of Taiwan is not in favor of stirring up i ndependence
in Taiwan. It would seemto me that the econonmic future and the persona
interrelationship of Taiwan and the nmainland could very well signal nore
peace and a growing wllingness to deal with each other and jaw at each other
fromtinme to tinme, but actually not do anything about, in spite of all the
mssiles that are ained at Taiwan and in spite of all the energy that Taiwan
prepares to prepare itself.

So I"'minterested in your response to how long you think this is
going to last, if you think that Deng Xi aoping -- nmaybe you have to add on an

extra 25 or 30 years -- will be proven right, nunber one. And secondly,
Director Mieller -- and | would ask Director McConnell to al so comment on
this -- this country has changed enornously in recent years.

The whol e probl em of incone disparity, the probl em of

j obl essness, the problemof the degradation of our culture -- primarily
through tel evision and sexually explicit violence, which is | think a shane
upon our nation and a shame upon Hol | ywood -- this nation has changed.
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And when | nentioned disaffected youth or people -- whether they're
doctors or whether they're young people -- it strikes me that the climte for
peopl e doing things that they did -- they never woul d have consi dered doing
before, sinply out of frustration. And because new tools are available to
them -- and you Director Mieller, discussed extensively the Internet, the
whol e question of cyber security and all the rest of it -- that you don't
have to go to Pakistan to train. You can just go on the Internet to find out
how to do a suitcase bonb. You don't have to clinb poles and junmp over
trenches.

So | really worry that the American people don't worry. | really
worry that because there's been no attack since 9/11 that the American people
have | et down their guard. | really worry that the Department of Honel and

Security is treated as a stepchild in government and is funded often as a
stepchild in governnent. And that all of this bodes for our not being able
to protect ourselves and to have the sort of day-to-day vigilance which is
requi red psychologically and actually to be on a strong state of alert -- as
we are in other parts of the world.

Now, those are two questions and |'m already way over ny tine. But
I'd like to have answers.

MR MCCONNELL: Could | start, sir? Wuld that be all right?

SEN. CONRAD: Pl ease

MR MCCONNELL: Let ne go to China -- Taiwan.

| would agree with Deng Xiaoping: Intinme, it will heal itself. The
greatest risk nowis mscalculation. Chinais -- as you said, the United
States is a very different place than it was 50 years ago. China is a very

different place than just a few years ago.

Their biggest challenge is stability. The focus of the party in

power is to first of all, keep the party in power. And so the argument is,
how do you maintain a society of 1.3 billion people -- half of which have not
yet had the fruits of this econonic prosperity and growth rain down on

them-- and nove themin a way that it renmains stable, they get access to raw
material s and they have nmarkets for which they can sell their goods?

So ny viewis, it will becone nore denocratic over tinme and the
Tai wan-China situation will solve. But the greatest risk for us is
m scal cul ation or an event that gets out of control. You nmentioned that
| eadership could overreact -- and that's nmy worry. If it's left to this
normal trend, | think it will evolve to be a different place.

Wth regard to your question on extremsts in this country, | would
hi ghl'i ght we've always had extremists in this country -- always. The
difference, in ny view, are the tools that they have access to can have
di sproportionate harmor danage in relation to one or two or three, because
of things like the Internet, because of things |ike explosives or flying
airplanes into buildings -- all the things that one could dream up coul d have
a broadly disproportionate inpact on our society, because of the tools and
the technol ogy available to them
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SEN. CONRAD: And your reason for the fact that we don't seemto be
that worried about it, because we keep saying there's never been anything
that's hurt our country since 9/11?

MR MCCONNELL: | think that is shaped by political debate and
| eadership. The country will respond to the right kind of |eadership, |
believe. And so it's making the argunment and havi ng the debate, because it
woul d be a very vigorous debate.

Sone of the things that you alluded to you about Hollywood and the
ki nds of material they produce and so on -- there are going to be many people
who are going to disagree with you in the interest of freedom of speech and
not controlling anything and so on. So there's going to be a trenendous
debat e.

Either we're going to have an event that causes us to be shocked and
to be awakened and then we'll start to nove down that path, or the | eadership
and the dialogue will take us in a different direction.

SEN. CONRAD: Thank you, sir
Director Mieller.
MR MJELLER: Yeah, | agree with the admral

W' ve always had extrem sts, disaffected. MVeigh being an exanple
-- responsi ble for the Cklahoma Cty bonbing. But those who are disaffected
now have a greater access to information, greater access to instruction on
how t o manuf acture devices, greater capabilities of intersection with others
through the Internet or through other comunications. And the damage is
di sproportionate, given the capabilities that one has today. As to
conpl acency, yes. | nmentioned it before. |f we becone conpl acent over a
period of tine -- and we have to resist that conplacency. Understand that
there are people out there who wish to do us harmin our communities, and
continue to work with state and | ocal |aw enforcenent ourselves, but also
work with other nenbers of the community to identify those who seek to do us
harm bef ore they can undertake such attacks.

SEN. ROCKEFELLER: Al right.

W recess and we neet again not far fromhere at 2:30. And | thank
you all very, very nuch.
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