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STATEMENT FOR THE RECORD

Chairman Feinstein, Vice Chairman Chambliss, Members of the Committee, thank you for the
invitation to offer the Intelligence Community’s assessment of threats to U.S. national security.

This statement goes into extensive detail about numerous state and non-state actors, crosscutting
political, economic, and military developments and transnational trends, all of which constitute our
nation’s strategic and tactical landscape. Although I believe that counterterrorism,
counterproliferation, and counterintelligence are at the immediate forefront of our security concerns,
it is virtually impossible to rank—in terms of long-term importance—the numerous, potential threats
to U.S. national security. The United States no longer faces—as in the Cold War—one dominant
threat. Rather, it is the multiplicity and interconnectedness of potential threats—and the actors
behind them—that constitute our biggest challenge. Indeed, even the three categories noted above
are also inextricably linked, reflecting a quickly-changing international environment of rising new
powers, rapid diffusion of power to non-state actors and ever greater access by individuals and small
groups to lethal technologies. We in the Intelligence Community believe it is our duty to work
together as an integrated team to understand and master this complexity. By providing better
strategic and tactical intelligence, we can partner more effectively with Government officials at home
and abroad to protect our vital national interests.

Terrorism

Terrorism will remain at the forefront of our national security threats over the coming year.
Robust counterterrorism (CT) and information sharing efforts continue worldwide, and this extensive
cooperation has stopped a number of potentially tragic events from occurring and hindered many
others. Moreover, these efforts are changing the nature of the threat we face, with clear progress
being made in some fronts, but new challenges arising elsewhere. The core al-Qa’ida, which we
define as the group’s Pakistan-based leadership and cadre organization, continues to be damaged by
ongoing CT efforts on the part of the United States and its allies.

Al-Q a 6 iReénains Dangerous
Al-Qa’ida continues to aspire to spectacular attacks. Over the past two years, core al-Qa’ida has

continued to be committed to high-profile attacks against the West, including plans against the
United States and Europe. Despite setbacks since the 7 July 2005 attacks in London—the last



successful al-Qa’ida-backed plot in the West—we have seen the group continue to pursue a range of
attack methodologies and recruit operatives familiar with the West. In light of the loss of
experienced personnel, we judge it will seek to augment sophisticated plots by increasing its
operational tempo with smaller, simpler ones to demonstrate its continued relevance to the global
jihad.

Regional Affiliates Expanding Their Agendas

Absent more effective and sustained activities to disrupt them, some regional affiliates—
particularly al-Qa’ida in the Arabian Peninsula (AQAP) and al-Shabaab in Somalia—probably will
grow stronger. The result may be that regional affiliates conducting most of the terrorist attacks and
multiple voices will provide inspiration for the global jihadist movement.

These regional affiliates will continue to focus on local agendas, but also will pursue
international terrorist attacks. These groups have been stepping up their propaganda to expand their
influence and connect with potential recruits outside their traditional areas of operation.

The Intelligence Community assesses that while AQAP’s rhetoric in 2010 indicates the group is
focused on attacks in Yemen and Saudi Arabia, it is increasingly devoted to directing and inspiring
attacks on the US Homeland and other targets in the West, as well as Western interests in Yemen.
Energized by the near success of the 2009 Christmas Day airliner plot, AQAP directed the recently
intercepted IED shipment from Yemen, disguised as printer cartridges.

We remain vigilant that al-Shabaab may expand its focus from fighting to control Somalia to
plotting to attack the Homeland. Al-Shabaab’s cadre of Westerners includes American converts,
some of whom have assumed leadership positions, and other fighters of ethnic Somali-descent.

Other groups vary in their strategic agenda, external reach, and capabilities to conduct anti-US
operations, including those against the US Homeland. Most al-Qa’ida in the Lands of the Islamic
Maghreb (AQIM) operations against Western targets have been kidnappings-for-ransom. The group
also has targeted embassies in North Africa and the Sahel, executed an American, and is augmenting
its operational reach in West Africa.

Tehrik-e-Taliban Pakistan (TTP)’s involvement in attacks—such as the May 2010 failed car
bombing in Times Square, New York, and the assault last April on the US Consulate in Peshawar—
demonstrate its intent and ability to target US interests, including in the homeland. TTP will remain
heavily engaged in its efforts against the Pakistani military and Coalition Forces in Afghanistan;
these actions indicate the group also is seeking to expand its international reach.

Lashkar-e-Tayyiba (LT) remains a significant threat to Indian interests in South Asia and an
increasing threat to US forces in Afghanistan.

I will discuss Al Qai’da in Iraq (AQI) later, as part of my assessment of the situation in Iraq.
New Challenges

Recruitment for the broader movement has been resilient. The underlying ideology continues to
resonate with a small but active set of Sunni extremists across the globe who can replace operatives
who are killed, arrested, or become disaffected. Ideologues and clerics in the movement aggressively



exploit issues, such as the presence of US forces in Afghanistan and Iraq and US support for Israel,
to fuel their narrative of a hostile West determined to undermine Islam.

The appeal of al-Qa’ida’s ideology worldwide has increased the flow of Western recruits—
particularly Europeans and North Americans. Over the past five years, a small but growing number
of Americans have become involved in the global jihadist movement. They have occupied a variety
of roles with extremist groups overseas, such as foot soldiers and front line combatants, operational
planners, propagandists, attack operatives for Homeland plots, and even senior leaders, with some
American extremists combining multiple roles. American extremists will likely remain a small part
of the jihad, but play a disproportionately large role in the threat to US interests because of their
understanding of the US Homeland, connections to compatriots back in the United States, and
relatively easy access to the Homeland and potentially to US facilities overseas.

Disrupted plots and arrests of homegrown violent Sunni extremists in the US last year remained
at elevated levels similar to 2009. Plots disrupted during the past year were unrelated operationally,
but are indicative of a collective subculture and a common cause that rallies independent extremists
to want to attack the Homeland. Key to this trend has been the development of a US-specific
narrative that motivates individuals to violence. This Internet-accessible narrative—a blend of al-
Qa’ida inspiration, perceived victimization, and glorification of past homegrown plotting—relates to
the unique concerns of US-based extremists. However, radicalization among US-based extremists
remains a unique process based on each individual’s personal experiences and motivating factors.

Another key concern is the ability of ideological influencers and recruiters to mobilize new
recruits in the West by exploiting anti-Islamic incidents, legislation, and activities, such as threats of
Koran burning and restrictions on Muslim attire. Individuals like Yemen-based Anwar al-Aulaqi
demonstrate the appeal of these types of Western extremist ideologues. These ideologues have also
proved adept at spreading their messages through the media and Internet-based platforms.

Lastly, we will need to be aware of shifts in the types of attacks that terrorists may try to launch
against us. Participants in the global jihad have relied on improvised and scavenged military
explosives as well as other improvised and conventional weapons. The reliability and availability of
these materials make it likely that they will remain a major part of terrorists’ inventory. However,
AQAP’s efforts to employ known IED technologies in innovative ways, and their exhortations to
followers to conduct small-scale attacks that can still have major impact, all suggest we face a
complex defensive challenge.

Assessinghe Terrorist CBRN Threat
We continue to monitor the chemical, biological, radiological, and nuclear (CBRN) threat

closely. Some terror groups remain interested in acquiring CBRN materials and threaten to use them.
Poorly secured stocks of CBRN provide potential source material for terror attacks.

Proliferation

Ongoing efforts of natiorstates to develop and/or acquire weapmfmaass destruction
(WMD) constitute a major threat to the safety of our nation, our deployed troops, and our allies.



Thethreat and destabilizing effect of nuclear proliferatias well aghe threat from the
proliferation of materials and technologies that could contribute to existing and prospective
chemical and biological weapons prograar® among our toponcerns.

Traditionally biological, chemical, or nuclear weapon use by most nation states has been
constrained by deterrence and diplomacy, but these constraints may be of less utility in
preventing the usef these weapons by terrorist groups. Moreover time vhen only a few
states had access to the most dangerous technabgiel past Biological and chemical
materials and technologies, almost always-ths&, move easily in our globalized economy, as
do the personnel with scientific expertise desigrand usng them. The latest discoveries in the
life sciences also diffuse globally with astonishing rapidity.

We assess that many of the countries pursuing WMD programs will continue to try to
improve their capabilities and level of sslifficiency ovetthe next decade. Nuclear, chemical,
and/or biological weapoisor the production technologies and materials necessary to produce
themd also may be acquired by states that do not now have such programs. Terrorist or
insurgent organizations acting alonelmough middlemen may acquire nuclear, chemical,
and/or biological weapons and may seek opportunistic networks as service prolWidbes
context of WMD proliferation by natiestates, we have no information of states having
deliberately provided CBRN aistance to terrorist groups.

Iran

The Iranian regime continues to flout UN Security Council restrictions on its nuclear and missile
programs. There is a real risk that its nuclear program will prompt other countries in the Middle East
to pursue nuclear options.

We continue to assess Iran is keeping open the option to develop nuclear weapons in part by
developing various nuclear capabilities that better position it to produce such weapons, should it
choose to do so. We do not know, however, if Iran will eventually decide to build nuclear weapons.

One of the most important capabilities Iran is developing is uranium enrichment, which can be
used for either civil or weapons purposes. As reported by the International Atomic Energy Agency
(IAEA), the number of centrifuges installed at Iran’s enrichment plant has grown significantly from
about 3,000 centrifuges in late 2007 to over 8,000 currently installed. At the same time, the number
of operating centrifuges that are enriching uranium has grown at a much slower pace from about
3,000 centrifuges in late 2007 to about 4,800 in late 2010. Iran has used these centrifuges to produce
more than 3,000 kilograms of low enriched uranium.

Iran’s technical advancement, particularly in uranium enrichment, strengthens our assessment
that Iran has the scientific, technical, and industrial capacity to eventually produce nuclear weapons,
making the central issue its political will to do so. These advancements contribute to our judgment
that Iran is technically capable of producing enough highly enriched uranium for a weapon in the
next few years, if it chooses to do so.

We judge Iran would likely choose missile delivery as its preferred method of delivering a
nuclear weapon. Iran already has the largest inventory of ballistic missiles in the Middle East. It



continues to expand the scale, reach and sophistication of its ballistic missile forces, many of which
are inherently capable of carrying a nuclear payload.

We continue to judge Iran’s nuclear decisionmaking is guided by a cost-benefit approach, which
offers the international community opportunities to influence Tehran. Iranian leaders undoubtedly
consider Iran’s security, prestige and influence, as well as the international political and security
environment, when making decisions about its nuclear program.

Iran’s growing inventory of ballistic missiles and its acquisition and indigenous production of
anti-ship cruise missiles (ASCMs) provide capabilities to enhance its power projection. Tehran
views its conventionally armed missiles as an integral part of its strategy to deter—and if necessary,
retaliate against—forces in the region, including those of the US. Its ballistic missiles are inherently
capable of delivering WMD, and if so armed, would fit into this same strategy.

In February 2010, Iran displayed a new rocket engine design that Tehran said is for the Simorgh,

a large space launch vehicle. It also displayed a simulator of the Simorgh. This technology could be
used for an ICBM-class vehicle. We are watching developments in this area very closely.

North Korea

Pyongyang6s nucl ear weapons and missile progre
environment in East Asia, a region characterized by several great power rivalries amd gwmme
worl déds | argest economies. North Koreads expor
several countries, including Iran and Syria, and its assistance to Syria in the construction of a nuclear
reactor, destroyed in 2007, illustrateteese c h of t he Nort hds proliferatdi

October 200Bix-Party greementn which North Korea reaffirmed its commitment not to transfer
nuclear materials, technology, or kndvw, we remain alert to the possibility North Korea could
agan export nuclear technology.

We judge North Korea has tested two nucl ear de
consistent with our longstanding assessment that it had produced a nuclear device, although we judge
the test itself to have bearpartial failure. The Nort hds probable nuclear t
consistent with our assessment that the North continued to develop nuclear weapons, and with a yield
of roughly two kilotons TNT equivalent, was apparently more successful than thée2006
Although we judge North Korea has tested two nuclear devices, we do not know whether the North
has produced nuclear weapons, but we assess it has the capability to do so.

In November 2010North Korean officials told US visitors that North Koredislding its own
light water reactor (LWR) for electricity productioifhe claimed prototype LWR has a planned
power of 100 megawathermal and a target completion date of 2012. North Korean officials also
told the US visitors in November that it hashstructed and started operating a uranium enrichment
facility at Yongbyonthat they claimed wadesigned to produce leenriched uranium (LEU) and
support fabrication of reactor fuel for the LWRhe US visitors were shown a facility at the existing
fuel fabrication complex in Yongbyon, which North Korea described as a uranium enrichment plant.
North Korea further claimed the facility contained 2,000 centrifuges and was operating and
producing LEUthatwould be used to fuel the small LWR. h e N o sclosuré suppdris the
Uni t e d loBgstantirg assessment that the DPRK has pursued a uramiiolmment capability.



We judge it is not possible the DPRK could have constructed the Yongbyon enrichment facility
and begun its operation, as North Koreditials claim, in such a short period of tithdess than 20
month® without having previously conducted extensive research, development, testing, fabrication,
and assembly avithout receiving outside assistance.

Based on the scale of the facility ané firogress the DPRK has made in construction, it is likely
that North Korea has been pursuing enrichment for an extended period of time. If so, there is clear
prospect that DPRK has built other uranium enrichment related facilities in its territorglimaciu
likely R&D and centrifuge fabrication facilities, and other enrichment facilithesalysts differ on
the likelihood that other productiestale facilities may exist elsewhere in North Korea.

Following the Taepo Dong 1 launch in 1998, North Koreadoated launches of the Taepo
Dong2(ThB2) in 2006 and more recently in April 20009
its stated mission of orbiting a small communications satellite, it successfully tested many
technologies associated with &BM. Although both TB2 launches ended in failure, the 2009
flight demonstrated a more complete performance
in developing the TE2 shows its determination to achieve leiagge ballistic missile and space
launch capabilities. If configured as an ICBM, the-ZDould reach at least portions of the United
States; the TE2 or associated technologies also could be exported.

Because of deficiencies in their etcusedont i onal
deterrence and defense. The Intelligence Community assesses Pyongyang views its nuclear
capabilities as intended for deterrence, international prestige, and coercive diplomacy. We judge that
North Korea would consider using nuclear weaparlg onder certain narrow circumstances. We
also assess, albeit with low confidence, Pyongyang probably would not attempt to use nuclear
weapons against US forces or territory unless it perceived its regime to be on the verge of military
defeat and riskedn irretrievable loss of control.

Global Challenges

South Asia
Afghanistan

The Afghan Government will likely continue to make incremental progress in governance,
security, and development in 2011. The Taliban-led insurgency, despite tactical defeats and
operational setbacks in 2010, will threaten US and international goals in Afghanistan through 2011.
Insurgents will continue to use propaganda to discredit the International Security Assistance Force
(ISAF) and the Afghan Government, while asserting that the Taliban is the legitimate authority in
Afghanistan. Taliban propaganda will characterize ISAF as an occupation force undermining
Afghan culture and religion, while portraying Kabul as a corrupt, illegitimate tool of foreign
interests.

The Taliban will use high-profile attacks, assassination of key government figures, and efforts to
extend shadow governance to undermine local perceptions of security and influence segments of the



population. The insurgents retain the capability and intent to conduct high-profile attacks that have
had a disproportionate effect on local and international perceptions of security. Although the
majority of these assaults were tactically ineffective, they garnered domestic and international media
attention and served as strategic communication opportunities for the insurgents. Islamabad has
assisted in some US counterterrorism efforts and has arrested some senior Afghan Taliban members.

Afghan National Security Force Development

Although the Afghan National Army (ANA) and Afghan National Police (ANP) have exceeded
their 2010 manpower targets, their development and effectiveness are likely to be affected by high-
attrition and absenteeism. The Afghan National Security Forces (ANSF), which have improved their
ability to plan and execute operations successfully with ISAF support, will continue to rely on ISAF
for support and funding through 2011. The Afghan forces have been most successful in areas with
limited insurgent threat or a robust ISAF presence and we judge this capability will rise modestly
during 2011 as additional ANSF units partner with ISAF units. Progress, however, will be uneven.

The ANSF-led security effort to plan and carry out static security operations in support of the
2010 parliamentary elections was a significant step forward, despite some command and personnel
problems. ISAF partnering and mentoring efforts have begun to show signs of success at the tactical
and ministerial level.

ANP will depend on ISAF partnering and oversight for success for the next three years. The
Afghan Local Police (ALP) has established a modest number of locally raised security forces and
offers a new way to secure remote areas of Afghanistan without diverting ANSF personnel. We
judge that the program over time will improve population security and boost local confidence where
it has been established. ALP units have had initial success, securing polling sites for last
September’s elections in remote villages in the west, and fighting the Taliban in Bermal District,
historically a Taliban stronghold in Paktika Province.

Afghan Governance Challenges

Predatory corruption—extortion, land seizures, illegal checkpoints, kidnapping, and drug
trafficking that threaten local communities and authority structures—has fueled the insurgency and is
detrimental to the Afghan people’s perception of their government and to the international
community’s objectives. Since late 2009, President Karzai has been willing to endorse some
offensive military operations to defeat the insurgency. He has focused on promoting reconciliation
talks with the Taliban and implementing policies he perceives will resolve Afghan security issues.

The Karzai government had some successes in 2010. While the National Assembly election in
September was marred by fraud and low voter turnout, the administration was able to conduct the
election. Tax collections were up, and the internationally-attended Kabul Conference in July and the
June Consultative Peace Jirga took place with few problems.

Status ofthe Afghan Drug Trade

Alternative livelihood programs designed to encourage Afghan farmers to end poppy cultivation
will not significantly discourage farmers from planting poppy in 2011, primarily because a lack of
security impedes their implementation on a large scale. High opium prices—a five-year high due to
decreased opium yield in 2010 and the increased risk to traffickers posed by Coalition activities—



and a lack of security and market infrastructure in key poppy-growing regions have led many farmers
to favor poppy for the fall planting season. In addition, wheat-centric programs are unlikely to foster
a long-term transition away from poppy because wheat is largely a subsistence crop that does not
compete well economically with opium. Nonetheless, Helmand Province’s Food Zone program has
diminished poppy cultivation in targeted areas. Such alternative livelihood efforts continued in 2010,
and the increased security presence and poor poppy harvest in areas like central Helmand resulted in
more reports of farmers willing to risk Taliban threats in exchange for assistance. More broadly,
Afghan and international efforts to focus on law enforcement activities on the opiate trade led to the
seizure of 11 metric tons in 2010, denying revenue to traffickers and Taliban members who tax and
otherwise profit from the trade.

Neighboring States and Afghanistan

Afghanistan has long served as an arena for competing powers, and prospects for enduring
Afghan stability will depend significantly on the roles played by neighboring states. Afghanistan’s
neighbors and regional powers have lasting strategic interests in Afghan stability, transit and trade
agreements, and the political situation in Kabul.

International Support to Afghanistan

International troop support for Afghanistan improved in 2010; six new non-NATO nations’
contributed troops and trainers to ISAF or Operation Enduring Freedom. Many European
governments and India see Afghanistan as a foreign policy priority. They continue to support broad
efforts to stabilize the political system, build the economy, and increase security.

Pakistan

Pakistan-based militant groups and al-Qa’ida are coordinating their attacks inside Pakistan
despite their historical differences regarding ethnicity, sectarian issues, and strategic priorities. This
offensive orientation has included greater efforts at making al-Qa’ida propaganda and videos
available on Pakistan-focused, Urdu-language sites. We judge Pakistani extremists and al-Qa’ida
will try to conduct additional costly terrorist attacks against the Pakistan Government and US and
other foreign interests throughout the country. These extremists likely view high-impact attacks as a
way of draining US and Pakistani government resources, retaliating against US CT actions, deterring
Pakistani CT and counterinsurgency (COIN) efforts, and causing locals to question the value of these
efforts and Islamabad’s ability to maintain security throughout the country. However, according to a
2010 Pew Global Attitudes Project poll, an overwhelming majority of Pakistanis (91 percent)
describe terrorism as a very big problem in their country, and both the Taliban and al-Qa’ida draw
little public support (less than 20 percent favorability).

Efforts Against Insurgents and Terrorists

Islamabad has demonstrated determination and persistence in combating militants it perceives
dangerous to Pakistan’s interests, particularly those involved in attacks in the settled areas, including
FATA-based Tehrik-e Taliban Pakistan, al-Qa’ida, and other associated operatives in the settled



areas. Islamabad’s ability to counter extremists in the safehavens is improving although the
extremist threat has in no sense been contained. Major Pakistani military operations have since taken
place in six of the seven FATA areas, with North Waziristan being the exception, but militants have
proven adept at evading impending Pakistan military operations and in re-infiltrating previously
cleared areas.

1 The summer 2010 floods adversely impacted combat operations against extremist organizations,
due to interruptions of supply lines and poor weather conditions that affected ground and air
operations. We assess that the Pakistan army will continue to attempt to stabilize cleared areas of
the FATA and Khyber Pakhtunwa and support efforts to build up local tribal “auxiliary” police
units and expand the Frontier Scouts to attempt to provide a lasting security regime.

9 Pakistan’s high acquittal rate for individuals accused of terrorism is a cause for concern;
empowerment of the country’s law enforcement and judicial authorities and better coordination
among its intelligence services will be key.

COIN Improvements

Operations in 2009-2010 reflected lessons the Pakistan Army learned from earlier, unsuccessful
operations against Tehrik-e Taliban Pakistan and affiliated militants. The Pakistan military more
effectively supported ground operations with fixed and rotary wing assets. Specialized training
provided to elite Pakistani army units and paramilitary Frontier Scouts likely has resulted in
improved combat capabilities that are important to the COIN fight in the FATA. Tribal levies are
being expanded and upgraded significantly to allow the Frontier Scouts to concentrate on heavier
security tasks.

Political and Ecoromic Outlook

Tension between Pakistan’s military and civilian leadership will continue to ebb and flow in the
months ahead as both sides attempt to safeguard personal priorities, including retaining positions of
power, and cultivating legacies, with a shared desire to avoid direct military intervention in domestic
politics. Pakistan’s economy is slowly recovering after the flooding last summer. Concerns about
inflation, however, are likely to inhibit Islamabad from fully implementing key fiscal reforms sought
by the IMF and international lenders. Rising inflation remains a concern for the public and higher
prices probably will delay legislative efforts to reform the tax system. The State Bank of Pakistan
reports that food prices in November 2010 were 21 percent higher than in November 2009. The bank
expects prices will remain high for months because the flooding disrupted the food supply chain.

India

India is pursuing a robust foreign policy agenda, working to enhance ties to East and Southeast
Asian nations, offering reciprocal visits with China, and hosting high level engagements in New
Delhi by the U.S., French, and Russian Presidents in the last months of 2010. Government of India
officials welcomed, in particular, the U.S. endorsement of an eventual seat for India on the UN
Security Council, and U.S. commitment to support Indian membership in the four international
export control regimes --- in a phased manner and consistent with maintaining the core principles of
these regimes --- as India takes steps toward full adoption and implementation of the regimes’
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