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Data Access and Use

The Data Access and Use Course will equip National Counterterrorism Center (NCTC) staff with a f§undational understanding of the
authorities and role of the Center in the integration of data for the purpose of identifying terrorism information and the rules and
regulations governing the access, retention, use and dissemination of that data.

Upon completing this course, you will be able to:

« Define US Persons (USP) [from Executive Order (EO) 12333] and terrarism information [from the Intelligence Reform and
Terrorism Prevention Act (IRTPA)]

Identity and locate NCTC's Data Catalog as the source of rules and guidance for the access, retention, use and dissemination of
each dataset .

Distinguish between the dos and donls of accessing, using, and disseminating terrorism and non-terrorism information under
NCTC authorities

Locate data rules associated with various data sets using the NCTC Data Catalog

Identify the appropriate resources for questions related to data use and information sharing within NCTC

For inore information on navigating through the course, click the buttton below; otherwise, click the right arrow to begin.

How to Take This Course
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NCTC Mission and Authorities

In this lesson, you will be introduced to the mission and authorities
of NCTC to access data, induding USP data, for the purpose of
determining whether it is terrorism information.

Upon completing this lesson, you will be able to:

Describe NCTC's mission and authorities
Describe NCTC's authority to access and use data
Describe the process by which data is accessed and acquired

Identify the policy that dictates the level of access that NCTC
personnel receive

Identify the authorities by which NCTC personnel use data

I

LESSON TITLE: NCTC's Mission and Authorities
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Establishment of the National Counterterrorism Center

The Intelligence Reform and Terrorism Prevention Act (IRTPA) codified the creation of the National Countlnenorism Center on August 27,
2004. Section 119 of the National Security Act of 1847, as amended by IRTPA, outlines NCTC's role.

Click on each button to learn more about the various facets of NCTC's role.

Analyaing and rlegranng Stratog e Oparationsi Plar ng

RS LS GINAN R ORVYRE

LESSON TITLE: NCTC's Mission and Authorities
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Establishment of the National Counterterrorism Center

The Intelligence Reform and Terrorism Prevention Act (IRTPA) codifled the creation of the National Counterterrorism Center on August 27,
ecg'l 119 of the National Security Act of 1947, as amended by IRTPA, outlines NCTC's role.

Click on each button to learn more about the various facets of NCTC's role.

cdirtearaing o ’ Srategie Operaticra 2lanning

Serve as central and shared knoMedge bnnkon known and suspecied terrorists and
intemational terror groups, as well as thelrgosls strateg»es capabilities, and networks
of contacts and supporl o )

“Centrd an

LESSON TITLE: NCTC's Mission and Authorities
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Establishment of the National Counterterrorism Center

The Intelligence Reform and Terrorism Prevention Act (IRTPA) codified the creation of the National Counterterrorismi Center on August 27,
2004. Section 119 of the National Security Act of 1947, as amended by IRTPA, outlines NCTC's role. '

Click on each button to learn more about the various facets of NCTC's role.

Analyzing a~d intaqgrating Strategic Operations Plapning

Serve as central and éhhnd knowledge ‘barikon known and suspected terrorists and

international terror groups; as well

I"as thelr goals; strategies, capabilities, and networks
of contacts and support. - o A e

sl genee Suppoe

Contrad arc Shared Krowis

LESSON TITLE: NCTC's Mission and Authorities
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Establishment of the National Counterterrorism Center

The lntal nce Reform and Terrorism Prevention Act (IRTPA) codified the creation of the National Counterterrorism Center on August 27,
119 of the National Security Act of 1947, as amended by IRTPA, outlines NCTC's role.

Click on each button to learn more about the various facets of NCTC's role.

Analyzing and wiearatng Sralegio Cperatiora’ Plarng

Conduct strato? operational, 'nnningfor cr aqlviﬁes mtegrah all instruments of
national power, including; dlplem tic, financial, mil nnt llgenco land security,
and law enforcement; acﬁ f ar

i and Shiared wre

LESSON TITLE: NCTC's Mission and Autharities
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Establishment of the National Counterterrorism Center

" The Intell Reform and Terrorism Prevention Act (IRTPA) codified the creation of the National Counterterrorism Center on August 27,
2004. Se 119 of the National Security Act of 1947, as amended by IRTPA, outlines NCTC's role.

Click on each button to learn more about the various facets of NCTC'ToIe.

Analysing ard etegran ng Stratege Op=raionsl Plarnng

Ensure agencies have‘épgrgpna access to:ahd ive all-source intelligenc

supportnecaessary 1o execli CT.plans or perforrnndependent, alternative analysis.
lxtei gence SupLent

LESSON TITLE: NCTC's Mission and Authorities
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NCTC Mission and Authorities

The NCTC mission Is to lead our nation's effort to combat terrorism at
home and abroad by analyzing the threat, sharing that information with our
p?mers, and integrating all instruments of national power to ensure unity
of effort

determine whether these datasets contain . Whether el ve Ondor
you are part of the Office of the Director of National Intelligence (ODNI) FAeG Ve Orde
cadre, a detailee or agsignee to NCTC, or a contractor, you will have

access to data.

There are several documents which give NCTC its authority to access " Heada
terrorism data, non-terrorism data, and US P s data. Click on each NCTE Alemn

button to the right to learn more about these ments and the authorities R L;f, e
they convey. Tano NGOG AC

To enable that mission, NCTC has access to : ; b)(3)

Only NCTC's Information Sharing Program and Policy Office (ISPPO) is
authorized to negotiate access to data or acquisition of datasets on behalf
of NCTC. Data provided to NCTC may only be accepted with notification to
ISPPO.

LESSON TITLE: NCTC's Mission and Authorities
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‘ Executive Order 12333 (EO 12333)
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Headquarters (CIA) Regulation 7-1 and NCTC Attorney General Guidelines (HR 7-1 and

| NCTC AG Guidelines)
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Memorandum of Understanding (MOU)




C05956002

Al cotne content e NG ASSIEITD  excoprwhere pomon matked athonviss

DATA ACCESS AND USE

NATIONAE COUNTE RORISIH CENTER

The Privacy Act of 1974

Another factor in shaping NCTC's use and dissemination of USP

data Is the Privacy Act of 1974, which establishes protections and
rocedures for the maintenance, use, and dissemination of an
ndividual's identifying information.

EO‘IE: There is additional and mandatory training on the Privacy
ct of 1974. To enroll in the course, go to uLearn and search for
(Need link provided)

LESSON TITLE: NCTC's Mission and Authorities
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Knowledge Check

Which of the following give NCTC its authorities to access terrorism data, non-terrorism data, and US Persons data?
Choose all that apply and select SUBMIT.

_1 A.HSPD-6
"1 C. EO 12333

T]1D. HR 7-1
JE. NCTC AG Guidelines

susmMIT

LESSON TITLE: NCTC's Mission and Authorities
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Knowledge Check

The Privacy Act of 1974 establishes protections and procedures for tje maintenance, use, and dissemination of information that could be used
to identify an Indlividual. ' ' '

Select True or False and select SUBMIT.

® A True
' B. False

That's rightt

The Privacy Act of 1974 establishes protections and procedures for the maintenance, use, and dissemination of information that could be used
to identify and individual.

LESSON TITLE: NCTC's Mission and Authoritias
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Knowledge Check

NCTC's mission is to lead our nation's effort to combat terrorism at home and abroad by analyzing the threat, sharing that information with our
partners, and integrating all instruments of national power to ensure unity of effort.

Select True or False and select SUBMIT.

® A.True
(s B. False

That's rightt

NCTC's mission is to lead our nation's effort to combat terrorism at home and abroad by analyzing the threat, sharing that information with our
partners, and integrating all instruments of national power to ensure unity of effort.

LESSON TITLE: NCTC's Mission and Authorities
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Knowledge Check

What is the agreement between government organizations for the purpose of identifying the data being shared, the purpose of sharing that data.
any protections or conditions for accessing the data (training, retention time, deletions, etc.), and the method for feedback?

Select the correct response and select SUBMIT.
) A.HSPD-6
., B.EO 12333
®c.Mou
(> D.HR7-1

That's rightt
A Memorandum of Understanding (MOU) is an agreement between government organizations for the purpose of identifying the data being

shared, the pu fp eg)ose of sharing that data, any protections or conditions for accessing the data (training, retention time, deletions, etc.), and the
method for

LESSON TITLE: NCTC's Mission and Authorities
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Introduction to NCTC Mission and Authorities

You have completed the lesson on NCTC's Mission and Authorities.
In this lesson, you were introduced to the mission and authorities of
NCTC to integrate and share terrorism information and to access
USP data and data that can be related to terrorism.

In the next lesson, you'll learn some of the rules of the road for
handling data here at NCTC.

Remember, there are links to EO 12333 and HSPD-6 in the
Resources section of this course.

LESSON TITLE: NCTC's Mission and Autharities
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(b)(1) """ °
Rules of the Road (b)(3)

In this lesson, you will learn that NCTC has its own regulations and
uidelines for accessing, using, retaining, and disseminating data
ound on NCTC systems. We will identify the rules of the road that
apply to you as you work with specific datasets, USP data, Foreign
infelligence Surveillance Act (FISA) information, and operational data.
Upon completing this lesson, you will be able to:
Describe the rules for accassing data on the NCTC systems
Identify information in the Data Catalog

Define USP Data

Describe the rules for use of operational data

Locate and identify Data Acquisition and Access MOUsMOAs
on NCTC CONNECT

LESSON TITLE: Rules of the Road




C05956002

Al one conlent i NG A

FIE D e whern

DATA ACCESS AND USE

MATTONAL COUNTE RTERE

Rules of the Road # 1:
You are subject to NCTC data handling guidelines
Each agency within the IC has regulations for handling its data.

NCTC is no exception. If you are accessing data at NCTC, you are
subject to the NCTC data handling guidelines for the datasets you

access regardless of your agency affiliation as ODNI cadre, detailee

assignee or contractor. However, if you are an assignee at NCTC
accessing your own agency home systems, you follow your home
agency rules.

For example, ifgou are a CIA detailee to NCTC and you are
accessing CIA data through an NCTC sysjem, you must follow the
NCTC guidelines for using, retaining, andiisseminating that data
(not the CIA guidelines).

LESSON TITLE: Rules of the Road
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Rules of the Road # 2:

Specific rules and Suidellnes associated with specific datasets are
located in the NCTC Data Catalog

To help you easily locate and understand these guidelines, NCTC has
established the NCTC Data Catalog. It Is a one-stop resource for all of the
rules associated with the use, retention, and dissemination of each of the
datasets shared with the Center.

The NCTC Data Catalog identifief the datasets NCTC acquires and the
conditions and rules for each dataset as outlined in its respective MOU,
HR 7-1, or the NCTC AG Guidelines.

For example, there may be specific limitations on the way NCTC can use a

dataset or specific training requirements for all personnel who receive
access to a certain dataset

LESSON TITLE: Rules of the Road
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Rules of the Road # 3:

Review the Data Catalog prior to accessing any new dataset
Prior to accessing any new dataset, you should review the NCTC
Data Catalog to understand how the information is to be accessed,
used, retained, and disseminated.

You can find the Data Catalog by going to

NCTC data sharing agreements (MOUS/MOAS) and policies are
located on Glick-on-Poliey
then Data Acquisilion and Access CX

Take a moment now to locate the NCTC Data Catalog and bookmark #
it for your future reference. Take a look at the types of information
found in the catalog.

Later in the lesson, we will practice lo&ting specific information in the
NCTC Data Catalog.

LESSON TITLE: Rules of the Road .
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Rules of the Road # 4
Understand how to handle USP Data

E012333 defines a US Person (USP) as a US citizen, an alien known
by the intelligence element concerned to be a permanent resident
alien, an unincorporated association substantially composed of US
citizens or permanent resident aliens, or a corporation incorporated in
the US, except for a corporation directed and controlled by a foreign
government or governments.

This definition of USP includes more than just US citizens with US
birth certificates/passports. Itincludes legal ;Trmanent residents and

US corporations and associations.

There are special considerations for the handling of USP data. For
example, all USP, refugee and asylum-saeker data deemed
unrelated to terrorism must be deleted within 18 months of receipt or
in accordance with MOU requirements, whichever is soonest. The 18-
month period stems from the presumption that this is the earliest time
at which a refugee could attain USP status. )

Also, USP data should NEVER ba sent via email or saved to e
personal drives. . United States

0)( ffm eriCi

LESSON TITLE: Rules of the Road
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Rules of the Road # 5

(U) The Foreign Intelligence Survelllance Act (FISA) is an Act to
authorize onlc surveillance and/or physical search to obtain
foreign intelligence information. FISA information refers to all data
and content acquired pursuant to the Act.

(U) When the collected data has been redacied, it is referred to as
minimized FISA information.

LESSON TITLE: Rules of the Road
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Rules of the Road # 6
Appropriate Handling of Operational Traffic or Unfinished/Finished Intelligence

In an effort to coordinate finished intelli nce FININTEL) drafts and share Pursuit leads with Other Government Agencies (OGA), NCTC
generates The Presidential Daily Brief/Na E orism Bulletin (PDB/NTB) and the Homeland Update/Pursuit lists. These lists are created
y agency and are maintained and updated by the NCTC DIfPrescdenuaI Support and Production Group, and the NCTC DWPursuit Group

respectively.

NCTC personnel may not provide or discuss information refated to operations or unfinished intelligence with OGA employees outside NCTC
uniess that OGA is a direct recipient of the same intelligence from the originating agency, or appraval has been secured from the originating
agency to provide such information.

Click on each of the buttons below to leam more about the rules associated with different types of intelligence reporting.

b)(3)

LESSON TITLE: Rules of the Road
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Knowiedge Check

The EO 12333 definition of a US Person includes legal permanent residents and US corporations or associations.
Select the comrect response and select SUBMIT. » v

® A.True
() B. False

That's rightl

EO 12333 defines a US Parson as a US ditizen, an alien knawn by the intelligence elemant conceémed to be a permanent resident alien, an
unincorporated assoclation substantially composed of US cilizens or permanent resident aliens, or a corporation incorporated in the US, except
for a corporation directed and controlled by a foreign government or governments.

LESSON TITLE: Rules of the Road
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Knowledge Check
If you are a CIA detailee to NCTC and you are accessing CIA data through an NCTC system, you should follow the guidelines of your home
agency.
Select True or False and select SUBMIT.
J A.True
@ 8. False

That's rightt
Ev%r:’I t'hough you are a CIA detailee to NCTC and you are accessing CIA data, you are using an NCTC system and must follow the NCTC
guidelines.

LESSON TITLE: Rules of the Road
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Knowledge Check
Which of the following are data rules that apply to USP data, non-terrorism information, or operational traffic?
Choose all that apply and select SUBMIT.

@ A. Never email USP data

¥ B. Never disseminale non-terrorism information

"] C. Email USP dala only if it constitutes terrorism information

M D. Do not save data to your personal drives or desktop

7} E. Share operational traffic only with individuals from NCTC or the originating agency

R

Incorrect.

You should never email USP data, disseminate non-terrorism data or sava any data to your personal drive or desktop. In addition, operational
data should not be further disseminated to anyone without prior authorization from the originating agency.

LESSON TITLE: Rules of the Road
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Knowledge Check

Locate the rules for the|_'___]|ngest in the Data Catalog.
Which of the following types of training are required for access tobif you are an analyst?

Choose all that apply and select SUBMIT.

{1 A. Overview of E012333
“B. [:]Familiarizaﬁon - Tﬁ Ilustrated Edition
tals

™ CA[_——-_Fundanen raining

] D. Privacy Act Training

That's right!

ﬂt you are required to takBFamilIaﬁzaﬁm - The lllustrated Edition and the JTraining to access I—_—l

LESSON TITLE: Rules of the Road
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(b)(1)
Knowledge Check (b)(3)

Select the correct response and select SUBMIT.

_ D. All of the above

U E. None of the above

SUBMIT

LESSON TITLE: Rules of the Road
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Knowledge Check

Locate the rules for the Arrival and Depariure information System (ADIS) in the Data Catalog.
Which of the following rules applies to ADIS?

Select the correct response and select SUBMIT.
{ A. DSOP can access ADIS data
(U B. All ADIS data must be deleted within 180 days
J C. ADIS data that is determined to be terrorism informali{%can be retained for no more than 180 days
U D. All ADIS data related to USP, refugees, and asylum seekers must be deleted within 180 days if it
does not constitute terrorism information

SUBMIT

LESSON TITLE: Rules of the Road
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Knowledge Check
Which of the following agencies have data sharing agreements with NCTC?
Choose all that apply and click SUBMIT.

1A FBI

:"| B. DOT

] C.DHS

Zlo.cia

"1 €. None of the above

SUBMIT

LESSON TITLE: Rules of the Road
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What does this mean for you?

?II of the data access and use poalicies and guidelines that we have learned about today can be boiled down to a few simple dos and don'ts
for you.

Click on each button below to review the dos and don'ts of accessing and using data at NCTC. Additionally, if you are a member of the
Directoriate of Operational Support (DOS) or the Pursuit Group, dick on the applicable button on the right to view a practical example of data
access and use policies in action.

NOTE: A printable job aid of this information is available in the Resources section.

Pursuil
Group

LESSON TITLE: Rules of the Road
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Directoriate of Operational Support (DOS)

The folicming is an example where a Terrorism Spot Report was written about a USP thought to have ties to international terrorism
information. The information later was determined NOT to be terrorism information, and the Spot Report had to be racalled.

Click the button below to read the initial report.

LESSON TITLE: Rules of the Road/D0OS
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Rules of the Road
You have completed the lesson on Rules of the Road.

In this lesson you learned that NCTC has its own regulations and
uidelines for accessing, using, retaining, and disseminating data
ound on NCTC systems. You also leaned the specific rules of the

road that apply to specific datasets such as USP data, FISA data,

and operational trafiic.

Remember, there are several helpful links located in the Resources
Sedtion, including a printable job aid of the Data Access and Use
Rules of the Road.

Click next to complete the course post-test.

LESSON TITLE: Rules of the Road
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Pursuit Group

A “reasonable and articulable suspicion” is the legal standard by
which the NCTC analyst can determine whether data constitutes
terrorism information, which means NCTC may retain that USP data.

Only a CT analyst can determine whether data constitutes terrorism
information.

The "reasonable and articulable suspicion” requires essentially two
elements:

*+ The analyst must be able to explain the “math” (logic) on their
analysis and how they arrived at their conclusion. This is the
articulable portion of the standard.

The "math"* or analysis must be prudent to the average
counterterrorism analyst. This is the reasonable porgon of the
standard.

The totality of the facts - even if the facts individually appear innocent
in nature - is considered collectively and should lead a sensible
person to follow the analyst's logic and reasoning.

There is no requirement that the analyst's wisdom be rock solid or

infallible. In fact, it is expected to change as new information comes
to light.

LESSON TITLE: Rules of the Road/Pursuit Group
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Pursuit Group

When reviewing data, a Pursuit Group analyst must make two basic determinations:

* Isthis a USP?

+ Does this data constitute terrorism information?

nrarked othe

MENU | GLOSSARY g RESOURCES

The answers to those questions determine the extent to which the data can be retained. The matrix below was developed to aid Pursuit Group
analysts in applying the appropriate retention rules. Examine the matrix and corresponding key before continuing to the next slide.

I

Terrorism Information
No

E

LESSON TITLE: Rules of the Road/Pursuit Group

Key:
R = Refgin data

E = expunge after 180 days, or 90 days
for CLASP (lost or stolen passport
derived data)

+ = additional investigation or transfer
is likely warranted to resclve the
question (7}
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Pursuit Group Knowledge Check

Each sgenano'pelow corresponds to one of the boxes wl(hln the matrix. Review each scenario (by hovering your mouse over the button) to
determine the following

+ Isthis a US Person?
+ Does this constitute terrorism information?

Based on your answers to those two q esuons dlick and drag each scenano fo the portion of the matrix it represents. You are strongly
encouraged to print out the USP 'Cheat Sheet" prior fo comge knowledge check.

Terrorism Information
Yes No ?

Data/Feedback
Roll over a scenario {o the right of the
matrix for further details. Click and drag
the scenario to the portion of the matrix it
represents

LESSON TITLE: Rules of the Road/Pursuit Group
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Pursuit Group Knowledge Check
Each sgeriario s corresponds to one of the boxes within the matrix. Review each scan%rio (by hovering your mouse over the button) to
determine the following:

» Isthis aUS Person?

+ Does this constitute terrorism information?
Based on your answers to those two questions dlck and drag each scenario to the ponlon of the matrix it represents. You are strongly
encouraged to print out ;ge this knowledg:
Terrorism information .
Yes Data/Feedback
m— - Roll over a scenario to the right of the
matrix for further details. Click and drag
the scenario to the portion of the matrix it
represents

LTS

U.S. Person

S lly Jones

: Rules of the Road/Pursuit Group
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Rules of the Road
You have completed the lesson on Rules of the Road.

In this lesson you learned that NCTC has its own regulations and

uidelines for accessing, using, retaining, and disseminating data
ound on NCTC systems. You also learned the specific rules of the
road that apply to ific datasets such as USP data, FISA data,
and operational traffic.

Remember, there are several helpfulIinks located in the Resources
Section, including a printable job aid of the Data Access and Use -
Rules of the Road.

Click next to complete the course post-test.

LESSON TITLE: Rules of the Road
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Question 1 of 12
Which documents give NCTC its authorities to access terrorism data, non-terrorism data, and US Persons data?

Choose all that apply and select SUBMIT.

| A HSPD-6

_1B. HSPD-24

_1C.EO 12333

_ID.HR 71

_J E.NCTC AG Guidelines

SuUBMIT

LESSON TITLE: Post Test
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Question 2 of 12
What are the various facets of NCTC's role?
Choose all that apply and select SUBMIT.

_I A. Analyzing and Integrating all intelligence possessed or acquired by the USG pertaining to terrorism and CT.

_1B. Conduct strategic operationa planning for CT activities, integrating all instruments of national power, including
diplomatic. financial, military, etc.

_I1C. Serves as central and shared knowledge bank on known and suspected terrorists and international terror groups.

_1 D. Ensure agencies have appropriate access to and receive al-source intelligence support necessary to execute CT
plans or perR{m independent, alternative analysis.

_| E. Direct the collection activities of partner organizations and IC agencies

SUBMIT

LESSON TITLE: Post Test
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Question 3 of 12

Which policy document establishes protections and procedures for the maintenance, use, and dissemination of information that could be used to
identify an individual?

Choose the best answer and select SUBMIT.
s APrivacy Act of 1974
i B.EO 12333

) C.OMB Memorandum
L~ D.None of the above

suBMIT

LESSON TITLE: Post Test
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Question 4 of 12

True or False: NCTC's mission is to lead our nation's effort to combat terrorism at home by consalidating terrorism information.

A True
. B. False

SUBMIT

LESSON TITLE: Post Test
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Question 5 of 12

Which of the following is an agreement between government organizations for the purpose of identifying the data being shared, the purpose of
sharing that data, any protect%ns or conditions for accessing the data (training, retention time, deletions, etc.), and the method for feedback?

Select the correct response and select SUBMIT.

'« A. Homeland Security Presidential Directive (HSPD)
.+ B. Executive Order (EO)

+ C. Headquarters Regulation (HR)

.+ D. Memorandum of Understanding (MOU)

SUBMIT ’

LESSON TITLE: Post Test
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Question 7 of 12

True or False: if you are a CIA detailee to NCTC and you are accessing CIA data through an NCTC system, you should follow NCTC guidelines
rather than the guidelines of your home agency.

A True

.+ B. False

SUBMIT

LESSON TITLE: Post Test
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Question 8 of 12

What rules apply to USP data, non-terrorism information, or operational traffic?
Choose all that apply and select SUBMIT.

—J A. Never email USP dat

"_]1 B. Never disseminate rrorism information

] C. Share operational traffic only with individuals from NCTC or the originating agency

‘_] D. Dissemination of operational data requires prior authorization from the originating agency

SUBMIT

LESSON TITLE: Post Test
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Question 9 of 12
Locate the rules for }ecords in the Data Catalog and answaer the following:
t]record.

NCTC is not required to not n the event NCTC identifies terrorism information in
Select the best response and select SUBMIT.

) A. True
i) B. False

SUBMIT

LESSON TITLE: Post Test
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Question 10 of 12
Locate the rules for the Advance Passenger Information System (APIS) in the Data Catalog. How is NCTC allowed to use APIS data?
Select the best response and select SUBMIT.

i A. To determine if APIS rrﬁwds include USP information.
. B. To analyze APIS record for counterintelligence purposes.
. C. To frain NCTC analysts on patterns related to purposes.

' D None of the above

SUBMIT

LESSON TITLE: Post Test




C05956002

Yy

trse condent s UNC ASSE D, exong

DATA ACCESS AND USE

NATTIONAL COUNTLRITLRRORISN Crng

Question 11 of 12

'Sy Locate the rules for the in the Data Catalog.
Are there any restrictions onthe number of U

Select the correct response and select SUBMIT.

' A. No restriction with appropriate dearances. training. and in accordance with NCTC's Role-Based Access policy
< B. Eight DI personnel only with a need to access USP data

1 C. No more than 15 users will have access at any given time

.+ D. Only NCTC IIG and MS access this data.

SUBMIT

LESSON TITLE: Post Test
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Question 12 of 12
Which of the following agencies have data sharing agreements with NCTC?
Select the correct response(s) and select SUBMIT.

{A.CIA

i 8.DHS

. C.FBI

' D. None of the above
« E. All of the above

SUBMIT

LESSON TITLE: Post Test
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Data Access and Use

The Data Access and Use Course will equip National Counterterrorism Center (NCTC) staff with a foundational understanding of the
authorities and role of the Center in the integration of data for the purpose of identifying terrorism information and the rules and
regulations governing the access, retention, use and dissemination of that data.

Upon completing this course, you will be able to:

* Define US Persons (USP) [from Executive Order (EO) 12333] anI terrorism information [from the Intelligence Reform and
Terrorism Prevention Act (RTPA)]

Identify and locate NCTC's Data Catalog as the source of rules and guidance for the access, retention, use and dissemination of
each dataset .

Distinguish between the dos and donts of accessing, using, and disseminating terrorism and non-terrorism information under
NCTC authorities

Locate data rules associated with various data sets using the NCTC Data Catalog

Identify the appropriate resources for questions related to data use and information sharing within NCTC

For more information on navigating through the course, click the utton helow; othierwise, click the right arrow to hegin.

How to Take This Course
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Rules of the Road

Acronym List

USP "Cheat Sheet”




