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(b)(3) L
b)(6)From: _—
(o) )Sent: uesday, May 20, 2008 12:18 PM
To:
Subject: USG documents for review by financial firms for May 29 privacy meeting
Attachments: CLPO Overview Unclassified.doc

Dear US Government Colleague:
We look forward to meeting with you on May 29 at the GSC USG-industry Privacy Forum meeting in New York City.

Financial sector participants requested documents from Government participants in order to provide specific advice and
guidance.

if you have any Unclassified documents you wish to forward, please do so and we wilt distribute to the pariicipating
financial firms. This is purely optional.

if you do not have any documents to share, then please simply appear at the meeting.

Enclosed please find a draft overview of the ODNI Civil Liberties and Privacy Office (CLPO) that ODNI considered using
with its website developers to begin establishing a public website presence. We thank Alex Joel for providing this
document.

The following are notes related to the ODNI CLPO overview:

-- The document focuses primarily on ODNY's Civil Liberties and Privacy Office.

-- The document was not intended for a general public audience, but rather, as a handout for congressional staffers and
the like as part of small meetings

-- While ODNI’s developers could take document and create a "flat HTML" page, this would not be very interesting or
exciting from a web navigation/presentation perspective.

-- ODNI intends to work on this document from readability and messaging standpoint.

-- On a public web site, the document would need to be expanded considerably. For example, ODN! has discussed with
developers the need to have separate sections about the ODNI privacy office, the community at large, and about how
privacy and civil liberties are protected in general in the conduct of intelligence activities.

-- ODNI would also have a section for complaints, which would have to be careful about explaining that we only can
handle issues arising out of the programs administered by CDON{

- Finally, ODN{ wouki have a section for key documents and reports, and a separate section for posting FAQ/fact

sheet/blog-style responses to issues and questions getting a lot of attention at the moment, like FISA surveillance, or data
mining.

if you wish, please forward any Unclassified documents, with guidetines for distribution, by COB on Tuesday May 27.
We look forward to seeing you on May 29.
Thank you.

Jest regards,

| B
o}e)_ ]
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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
Civit LIBERTIES AND PRIVACY OFFICE

OVFEPVIEW

"Of course, in four] work, we will continue to conduct ourselves consistent with the Constitution
and our nation's laws to protect privacy and guarantee the civil liberties of our citizens."

Director Mike McConnell

"Collection of [intelligence] information is a priority objective and will be pursued in a vigorous,
innovative and responsible manner that is consistent with the Constitution and applicable law and
respectful of the principles upon which the United States was founded."

Executive Order 12333.

Background: The position of Civil Liberties Protection Officer for the Office of the Director of
National Intelligence (ODNI) was established by the Intelligence Reform and Terrorism Prevention
Act of 2004 (IRTPA), and reports directly to the DNI. The Civil Liberties Protection Officer leads the
ODNT’s Civil Liberties and Privacy Office (CLPO). The goal of the CLPO is to help the Intelligence
Community accomplish its national security mission in a way that remains true to the Constitution and
protects privacy and civil liberties. Under the IRTPA, the CLPO’s duties include ensuring that the
protection of civil liberties and privacy is appropriately incorporated in the policies of the ODNI and
the Intelligence Community, overseeing compliance by the ODNI with legal requirements relating to
civil liberties and privacy, reviewing complaints about potential abuses of privacy and civil liberties in
ODNI programs and activities, and ensuring that technologies sustain, and do not erode, privacy.

Vision: Keeping our country safe means more than protecting people and property — it also means
protecting the principles on which this country was founded. Protecting privacy and civil liberties is
part of the fabric of the Intelligence Community. It helps define who we are. In order to be able to use
the tools and information we need to keep our country safe, we must have the trust of the American '
people, and must demonstrate that we are worthy of that trust in everything we do.

Balance: People talk of safety and freedom - security and liberty - as a balance, and worry that if you
have more of one, you necessarily have less of the other. We think of it this way — we must do more on
the security side of the scale to keep our country safe ~ that is the mission of the Intelligence
Community. But keeping the balance means we must give equal weight to the liberty side of the scale
— we must add protections, add safeguards — to ensure that the scale remains balanced. These dual
imperatives are set forth in the Preamble of the Constitution, which states that the Constitution is
ordained and established to “provide for the common defense” and to “secure the Blessings of Liberty”
— we can, and must, do both. And it is to the Constitution that each intelligence officer takes an oath.

Our Job: We help intelligence officers do their jobs — to accomplish their intelligence mission while
remaining true to their oaths — “to support and defend the Constitution of the United States.”

The Civil Liberties and Privacy Office. The Office consists of the Civil Liberties Protection Officer,
and two deputies, each of whom is an experienced attorney and a recognized expert. In addition, our
Director of Compliance and Investigations is an experienced auditor with an Inspector General
background.
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Approach: The CLPO works through the Intelligence Community's civil liberties protection
infrastructure -- and recommends improvements where needed -- to ensure that privacy and civil
liberties issues are identified and addressed as early as feasible, and that safeguards are formulated and
implemented to protect privacy and civil liberties. The Intelligence Community already has in place a
robust protective infrastructure. It consists of a core set of rules, as interpreted, applied, overseen by
agency Offices of General Counsel and Offices of Inspector General, with violations reported to the
Intelligence Oversight Board of the President’s Foreign Intelligence Advisory Board.

The CLPO focuses on ensuring that the infrastructure remains strong and fully functional, and
identifies and addresses new pressure points on that infrastructure, from new authoritics and mandates,
new tools and sources of information, and the new threat environment. The CLPO enhances, and does
not replace, the civil liberties protection functions of existing offices and mechanisms, and seeks to
ensure that new protective functions and mechanisms -- such as civil liberties positions as they are
created in other agencies, and the Privacy and Civil Liberties Oversight Board -- interact effectively
with the Intelligence Community to further strengthen privacy and civil liberties safeguards.

The Civil Liberties SAFE-T Cycle: The “Civil Liberties SAFE-T Cycle” illustrates the CLPO’s
approach. Protecting civil liberties is an ongoing cycle, not a one-time event. One-size-fits-all
solutions are not possible in an environment as rich, complex, and changing as the intelligence world.

Spot issues at earliest stage Spot

Assess existing rules, identify
gaps, recommend changes

Formulate protections that are Test

practical, effective, and tailored Complian'ce S Assess
SAFE-T

Execute protections via
training, business processes,
system changes

Test compliance via audits, Formulate

reviews, complaint Execute Protections
investigations ——
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Statutory Authorities
50 § 403-3d. Civil Liberties Protection Officer

(a) Civil Liberties Protection Officer. (1) Within the Office of the Director of National Intelligence, there i§ a Cfvil
" Liberties Protection Officer who shall be appointed by the Director of National Intelligence. (2) The Civil Liberties
Protection Officer shall report directly to the Director of National Intelligence.

{b) Duties. The Civil Liberties Protection Officer shall-—

(1) ensure that the protection of civil liberties and privacy is appropriately incorporated in the policies and procedures
developed for and implemented by the Office of the Director of National Intelligence and the elements of the Intelligence
Community within the National Intelligence Program;

(2) oversee compliance by the Office and the Director of National Intelligence with requircments under the Constitution
.and all laws, regulations, Exccutive orders, and implemeating guidelines relating to civil liberties and privacy;

(3) review and assess complaints and other information indicating possible abuses of civil liberties and privacy in the
administration of the programs and operations of the Office and the Director of National Intelligence and, as appropriate,
investigate any such complaint or information;

(4) ensure that the use of technologies sustain, and do not erode, privacy protections relating to the use, collection, and
disclosure of personal information;

(5) ensure that personal information contained in a system of records subject to section 552a of title 5, United States Code
{popularly referred to as the "Privacy Act"), is handled in full compliance with fair information practices as set out in that
section;

(6) conduct privacy impact assessments when appropriate or as required by law; and

{7) perform such other duties as may be prescribed by the Director of National Intelligence or specified by law.

(c) Usc of agency Inspectors General. When appropriate, the Civi} Liberties Protection Officer may refer complaints to the
Office of Inspector General having responsibility for the affected element of the department or agency of the Intelligence
Community to conduct an investigation under paragraph (3) of subsection (b).

Title | of Public Law 108-458; 118 Stat. 3688
SEC. 1062, PRIVACY AND CIVIL LIBERTIES OFFICERS.

{a) Designation and Functions.—The Attorney General, the Secretary of Defense, the Secretary of State, the Secretary of
the Treasury, the Sccretary of Health and Human Services, the Secretary of Homeland Security, the Director of National
Intelligence, the Director of the Central Intelligence Agency, and the head of any other depantment, agency, or element of
the executive branch designated by the Privacy and Civil Liberties Oversight Board under section 1061 to be appropnate
for coverage under this section shall designate not less than [ senior officer to serve as the principal advisor to—

(1) assist the head of such department, agency, or element and other officials of such department, agency, or
element in appropniately considering privacy and civil liberties concerns when such officials are proposing,

developing, or implementing laws, regulations, policies, procedures, or guidelines related to efforts to protect the
Nation against terrorism;

(2) periodically investigate and review department, agency, or element actions, policies, procédures, guidelines,
and related laws and their implementation to ensure that such department, agency, or element is adequately
considering privacy and civil liberties in its actions;

(3) ensure that such department, agency, or element has adequate procedures to receive, investigate, respond to,

and redress complaints from individuals who allege such department, agency, or element has violated their privacy
or civil liberties; and
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(4) in providing advice on proposals to retain or enhance a particular governmental power the officer shall
consider whether such department, agency, or element has established—(A) that the need for the power is
batanced with the need to protect privacy and civil liberties; (B) that there is adequate supervision of the use by
such department, agency, or element of the power to ensure protection of privacy and civil liberties; and (C) that
there are adequate guidelines and oversight to properly confine its usc.

(b) Exception to Designation Authonty.—

(1) PRIVACY OFFICERS.—In any department, agency, or element referred to in subsection (a) or designated by
the Privacy and Civil Liberties Oversight Board, which has a statutorily crcated privacy officer, such officer shall
perform the functions specified in subsection (a) with respect to privacy.

(2) CIVIL LIBERTIES OFFICERS.—In any department, agency, or element referred to in subsection (a) or
designated by the Board, which has a statutonily created civil liberties ofﬁcer, such officer shall perform the
functions specified in subsection (a) with respect to civil liberties.

(c) Supervision and Coordination.—Each privacy officer or civil liberties officer described in subsection (a) or (b)
shall— (1) report directly to the head of the department, agency, or element concemed; and (2) coordinate their activitics
with the Inspector General of such department, agency, or element to avoid duplication of effort.

(d) Agency Cooperation.—The head of each department, agency, of element shall ensure that each privacy officer and
civil liberties officer— (1) has the information, material, and resources necessary to fulfill the functions of such officer; (2)
is advised of proposed policy changes; (3) is consulted by decision makers; and (4) is given access to material and
personnel the officer determines to be necessary to carry out the functions of such officer.

(e) Reprisal for Making Complaint.—No action constituting a reprisal, or threat of reprisal, for making a complaint or
for disclosing information to a privacy officer or civil liberties officer described in subsection (a) or (b), or to the Privacy
and Civil Libertics Oversight Board, that indicates a possible violation of privacy protections or civil libertics in the
administration of the programs and operations of the Federal Government relating to efforts to protect the Nation from
terrorism shall be taken by any Federal employee in a position to take such action, unless the complaint was made or the
information was disclosed with the knowledge that it was false or with willful disregard for its truth or falsity.

(f) Periodic Reports.—

(1) IN GENERAL.—The privacy officers and civil liberties officers of each department, agency, or element
referred to or described in subsection (a) or (b) shall periodically, but not less than quarterly, submit a report on the
activities of such officers— (A)(i) to the appropriate committees of Congress, including the Committee on the
Judiciary of the Senate, the Committee on the Judiciary of the House of Representatives, thc Committee on
Homeland Security and Governmental Affairs of the Senate, the Committee on Oversight and Government Reform
of the House of Representatives, the Select Committee on Intelligence of the Senate, and the Permanent Sclect
Committee on Intelligence of the Housc of Representatives; (ii) to the head of such department, agency, or
element; and (iii) to the Privacy and Civil Liberties Qversight Board; and (B) which shall be in unclassified form
to the greatest extent possible, with a classificd annex where necessary.

(2) CONTENTS.—Each report submitted under paragraph (1) shall include information on the discharge of each
of the functions of the officer concerned, including— (A) information on the number and types of reviews
undertaken; (B) the type of advice provided and the response given to such advice; (C) the number and nature of
the complaints received by the department, agency, or element concerned for alleged violations; and (D) a
summary of the disposition of such complaints, the reviews and inquiries conducted, and the impact of the
activities of such officer.

(g) Informing the Public.—Each privacy officer and civil liberties officer shall—(1) make the reports of such officer,
including reports to Congress, available to the public to the greatest extent that is consistent with the protection of classified
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information and applicable law; and (2) otherwise inform the public of the activities of such officer, as appropriate and in a
manner consistent with the protection of classified information and applicable law.

(h) Savings Clause.—Nothing in this section shall be construed to limit or otherwise supplant any other authonties or
responsibilities provided by law to privacy officers or civil liberties officers.
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From: | g aaaaaa

Sent: Tuwoudy, January 15, 2008 5:C. . ...

To: m

Subject: " SLIAS ACTION*"*"SLIAG Agenda and Documents for Review - January 18, 2008

Attachments: sliag agenda 1-18-08 v1.doc; NFCCG White Paper National Fusion Center Capability
Program.doc; BGTHarman|TACGProgress011508FINAL.pdf

Dear SLIAG Members,
Please find attached the agenda for this week's SLIAG.

In preparation for the SLIAG, we have attached a White Paper titled: National Fusion Center Capability
Program. This document was provided to the SLIAG in October by the National Fusion Center Coordination
Group and has been available for your review and comment on the 1SE Portal. Please ensure you have
reviewed this document in advance of the SLIAG, and be prepared to discuss and approve or provide comments
for revision.

Also, by Thursday, we plan to send you an update Agenda for the National Fusion Center Conference, as well
as a revised Outline for the Coordinated Support Plan. Both of these documents will be briefed and discussed
during the SLIAG, so please come prepared with comments,

Finally, we are attaching a letter received from Chairmans Thompson and Harman today, regarding the
ITACG.

Thank vyou,

ISC Executive Secretariat
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(b)(3) ’ ) From:ﬁ Subject: Re: Fw: CIO Council Updates - January 23, 2008 and
: February 5, 2008 are Executive Sessions - Consult CO!
fgrAagﬂ_cla,j
(b)(3) Date: CIEFOGE TR T |
Cc: Joseph W. Lambert
(b)(3) ]

I reviewed this. My comments are on the Notes pages of the slides. The big issues are;

(b)(3) [T T T T T T T T T T T T T
(bXS) {
| | o

We support using the CIA classification tool community wide.

Il

(b)3) F_Email TT_Repot_20080123 bt
(b)(3) B
(b)(3) R
(b)(3) | To|  iosepnw.
LamberVSTF/AGENCY@WMA
cc
Subject Fw: CIO Councii Updates - January 23, 2008 and February
5, 2008 are Executive Sessions - Consult CO! for Agenda
L]
01/22/2008 04:40 PM

FYI: 1ake a look at chart 4 but there might be oother charts related to IMS

(6)3) ——Forwardedby _ lon01/22/2008 04:37 PM ——-
(bX3) y O Tarasiuk Jr/STFAGENCY TOF* - T T,
(b)(3) L Jala[ma\mnﬁumgr]

— cc

01/22/2008 08:12 AM

R S
Subject Fw: CIO Council Updates - January 23, 2008 and . <..uary
5, 2008 are Executive Sessions - Consult CO! for Agenda
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(bX}3)

(b)3)

o}3)

UNCLASSIFIED/

Please review attached proposal for IC email abd send me comments as soon as possible. Big 6 meets
tomorrow afternoon.
-—-- Forwarded by Adolfe Tarasiuk-Jr-/STF/AGENCY on 01/22/2008 08.09 AM ——-

NI CIO
Kcommercial)
——-ure)

01/21/2008 08:55 AM

Subject CIO Council Updates - January 23, 2008 and February 5,
2008 are Executive Sessions - Consult COJ for Agenda

CLASSIFICATION: UNCLASSIFIEL

The CIO Council Meeting is scheduled for January 23, 2008 and will meet in the DIAC Conference Room
N632 at 13:30. This session (January 23, 2008) and the February 5, 2008 session will be Executive
Sessions with only CIO ‘s and invited guess in attendance . The scheduled January 23, 2008 Executive
Session will have only one prepared briefing which is attached and can be retrieved from the Community
of interest (COI).

F_Email_TT_Report_20080123_v6 pot

Several people have not register for their JWICS PASSPORT Account. I'm again passing the instruction
on for registration.

The CIO Councit Community of interest {COI) {

has been developed
as an interim solution to provide a cenuwar 0cation for document s age supporting the ClO Council

Meetings. The documents are displayed by meeting date, starting with July 2007.

Access to this site is limited to those who attend the meetings and to those who support the CIO Council
Members.
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If you do not have a JWICS Passport Account :

Self-register for an account at this location : [T
Forward the tollowing intormation to [ | NN

Name

SSN

IC Email

Passpor User Name

Atter verification, | | N E]EEEEIE ! send a welcome message to your IC Email address.

The attached flyer provides step-by-step instructions on how to create your Intelink Passport Account.
The attachment is a trifold document and can be reviewed easier after folding the document.

N

Intehnk Passport Account Flyer for CI0 Council. doc

Note, this emailis (L howaver, It contains links to documents at higher classification leve!

vir

ODNI/CIO/NCT
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4 . From: Og‘ > I Subject: Message from the DNI : Or. Martin Luther King Jr . Holiday
{(b}3) A Sentby: o - A Day of Reflection and Action
' ‘ : - _fPublic Affairs 7, Joseph W. Lambert

Date: 01/17/2008 03:39 PM
: This message is digitally signed.

Director of National Intelligence
Washington, D.C. 20511
January 17, 2008

Dear Colleagues:

UNC™ " "3IF7
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Created by Congress in 1983 and first observed on January 20, 1986, Martin Luther King Ir. Day
is observed on the third Monday in January each year. It is one of four federal holidays to
commemorate an individual person. The King Holiday honors the life and contributions of one
of America’s greatest champions of freedom, equality, justice, and dignity for all races and ail
people. Many of us vividly remember or have been told of the saga of the Civil Rights
Movement, the trials that Dr. King endured for all Americans, and the ultimate sacrifice that he
paid for his country. On this holiday we celebrate his life, his quest for universal equality, and
their meaning for us now.

As our country commemorates this day, we should also focus on the significant strides that our
nation has made to ensure equality and justice for all of our citizens. Our nation and our
Community in 2008 are vastly different from what they were in 1968 - the final year of Dr.
King’s life. While the dialogue of three decades ago may have been dominated by exclusionary
rhetoric, today we spend considerable time discussing how we must be more inclusive if we are
to accomplish our multi-faceted mission. For the U.S. Intelligence Community (IC), Dr. King’s
vision is no Jonger a dream; it is a strategic mission imperative which we have placed
prominently in our 500-Day Plan. In fact it is the number one priority of our transformation.
Although considerable progress has been made in our Community, we cannot be satisfied with

- the pace of change that we had in the past. Our Fiscal Year 2007 Annual Report on IC Diversity,

which will be submitted to Congress soon, shows that the rate of increase in the overall
representation, hiring, promotion, and retention of minorities and women continues to improve
each year. Along with our increases are areas where we need to improve, especially in hiring and
retaining employees with disabilities. However, the good news is that there has been, and will
continue to be, steady improvement and progress along the diversity front.

The Martin Luther King Jr. Holiday is truly an American holiday. It is a day for each of us to
celebrate our heritage while acknowledging and gaining a better appreciation of how diversity
has been the cornerstone of America. I ask each of you to join me in reaffirming your
commitment to diversity, equality, integrity, and respect for all individuals.

Dr. King’s words resonate as clearly and as strongly today as they did 40 years ago. Let us

continue to honor his enduring legacy within our Community by embracing the ideals for which
he lived and by defending America - the great nation that he proudly called home.

Sincerely,
Mike McConnell

(This is UNCLASSIFIED.)

UN!
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(b)3) From{ j Subject: Re: Eastman Papers ?
CIA DECLASSIFICATION CENTER To:
Date: 02/22/2008 03.04 PM )

(bV(3) Co  JosehW.lambet|
(b)(3) , T o

b)(3) John: eone reads the Weekly! 1'i have{ - pur NARA eam Chief, look further into
b)(3) this- —
John F- Hackett-DNI-/STF/AGENCY
John F. e
(b)(3) Hackett-DNI/STF/AGENCY To| |
(b)(3) Director, DN} information cc JosephW ' -~--~'STFIAGENCY@WMA[ _
(b)(3) : Management Office ]

(pager)
02/22/2008 02:19 PM

(b)(3) [
Sorry te comment on your internal report but...can we give NARA some backbone?

[ saw this item in your weekly and was very interested why NARA was having you perform an expedited
review on what appears to be official records of a Senate Committee (vice personal papers)--- so they can be
returned to the University of Mississippi Law Library. Did I get this right?

When NARA saw that these were Committee records why did they not ask for their return on behalf of the
Senate? A member of Congress cannot donate Committee records.

Remember that House and Senate i «vvids are exempt from the Feucial Records Act but are manag«d by

NARA on deposit at NARA. The documents use is controlled by the Clerk of the House and Secretary of the
Senate, respectively.

John
iy Special Review at NARA, Coll _  Park, Md.
( NARA requested that the CDC NARA Team do an expedited review of three boxes of records containing the

official papers of former Senator James O. Eastland (D-MS). Eastland served in the US Senate from [943.78 and was
chairman of the Senate Judiciary Committee for almaost 23 years. Upon his retirement, he donated all of his official papers
accumulated during his years in the Senate to the University of Mississippi Law Library. The cache of papers included
classified documents. Of the 570 pages containing CIA equity that the CDC team reviewed, 336 pages were released and 234
pages were exempted. (Per NARA's instructions, documents were either released or exempted. There was no sanitization of
pages.) Most of the documents containing CIA equity originated in the Subcommittee on Internal Security, which Eastland
chaired in addition to the full Judiciary Commitiee. It is unclear whether additional classified documents from the Eastland

{b}{3) collection exist that will be forwarded by the Law Library through ISOO to NARA for declassification review.E‘ T

(b)(3) ' o
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From: Alexander W . Joel-DNI- Subject: Re: Fw: [AIN] CLPO Focal Points - Updats
Civil Liberties Protection Officer

(b)(3) Office of the Director of National 1% - —
ieligence Ce: Joseph W. Lambort, [N
""" Date; 03/14/2008 10:56 AM
This message is digitally signed.
(b)(3) Hi
-- My address below - - is my AIN address, on the low side, not my CWE address.
-- We are in the process of working with our contractors to identify the specific questions they would like to
have answered, and then will go through a forma! tasking process as discussed with CIA. Other agencies
have agreed to meet with them informally without a formal tasking, hence the tone of my email on that
point.
-- That said, in thinking about a taskin for CIA, we may well decide to do this as a formal data call to the IC
in general, which we have tried to avoid to date since we know how everyone dislikes those data calls.
Informal meetings where information Is exchanged in both directions tend to work best, in my view - as |
discussed at our meeting, that's how | tend to approach things in general. But perhaps this is what we
need to do here anyway - we're working on what information the contractors feel they need.
-- In any event, we do want to convene the CLPO Focal Points to discuss this project and get feedback.
Regards,
Alex (
Alexander W. Joel
QDNI Civil Liberties Protection Officer
AIN and BB:
e
(b)(3) Lf_w‘hﬁ_m‘#_h*_v}
(b)(3) : T
l To Alexander W. Joel-DNI-/STF/AGENCY@WMA
| ce '
i Subject Fw: [AIN] CLPO Focal Points - Update
i
03/14/2008 10:33AM
Alex-
Your address below bounced back.
(h)(3) ] o .
(b)(3) —Forwardedby| 'on 03/14/2008 10:32 AM —
(b)(3) T, D B

To
¢cc Joseph W. Lambert/STF/AGENCY@WMA
Subject Re: [AIN] CLPO Focal Points - Updatefd}

UNC™ *§ST]
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m 03/14/2008 08:45 AM

Hi Alex-

I read your note below, and it looks like you are planning some interesting things for privacy. However,

as Joe and | explained in our meeting with you tast week, your request for privacy aspects of open source
information from the CIA should be made formally, and to the CIA Privacy & Civil Liberties Officer. If you
could ask your contractors to articulate what they would like to know, and run those questions through
you for a sanity check, and then you send the guestions to the Director's Action Center the (DAC), Joe and
| will do our best to answer.

(bX(3) You can do that by sending your request to E o to the attention of the Privacy &Civil Liberties
Officer. —

Thank you Alex.

Yours,

(b)(3) ]

To

03/07/2008 03:53 PM

Please resiond to

(b)(3)

cc
Subject [AIN] CLPO Focal Points - Update

(b)(3) CLASSIFICATION: UNCLASSIFIED




C05971391

Approved for release by ODNI| on 12-17-2015, FOIA Case DF-2015-00208.

UNCLASSIFIED

(b)(3)

—

Greetings:

It has been some time since our last meeting. As we plan for our next
meeting, I wanted to circulate an update, and encourage you to reach back
to us and to each other between meetings, on matters that you're working on
or questions that you may have. Some folks have left our group (the PCLOB
members), I don't have the email addresses of some new players {(new
USDI/0GCers, CIA's new privacy and civil liberties representative), etc. -
so if you have suggestions on who else should be getting this email, please
reply back to me - remember, this is for IC element representatives for
privacy and civil liberties, and Federal agency "observers" from non-IC
elements. ...

QUARTERLY REPORT. We submitted our first quarterly report to Congress, as
required by the 9/11 Commission Act. I've attached the report together with
its cover letter. This first report is non-substantive, as agreed by an
interagency process coordinated by OMB. Our next report will be more
substantive and will be metric-driven. Qur initial thought was to provide-
narrative descriptions of our activities in response to the reporting
requirement, but OMB had worked with staffers on the statutory language,
and provided guidance that in their view the reports should be
metric-oriented (indeed, the language does refer to “"numbers").
Accordingly, we included brief narrative descriptions of our activities in
the cover letter rather than in the body. The first report, again as agreed
in the interagency process, described the process we would follow rather
than the actual numbers themselves.

DATA MINING REPORT. We also submitted our first annual data mining report
to Congress, and have posted it on our website.
http://www.dni.gov/reports/data_mining_report_feb08.pdf. We have asked you
to provide copies of your agency's reports to us, or to notify us if your
agency is NOT providing a report. Please do so. The intelligence committees
will expect DNI to have this information readily available, even though the
reporting requirement runs to each of your departments and agencies. So
far, only a few of you have responded to us. We are meeting with staffers
today to discuss our data mining report, and will let you know how that
goes.

ISE PRIVACY MANUAL. After months of hard work, the ISE Privacy Guidelines
Committee has completed its online ISE Privacy Manual, to help agencies
implement the ISE Privacy Guidelines. This online tool is designed to help
agencies put in place an information sharing privacy policy, as required by
the ISE Privacy Guidelines, so that as agencies engage in necessary
terrorism information sharing activities, they also put in place required
measures to protect privacy and civil liberties. Seé www.ise.gov, and
click on the ISE Privacy Protections tab. I've also attached a power point
presentation with additional guidance - it is designed as an introducticn
and overview and is reasonably self-explanatory and not entirely dull, if I
may say sc myself. There will be a more formal rcllout to departments and
agencies with training and additional guidance.

INTELLIGENCE COMMUNITY DIRECTIVE ON PRIVACY AND CIVIL LIBERTIES. As part of
the 500 Day Plan, we included a goal of implementing an ICD on privacy and
civil liberties. We have discussed this with many of you already - in
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essence, we believe it is important to formalize the CLPO Focal Point
structure, and would like to do so in the form of an ICD. Our thought is to
reconstitute this body as an IC Privacy and Civil Liberties Council (or
something similarly named), consisting of the Privacy and Civil Liberties
Officers of each IC element (i.e., the person designated to be the
representative on those matters on the Council), etc. I've attached the
actual wording from the 500-day plan. The purpose of the Council would be
to collaborate on matters relating to protecting privacy and civil
liberties, etc.- it would be addressed in a general way in the ICD. The 1ICD
would also establish a mechanism for issuing guidance to the community on
privacy and civil liberties matters, improving communications, etc. We will
draft a document and follow the normal ICD coordination process, but will
use you all as a sounding board, of course.

CLPO VACANCY ANNOUNCEMENT. CLPO has a new Assistant Civil Liberties
Protection Officer position open at the GS-15 level. If you know anyone
interested in this exciting opportunity, please let them know of the
position announcement. We are moving to Tysons Corner, so that may be a
more convenient location for folks. The vacancy announcement 1ls at USAJOBs.
http://jobsearch.usajobs.gov/getjob.asp?JobID=69262244&AVSDM=2008%2D03%2D03+12
$3A31%3A06&Logo=0&g=civil+liberties+protection+officer&FedEmp=N&sort=rv&vw=d&b
rd=3876&8s=0&Fed

Pub=Y&SUBMIT..x=0&SUBMITL.y=0&SUBMIT1=Search+for+Jobs

OPEN SOURCE GUIDANCE. At the request - and funding - of the Assistant
Deputy DNI for Open Source, we have initiated a project to develop general
privacy and civil liberties guidance for open source collectors and
analysts in the Intelligence Community. We have engaged -~~~ ‘'leared
contractors to help us with that work - [ [ | I =~<,. =N
is a former attorney with FBI's Office of General Counsel, who then worked
at Microsoft for several years. He has a wealth of experience with national
security law matters.|_  _ " lwho is very familiar
with the Intelligence Cuwuwunity. Together they form an excellent team, and
have been conducting research into open source methods, challenges,
requirements, and existing guidance.

We have asked them to reach out to various agencies informally, to meet
with open source professionals so that they can better understand what
agencies are currently doing, what their needs are, and what guidance they
currently operate under, so that we can identify best practices, borrow
existing guidance (rather than re-invent the wheel), etc. Our intent is not
to provide or replace agency-specific guidelines, but rather to provide
overall guidance that agencies will find useful in the open source area. We
will bring together the focal points- or some subset. - to discuss this
project as it develops, so that you all can review and discuss the work and
provide feedback. Our goal is to come up with a useful tool for the open
source community, and we need your help to make that happen. Specifically,
we would appreciate your assistance in setting up informal meetings between
our contractors and your open source personnel - we'll be in touch with you
individually for that.

On thing we are trying are the areas where different agencies might take
different approaches, or might be unsure as to what approach to take given
the "newness" of the medium. These might include: commercial data
providers, user-posted content on the Internet {e.g., user-posted videos,
social networking content), websites on which users post communications
{blogs, bulletin boards) etc. Some agencies may have issued guidance that
might be useful for others. It might also be interesting to note whether
there are differences in approaches, recognizing, of course, that such
might well be justified by agency mission, authorities, etc. This is a
rich and interesting project that I think the group will enjoy discussing.
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PRIVACY ACT SORNs. ODNI published its first set of Privacy Act SORNs in
January, along with its Privacy Act regulations, and received no comments.
http://frwebgate6.access.gpo.gov/cgi-bin/waisgate.cgi?WAISdocID=901639508556+0
+0+0&WAISaction=retrieve.

IC PRIVACY and IT ADVISORY GROUP. Given the number and complexity of
questions we are receiving from various agencies that relate to CIO and IT
issues, we arc¢ ~onsidering forming an IC Privacy and IT advisory group, to
be chaired by d, my Deputy for Privacy. The impetus for this
grows largely rrom the gquestions being generated by the various issuances
from OMB regarding IT systems, FISMA, CIO responsibilities, and by other
legal and regqulatory issues impacting the intersection of CIO/technical and
privacy domains, as they specifically - and uniquely - relate to
intelligence agencies. Since this set of issues is discrete, complex,
technical, and not of the type that normally is dealt with by some of the
representatives that I see at CLPO Focal Point meetings (who sometimes tend
to be more of the ¥YUS person rules" persuasion than of the "OMB M-07-16"
ilk), we felt it best to create a different group that was more tightly
focused on addressing these particular issues, that would involve a privacy
representative and a technical/CIO repregentative from the IC elements.
There is an added synergy here, in that - has direct and recent OMB
privacy experience, having been their senior privacy analyst. I emphasize
that this is an advisory group only, designed to facilitate inter-1IC
element consultation. This suggestion has been enthusiastically received
by those who have heard of it so far. I am throwing it out to you all to
see 1f you have a reaction.

NEXT MEETING: We are working toward having a meeting in the coming weeks,
and will send around an email with more information.

Regards,
Alex

Alexander W. Joel
Civil Liberties Protection Officer
Office of the Director of National Intelligence

See attached file: 500 Day Plan - 5b.doc) {(See attached file: ISE privacy
guide intro slides.ppt) (See attached file: CLPO Section 803 Report 31
December 2007.pdf) (See attached file: 22 January 2008 CLPO Cover Ltr to

e %

SSCI.pdf) 500 Dayrian-Sh.doc ISE privacy guide intro skdes. ppt CLPO Section 803 Report 31 December 2007.pdk

o

22January 2008 C_ _ Zover Lk to SSCI.pdf



C05971399

(b)(3)

(5)(3)
(b)(3)

From: John F. Hackett-DNI- Supject: Re: Fw: Preservation of Pre -lreq War materials in the NIC
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Director, DNI Information
-Management Office . To: Joseph W. Lambert

|
L

(cell)
(pager)
Date: 03/13/2008 05:36 PM

This message is digitally signed.

Thanks. Somy | forgot john
Joseph W. Lambert/STF/AGENCY

Joseph W.
Lambenrt/STF/AGENCY To JohnF. Hackett-DN-/STF/AGENCY@WMA
Director, Information ce

‘Management Services

03/13/2008 05:30 PM subject Re: Fw: Preservation of Pre-lraq War materials in the NI

John - I've passed this info to o ]‘to see if we can be of assistance. Thanks, Joe

John F. Hackett-DNI-/STF/AGENCY

John F.

Hackett-DNI/STF/AGENCY To Joseph W. LambervSTF/AGENCY@WMA
Director, DNi Information cc J
Management Office —

Subject Fw: Preservatn wi Plc-1ay War materials in the NIC
cell)
{(pager,

03/13/2008 12:46 PM

Joe--see my note to the head of the NIC. | think you guys would have an interest in this issue too and may
want to provide a resource on a temporary basis to assist with the survey and retirement of the CIA/DN|
legacy materials. John

----- Forwarded by John F. Hacket-DNIZ/STF/AGENCY on 03/13/2008 12:42 PM ~—-

JohnF,

Hackett-DNI-/STF/AGENCY To[ . -

Disector, DNI Information
Management Office

efl)
N (P2ger)
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03/13/2008 12:42 PM ouuest  Preservation of Pre-lraq «»o. materials in the NIC

(b)(3) ]

We recently received records from [} J . \'O for WMD and Proliferation relating to the NIC's
work on the Pre-lraq War intelligence.

All the materials appear to relate to the work of ||} } JJEEEEE rredecessor NN

While | commend ™= for wanting to preserve these matenials, | am worried that we, the ODN,

have been archiving thes.. ...ords piecemeal when we do not have a good idea as to the volume of

Pre-War materials in the NIC. The best approach, | feel, would be to identify and then retire all of the

Pre-War materials together in several consecutive transfers to the ClA's records center. Any review of the

NIC's holdings should also include a survey of the Pre-War records of current employees such as .
and others.

I am asking for your inmediate assistance with this matter . Currently, we do not have the staff with the
background to review the records 10 determine what is record copy , working files, duplicates etc.
Please understand that until my staff has the opportunity to review the entire collection of Pre -War
materiais in the NIC , they will not accept further transfers of Pre -War materials for archiving .

We currently have an IMO Team led by a Senior Records Management Consultant developing ODNI
records contro! schedules for the NIC. The work of this team could be expanded include a survey of the
Pre-War records. | ask that you assign a POC asap for this project who could assist with the identification
of the pertinent Pre- War players and their files.

! know the staff of the NIC is very busy and we do not intend to take up much of their time . However,
please remember that some of the Pre -War matenals stili fall under the two subpoenas issued last year
by the House Governmental Affairs Committee (Cong. Waxman). In addition, matenials in NIC may also
be pertinent to the racent SSCI request for documents relating to their series of reports on Pre  -War
Intelligence . None of these records , including working papers or duplicates , can be destroyed at this
time.

If you have any questions, please do not hesitate to contact me.

John
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IE rom: John F. Hackett-DNI- Subject: Re: Fw: Preservation of Pre -Iraq War materfals in the NIC
Director, DN{ Information =]
(©)(3) | Too |
e m o Joseph W. Lambert, [N
cell)
pager)

Date: 03/21/2008 04:01 PM
This message is digitally signed.

(b)(3) | Jietme get back to you on this. The stuff that came from Il former office did not come in
cubes but in banker’s or moving boxes. The stuff is being held in my office in GA-07. Other stuff, volume

_unknown is being held by the NIC stifl. John
(b)(3) -
(b)(3)
(b)(3)

To John F. Hackett-DNI-/STF/AGENCY@WMA

CcC

e Subject Fw: Preservation of Pre-Iraq War materials in the NIC
03/19/2008 10:49 AM

Hi John -- Just a few questions regarding this coilection. Can you give me an estimate of the volume of
Pre-Iraq war materials that has currently been collected. Also, where is the information being held --
within NIC office space here at Headquaners?

(b)(3) ——Forwarded by

~ hn03/19/2008 10:39 AM —
Joseph W

Lembert/STF/AGENCY To John F. Hackett-DNI-/STF/AGENCY@WMA

(b)(s) Director, Information cc ﬁ “““““““““ - *——T

(b)(3) [%aﬂemem Services .

03/13/2008 05:30 PM subject Re: Fw: Preservation of Pra-lraq vear materials in the NICIS)

(b)(3) John - I've passed this info tof L }!o see if we can be of assistance. Thanks, Joe

John F. Hackett-DNI-/STF/AGENCY

JohnF.
Hackett-DNIZSTF/AGENCY To Joseph W. Lambert/STF/AGENCY@WMA

(b)(3) Director, DN information -

(b)(3)
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03/13/2008 12:46 PM

Joe--see my note to the head of the NIC. 1 think you guys would have an interest in this issue too and may
want to provide a resource on a temporary basis to assist with the survey and retirement of the CIA/DNI
legacy materials. John

-—- Forwarded by John F. Hackett-DNI-/STF/AGENCY on 03/13/2008 12:42 PM -——

John F.
Hackett-DNIYSTF/AGENCY

03/13/2008 12:42 PM

Subject Preservation v riu-iraq War materials in the NIC

]

]

we recently received records frori i} SJEIEE. 'O for WMD and Proliferation relating to the NIC's
work on the Pre-lrag War intelligence,

All the materials appear to relate to the work of [N rredecessor NG

while | commend| | for wanting to preserve these materials, | am worried that we, the ODNI,
have been archiviiy these records piecemeal when we do not have a good idea as to the volume of
Pre-War materials in the NIC. The best approach, | feel, would be to identify and then retire ail of the
Pre-War materials together in several consecutive transfers to the CIA's records center. Any review of the

NIC's holdings should also inciude a survey of the Pre-War recards of current employees such as [}
h and others.

| am asking for your Immediate assistance with this matter . Currently, we do not have the staff with the
background to review the records to determine what is record copy , working files, duplicates etc.
Please understand that until my staff has the opportunity to review the entire collection of Pre  -War
materials in the NIC , they will not accept further transfers of Pre -War matenials for archiving .

We currently have an IMO Team led by a Senior Records Management Consultant developing ODNI
records control schedules for the NIC. The work of this team could be expanded include a survey of the
Pre-War records. | ask that you assign a POC asap for this project who could assist with the identification
of the pertinent Pre- War players and their files.

1 know the staff of the NIC is very busy and we do not intend to take up much of theirtime . However,
please remembaer that some of the Pre -War matenials still fall under the two subpoenas issued last year
by the House Governmental Affairs Commitiee (Cong. Waxman). in addition, materials in NIC may also
be pertinent to the recent SSCI request for documents relating o their series of reports on Pre -War

Intelligence . None of these records , including working papers or duplicates , can be destroyed at this
time. .

If you have any questions, please do not hesitate to contact me.
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From: Joseph W. Lambert Subject: Fw: Preservation of Pre -lraq War materials in the NIC
(b)(3) Diractor, Information Management 1. r J

(b)3)

Date: 03/18/2008 03:01 PM
This message is digitally signed.

(b)(3) [:J Might be a good idea for you to go see John Hackett Joe

-—~ Forwarded by Joseph W. Lambert/STF/AGENCY on 03/18/2008 02:58 PM ~——

(b)(3)
(b)(3)

To Joseph W. Lamber/STF/AGENCY@WMA

e ]

Subject Re: Fw: Preservation of Pre-lraq War materials in the NICLS

03/17/2008 01:35 PM

Hi Joe -- CIA also has a very large, unruly collection of pre-war material that we are trying to get our arms
around. In working with the SSCI, OCA accumuiated a very large volume of information. Unfortunately
they did not get their IMO invalved at the time they were working with SSCt and the pre-war assessment,
so OCA cannot identify the subset of the collection that was provided to SSCl. We are trying (on a time
available basis) to compile an inventory of the complete collection, and archive the records once
inventoried. I'm sure that the DI, particularly WINPAC, has their own collection of pre-war material that
they need to control/archive also. So while | can understand wanting to again help the DN, they are

(b)(3) stretching us awfully thin. They cumrently have a team of IMOs working to conduct an

(bY3) inventory and possibly assist with de'"~"~ing their RCS, anu wic_ has been asked to

(b)(3) review and archive abou{ ecords. Maybe John should investigate the use of IM
POCs within the DNI just as we do at CIA for offices that do no have dedicated IMOs. When the NIC was
under CIA, they always had an IM POC officer that was responsible for their records, particularly in terms
of ensuring that their records were properly archived.

Joseph W. Lambert/STF/AGENCY

JosephW.
Lambert/STF/AGENCY To John F. Hacken-DNI/STF/AGENCY@WMA

(b)(3) Director, Information
N Management Services
(b)(3)

03/13/2008 05:30 PM Subject Re: Fw: Preservation of Pre-li.., ..dr materials in the NIC[J)

(b)(3) John - I've passed thisinfotf  ~ }o see if we can be of assistance. Thanks, Joe

John F. Hackett-DNI-/STF/AGENCY

JohnF.
Hackett-DNI-/STF/AGENCY
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’

To Joseph W. Lambert/STF/AGENCY@WMA

Director, DNI Information cc

—~r

Management S

J Subject Fw: Preservation of Pre-iraq Wa. ,...terials in the NIC

B
(pager)

03/13/2008 12:46 PM

Joe--see my note to the head of the NIC. { think you guys would have an interest in this issue too and may
want to provide a resource on a temporary basis to assist with the survey and retirement of the CIA/DNI
legacy materials. John

-— Forwarded by John F. Hackett-DNI-/STF/AGENCY on 03/13/2008 12:42 PM -—~

JohnF.
Hackett-DNIZVSTF/AGENCY

Director, DNI Information

Management Office
{cell)
{pager)

03/13/2008 12:42 PM Subject Pres..vaiion of Pre-lraq War materials in the NIC

L]

We recently received records from ||| . (O for WMD and Proliferation relating to the NIC's
work on the Pre-lrag War intelligence.

All the materials appear to relate to the work of [ [ N predecessor N

While | commen I for wanting to preserve these materials, | am worried that we, the ODNI,

have been archiv...y «iese records piecemeal when we do not have a good idea as to the volume of

Pre-War materials in the NIC. The best approach, | feel, would be to identify and then retire all of the

Pre-War materials together in several consecutive transfers to the CiA’s records center. Any review of the

NIC's holdings should als~ *~~lude a survey of the Pre-War records of current employees such as [JijJlij
and others.

I am asking for your immediate assistance with this matter . Currently, we do not have the staff with the
background to review the records to determine what is record copy , working files , duplicates etc.
Please understand that until my staff has the opportunity to review the entire collection of Pre -War
materiais in the NIC , they will not accept further transfers of Pre -War materials for archiving .

We currently have an IMO Team led by a Senior Records Management Consultant developing ODNI
records control schedules for the NIC. The work of this team could be expanded include a survey of the
Pre-War records. ) ask that you assign a POC asap for this project who could assist with the identification
of the pertinent Pre- War players and their files.

| know the staff of the NIC is very busy and we do not intend to take up much of their time . However,

please remember that some of the Pre -War materials still fall under the two subpoenas issued last year
by the House Governmental Affairs Committee (Cong. Waxman). In addition, materials in NIC may also

8]
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be pertinent to the recent SSCI request for documents relating to their series of reports on Pre -War
Intelligence . None of these records , including working papers or duplicates , can be destroyed at this
time.

if you have any questions, please do not hesitate to contact me.

John
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(b)}(3) Fromzr Subject: Re: Fw: Preservation of Pre -Iraq War materials in the NIC
(b)(3) o [ ]
Date: 03/18/2008 08:07 AM Ce: Joseph W. Lambert
This message is digitally signed.
o3 [ T

In the past we've successfully satisfied DNI requests by removing records from DNI space and storing
them in CIA secure SCIF until we have time to process the collections. Of course we're only Jooking to

(b)(3) protect CIA records. This would be a good test for new the space we're acquifing from{ _ |Shall |
contact Hackett directly to get more details?

. ———— e ——

(b)(3) To _Joseph W. Lambert/>~"'AGENCY@WMA| |
(b)(3) -
cc
Subject Re: Fw: Preservation of Pre-irag War materials in the NICL3}
i 03/17/2008 06:32 AM
We just finished a whole NIC clean up last year. The best approach may be to re-engage them on it. 1l
(b)(3) ask fof _jinput on where to go with this.
(b)(3)
Joseph W. LambertySTF/AGENCY
Joseph W. ) e
(b)(3) Lambert/STF/AGENCY To[ ]
Director, Information cec o o
ment Services Subject Fw: Preservation of Pre-Iraq War materials in the NIC
(b)(3)
03/13/2008 05:30 PM

(bX3) [:]Can you help? - Joe

—— Forwarded by Joseph W. Lambert/STF/AGENCY on 03/13/2008 05:28 PM —-

John F.

Hackett-DNIVSTF/AGENCY To Joseph W. LamberySTFIAGENCY@WMA
(b)(3) Director, DNI Information cc l - —]

Management QOffice L S

b
(B)3) | 3

Subject Fw: Preservauon of Pre-Iraq War materials in the NIC
(pager)

03/13/2008 12:46 PM
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Joe--see my note to the head of the NIC. | think you guys would have an interest in this issue too and may
want to provide a resource on a temporary basis to assist with the survey and retirement of the CIA/DNI
legacy materials. John
——- Forwarded by John F. Hackett-DNI-/STF/AGENCY on 03/13/2008 12:42 PM -—-
John F. o o o
Hackett-DNIJSTF/AGENCY To B

[E . .
, Mark W,

Director, DN) Information cc _
Ma e Ewi

(pager)

03/13/2008 12:42 PM Subject Preservation of Pre-iraq 4~ «: :naterials in the NIC

]

We recently received records from | ] JJEEEEEEE. \'© for WMD and Proliferation relating to the NIC's
work on the Pre-lraq War intelligence. ‘

All the materials appear to relate to the work of [ NI rredecessor N

While | commend | for wanting to preserve these materials, | am worried that we, the ODNI,

have been archiving these records piecemeal when we do not have a good idea as to the volume of

Pre-War materials in the NIC. The best approach, | feel, would be to identify and then retire all of the

Pre-War materials together in several consecutive transfers to the CIA's records center. Any review of the

NIC's holdings should also include a survey of the Pre-War records of current employees such as [l
and others.

I am asking for your immediate assistance with this matter . Cumently, we do not have the staff with the
background to review the records to determine what is record copy , working files , duplicates etc.
Please understand that until my staff has the opportunity to review the entire collection of Pre  -War
materials in the NIC , they will not accept further transfers of Pre -War materials for archiving .

We currently have an IMO Team led by a Senior Records Management Consultant developing ODNI!
records control schedules for the NIC. The work of this team could be expanded include a survey of the

© Pre-War records. [ ask that you assign a POC asap for this project who could assist with the identification

of the pertinent Pre- War players and their files.

1 know the staff of the NIC is very busy and we do not intend to take up much of their time . However,
please remember that some of the Pre -War materials still fall under the two subpoenas issued last year
by the House Govermmental Affairs Committee (Cong. Waxman). In addition, materials in NIC may also
be pertinent to the recent SSCI request for documents relating to their sarias of reporis on Pre  -War
intelligence . None of these records , Including working papers or duplicates , can be destroyed at this
time.

If you have any questions, please do not hesitate to contact me.

John
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From: o Subject: Fw: [AIN] Re: Fw: CLPO Focal Points
Assistant General Counsel and Meeting/administretive details

(b)(3) Privacy & Civil Liberties Counsel To: ;
(b)(3 [_ ] Cc: Joseph W. Lamben
Date: 04/07/2008 03:22 AM
» This message is digitally signed.
History: ‘ This message has been replied to.
I'm going to try to get a car to take us w dolling. We should probably feave HQs at 9:00AM tomorrow
morning. —
(b)}(3) ~— Forwarded by, |on 04/07/2008 09:19 AM —
E e B
®)X3) ) T |
st -
: il 04/03/2008 03:47 PM )
S Subject [AIN] Re: Fw: CLPO Focal Points Meeting/administrative
details
Please resand to
CLASSIFICATION: UNCLASSIFIED
Y S——————]
(b)(3)
I
10 a.m.
Deputy for Pnvacy
Civil Liberties and Privacy Office
Office of the Director of National Intelligence
Ph: (SR
-~ ole: -
To:
(b)(3) From:

Date: (v, 2008 04:58PM
Subject: Re: Fw: CLPO Focal Paints Meeting/administrative details
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Have you set a time for the meeting on 8 April?

VVVVVVVVVVVVVVVVVVVVVVVVVVVVYVVVVVVYVVVYVYVYVYVVYVYVYY

Good afternoon!
I hope this will be the last word on administrative details:

1. Those of you with an 1IC badge issued in the last two years should be
able to gain entry to the building using your badge and PIN. Those who
do not have a recently-issued IC badge must provide [} ]I the
following information: SSN

DOB

place of birth

employing agency

phone number

2. VIP parking may be available for G5-15s and up. Space availability
is a function of other agency activities scheduled at that time. If you
would like to request parking, you must provide - with the following
additional information:

grade level
license plate number
car make and model

3. The VIP parking lot is adjacent to the DIAC. From the Visitor's
Gate, follow Chappie James Boulevard to the intersetion with Mcbill
Ave., turn right on McDill, follow to left entrance into lot.

4. General parking is available in the "gravel pit," which is beyond
the intersection of Chappie and McDill. Follow Chappie James Blvd.
until about 200 yds short of the STOP sign at the service road leading
to the enclosed parking building at right (you can not use this lot}.
Entrance to the gravel lot is on your left. You will need to walk
around to the front entrance of the DIAC: retrace your steps on Chappie
James, take a left on McDill and walk length of approx. one city block
to entrance.

5. We can not settle on a room location until we know how wany people
are attending. we will notify you of the room location by email prior
to the meeting or, alternately, we will meet you in the lobby and direct
you to the meeting place.

6. See attachment for driving directions.

7. BN vey be reached a: (NN NN

<
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(b)(3) From:{gl Subject: Fw: [AIN] Agenda attached .... Fw: CLPO Focal Points
ssistant ral Counsel and Meeting/administrative details
Privacy & Civil Liberties Counsel To: Joseph W. Lambert
SR Y Ao Y —_— -
(B)(3) { Ce: I

Date: 04/07/2008 03:15 PM
’ This message is digitally signed.

Ioe-

The aftached agenda includes "Open Source Guidelines Project.” Can't wait to hear what Alex would like
(b)}(3) to do with that| lnd | are meeting at the SW entrance at 9:45 tomorrow morning and the OGC driver
will take us to Bolling.

(b)(3) ’

(b)(3) -— Forwarded by| "~ lon 04107/2008 03:13 PM —— :

To

04/07/2008 01:45 PM

Please resﬂ to

(b)(3)

cc

Subject [AIN] Agenda attached.... Fw: CLPO Focal Points
Meeting/administrative details

T ResSIFICATION: UNCLASSIFIED

(b)(3) | a -




Cc05973062 Approved for release by ODNI on 12-17-2015, FOIA Case DF-2015-00208.

(bX(3)

UNCLASSIFIED

Look forward to seeing you all tomorrow.

Regards,
Alex

Alexander W. Joel
Civil Liberties Protection Officer
Office of the Director of National Intelligence

From:
Date: 04/02
CC:

Subject: Fw: CLPO Focal Points Meeting/administrative details

Good afternoon!
I hope this will be the last word on administrative details:

1. Those of you with an IC badge issued in the last two years should be
able to gain entry to the building using your
badge and PIN. Those who do not have a
recently-issued IC badge must provide Jamel
Odom the following information: SSN
DOB
place of birth
employing agency
phone number

2. VIP parking may be available for GS-15s and up. Space availability is
a function of other agency activities scheduled at that time. If you would
like to request parking, you must provide - with the f~nllowing
additional information:

grade level
license plate number
car make and model
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3. The VIP parking lot is adjacent to the DIAC. From the Visitor's Gate,
follow Chappie James Boulevard to the intersetion with McDill Ave., turn
right on McDill, follow to left entrance intc lot.

4. General parking is available in the "gravel pit," which is beyond the
intersection of Chappie and McDill. Follow Chappie James Blvd. until about
200 yds short of the STOP sign at the service road leading to the enclosed
parking building at right (you can not use this lot). Entrance to the
gravel lot is on your left. You will need to walk around to the front
entrance of the DIAC: retrace your steps on Chappie James, take a left on
McDill and walk length of approx. one city block to entrance.

5. We can not settle on a room location until we know how many people are
attending. We will notify you of the room location by email prior to the
meeting or, alternately, we will meet you in the lobby and direct you to
the meeting place.

6. See attachment for driving directions,

7 may be reached at ™ W ox. if you prefer, by

phone at

See you next week.

Deputy for Privacy

Civil Liberties and Privacy Office

Office of the Director of National Intelligence
Ph:

From:
Date: 04/01/2008 ..:55PM

Subject: CLPO Focal Points Meeting/administrative details

We appreciate the updated focal point designations many of you have
provided.
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In order to gain entry to our facility, you must provide your SSN and DOB.

It will be useful also to have your telephone number. Kindly provide this
information to (TN

Our meeting will start at 10:00 a.m. This should allow enough time for
everyone to drive out here, park and pass through security.

Thanks for your cooperation,

Deputy for Privacy

Civil Liberties and Privacy Office

Office of the Director of National Intelligence
Ph:

03/25/20"" 12:39PM

Subject: CLPO Focal Points Meeting/SAVE THE DATE

Greetings again!

Following up our message of March 7, we ask that you reserve the morning of
Tuesday, April 8, for our next CLPO Focal Points meeting. We will confirm
exact time, room location and agenda early next week.

Please let us know if your agency's CLPO desigation has changed.

Thank you,

Deputy for Privacy
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Civil Liberties and Privacy Office
Office of the Director of National Intelligence
Ph:

From: alexawj/STF/UNET
Date: 03/07/2008 03:52PM
Subject: CLPO Focal Points - Update

Greetings:

It has been some time since our last meeting. As we plan for our next
meeting, I wanted to ecirculate an update, and encourage you to reach back
to us and to each other between meetings, on matters that you'‘re working on
or guestions that you may have. Some folks have left our group (the PCLOB
members), I don't have the email addresses of some new players (new
USDI/OGCers, CIA's new privacy and civil liberties representative), etc. -
so if you have suggestions on who else should be getting this email, please
reply back to me - remember, this is for IC element representatives for
privacy and civil liberties, and Federal agency "observers" from non-IC
elements. ...

QUARTERLY REPORT. We submitted our first quarterly report to Congress, as
required by the 9/11 Commission Act. I've attached the report together with
its cover letter. This first report is non-substantive, as agreed by an
interagency process coordinated by OMB. Our next report will be more
substantive and will be metric-driven. Our initial thought was to provide
narrative descriptions of our activities in response to the reporting
requirement, but OMB had worked with staffers on the statutory language,
and provided guidance that in their view the r rts should be
metric-oriented {(indeed, the language does refer to "numbers").
Accordingly, we included brief narrative descriptions of our activities in
the cover letter rather than in the body. The first report, again as agreed
in the interagency process, described the process we would follow rather
than the actual numbers themselves.

DATA MINING REPORT. We also submitted our first annual data mining report
to Congress, and have posted it on our website.
http://www.dni.gov/reports/data_mining_report feb08.pdf. We have asked you
to provide copies of your agency's reports to us, or to notify us if your
agency is NOT providing a report. Please do so. The intelligence committees
will expect DNI to have this information readily available, even though the
reporting requirement runs to each of your departments and agencies. So
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far, only a few of you have responded to us. We are meeting with staffers
today to discuss our data mining report, and will let you know how that
goes.

ISE PRIVACY MANUAL. After months of hard work, the ISE Privacy Guidelines
Committee has completed its online ISE Privacy Manual, to help agencies
implement the ISE Privacy Guidelines. This online tool is designed to help
agencies put in place an information sharing privacy policy, as required by
the ISE Privacy Guidelines, so that ‘as agencies engage in necessary
terrorism information sharing activities, they also put in place required
measures to protect privacy and civil liberties. See www.ise.gov, and
click on the ISE Privacy Protections tab. I‘ve also attached a power point
presentation with additional guidance - it is designed as an introduction
and overview and is reasonably self-explanatory and not entirely dull, if I
may say so myself. There will be a more formal rollout to departments and
agencies with training and additional guidance.

INTELLIGENCE COMMUNITY DIRECTIVE ON PRIVACY AND CIVIL LIBERTIES. As part of
the 500 Day Plan, we included a goal of implementing an ICD on privacy and
civil liberties. We have discussed this with many of you already - in
essence, we believe it is important to formalize the CLPO Focal Point
structure, and would like to do so in the form of an ICD. Our thought is to
reconstitute this body as an IC Privacy and Civil Liberties Council (or
something similarly named), consisting of the Privacy and Civil Liberties
Officers of each IC element {i.e., the person designated to be the
representative on those matters on the Council), etc. I've attached the
actual wording from the 500-day plan. The purpose of the Council would be
to collaborate on matters relating to protecting privacy and civil
liberties, etc.- it would be addressed in a general way in the ICD. The ICD
would also establish a mechanism for issuing guidance to the community on
privacy and civil liberties matters, improving communications, etc. We will
draft a document and follow the normal ICD coordination process, but will
use you all as a sounding board, of course.

CLPO VACANCY ANNOUNCEMENT. CLPO has a new Assistant Civil Liberties

Protection Officer position open at the GS-15 level. If you know anyone
interested in this exciting opportunity, please let them know of the
position amnouncement. We are moving to Tysons Corner, sc that may be a
more convenient location for folks. The vacancy announcement is at USAJOBs.
http://jobsearch.usajobs.gov/getjob.asp?JobID=69262244&AVSDM=2008%2D03%2D03+12
$3A31%¥3A06&LogoO=0&g=civil+liberties+protection+officer&FedEmp=N&sort=rvikvw=d&b
rd=3876&ss=0&Fed

Pub=Y&SUBMIT1.x=0&3SUBMIT1.y=0&SUBMIT1=Search+for+Jobs

OPEN SOURCE GUIDANCE. At the request - and funding - of the Assistant
Deputy DNI for Open Source, we have initiated.a project to develop general
privacy and civil liberties guidance for open source collectors and
analysts in the Intelligence Community. We have engaged two 7
contractors to help us with that work - .
is a former attorney with FBI's Office of General Counsel, who then worked
at Microsoft for several years. He has a wealth of experience with national
security law matters. i is a former CIA analyst who is very familiar
with the Intelligence Community. Together they form an excellent team, and
have been conducting research into open source methods, challenges,
requirements, and existing guidance.

We have asked them to reach out to various agencies informally, to meet
with open source professionals so that they can better understand what
agencies are currently doing, what their needs are, and what guidance they
currently operate under, so that we can identify best practices, borrow
existing guidance (rather than re-invent the wheel), etc. Our intent is not
to provide or replace agency-specific guidelines, but rather to provide
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overall guidance that agencies will find useful in the open source area. We
will bring together the focal points- or some subset - to discuss this
project as it develops, so that you all can review and discuss the work and
provide feedback. Our goal is to come up with a useful tool for the open
source community, and we need your help to make that happen. Specifically,
we would appreciate your assistance in setting up informal meetings between
our contractors and your open source personnel - we'll be in touch with you
individually for that.

On thing we are trying are the areas where different agencies might take
different approaches, or might be unsure as to what approach to take given
the “newness" of the medium. These might include: commercial data
providers, user-posted content on the Internet (e.g., user-posted videos,
social networking content), websites on which users post communications
{blogs, bulletin boards) etc. Some agencies may have issued guidance that
might be useful for others. It might also be interesting to note whether
there are differences in approaches, recognizing, of course, that such
might well be justified by agency mission, authorities, etc. This is a
rich and interesting project that I think the group will enjoy discussing.

PRIVACY ACT SORNs, ODNI published its first set of Privacy Act SORNs in
January, along with its Privacy Act regulations, and received no comments.
http://frwebgateé.access.gpo.gov/cgi-bin/waisgate.cgi?WAISdocID=901639508556+0
+0+0&WAISaction=retrieve. .

IC PRIVACY and IT ADVISORY GROUP. Given the number and complexity of
questions we are receiving from various agenhcies that relate to CIO and IT

issues, we are considerini forming an IC Privacy and IT advisory group, to

be chaired by , my Deputy for Privacy. The impetus for this
grows largely from the questions being generated by the various issuances
from OMB regarding IT systems, FISMA, CIO responsibilities, and by other
legal and regulatory issues impacting the intersection of CIO/technical and
privacy domains, as they specifically - and uniquely - relate to
intelligence agencies. Since this set of issues is discrete, complex,
technical, and not of the type that normally is dealt with by some of the
representatives that I see at CLPO Focal Point meetings (who sometimes tend
to be more of the "US person rules” persuasion than of the "OMB M-07-16"
ilk), we felt it best to create a different group that was more tightly
focused on addressing these particular issues, that would involve a privacy
representative and a technical/CIO representative from the IC elements.
There is an added synergy here, in that - has direct and recent OMB
privacy experience, having been their senior privacy analyst. I emphasize
that this is an advisory group only, designed to facilitate inter-IC
element consultation. This suggestion has been enthusiastically received
by those who have heard of it so far. I am throwing it out to you all to
see if you have a reaction.

NEXT MEETING: We are working toward having a meeting in the coming weeks,
and will send around an email with more information.

Regards,
Alex

Alexander W. Joel
Civil Liberties Protection Officer
Office of the Director of National Intelligence
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(See attached file: Focal Point Mtg Agenda 4-7-08.doc) FocalPoint MtgAgenda 4-7-08.doc
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From:

Recommendations Report , Januaiy -3
Date: 04/09/2008 08:25 AM To: Joseph W. l_grgbertl

Cc:

Approved for release by ODNI on 12-17-2015, FOIA Case DF-2015-00208.

Subject: Fw: [AIN] FY!: IC Ciassification

|

This message is digilal@gian—ed.

Gu Tindings And

]

All...
FYI no action requested.

The latest from the ISSC.

L

—-- Forwarded by L on 04/09/2008 08:23 AM ~—-

Sent bi:

04/08/2008 06:30 PM

Please resand to
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(b)(3)
(b)(3)
(b)(3) | -
Subject [AIN] FY!: IC Classification Guidance Findings And
Recommendations Report, January 2008
 CLASSIFICATION: UNCLASSIFIED - ) -
(b)(3) [ ]

l

|

o B . ]

This message is sent on behalf of ([ NN

During the last Intelligence Community Information Sharing Steering Committee on 25 March 2008, we
promised to distribute the {C Classification Guidance Findings And Recommendations Report , January
2008.

The attached report is for your information and use. To further clarify, this report was sent to you on 31
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October 2007 for your review and comme = ““ould you have any questions, please contact the
Committee Support Team at ﬁ

Again, thank you for your continued support and contributions.

]
Chies, itelligence Community information Sharing
Office of the Director of National Intelligence

This message is sent on behalf of [ NEGNGNGEGNGNGEG.

N

IC Classification Guidance Findings And Recommendations Report. pdf
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Subject: Fw: [AIN] FW: For Your Information : Memorandum from
the President on the Designation and Sharing of
Confrolied Unclasslfied information (CUI)

To: Adolfo Tarasiuk-Jr-, " lroseph

W.Lambert, T
Cc: [’“‘ﬁ‘ - .
]

Date: 05/13/2008 04:21PM
This message is digitally signed.

Al et al,

After all these months, the PM-ISE's recommendation on Controlled Unclassified information is out of the
White House. The DN intends to use the information Sharing Steering Committee as the forum for
coordinating implementation activities across the IC. This has been added to the 19 May ISSC agenda.
There is no immeidate action required; the memo requires implementation within five years.. The full text
of the President's Memorandum is appended at the very end of this note, FY1.

~|on 05/13/2008 04:14 PM —
S
cC

Subject [AIN] FW: For Your Information: Memorandum from the
President on the Designation and Sharing of Controlled

rjﬁmm“m—j Unclassified Information (CU!) '

——Forwarded by

05/13/2008 04:11 PM

CLASSIFICATION: UNCLASSIFIED

UNC™ """ '™~
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Many areas - technology, budget, security, training, policy and legal — will need to be addressed as we
progress with the development of an IC implementation strategy consistent with other Federal guidance.

The CUI framework described in the Memorandum is designed to enhance information sharing by
providing a standard methodology for marking unclassified information that requires protection from
unauthorized disclosure. The CUI framework replaces the more than 117 handling caveats for )
unclassified information (e.g., For Official Use Only, Agency Internal Use Only and Law Enforcement
Sensitive} which is currently in use throughout the government. Additionally, there are several important
points to note from the Memorandum:

* National Archives and Records Administration (NARA) is named as the Executive Agent;

* The CUIl Council, a subcommittee to the information Sharing Council, will be chaired by NARA and is
responsible for advising NARA on implementation requirements (procedures, guidelines and standards);

* implementation of the CUI framework is required within five (5) years;

* The CUI framework applies to new, existing, and archived or legacy material; and

= Four exceptions (specitied in the Memorandum) to the CUI framework were granted to accommaodate
infrastructure protection agreements.

We look forward to working with you on this effort as it will require significant coordination and effort over
the next five years, but | am confident that we will be able to implement it across the {C with alf of our
participation.

As always, we appreciate your continued support and dedication to ir--roving information sharing. Should
you have any questions, please contact us by email at *

Deputy Associate Director of National Intelligence
for Information Sharing

This message is sent on behalf of [ NN

cesreeneneneeee TEXT OF PRESIDENTIAL MEMO

GEEY,  THE WHITE HOUSE
PRESIDENT
MEF ceorcew. usk

For Immediate Release
Office of the Press Secretary
May 9, 2008

Memorandum For The Heads Of Executive Departments And Agencies

White House News

DCw

JECT: Designation and Sharing of Controlled Unclassified information (CUI)
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Purpose

{1) This memorandum (a) adopts, defines, and institutes "Controlled Unclassified Information” (CUI) as
the single, categorical designation henceforth throughout the executive branch for all information within
the scope of that definition, which includes most information heretofore referred to as "Sensitive But
Unclassified® (SBU) in the Information Sharing Environment (ISE), and (b) establishes a corresponding
new CUI Framework for designating, marking, safeguarding, and disseminating information designated as
CUl. The memorandum's purpose is o standardize practices and thereby improve the sharing of
information, not to classify or declassify new or additional information.

Backaround — The Current SBU Environment

(2) The global nature of the threats facing the United States requires that {a) our Nation's entire network of
defenders be able to share information more rapidly so those who must act have the information they
need, and (b) the United States Government protect sensitive information, information privacy, and other
legal rights of Americans. A unitorm and more standardized govemmentwide framework for what has
previously been known as SBU information is essential for the ISE to succeed. Accordingly, this
memorandum establishes a standardized framework designed to facilitate and enhance the sharing of
Controlled Unclassified Information.

Definitions
(3) In this memorandum, the following terms have the meaning indicated:

a. "Contralled Unclassified Information” is a categorical designation that refers to unclassified information
that does not meet the standards for National Security Classification under Executive Order 12958, as
amended, but is {i) pertinent to the national interests of the United States or to the important interests of
entities outside the Federal Government, and (ii) under law or policy requires protection from unauthorized
disclosure, special handling safeguards, or prescribed limits on exchange or dissemination. Henceforth,
the designation CUI replaces "Sensitive But Unclassified” (SBU).

b. "CUI Council” is a subcommittee of the Information Sharing Council {ISC), created by the Intelligence
Reform and Terrorism Prevention Act of 2004 (Public Law 108-458) (IRTPA).

¢. "CUI Framework" refers to the single set of policies and procedures governing the designation, marking,
safeguarding, and dissemination of CUI terrorism-related information that onginates in departments and
agencies, regardiess of the medium used for the display, storage, or transmittal of such information.

d. "CUI Framework Standards Registry" (the "CUI Registry”) refers to the official list of, and recognized
standards for, CUl markings including "safeguarding," and "dissemination™ maintained by the Executive
Agent.

e. "Departments and Agencies" means executive agencies as defined in section 105 of titie 5, United
States Code; the United States Postal Service; but not the-Government Accountability Office.

f. "Enhanced Safeguarding” is a handling requirement that means the information' so designated is subject
to measures more stringent than those normally required because inadvertent or unauthorized disclosure
wouid create a risk of substantial harm. This requirement is indicated by the marking "Controlied
Enhanced.”

g. "Executive Agent" means the National Archives and Records Administration (NARA).

h. "information® means any communicable knowledge or documentary material, regardless of its physical
form or characteristics, that is owned by, is produced by or for, or is under the control of the Federal
Government.
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i. “information Sharing Environment” means an approach that facilitates the sharing of "terrorism
information," as detined by section 1016 of IRTPA.

j. “Sateguarding” means measures and controls that are prescribed to protect controlled unclassified
information.

k. "Sensitive But Unclassified" refers collectively to the various designations used herstofore within the
Federal Govemment for documents and information that are sufficiently sensitive to warrant some level of
protection from disclosure but that do not warrant classification.

i. "Specified Dissemination® is a handiing instruction that means the information so designated is subject
to additional instructions govemning the extent to which dissemination is permitted.

m. “Standard Dissemination” is a handling instruction that means dissemination is authorized to the extent
it is reasonably believed that dissemination would further the execution of lawful or official mission
purpose, provided that individuals disseminating this information do so within the scope of their assigned
duties.

n. "Standard Safeguarding" is a handling requirement that means the information so designated is subject
to baseline safeguarding measures that reduce the risks of unauthorized or inadvertent disclosure. This
requirement shall be indicated through the use of the marking “Controlled.”

o. "Terrorism-Related information® means (i) information, as defined by Implementing Recommendations
of the 9/11 Commission Act of 2007, Public Law 110-563, section 504; (ii) homeland security information,
as defined by 6 U.S.C. 482(f); and (jii) law enforcement information relating to terrorism.

Policy — The CU! Framework

(4) The uniform use of CUt is essential to fostering an effective ISE. All departments and agencies shall
apply the CUl Framework, which consists of the following policies and standards, as outlined in
paragraphs 5-19 for the designation, marking, safeguarding, and dissemination of any CUl
terrorism-related information within the ISE that originates in departments and agencies, regardiess of the
medium used for its display, storage, or transmittal.

{5) All CUI shall merit one of two levels of safeguarding procedures: standard (marked "Controlled”} or
enhanced (marked "Controiled Enhanced").

(6) All CUI shall merit one of two levels of dissemination controls: "Standard Dissemination” or "Specified
Dissemination.”

(7) All CUI shall be (a) categorized into one of three combinations of safeguarding procedures and
dissemination controls, and (b) so indicated through the use of the following corresponding markings:

{i) "Cr—+-7lied with Standard Diss~"nation" meaning the information requires standard safeguarding
measures that reduce the risks of urniauhorized or inadvertent disclosure. Dissemination is permitted to
the extent that it is reasonably believed that it would further the execution of a lawful or official purpose.

(ii} “Controlled with Specified Dissemination" meaning the information requires safeguarding
measures that reduce the risks of unauthorized or inadverient disclosure. Material contains additional
instructions on what dissemination is permitted.

(i) "Controlled Enhanced with Specified Dissemination™ meaning the information requires

sgfeguarding measures more stringent than those normally required since the inadvertent or unauthorized
dgsclosure would creale risk of substantial harm. Material contains additiona! instructions on what
dissemination is permitted.
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(8) Any additional CU! markings may be prescribed only by the Executive Agent. Use of additional CUI
markings is prohibited unless the Executive Agent determines that extraordinary circumstances warrant
the use of additional markings.

(9) Departments and agencies shall apply the CU| Registry’s standards. The originator of CUI may not
impose any additional safeguarding or dissemination requirements upon the, recipient(s). No department
or agency shall create CUI categories or rules outside the CUI Framework.

{10) Recipients of CUI shall report any unauthorized or inadvertent disclosures to the designating agency.

(11) All CUI shall be marked in a clear manner and conform to statutory and regulatory requiremqnts, if
any, regarding markings. Recipients of CUI that is not marked shall mark the information appropriately
and inform the originator that it has been so marked.

{12) Wherever possible, it is expected that departments and agencies will re-mari archived or legacy
material when it is incorporated into the ISE.

{13) CUl markings may inform but do not control the decision of whether to disclose or release the
information to the public, such as in response to a request made pursuant to the Freedom of Information
Act (FOIA).

(14) Originating departments and agencies shall retain control of decisions regarding whether to
disseminate CU! materials beyond their Standard or Specified Dissemination instructions, including any
dissemination to the media or general public.

{(15) Material that contains both CUI and non-CU! information, or that contains muiltiple categones of CUI,
should be marked accordingly by portions such that those categorical distinctions are apparent.

{18) The CUI markings shall be incorporated into ISE-related information technology (IT) projects under
development or developed in the future and shall be reflected in plans for new information technologies.

(17) The CU!l markings shall be used regardless of the medium through which the information appears or
conveys. Oral communications should be prefaced with a statement describing the controls when
necessary to ensure that recipients are aware of the information's status.

(18) Departments or agencies shall not impose safeguarding requirements or dissemination coatrals on
information in the ISE that is neither classified nor CUI.

{19) When a department or agency receives CUI originating from a State, local, tribal, private sectar, or
foreign partner, any nonfederal legacy markings shall be retained, unfess the originator authonzes its
removal. .

{20) Implementation of the CUI Framework shall commence upon the date of this memorandum and shall
be completed within 5 years.

CUI Framework Implementation

{21) The Executive Agent shall be responsible for overseeing and managing implementation of this CUI
Framework.

(22) The Executive Agent shall have the following authorities and responsibilities:
a. Develop and issue CUI policy standards and imptementation guidance consistent with this

memorandym, including appropriate recommendations to State, local, tribal, private sector, and foreign
partner entities for implementing the CUI Framework. As appropriate, establish new safeguarding and
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dissemination controls, and, upon a determination that extraordinary circumstances warrant the use of
additional CUI markings, authorize the use of such additional markings;
b. Establish and chair the CUI Council;

c. Establish, approve, and maintain safeguarding standards and dissemination instructiong, including
*Specified Dissemination® requirements proposed by the heads of departments and agencies;

d. Publish the CUI safeguarding and dissemination standards in the CUl Registry,
e. Monitor department and agency compliance with CUI policy, standards, and markings;

{. Estabilish baseline training requirements and develop an ISE-wide CUI training program to be
implemented by departments and agencies;

g. Provide appropriate information regarding the CUI Framework to the Congress, to State, local, tribal,
and private sector entities, and to foreign partners; i

h. Advise the heads of departments and agencies on the resolution by the CUI Council of complaints and
disputes among such departments and agencies conceming the proper designation or marking of CUI;
and

i. Establish, in consultation with affected departments and agencies, a process that addresses
enforcement mechanisms and penalties for improper handling of CUL

{23) A CUI Council is hereby established as a subcommittee of the ISC. Its members shall be drawn from
the ISC's membership. The CUI Council shall:

a. Serve as the primary advisor to the Executive Agent on issues pertaining to the CUI Framework;

b. Advise the Executive Agent in developing procedures, guidelines, and standards necessary to
establish, implement, and maintain the CUl Framework;

c. Ensure coordination among the departments and agencies participating in the CUl Framework;

d. Advise the Executive Agent on the resolution of complaints and disputes among departments and
agencies about proper designation or marking of CUl; and

e. As appropriate, consult with the ISC's State, Local, Tribal, and Private Sector Subcommittee.
{24) The head of each department and agency with possession of terrorism-related information shait:
a. Ensure the implementation of the CUI Framework within such department or agency;

b. Promuigate guidance for the implementation of the CUI Framework within such department or agency,
consistent with ISE-wide CUI policies issued by the CUI Executive Agent, as established in paragraph 21;

c. Adopt markings listed in the CU! Registry maintained by the Executive Agent as the exclusive CUI
markings used by such department or agency, consistent with paragraphs 5-8 of this memorandum;

d. Propose any necessary "Specified Dissemination” instructions to the Executive Agent for approval and
listing in the CUI Registry;

e. Designate an appropriately qualified senior official from within the department or agency as its
representative on the CUI Council;
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{. Implement a CUI training program tor thair respective department or agency, based on the ISE-wide
training program established by the Executive Agent, and ensure all appropriate personnel (i) un{ierstand
CUI policies and procedures, and (i) can apply them when creating, disseminating, or safeguarding CUI
material; :

g. Establish a process that enables their respective department or agency to address noncompliance with
the new CUI Framework within the agency, and ensure management and oversight issues or concerns
can be elevated to the appropriate department or agency decision-makers;

h. Establish a process within their respective department or agency that, where appropriate, promptly
raises to the Executive Agent matters of concern regarding the Framework; and

i. Ensure full implementation of the CUI Framework, consistent with policies, guidance, and standards
established by the Executive Agent, within 5 years of the date of this memorandum.

Designatin ]
(25) Information shall be designated as CUI and carry an authorized CUI marking if:
a. a statute requires or authorizes such a designation; or

b. the head of the originating department or agency, through regulations, directives, or other specific
guidance to the agency, determines that the information is CUI. Such determination should be based on
mission requirements, business prudence, legal privilege, the protection of personal or commercial rights,
salety, or security. Such department or agency directives, regulations, or guidance shall be provided to the
Executive Agent for review.

{26) Notwithstanding the above, information shall not be designated as CUI:

a. to (i) conceal violations of law, inefficiency, or administrative error; (ii) prevent embarrassment to the
Federal Govemment or any Federal official, any organization, or agency; (iii) improperly or unlawfully
interfere with competition in the private sector; or (iv) prevent or delay the release of information that does
not require such protection;

b. if it is required to be made available to the public; or
c. if it has already been released to the public under proper authority.

xception ul
{27) This memorandum requires that ail CU! originated by departments and agencies and shared within
the ISE shall conform to the policies and standards for the designating, marking, safeguarding, and
disseminating established in accordance with this memorandum. However, infrastructure protection
agreements not fully accommodated under the CUI Framework (and its associated markings,
safeguarding requirements, and dissemination limitations) shail be considered exceptions to this CUI
Framework. Infrastructure protection exceptions include and apply to information govemed by or subject
to the following regulations:
a. 6 CFR Pt. 29 — PCIl (Protected Critical Infrastructure Information);

b. 49 CFR Pts. 15 (Department of Transportation) & 1520 (Department of Homeland
Security/Transportation Security Administration) — SSI (Sensitive Security Information);

c. 6 GFR Pt. 27 - CVI (Chemical Vulnerability Information); and
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d. 10 CFR Pt. 73 — SGI (Safeguards Information).

(28) The CUI Framework shall be used for such information to the maximum extent possible, but shall not
affect or interfere with specific regulatory requirements for marking, safeguarding, and disseminating.

(29) The aftected department or agency is authorized to select the most applicable CUl safeguarding
marking for the regulation. Any additional requirements for the safeguarding beyond that specified under
the CUI Framework shall be appropriately registered in the CUI Registry. Any regulatory marking shall
follow the CUI marking, and a specified dissemination instruction shall articulate any additional regulatory
requirements.

General Provisions

(30) This memorandum:

a. shall be implemented in a manner consistent with applicable law, including Federal laws protecting the
information privacy rights and other legal rights of Americans, and subject to the availability of
appropriations;

b. shall be implemented in a manner consistent with the statutory authority of the principal officers of
departments and agencies as heads™of their respective departments or agencies;

c. shall not be construed to impair or otherwise affect the functions of the Director of the Office of
Management and Budget relating to budget, administrative, and legislative proposals; and

d. is intended only to improve the internal management of the Federal Government and is not intended to,
and does not, create any rights or benefits, substantive or procedural, enforceable at law or in equity by a
party against the United States, its departments, agencies, or entities, its officers, employees, or agents,
or any other person.

.

GEORGE W. BUSH

UNC™
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(b)(3) Subjectr:‘ Now we have "QWEEOQ" // NARA establishment of CUIO
(b)(3) T
(b)(3) Cc: Joseph W. Lambeﬂ
12008 06:00 PM
This message is digitally signed.
Hello all,
Jay Bosanko is now Director of 1ISCO and CUIO. We're going.io have to figure out how CUIO plays
(b)(3) with the PM-ISE and where CIA fits in this mix. The process has started for adoption of CUI. > > {
(b)(3) —Forwardedby “~:pn 05/21/2008 05:57 PM ~—-
(bY(3) ‘ B :
(b)(3) To| -
(b)(3) cc, _ JosephW.Lamber“T~AGENCY@WMA, _
(b)(3)
Subject NARA establishment of CUIO o
05/21/2008 03:13 PM B

DAC,

We have received from the office of the Program Manager for the Information Sharing Environment

(PM-ISE) the attached memorandum from NARA regarding its establishment of a Controlled Unclassmed

Information Office in support of the 9 May Presidential Memorandum on CUI.
(b)(3) No action is required. We suggest info distribution to CIO (for IMS especially) and plus others as

you see fit. Thanks.
(b)(3)

(b)(3) L:_ Grwarded by[‘— T lon05/21/2008 03:09 PM ——
To N

cC
(b)(3) 05/21/2008 03:02 PM Subject 1_}”"

I Please “~~--nd to l

UNC™
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ISC Members,

In accordance with the Presidential Memorandum to the Heads of Departments and Agencies on the
Designation and Sharing of Controlied Unclassified information (CUI), released May 09, 2008:

Attached, please find the Ietter fram Alien Weinstein, Archivist of the United States, which establishes,
within the National Archives and Records Administration (NARA), the Controlled Unclassified Information
Office (CUIO), and appoints Mr. William J. Bosanko as its Director.

in addition, this letter acknowledges the interagency CUI Council, which will serve as the primary advisor
ta the Executive Agent and explains that a formal request for your Department's or Agency’s nominee to
the CUI Council will come from the PM-|SE shortly.

Thank you.

ISC Executive Secretariat

Auchivist CUI Memo 20080521.pdf
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From: OEAMth Subject: A Message from the DNI : Memorial Day

Sent by: . To: Joseph W. Lambert
Office of Public Affairs

Date: 05/22/2008 04:34 PM
This message is digitally signed.

VLRt

Director of National Intelligence
Washington, D.C. 20511

May 22, 2008

Dear Colleagues,

This weekend we once again pause to remember the servicemen and women who have given
their lives for our country. Those of us in the Intelligence Community especially recall our. own
brave colleagues who serve in and alongside the military, and paid the ultimate price in order to
preserve our freedom. Their sacrifice is a stark reminder of the crucial role the Community plays
in keeping the United States secure.

There is no way to completely repay the debt we owe these brave men and women and their
families. But we can honor them by taking this time to remember their sacrifice and rededicate
ourselves to providing the best possible intelligence to support the efforts of our service members
and protect our nation.

Sincerely,
J. M. McConnell

UNCLASSIFIED
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(b)(3)

(b)(3)
(b)(3)

(b)(3)
(b)(3)

UNCLASSIFIED

Subject: Fw: For Your Information : Controlled Undiassified
Information ~--—ework Background Document

To: ' Joseph W. Lambert

|

Date: 05/27/2008 1218 PM
This message is digitally signed.

[ _Woe,

Further backgro theCUL...
—~— Forwarded b o

DNI-ICISSC
Intelligence Community

Information Sharing Steering
Committee

Sent bi: -

05/23/2008 12:56 PM

Subject For Your Information: Controlled Unclassified Information
Framework Background Document

CLASSIFICATION: UNCLASSIFIED

===

This message is being sent on behalf 01_.

The attached document, “Controlled Unclassified Information Framework Background” has been provided
by the Program Manager, Information Sharing Environment and is meant to accompany the Presidential
Memorandum, Designation and Sharing of Controlled Unclassified Information to provide background on
the development and details of the CUIl Framework. Also attached, please find a letter from Allen
Weinstein, Archivist of the United States, establishing within the National Archives and Records
Administration (NARA) the Controlled Unclassified Information Office (CUIO), and appointing Mr. William
J. Bosanko as its Director. In addition, this letter acknowledges the interagency CUI Council, which will
serve as the primary adviser to the Executive Agent and explains that a formal request for your
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Department s or Agency's nominee to the CUIl Cdunci! will come from the PM-ISE shortly. An
accompanying press release can be found at:
http://www.archives.gov/press/press-releases/2008/nr08-107. html

Additional information will be provided as it becomes available.

Should you have any questions, please conta or the Committee
Support Team at

Thank you,

Chief, Information Sharing Environment Strategic Engagements
Inteflligence Community Information Sharing

This message is being sent on behalf of [ GGG

2 e

CUI Framework Background Document.pdf  ArchivistCUIMemo. pdf
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From: Joseph W. Lambert Subject: Re: Fw: [AIN] ***SLIAG INFO/ACTION*** SLIAG Agenda
Director, Information Management and other related documents for - May 30, 2008
Y0 Services To:
] o -
(b)(3) Yo .
Date: 05/..._)08 04:23PM
(b)(3)
(b)(3) The first document | got the FBI to amend the offending sentence to read o
b)(5 ' _) The second document will be discussed at the June
(D)) meeting. -- Joe -
(b)(3)
® ]
(b)(3) o,
LN To Joseph W. Lamber/STF/AGENCY@WMA
0 cc
Subject Re; Fw: JAIN] ***SLIAG INFO/ACTION*** SLIAG Agenda and
other related documents for - May 30, 2008@
e _ JES—
05/28/2008 06:23 PM
Joe,
This document is actually an excellent description/ConOps for how information flow — in both direction —.
between the Federal Gov't (DHS and FBI as the conduits) and the Fusion Centers. | have one comment
embedded on page 3. The sentence in questionis; e
(D)(3) ]
(b)(5)
This, too, is a very FBI-DHS focused document; | see no CIA equities and recommend concurrence.
(b)(3)

(b)(5)
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(bX3)
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Joseph W. vaiber/STF/AGENCY S
Joseph W, o
Lambert/STF/AGENCY To[ J

cc

Director, information

[Mﬁ@ﬁ'mem Services Subject Re: Fw: [AIN] ***SLIAG INFO/ACTION*** SLIAG Agenda and
- other refated documents for - May 30, 2008[8)
05/28/2008 10:41 AM :

{; - Do you have any issues with either document they will want me to concur with on behalf of CIA?

]

T
To Joseph W. Lamber/STF/AGENCY@WMA

ol |

Subject Fw:|  }**SLIAG INFO/ACTION"** SLIAG Agenda and

other related documents for - May 30, 2008

—— -

05/27/2008 01:43 PM

~— Fowarded by (NRNRRENRN o 05/27/2008 01:42 PM -—
3 R To SRR

cc
05/22/2008 05:58 PM

Subject [AIN] ***SLIAG INFO/ACTION*** SLIAG Agenda and other

Please resad to related documents for - May 30, 2008
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Sent on behalf of the ISC Executive Secretariat:

Dear SLIAG Members,

Attached is the agenda for the Friday, May 30, 2008 SLIAG meeting, 10:00 arm - 12:00 pm. Please
confirm your attendance to the ISC Executive Secretariat by indicating if you will be attending in person or
dialing in.

As noted in the agenda, SLIAG members will be asked to concur/non-concur with two documents:

1. Coordinated Support Plan
2. National Fusion Center Capability Program White Paper

These documents are attached for your review. Please provide commerts to Mgl at
il
sliag agenda 5-30-08.doc  soc shiag mtg 4-25-08 Final doc  Coordinated Support Plan final - May 22, 2008.doc
eand (13
W

NFCCG White Paper National Fusion Center Capabsity Program. doc
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(b)(3) | Subject. Fw: Pha il Report Release Date — June 5, 2008

(b)(3) To:
Cc:
(b)(3) losephW. Lamben
Date: 06/05/2008 07:59 AM
This message is digitally signed.
| did not see you on distro.

(b)(3) ——Forwardedby " |n06/05/2008 07:56 AM —

(b)(3) B B - -
B8 ODNIOLA
© 06/04/2008 03:41 PM

éb 3

b)(3
(b)(3)
(b)(3)

cc

b)(3
5"\25'22 ohn F. o
(b)(3) Hacken DNIJSTFAGENCY@WMA |
(b)(3)

Subject Phase I Report Release Date — June 5, 2008

CLASSIFICATION: UNCLASSIFIED

Colleagues:

The SSCI will release the remaining Phase Il reports on its website — at 9 a.m. on June 5 (see: the
Senate Intelligence Committee’s website http://intelligence.senate.gov/)

I'm informed that our PAO office will discuss this issue at their regular 10:30 am IC public
affairs call tomorrow morning. We have advised PAO staff that, in conducting the review, we
informed the Committee that:

"We reviewed the material cited in the reports for declassification purposes only. The
interpretations, views, and selection of intelligence judgments contained in the reports are solely
those of the Committee and its Members."
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We expect our statement will reflect this in some fashion.

The SSCI web release will be followed by a press conference. The associated media advisory is
below. Finally, for your information only, I have attached a summary and conclusions of the
reports, which may be of use in briefing your Principals.

—

Phase It Fina1 updale.doc

I should receive an advance copy of the reports tonight and will forward them ASAP, if I do.

Regards,

**MEDIA ADVISORY**

Thursday, June 5, 2008

SENATE INTELLIGENCE COMMITTEE UNVEILS FINAL PHASE 11 REPORTS ON
PREWAR IRAQ INTELLIGENCE

-Two Bipartisan Reports Detail Administration Misstatements on Prewar Iraq, and Inappropriate
Intelligence Activities by Pentagon Policy Office-

11:00 a.m. — Press Conference

What: " The Senate Select Committee on Intelligence will provide comment on the final
two remaining sections of their Phase II report on prewar intelligence.

Who: Chairman John D. Rockefeller IV and Members of the Intelligence Committee:
Senators Dianne Feinstein, Ron Wyden, Sheldon Whitehouse.

When: Thursday, June 5, 2008 11:00 a.m.

Wh S-325

10:00 a.m. — Pen and Pad Background

What: Pen and pad background session where staff of the Senate Intelligence Committee
will answer questions about the two reports.

When: Thursday, June 5, 2008
10:00 a.m.
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Where: S-120
U.S. Capitol

- ODNIOLA
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(b)(3) From: Subject: Re:Re” e of two SSCI Reports and the Oct 2002 Iraq
' WMD Nie
To: John F. Hackett-DNI-

Cc: h W. Lambert,
(0)(3) IIIHI:!!'M@m“ 3

Date: 06/09/2008 07:47 AM
This message is digitally signed.

John,
(b)(3) . _ _ lwehave
(b)(3) declassified nothing bevond what was released via the White House in 2004.[ S
(0}25}
(bX3)

(b)(3) L]

John F. Hackett-DNI-/STF/AGENCY

John F. R
(b)(3) Hackett-DNI/STF/AGENCY o ]
b)(3 Diractor, DNI Information cc TIDSEDDJN-—LBDJ B ]
gg;ggg Management Office

Subject Ru.wusw of two SSCI Repons a.. wie Oct 2002 Irag WMD
06/06/2008 02:46 PM NIE

(b)(3) [j

With the release of the two new SSCI reports, the IC, especialiy CIA and DOD, should expect a new wave
of FOIA requests.

With the renewed interest in the Pre-lrag War intelligence, | would like to re-state an earlier request from
the ODNI. My office would like to be coordinated on any responses for FOIA or MDR requests for ODNI
legacy Pre-War records (such as materials produced by the NIC).

We are particularly interested in the ClA's processing of FOIA requests relating to the Oct 2002 irag WMD
NIE. Since | think you may already have some requests, could you please provide us a status of the
current requests for this document? Have there been any releases (full or in part) of this document?

 fook forward to hearing from you.

John

UNCLASSIFIED
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b\(3 From{ Subject: Fw: CIA Meeting an CBT maved to 2 July at 1:00 p.m.
gb%Sg To: o
Cc: Joseph W. Lambert
R
Date: 06/11/2008 11:14 AM
This message is digitally signed.
(bX(3) [ ,
I'his meeting was previously scheduled for June 18 and may have been on Joe's calendar as he
had expressed interest in attending. If Joe has time and would like to attend, this is the revised schedule
for the mesting. Please let me know if you have any questions. Thanks much!
(b)(3)

(b)(3) —— Forwarded bq ~In06/11/2008 11:14 s ——

o0 AT [l —— T_l
: . 2 Secure: . ¢ - ”*J
AT Non-secure: Subject CIA Meeting on CBT moved to 2 July at 1:00 p.m.
ODNI/SSC/CAPC
06/10/2008 12:09 PM
Hi guys,

(0)(3) talked with, bver at CIA to reschedule the CBT meeting.
(b)(3) They are available Wednesday, 2 July from 1- 2 p.m. attheil lfacility. We will be meetingin|
(h)(3) qfﬁce in the IMS front office in I have put in on the CAPCO calendar. A couple of days ahead o
(b)(3) time we will need to giv r {C badge numbers and our SSN's 50 she can put in the visitor request

for the building.

Also, she'd like us to send her a more detailed description of the modules we would like to keep and they
types of modifications we have in mind. With that information she can give us a better estimate of the
cost. Let's plan on doing this next week so we can get it to her with plenty of time for her calculations.\

Questions/concemns. nlease let me know.

Thanks -

UNC™ ™ 31T
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From: () |

(secure)

Date: 06/24/2008 02:01 PM

Subject: New ODNI IMO Contact information

Posaph W. Lambert

1 1IN e

This message is digitally signed.

History: "~ This message has been forwarded.

Effective 30 June, the ODNI Information Management Office {IMO) will be muvinig to our new location.

Our new contact information is:
Mailing Address

Director of National Intelligence (DNI)
Information Management Office
Washington DC 20511

Attn: FOIA

Courier/Internal Mail

Director, information Management Office
ODN!

LX2

Aftn. . UIA

Fax Number: 703-275-1267
FOIA Requester Service Center : 703-275-2210

dghn Hackett's Phone Numbers

o

Unclassified Group Emeait Addresses
DNI-FOIA@ugov.gov
DNI-PublicationReview@ugov.gov
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DMS Dtg Chan v-26-08.doc

_ .. __.TIED
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(b))
(b)(3)

(B)3)

(b)3
(b)3
(b)(3)

(b)3)

(b)(3)

SECRET/ /20330627

06/27/2008 05:39 PM

Subject Follow up ¢« uw=@ment made in TISWG Meeting of
Wednesday June 25

Joe:

| wanted to follow up on a statement made by at the TISWG Meeting on Wednesday, June 25.
As you know, the CLPO's Deputy for Privacy on my behalf, invited the CLPO Focal
Points to attend this meeting. ! understand you wel< u.able to attend on short notice and thaty,
attended in your place. | have re-attached below the TIS* ~~~—-nts that ] circulated, including the
TISWG members list.

o il il

TSWIG workinggroup.ppt  Tenorism inteligence Sharing Working Group - CHRONDLOG vd.doc  TISWG members. xls

At the meeting, | explained to the group that one of the processes that exists to address issues relating to
U.S. person rules and information sharing is the “WMD 9.4 Working Group," a group consisting of OGC
representatives from each intelligence agency, that meets penodically to attempt 1o address potential
inconsistencies between each agency's AG-approved guidelines under £O 12333, with the goal of
improving information sharing. It's called the "WMD 9.4" working group because it responds to
recommendation 4 of chapter 9 of the WMD commission report, which calls for each agency's guidelines
to be harmonized to facilitate information sharing. The WMD 9.4 Working Group is chaired by the ODN!'s
Senior Managing Attorney,

After discussing this processl ﬁ_:]made a statement about the December meeting of the WMD 9.4
Working Group. | believe it is important to follow up on in writing with you as the official CLPO Focal Point
and invitee to this meeting, so that there is no misunderstanding at CIA regarding the integrity of ODNI!
processes or leadership. | will discuss with the TISWG coordinators - also cc'd - whether | should also
follow up with the other members who attended the meeting.

fter I had explained the role of the WMD 9.4 Working Group,[::) announced to the group that at the
lecember meeting of that group, had stated that there was no truth to the rumors that EQ
2333 was being revised, and that wanted to dispel those rumors. ilhen said words to the
effect of "six months later, we have a revised EQ 12333." Two attorneys in the room immediately disputed
statement about what was said or intended at that December meeting, bud Tdid not modify or
retract her allegation.

As you may know, the EO 12333 review process had already been well underway as of December. Given
the seriousness ofl statement, | investigated this matter immediately following this meeting. Here
are my findings:

1 The WMD 9.4 Group in“~ed met in December- on December 12, 2007. EO 12333 was among the
agenda items. ﬁ Il chaired the meeting.

1 [ circulated meeting minutes to all attendees, which she forwarded to me - see the note below,
As you can see from those minutes, [l discussed the EQ 12333 revision process in detail. The
fact that EQ 12333 was in fact being revised was not a "rumor” - it was a fact that was openly
acknowledged and substantively discussed. —— e

1 The minutes were sent on December 26, 2007, to t CIA, alon
with others of the WMD 9.4 Working Group. 0 Ja ¢

1 lhave discussed the meeting with [JJJlJ- Her recollection is that she was dispelling the "rumor” that
ODNUI/OGC was working on a "secret draft” of EO 12333. Rather, the process being used for the
revision was the one outlined in the minutes, which included the off-site attended by senior leadership

N\
AN
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From. OPA Notice Subject: A Message from the DNI : Celebrating independence Day
(b)(3) Sent by: To: Joseph W. Lamben
ce of Public Affairs

Date: 07/02/2008 01:41 PM

This message is digitally signed.

Director of National Intelligence
Washington, D.C. 20511

July 2, 2008

Dear Colleagues:

Few words resonate as loudly or as clearly with the American people as the word
"independence.” The ideals of independence guided our forefathers and established the very
pillars upon which we have built our society. These same concepts and precepts drive our actions
today and form the basis of why we have an Intelligence Community -- to ensure that we remain
a free society. We also hold high the notion of assisting and defending those who strive for
freedom and independence wherever they may be.

This Fourth of July we again celebrate the ideals upon which our nation was founded and the
democratic values which we all hold dear. The vigilance, courage, and commitment that each of
you demonstrate every day ensures that we will continue to live and thrive in a free society.

As we gather this holiday with family, friends, neighbors, or--for those of you serving on the
front lines--comrades, let us all take a moment to reflect upon those whose sacrifices throughout
history have made our freedom possible. Let us also strive each day to remember those whose
daily ice enables us to maintain our freedom today. On this Independence Day, Dr. Don Kerr
and I salute you for your contributions and thank you for all that you do to keep our nation safe.

We wish each of you a safe and joyous Independence Day.
Sincerely,

fisigned//
J. M. McConnell
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John F. .
Hacken-DNI/STF/AGENCY To Joseph W. LamberSTF/AGENCY@WMA
(b)(3) : Director, DNI Information
Management Office
(0)(3)
Subject Fw. . ..ww.-w.on of Pre-lraq War materials in'the NIC
03/13/2008 12:46 PM
Joe--see my note to the head of the NIC. { think you guys would have an interest in this issue too and may
want {0 provide a resource on a temporary basis to assist with the survey and retirement of the CIA/DNI
-legacy materials. John )
- Forwarded by John F. Hackeit-DNI-/STF/AGENCY on 03/13/2008 12:42 PM —-—
John F. )
Hackett-DNI/STF/AGENCY
(bX3) ~
Director, DNI information
anagement Otfice
(b)(3)
03.”3’2008 12:42 PM Subject Preservation of Pra-iraq Wa. .....erials in the NIC
(b)(3) ]

We recently received records from [SESESEENERY. N'O for WMD and Proliferation relating to the NIC's
work on the Pre-lrag War intelligence,

All the materials appear to relate to the work of (NN »redecessor SNNNNNEN.

white | commend [l I for wenting to preserve these materials, | am worried that we, the ODNL,
have been archiving the.< records plecemeal when we do not have a good idea as to the volume of
Pre-War materials in the NIC. The best approach, | feel, would be to identify and then retire all of the
Pre-War materials together in several consecutive transfers 1o the CIA's records center. Any review of the

N'~’s holdings should also include a survey of the Pre-War records of current empioyees such asiiiii
A EEONRR : oiners |

| am asking for your immadiate assistanca with this matter . Curmrently, we do not have the staff with the
background to review the records to determine what is record copy , working files , duplicates etc.
Please understand that untll my staff has the opportunity to review the entire collection of Pre  -War
materials in the NIC , they will not accept fusther transfers of Pre -War materials for archiving .

We currently have an IMO Team led by a Senior Records Management Consultant developing ODNI
records control schedules for the NIC. The work of this team could be expanded include a survey of the

Pre-War recards. | ask that you assign a POC asap for this project who could assist with the identification
of the pertinent Pre- War players and their files.
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| know the staff of the NIC s very busy and we do not intend to take up much of their time . However,
please remember thet some of the Pre -War materials still fall under the two subpoenas issued last year
by the House Governmental Affairs Committee (Cong. Waxman). In addition, materials in NIC may also
be pertinent to the recent SSCI request for documents relating to their series of reporis on Pre  -War
Intelligenca . None of these records , including working papers or duplicates , can be destroyed at this
time. . i

if you have any questions, please do not hesitate to contact me.

John
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