ICD 701

INTELLIGENCE COMMUNITY DIRECTIVE
NUMBER 701

SECURITY POLICY DIRECTIVE FOR UNAUTHORIZED DISCLOSURES OF
CLASSIFIED INFORMATION

(EFFECTIVE: 14 MARCH 2007)

A. (WAL...OLl... . National Security Act of 1947, as amended; the Intelligence
Reform and Terrorism Prevention Act of 2004; Executive Order (EQ) 12958, as amended,
Classified National Security Information; EO 12333, as amended, United States Intelligence
Activities; EO 13355, Strengthened Management of the Intelligence Community (IC); and other
applicable provisions of law. .

B. (U) APPLICABILITY: This directive applies to the IC, as defined by the National Security
Act of 1947, as amended, and other departments or agencies that may be designated by the
President, or designated jointly by the Director of National Intelligence (DNI) and the head of
the department or agency concerned, as an element of the IC.

C. (U) PUR! SE: Unauthorized disclosures of classified information, including media leaks,
may compromise sources and methods and pose a threat to national security. This directive
establishes the DNI’s policy to deter, report. and investigate unauthoi  d disclosures and to take
appropr e protective and corrective action. This IC directive (ICD) rescinds Director of Central
Intelligence Directive 6/8, dated 9 December 2002. Notification to the DNI does not affect the
authorities and responsibilities of Senior Officials of the Intelligence Community  JIC) to
report to the Attomey General possible violations of federal criminal laws under EO 12333, as
amended.

D. | EQBOYPOLICY: SOICs shall promptly report to the DNI, via the Special Security
Center (S5C), actual or suspected unauthorized disclosures including media leaks of classified
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information that meet the reporting criteria in paragraph E, except for disclosures that are the
subject of counterespionage or counterintelligence investigations. : .

E. H{EQUOYREPORTING CRITERIA: The DNI directs SOICs to promptly report each
actual or suspected unauthorized disclosure of classified information that is likely to cause
damage to national security interests. Such disclosures may include, but are not limited to:

1. LAMBEQUGY Unauthorized disclosure to an international organization, foreign power,
agent of a foreign power, or terrorist organization.

2. wLILEQUONNational intelligence activities or information that may be at risk of
appeariang in the public media, either foreign or domestic, without official authorization.

3. 77 Loss or compromise of classified information that poses ani  to human life.

4., T EQL Lossorc promise of classified information that is indicative of systemic
compromise.

LLEQLIQY Loss or compromise of classified information storage media or equipment.
6. JLLUEQUQ Discovery of clandestine surveillance and listening devices.

7. LT LOY Loss or compromise of classified information revealing US or a foreign
intelligence partner’s intelligence operations or locations, or impairing foreign relations.

8.. UBQUOMSuch other disclosures of classified information that could adversely affect
activities related to US national security,

9. JHEQLOYLoss or compromise of classified information revealing intelligence sources
or methods, US intelligence requirements, capabilities and relationships with the US
Govemnm

F. JLUEQUO) REPORTING GUIDELINES: SOICs shall report via the SSC:

| M JAESHEY Actual or suspected unauthorized disclos including media leaks of
classified information.

2. LLUEQLQ) Copies of all crime reports submitted to the Department of Justice (Do),
concurrently with such submission to DoJ, on any actual or suspected instan ; of unauthorized
disclosures of classified information.

3. UUEQIO) Updated reports as appropriate, or as directed by the DNL, of the status of any
given incident. These reports shall include:









