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October 15, 2007

The Honorable Michasl “Mike” McConnell

* The Bonorable Ken Wainstein
Director of Nationa] Intelligence Asst, Attorney General for Nationa) Security
_ Office of tho Director of National U.S. Department of Justice
Tntolligence 950 Penmsyivenia Avenue, NW
Washington, DC 20511

" Dear Director McConnell and Mr. Wainstein:

Washington, DC 20530

1 am writing becsuse of disturbing revelations over the past several days about
warrantless Administration surveillance 2ctivitics that allegedly occurred months before 9/11,
and about claims that & company that did net participate in potentially unlawful surveillance
activities may have been subject to retaliation by the Administration, including federal :
prosecution. According to news reports and papers filed with a federal court in Denver, as carly
as February, 2001, the NSA asked Qwest Communications and other telecommuications
companics for some form of warrantless access to reconds concemning Americans’ private

copumunications. Although the precisc pature and scope of the intercepted communications has
not been revealed, ono rcport suggests that it may have involved “monitoring long distance calls
and Internet transmissions and other digital information.” S, Shane, “Former Phone Chief Says
Spy Agency Sought Surveillance Help Before 9/11,” New York Times (Oct. 14, 2007). Although
Qwest apparently refused the request, which a former Qwest executive claims lad to retaliation
against him sud his company, it is unknown what access to confidential customer information
was provided by other telecommunications corpanies, -

1 appreciated your testimony several weeks ago on behalf of the Administration in
connection with proposed improvements to the Foreign Intelligence Sutveillance Act (FISA). It
is crucial, however, that Congress be fully informed of al] the Administration’s surveillance
activities involving telecommunications companies, particularly in light of the Administration’s
request that retroactive immunity from liability be provided to thess companics and ‘
Administration officials. Accordingly, I ask that you provide the Committes with an-immediate
briefing on the facts behind thess recent revelations, and that you then provide us with any
documents conceming the nature and scope of these pre-9/11 activities and the legal basis for
conducting them.
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The Honorable Michael “Mike” McConngll
The Honorable Ken Wainstein

October 15, 2007

Page Two

Please contact the Judiciary Committee office, 2138 Rayburn House Office Building,
Washington, D.C. 20515 (Tel: 202-225-3951 Fax: 202-225-7680) a8 soon as possible. Thauk you
for your coopcration in this matter,

TOTAL P.009
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October 9, 2007 .

The Honorable Michael “Mike" McConnell
Director of National Intelligence

Office of the Director of National Intelligence
Washington, DC 20511

Dear Director McConnell:

Thank you for your recent appearance before the House Committee on the Judiciary.
Your testimony on FISA and the Protect America Act was insightful and will assist the
- Committee in its consideration of this issue as we seek to fashion enhanced legislation.

Enclosed you will find additional qu&e’aons from members of the Committee to
supplement the information already provided at the September 18, 2007, hearing. As you will
discover in the questions, there are some sets of questions that are specifically addressed to either
you or Assistant Attorney General Ken Wainstein, while other questions request answers from
both you and Mr, Wainstein. You may choose whether to provide joint or separate answers to
thes_e latter questions. In addition, to the extent some questions (such as those initially contained
in the September 11® jetter to White House Counse] Fred Fic]ding) call for classified
information, we are willing to make arrangements to receive the information in a manner that
- will protect its conﬁdenbahty

Please deliver your wntten responses to the attention of Renata Strause of the House
Comumittes on the Judiciary, 2138 Rayburn House Office Building, Washington, DC, 20515 no
later than October 19, 2007. We would be pleased to accept answers on a “rolling” basis in order
to expedite the process. If you have any further questions or concerns, please contact Ms. Strause
at (202) 225-3951. '

Sincerely,

cc: Hon. Lamar S. Smith
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QUESTIONS FOR KEN WAINSTEIN AND MICHAEL McCONNELL
APPEARANCE BEFORE THE HOUSE JUDICIARY COMMITTEE

September 18, 2007
2141 Rayburn House Office Building
' 11:00 a.m.

1.

The Committee sent a September 11, 2007 letter to White House Counsel Fred Fielding
containing a list of questions concerning Administration foreign intelligence surveillance
activities, which can be found on pages 4-5 of the attached letter. To date, we have yet to
receive answers to these questions, which the White House has indicated should come
from the relevant agencies. Please respond to those questions as soon as possible.

The Role of the FISA Conrt (FISC) (Wainstein and McConnel]

2.

Under the PAA, the FISA Court only has the ability to determine whether the government
is following its own procedures, and can stop the procedures only if they are “clearly
erroneous.” How can meaningful oversight occur if the court can only review procedures
that it did not even initially approve under a “clearly erroneous” standard, rather than the
underlying legality of the government’s surveillance operations? Please explain.

3 The Fourth Amendment requires that the | government get a warrant before invading a
person’s privacy. Explain how the PAA’S procedures can be constitutional without any
cowrt review whatsoever, other than minimization?

Minimization (Wainstein and McConzell)

4, Is it comrect that the “minimization” procedures that are to apply to surveillance under
PAA are those specified under 50 U.S.C. sec. 1801(R)(1)-(3)? If not, which procedures
apply? . - v

5. There is much more strict minimization under section 4 of section 1801 (h). That section

applies to pre-PAA FISA surveillance that is undertaken without a warrant and without
judicial pre-approval. Under those circumstances, minimization is very sirict: no contents
of an innocent American’s communication can be disclosed, disseminated, used, or even .
kept for longer than 72 hours without a FISA court determination or an AG determination
that the information indicates a threat of death or serious bodily harm. If there is to be
any warrantless surveillance spying on Americans’ conversations, wouldn’t it be more
prudent to subject it to the strict minimization procedures of 1801(h)(4), which already

1
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12.

13.

14,

15.

Assuming for a moment that an official at a West Coast computer company is negotiating
with China to sell certain computer technology — that may or may not be seasitive, the
facts are simply not certain — does Section 105(B) permit the searching of the executive’s
emails on the grounds that all information associated with this transaction is “foreign
intelligence information ... concerning persons reasonably believed to be outside the -
United States”? Please explain.

Under Section 105(B) does the term “acquire” include “intercept™? Can the
Administration “acquire” foreign relations information conceming persons overseas by
“intercepting™ phone conversations in the United States? Please explain.

Under Section 105(B) does the term “custodian” refer to anyone other than “custodians”
of communications carriers?

a) Can the President direct a “custodian™ of a medical office to turn over
medical records, if a “primary purpose” of the investigation is to obtain
foreign intelligence information concerning someone who is overseas?
‘Please explain. .

b) Can the President direct a “custodian” of a business, bauk, or credit agency
to tumn over financia! records to the Government, so long as & “significant
purpose” of the request is to obtain foreign intelligence information?
Please explain,

Suppose an American critic of the fraq War travels overseas, and is thus no longer in the

United States. Under Section 105(B), can the President direct “custodians” of records

concerning this individual, including stored electronic communications, to produce such

records to the Government with no other showing of cause that is subject to judicial
review? Please explain, . '

g ;_._ynx; (WamstcmanndConnell)

16.

18 U.S.C. § 2511(2)(a)(ii) currently provides for telecommunications carrier immunity if
one of two conditions.is satisfied: 2) the carrier has a court order signed by an authorizing
judge; or b) the carrier has a certification from the Attomey Genera! or another statutorily
authorized official that no warrant or court order is required by law, that all statutory
requirements have been met, and that the specified assistance is required, setting forth the
period of time during which the provisions of the information, facilities, or technical
assistance is anthorized and specifying the information, facilities, or technical assistance
required. Doesn't this current statutory scheme offer the necessary protection for the
telecommunications industry, advance national security interests, and provide essential
oversight? If not, why not? : ' :
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apply to other surveillance without a court order, and not the more lax minimization that
has previously applied only when a court did prmnde a court order before’Americans
were spied on? If not, why not.

6.  -Minimization procedures have been keep secret for the last 30 years. There are serious
concerns as to how we can be assured that minimization procedures are effective for
protecting Americans' privacy if we cannot see them. Would you support making
minimization procedures pubho? :

a) Ifnot, why not?
- b) - Wonld you support producing a redactod copy?
: 'c) . Minimization procedures only tell you what to do with US information
' after it is collected, therefore not revealing sources or methods, Thus, if
do not support publicizing the procedures, an what do you base your
objection?
7. ‘Would you support legislation that would sequester communications to which an

American is a party (and captured under this new program) that can only be used after an
application to the FISA court? If not, why not?

Scope of PAA. Secti@_gﬁ(]}i (Wamstcm and McConnell)

8. Does Section 105(B) permit the President to compel communications carriers to conduct
domestic wiretaps so long as “a significant purpose” is to obtain forc:gn intelligence
information concerning persons outside the United States?

9.  Ifan mdwxdual in the Umted States is suspected of working in collusion with persons
outside the United States— such that an investigation of one is in effect the investigation
of the other — under what circumstances, generally, would you use criminal or other .
FISA wiretaps, and under what circumstances would you use 105(B) authonty’? Please
explain.. .

10. Assuming for a moment that a mctqbcr of Congress is going to meet with a hig,h-ranking
official from Syria, does Section 105(B) permit the wiretapping of that Member’s office
phone on the grounds that it would produce “foreign intelligence information ...
concerning persons reasonably believed to.be outside the United States?” Please explain.

11.  Does Section 105(B) permit searching stored emails of a Member of Congress who is
planning to meet with fraqi officials? Please explain,
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17.

18,
19.
20.

21,

22.

" Section 2511(2)(2)(ii) certification has defined preconditions that must be satisfied,

including: all statutory requirements have been met, and that the specified assistance is
required, setting forth the period of time during which the provisions of the information,
facilities, or technical assistance is authorized and specifying the information, facilities,-
or technical assistance required. Blanket immunity would not have the same
preconditions. Given that distinction, how can we ensure that critical checks and
balances exist in the surveillance framework if blanket immunity is provided?

If we were to give the telecommunications carriers complete, blanket immuﬁity, how

would we guard against a total disregard of the law by companies who believe that the

government simply will bail them out if they overstep legal boundaries in intercepting
communications? . .

If the so-called Terrorist Surveillance Program (TSP) was perfectly legal as has beea
claimed, why would companies who cooperated in it need immunity?

The pending cases against telecommunication companies are years away from final
judgment.. In light of that, would it be appropriate to have the discussion of retroactive
immunity wait until we determine what actions actually occurred? If not, why not?

Would you support something more specific than the complete amnesty you propose in
your draft legislation, like simply putting a damages cap on the claims? If not, why not?

Tn discussing the controversy over the PAA with the El Paso Times, DNI McConnell said
“reverse targeting” was illegal, a violation of the Fourth Amendment, and that someone
engaging in such offenses “could go to jail for that sort of thing.” But wouldn’t the
immunity provisions recommended by the administration ensure that no one would goto
jail for violations of the laws goveming electronic surveillance for intelligence purposes? -

Scope of Authority under the PAA (Wainstoin and McConnell)

23,

Section 105(A) exempts surveillance “directed at” people overseas from the definition of
electronic surveillance, and therefore traditional FISA couit review. Because surveillance
only need be “directed” at people overseas, can the government under the PAA pick up
all international communications into or out of the U.S., as long as one party to the call is
overseas? ‘

FISA has always placed the telecommunication carriers between the government and
American’s private communications and records. The carriers can only turn over
information in response to a specific request. Now that the government has direct access
to all communication streams, how can we protect against potential abuses?

The Administration claims that it needs heightened access to communications becausé it

" 4

i
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cannot instantaneously determine the location of each paz‘cy

a) " "Phone companies are capable of determining international calls versus
domestic calls, and charge more for the international calls. Would it be
possible for the NSA to use similar technology? If not, why not?

b).  Ifit cannot be determined where either end of a call is, how can purely
domestic to domestic communications be isolated?

c) Is it possible to institute a program by which there is initial collection of
calls, none of the content is accessed until the locations of the parties are
determined, and then it can be retained and only the foreign to foreign calls
used?

Metadata Collection (Wainstein and McConnell)

26.  OnMay 11, 2006, USA Today reported that “{tJhe NSA has been secretly collecting the ’
phone call records of tens of millions of Americans” and that “[i]t's the largest database
ever assembled in the world.” (Sge Lestie Cauley, NSA Has Massive Database of
Americans’ Phone Calls, USA Today, May 11, 2006). At any time from September 11,

" 2001 to the present, has the Administration, pursuant to foreign intelligence purposes, _
 obtained call or e-mail record information or other external data on phone calls or e-mails
T . i ade il the United States, through the gathering of “metadata” or otherwise, regardless of
* the specific title of the intelligence program or the agencies that conducted the program?
. Please explain. ,

FISA Exclusivity (Wainstein only)

27, Does the United States, through its Justice Department, agree that FISA is the 1aw of the
land, and that foreign intelligence surveillance must ocour within that law? Ifnot, why
not? '

28, Is the President free to disregard any provisions of FISA with which he disagrees? If so,
please explain. . :

29,  To your knowledge, since January of 2007, when the Attorney General stated that the
TSP was brought within FISA, has all foreign intelligence electronic surveillance .
ogcurred consistent with FISA — both prior to and subsequent to the August amendments?
Since that time have any electronic surveillance programs been conducted outside the ‘

: ilthoﬁty of the Foreign Intelligence Surveillance Act a5 amended by the Protect America
ct? ‘

'
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30.

31

Does the Department of Justice still take the position that the Authorization for Use of
Military Force (AUMF) related to the invasion of Iraq presently constitutes a basis for the
President to disrpgard FISA? If so, please explain. .

On December 22, 2005, the Department of Justice, in a letter to Congress, set forth the
position that the President’s inherent Article X powers permitted it to conduct certain
terrorist surveillance outside of FISA. Is this still the Department of Justice’s position?

The Buresu of Investigation (Wainstein only)

32,

33,

only)

34,

35.

DNI McConnell said the intelligence community is not doing massive data mining. But
the FBI retains information from NSLs even where the information demonstrates the
subject of the NSL was innocent. Why is this data being retained if not for data mining?

The Department of Justice Inspector General recently released an audit report regarding
the Terrorist Screening Center, which revealed the Terrorist Screening Ceater watchlist
had grown to over 724,000 records by April of 2007, and was increasing at a rate of
20,000 records per month. The IG found several known or suspected terrorists that were
not watchlisted correctly, and a sample of records subjected to post-encounter quality
assurance reviews showed 38 percent contained errors or inconsistencies. How can the
intelligence community properly identify and target terrorists for electronic surveillance
with such an incomplete terrorist watchlist? :

Mism emept ip the Intelligence unjty - - National Security Agen (McConnell

As the FISA Modernization Bill and the PAA were being debated in Congress, DNI
McConnel! and others in the administration suggested that advances in technology had
created an “intelligence gap” which was making it more difficult for the intelligence
community to keep America safe from terrorists, But according to a May 6, 2007 article
in the Baltimore Sun, an internal NSA task force cited management problems as the cause
of program upgrade delays, technology breakdowns and cost overruns, and called fora

.“fondamental change” in the way the NSA was managed. The report said NSA

leadership “lacks vision and is unable to set objéctives and meet them,” and that NSA
employees “do not trust our peers to deliver.” These conclusions “are strikingly similar”
to the conclusions of NSA management studies performed in 1999, yet even after 9/11 the
fundamental changes recommended have not been made. Portions of this NSA task
force report are not classified. Will you agree to release the unclassified portions of this
report publicly and to the Commitice?

Ensuring the proper management of intelligence would seem to be in many respects as
important as increasing the authority to collect intelligence because, as the Joint
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36.

Intelligence Committee investigation into the 9/11 terrorist attacks showed, the NSA had
intercepted communications linking the hijackers to terrorism long before 9/11 but that
those intercepts, along with other critical pieces intelligence, were lost among the “vast
streams” of data being collected. If we can assume that the NSA is collecting even more
intelligence now than before 9/11, how can we be assured that the management problems
at NSA are not bampering the intelligence community’s ability to identify and understand
which bits of intelligence are important and which arc not? Please explain.

The September 14® Baltimore Sun report regarding a fire at an NSA “operations

building” reises even xmore fundamental concerns about the NSA’s ability to properly
manage its operations, On August 6, 2007, right after the PAA was enacted, MSNBC and
Newsweck reported that, “The National Security Agency is falling so far behind in
upgrading its infrastructure to cope with the digital age that the agency bas had problems
with its electricity supply, forcing some offices to temporarily shut down.” Please

explain what steps are being taken in response to the reported fire and shutdown and

other infrastructure and management problems.

German plot (McConnell only) .

37.

On September 10, you testified publicly before the Senate Homeland Security Committee
that the temporary FISA changes due to the Protect America Act helped lead to the recent
arrests of three Islamic militants accused of planning bomb attacks in Germany. But two
days later, on September 12, you issued a contradictory statement, saying that
“information contributing to the recent airests was not collected under authorities
provided by the Protect America Act.” It has been publicly suggested that it was the pre- .
PAA FISA law, which you have criticized, that was used to help capture the terrorist
plotters in Germany, and pot the temporary Protect America Act.

a) Was your statement on Septémbcr 10, claiming that the temporary Protect
America Act helped léad to the German arrests, actually false?

b) Can you explain to us bow it was that you came to give false informaticn
1o the Senatc Committee concerning the alleged contribution of the
.. temporary Protect America Act to the German arrests?

¢) - Isittruethat it was the pre-PAA FISA law that was used to help capture
the terrorist plotters in Germany, and not the temporary Protect America
_ Act?, :

US persons “targeted” for surveillance McComell only)

38.

In your recent 'intgfview with the B] Paso Times, responding to a concern about “reverse

7
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targeting,” you stated that there are “100 or less” instances where a U.S, person has been
targeted for surveillance.

a) Please explain how, when, why, and by whom it was decided to de-
classify that information and reveal it publicly.

b) Over how long a period of time does that “100 or Jess” figure apply? For
example, was it one year, five years, o since 9/11?

Declassification of Information (McConnell only)

. 39,  Atthe hearing, you told Representative Scott that there is a process to declassify
information and that ultimately it is the responsibility for the President to decide. Later in
the hearing, you told Representative Sutton that when you did an interview you could
declassify information because “jt was a judgment call on your part.” Could you please

~ explain the discrepancy between your two responses to similar questions?

Concerns About the House Bil} (McConnell only)

40.  During the hearing, in response to my question regarding the alleged 180 degree reversal
of your position on the House bill regarding FISA this summer, you claimed that you had
“pot changed your position but that once youhad actally “reviewed the words” of the
House bill, you could not accept it. Please explain specifically what problems you had
with the “words” of the House bill. : .

previous Problems

(McConnell only)-

4].  In August 2005, the New York Times reported that John Bolton, then an official at the
State Department, received summaries of intercepts that included conversations of “U.s..
persons” and requested that the National Security Agency inform him who those persons
were. Newsweek thereafter reported that from January 2004 to May 2005, the NSA had

" supplied the names of some 10,000 American citizens in this informal fashion to policy
makers at many departments and law enforcement agencies. The former General Counsel

at the NSA, Stewart Baker, was quoted as stating that the NSA would “typically ask why”
disclosure was necessary, but “wouldn’t try to second guess” the rationale. -

a) What procedures are in place by entities such as the NSA that obtain

summaries of conversations intercepted without a warrant to review the
requests by other agencies, such as law enforcement agencies, o disclose
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42.

b)

d)

the identity of “U.S. persons” whose conversations are 0 intercepted
without a warrant?

1)  What showing, if any, is the requesting individual/agency
required to make in order to obtain the identity of the U.S.
person whose conversation was intercepted?

2)  Are any such requests denied, and, if 50, in the past five
years, state how many such requests have been deanied?

nthe past five years, how many times have the summaries of such
intercepted conversations been requested by and provided to the Office of
the Vice President? To the Office of the President?

In the past five years, how many times have phone conversations of
federally elected officials or their staff been intercepted under any
surveillance program without a warrant? De copies of those conversations
still exist? .

In the past five years, how many times have phone conversations of known
members of the U.S. news media been intercepted without a warrant? Do
copies of those conversations still exist?

In the past five years, how. many times have phorie conversations of .

* attorneys in the United States been intercepted without a warrant? Do -

copies of those conversations still exist?

In 2006, Newsweek reported that the “NSA received-and fulfilled- between 3000 and
3,500 requests from other agencies to supply the names of U.S. citizens and officials ...
that initially were deleted from raw intercept reports. . . . About one third of such

2)

b)

-+ disclosures were made to officials at the policymaking level.” (Seg Mark Hosenball,
~ “Spying, Giving Out U.S, Names,” Newsweek, May 2, 2000).

* During the operation of the “errorist surveillance program,” prior to its

disclosure in the New York Times in December 2005, how many “U.S.
names” that were masked from transcripts of intercepts were disclosed
(unmasked) to government entities that requested the identities?

. 'What justification was required by a requestor to obtain the ideatity of the

U.S. person on a minimized conversation?

What criteria, if any, were used 1o determine whether a request for the
identity of a U.S. person on a minimized interception was appropriate or .
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43.

. 45

47.

48.

whether the identity of the U.S. person was necessary for & legitimate
intelligence or law enforcement purpose? ‘

d) If no justifications for identity information were required, and no criteria
for review to determine the appropriatencss of the request were in
existence, then what purpose is served by the minimization procedures that
mask a U.S. person’s identity as a speaker on an intercepted phone call?

e) By name or position, which “policy makers” requested and received
identity information of U.S. persons whose communications were
intercepted?

The TSP was described in a Department of Justice (DOY) “whitc paper” as “targeting the
international communications into and out of the United States of persons reasonably -
belicved to be linked to al Qaeda ....” From the date of the inception of any warrantless
interception program (approximately October 2001) through the 2007 decision to bring
any such program under scrutiny of FISA, was the program ever broader to encompass
eny other international communications in addition to those reasonably believed to be
linked to al Qaeda?

How many U.S. persons have been arrested or detained as a result of warrantless
interceptions under the surveillance programs established by the President?

- What s the date of the first document that puzports to justify the warrantless surveillance

program on the AUMF? How would you respond to claims that the AUMF rationale was
a creation of Administration lawyers after the December 2005 New- York Times article?

At any time from September 11, 2001 through December 2005, did the NSA obtain *“trap
and trace” or “pen register”” information on the phones or tel_ecommunications equipment

+ of U.S. persons without court orders?

a) If'so, how many times?

b) If s0, on what legal authority?
Since September 11, 2001, has law enforcement or the intelligence community conducted
physical searches of the homes or businesses of U.S. citizens without warrants based on
anthorizations or approvals by the President or pursuant to a Presidentially authorized
program? ‘ '

Under the non-FISA warrantless interception programs, has law enforcement or the

" intelligence community deliberately caused the interception of purely domestic to

domestic phone conversations without a FISA warrant? If so, what has been done with
information so obtained? . '

10

ODNI April 17,2008 Interim FOIA Release -- 000014



49,

Questions have been raised as to whether Christine Amanpour of CNN has ever bad ber
telephone conversations intercepted by Administration surveillance programs. (See
David Ensor, NSA: Amanpour, Other CNN Reporters Not Targeted for Surveillance,
CNN, January 6, 2006). Has Ms. Amanpour ever been the target of warrantless
surveillance ~ whether or not she was in the United States? Have any telephone
conversations of Christine Amanpour been intercepted pursuant to any warrantless
surveillance program? _

11
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UNCLASSIFIED

DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

SEP 2 4 2007

The Honorable Patrick Lcahy
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

I look forward to appearing before the Senate Judiciary Committee to discuss the Protect
America Act (PAA) and the Foreign Intelligence Surveillance Act (FISA). However, [ am
concerned that the Committee does not have the appropriate witnesses joining me to ensure a full
dialogue with the Committee on this important topic. The Department of Justice’s Kenneth L.
Wainstein, Assistant Attorney General of the National Security D1vxs1on, should serve as a co-
witness with me at this important hearing tomorrow, September 25", My staff has been in
discussion with your staff over the past week but apparently no agreement has been reached.
Moreover, the Senate-confinmed General Counsel of the Office of the Director of National

Intelligence, Benjamin A. Powell, should also appear as a witness to ensure a full, detailed
discussion occurs at this hearing.

As the Nation‘s principal intelligence officer, I can and will address the intelligence
requirements and capabilities needed regarding FISA. However, I am not a lawyer. It is likely
some of the Judiciary Committee Members will ask questions about specific prov1s1ons inthe
Protect America Act (PAA); they will ask about the meaning behind specific words in the PAA
in addition to FISA and its legal underpinnings. The Department of Justice is central to all
discussions involving modification to this critical statute. Ken Wainstein has appeared with me
in each of the FISA Hearings over the past several months and heads the office responsible for
preparing and presenting FISA applications to the court. Ben Powell has also appeared with me
at these Hearings and has been closely involved with your staff in all of the FISA discussions,
and has been closely involved in the preparation of FISA proposals presented to Congress,

Finally, as you know Mr, Chairman, I have been personally criticized by some in the .
Congress and in the media for being too visible and central in the Congressional debates on
FISA. That is not a role I have chosen, but if I am the single witness before the Judiciary

Committee, I am being placed in the role as the lead advocate and perhaps even as a partisan-
something I am not.

UNCLASSIFIED
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I appreciate your swift consideration of my request. If you have any questions on this

matter, please contac my Director of Legislative Affairs, Kathleen Turner, who can be
reachod on YRR .

Sincerely,

CMWe G el

I M. McCopnell

cc: The Honorable Arlen Specter

UNCLASSIFIED

ODNI April 17, 2008 Interim FOIA Release — 000017



(S 2oo7-ro &2
UNCLASSIFIED

DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

SEP 2 4 2007

The Honorable Sheldon Whitehouse
Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear Senator Whitehouse:

Thank you for your recent letter. We deeply appreciate the time and effort you ‘
personally devoted to meeting with me and working to ensure we are able to effectively collect
intelligence to protect our Nation while safeguarding the civil liberties of all Americans, We
regret any misunderstanding created by the compressed timeframe and our actions.

As you noted, we did discuss a narrow proposal at our meeting on k1 July. Between
11 and 27 July, we met with many Members and staff to brief them on modemization of the
Foreign Intelligence Surveillance Act (FISA) and better understand their views of the best way to
proceed. While these meetings were proceeding, agencies were also considéring narrowed
statutory language that would ensure we closed and covered critical intelligence gaps. Our
April 2007 proposal was in process for over a year and required clearance from several relevant
agencies to-ensure that the precise language did not harm our capabilities. As we have discussed,
FISA is a very complex statute and a single word change can have major consequences. The
narrow proposal-of July 27 was the result of extracting relevant portions of our April proposal
_and adding new language. Although there was only a small amount of new text, the verbiage
was significant. This change required experts to examine the i impact of such an approach and
compressed an interagency clearance process that geperally takes many months to a matter of
days. In the final weeks of this process, mtclhgcncc professionals worked around the clock to

answer Member and staff questions, participate in bneﬁngs and discussion sessions, and at the
same time examine several drafting options.

We do regret the nxisunderstandings that resulted from the urgency of the situation. We

have always sought to work in an atmosphere of trust and cooperation and will continue to do so

as this process moves forward. If you have any questions on this matter, please contact my
‘Director of Legislative Affairs, Kathleen Turper, who can be reached onhm

Sincerely,

C)«M M

JM. McConnell

UNCLASSIFIRD
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

NOV 15 2007

The Honorable Edward M. Kennedy
Committee on the Judiciary

United States Senate

Washington, DC 20510

Dear Senator Kennedy:

Thank you for your letter of September 28, 2007, regarding the Senate Judiciary

, Committee hearing on September 25® and your questions on liability protection for those who

are alleged to have assisted the Government following September 11, 2001, I appreciated the
opportunity to testify before your committee on modernization of the Foreign Intelligence

- Surveillance Act (FISA). As stated during the hearing, we look forward to working with you on

this critical legislation.

As you are aware, the “FISA Amendments Act of 2007,” S. 2248, sponsored by the
Chairman Rockefeller and Vice Chairman Bond of the Senate Select Committee on Intelligence
(SSCY) is currently before your committee. This legislation received bipartisan support in the
SSCI and contains a liability provision of the kind you discussed in your letter. Although some
technical problems remain with S, 2248 as drafted by the SSCI, we believe that it is a balanced
bill that includes many sound provisions that would allow the Intelligence Community (IC) to
continue obtaining the information it needs to protect the nation. Moreover, the SSCI report on
S. 2248 (S. Rep. No. 110-209 (2007)) addresses many of your concerns. We believe this report
is one of the clearest unclassified articulations of the history of this issue and the need for
liability protection to date.

Your letter also requested a response to several specific questions. First, you asked

- whether, before passage of the Protect America Act, parties who acted pursuant to a warrant or *

the Attorney General's certification had immunity from liability. From the perspective of the IC,
as a general matter, anyone that assists the Government in-defending our national security should
be able to rely on the Government's assurances of legality. This position is consistent with the
findings of the SSCI. After reviewing the relevant documents, that committee concluded that the
private parties had acted in response to written requests or directives stating that the activities
had been authorized by the President and bad been determined to be lawful. S. Rep. at 10,
Because that committee “concluded that the providers . . . had a good faith basis for responding
to the requests for assistance they received,” the committee determined that the providers
“should be entitled to protection from civil suit.” S. Rep. at 11. The committee's rneasured
judgment reflects the principle that private citizens who respond in good faith to a request for
assistance by public officials should not be held hablc for their actions.
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However, in certain situations a party may be prevented from asserting a defense because
the defense could divulge classified information. The United States generally does not confirm
or deny allegations about intelligence activities, That is because disclosures tending to confirm
or deny such allegations could reveal information about intelligence sources, methods, and
capabilities, and could thereby cause exceptionally grave damage to the national security, The
position of the Director of National Intelligence was created by Congress in the Intelligence
Reform and Terrorism Prevention Act of 2004, Pub. L. 108-458, §§ 1101(a) and 1097, and
charged with the responsibility for the protection of intelligence sources and methods. 50 U.S.C.
§ 403-1(i)(1). My predecessor, Ambassador John D. Negroponte, and I have both asserted the = .
military and state secrets privilege in litigation concerning allegations of an alleged intelligence
program. '

You also asked why the parties should be granted liability protection if the Terrorist
Surveillance Program was legal, As the SSCI noted in its report, the pending suits “seek
hundreds of billions of dollars in damages from electronic communication service providers.” S.
Rep. at 8. We are fortunate that, although the threat from al Qaeda has persisted, we have pot
suffered another attack since September 11, 2001, Those who are alleged to have assisted the
Government in preventing another attack deserve our gratitude rather than lawsuits that threaten
crippling monetary liability.

Even if these suits are ultimately dismissed, litigation is likely to be protracted, with any
additional disclosures resulting in renewed applications to the court to allow litigation to
proceed. These disclosures and the resulting litigation have the potential to make public.
information that is appropriately classified. The SSCI recognized as much when it noted: '

[T]be identities of persons or entities who provide assistance to the U.S.
Government are protected as.vital sources and methods of intelligence. . . . It
would be inappropriate to disclose the names of the electronic communication -
service providers from which assistance was sought, the activities in which the
Government was engaged or in which providers assisted, or the details regarding
any such assistance, '

S. Rep. at 10. We face a sophisticated enemy that can be expected to use this information t
their advantage. We should not allow them to benefit from needless litigation. '

Allowing these lawsuits to continue could have a disastrous long-term effect on the IC.
As a Director of the National Security Agency, a private sector consultant to the IC, and now the
Director of National Intelligence, I understand that in order to accomplish our mission, we
frequently need the sustained assistance of those outside of the Government. Companies may, in
the future, be less willing to assist the Government if they face litigation each time they are
alleged to have provided assistance. As the SSCI noted in its report, “clectronic communication
service providers play an important role in assisting intelligence officials in national security
activities. Indeed, the IC cannot obtain the intelligence it needs without assistance from these

companies.” S. Rep. at 10. Litigation that is without merit may still harm our ability to protect
vital sources and methods. : '
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Your letter questions whether Congress, by enacting liability protection, would be
endorsing certain activities and “the continued cover up of its details.” The SSCI addressed this
pomt and noted:

[TIhe Cormmttee concluded that the-providers, in the unique hlstoncal
circumstances of the aftermath of September 11, 2001, had a good faith basis for
responding to the requests for assistance they received. [S. 2248] makes no
assessment about the legality of the President’s program. It simply recognizes
that, in the specific historical circumstances here, if the private sector relied on
written representations that high-level Government officials had assessed the
program to be legal, they acted in good faith and should be entitled to protcctlon
from civil suit.

S. Rep. at 11. Adopting a liability protection provision, like that contained in S. 2248, is a-
fundamental principle of fairness for those who helped protect American lives.

The IC has made every effort to respond to the numerous requests regarding the program,
to include repeatedly sending its senier-most officials to testify about the program and providing
as much documentation as possible, given the constraints attendant to a very sensitive
intelligence program. The House Permanent Select Committee on Intelligence and the SSCI
have been comprehensively briefed and provided with extensive documentation with respect to
these activities, and are exercising thorough oversight in regard to intelligence matters. Indeed,
we have made extraordinarily sensitive information available to the Senate Judiciary Committee,
including authorizations, legal opinions, and other information.

Over the past year, in the interest of providing an extensive legislative record and .
allowing for public discussion and open legislative consideration of this issue, the IChas
discussed in open settings extraordinary information dealing with our operations. Leaders of the
IC have gone far further in open discussions than in any other time I can recall in my forty-year
intelligence career. This will come at a price to our ability to collect vital foreign intelligence.

Finally, you asked about the precedent that would be set if Congress provides liability
protection to companies “that may have broken the law.” As a threshold matter, the Department
of Justice has addressed the legality of the activities covered by S. 2248 and you are able to
review that those activities were determined to be lawful. Nonetheless, the SSCI liability
protection provision.takes a narrow and balanced approach. This provision provides immunity
only *“for an intelligence activity involving communications that was designed to detect or
prevent a terrorist attack, or activities in preparation for a terrorist attack, that was authorized in
the period between Seéptember 11, 2001 and January 17; 2007, and that was described in written

requests to the electronic communication service provider as authorized by the President and

determined to be lawful.” Sen. Rep. at 10. And the provision extends protection only to
providers who acted in good faith.

The IC is concerned about the precedent that would be set in not providing liability

protection. In determining whether to provide liability protection, the SSCI weighed the
incentives such protection would provide. -
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[E]lectronic communication service providers play an important role in assisting
intelligence officials in national security activities, Indeed, the intelligence _
community cannot obtain the intelligence it needs without assistance from these
companies. Given the scope of the civil damages suits, and the current spotlight
associated with providing any assistance to the intelligence community, the
[SSCI] was concerned that, without retroactive immunity, the pnvate sector
might be unwilling to cooperate with lawful Government requests in the future
without unnecessary court involvement and protracted litigation. The possible
reduction in intelligence that might result from this delay is.simply unacceptable
for the safety of our Nation. . :

S. Rep. at 11.

We hope that this information is helpful to your mqmry We are optimistic that S. 2248,
as drafted by the SSCI, could lead to a bill the President can sign. We are concerned, however,
that alternatives being considered do not include liability protection and contain various other.
problems, which could have adverse consequences for the IC. We look forward to working with
the Congress to address these concerns and achieve lasting FISA reform. If you have any
questions on this matter, please contact the Director of Legislative Affairs, Kathleen Tumner, who
can be reached on

Smcerely,

CWW°

J.M. McConnell

cc: The Honorable J ohn D. Rockefeller IV
The Honorable Christopher S. Bond
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DIRECTOR OF NATIONAL INTELLIGERCE
WagnaToR, DC 20611

SEP 0 7 J007

This Honoruable. Sheldon Whitshonse
Select Committee od Intelligence
United States Senate

Washingtor, DC 20510

Dear Senator Whitchouss:

"Thiark you for our 11 July 2007 meeting: el fc:r your Jetter of .‘2.7 Inly 3067, re-gard:mg 1he
 Adntinistration's proposal to modernizs die Forsign Inelligencs Survéillinee Act (FISA). We
greatly agipreciate the timeand effort you and othed Mermbers of Congress speait-worklxig to cloée
the gape in our intelligence capabﬂity prior o e August recess. A you kivow, whitt padsed vas
~only & temporiry measure: (8. 19?-7}+ and wa fook forward to waorking witly you 1o makc: thisse mnd.
Dtthv.'.r immiportznt cthIges Prmanent,

During our meeting, we talked gbout the. most essential aspects of FISA modermization
and Intsfligence Community (IC) needs:in light of the'heightened thrset Foed by e Nation,
Our proposal reflecting thésk mipetts wis first Iransmitted to. the, Congmsa an.27 July 2007, with
some techuicat changes following shiortly thercafter, and s eiclosed:for your reference. The'
‘intérim legtstation hat Congress ulthniately passed Joit ‘siveral critical fasies; such &8 habmty

' protection, unresolved. While Aot ieel, the Admdnistrtion suppm':edlhzs proach 1o give the
1C the tools it nrgently riseded o protect our Nation, pehding outinied difcussion of thass
impaortait addifions} issues. We took forward to-working clozely with you andywr colleagues
165 address sl of the chianges the IC noeds to traly médermize FISA for the 21* Cennry.

We hope-that this infonnation ix hielpftl to your inguiry, If. youliays sdy. quesuzma o
this maiier, p!aasc coiniact the Director of Lapis!; : -
reached’on’
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Mickaxt OPNeWL, Repubiicen Chis! Counsal and Sttt Olrector |

September 10, 2007

Hon. Michael McConnell

Director of National Intelligence

Office of the Director of National Intelligence
Washington, DC 20511

" Dear Director McConnell:

On August 5th President Bush signed legislation providing a2 temporary amendment to

the Foreign Intelligence Surveillance Act (FISA). As you know, this legislation

represents a very significant change lo the process for approving and overseeing sensitive

electronic surveillance. The legislation shifts oversight away from the FISA Court and

into the hands of the Attorey General, in consultation with the Director of National
- Intelligence,

1 invite you 1o testify before the Senate Judiciary Committee at a hearing on these matiers
on Tuesday, September 25, 2007 at 9:30 a.m,. The Committee will be conducting
oversight of the recent legisletion. 1 am not convinced that its sweeping scope was
necessary to address the national security concerns that the Administration had identified.

We also want to consider whether there are more effective mechanisms to assure
appropriate oversight of surveillance involving U.S. persons. We need to restore the
proper balance in order to maintain our security while preserving the constitutional rights
of Americans and providing appropriate ovemght of executive action involving private
communications of Americans,

ly,

PATRICK LEAHY
Chaimman

cc: Hon. Arlen Specter
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EDWARD M, KENNEDY
MASSACHUSETTS

‘Vnited States- Senate

WASHINGTON, DC 20510-2101

Scptember 28, 2007

The Honorable J. M. McConnell

Director of National Inielligence

Office of the Director of National Intelligence
Rm S513 DIAC

Washington, D,C. 20511

Dear Director McConnell:

This letter follows up on our exchange at the September 25 Senate Judiciary Committee
hearing on FISA. °

1 appreciate your testifying at this hearing. As the'history of FISA teaches us, it is
essential o have careful and, to the fullest extent possible, public consideration of surveillance
legislation. Too often, the Administration has sought to circumvent the process of deliberation

- and debate, My hope is that your appearance at this hearing marked the beginning of a new
approach. I was gratified when I asked you whether you are *going to be working with this
committee,” and you replied, “Absolutely.”

I have submitted for the record a riumber of questions, to which I look forward to your
prompt response. In this letter, I wish to follow up on our discussion of the Administration’s
request for retroactive carrier immunity. As you know, the President is asking Congress to grant
broad immunity for alleged violations of the Jaw by communications companies that provided
surveillance information, Even as he makes this request, however, the President, will not tell us
which carriers participated in the warrantless surveillance program, the nature and scope of their
law-breaking, or why they deserve immunity for their actions.

The President’s request is troubling. Under FISA, communications firms bear two
responsibilities: to assist the government with lawful surveillance requests, and to resist the
government on unlawful surveillance requests. When firms comply with lawful requests, they
are granted immunity and financial compensation; when they comply with unlawful requests,
they face legal liability. In this way, the private sector is enlisted to protect Americans’ rights
and the integrity of our electronic surveillance laws, The Administration’s proposal for

_immunity will help shield illegal activities from public scrutiny, but it will do nothing to protect
our security or liberty. Instead, it will deprive plaintiffs of their rightful day in court, send the

message that violations of FISA car be ignored, and undemnne an important structural safeguard
of our surveillance laws.

Page 1 of 2
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It’s especially disturbing that the Administration apparently encouraged communications
companies Lo break the law, and that those companies apparently went along. It’s wrong to
allow the executive branch to pick and choose which laws it obeys, and to ask others 1o help it
break the law. Congress shouldn’t immunize alleged lawbreakers for past actions without
knowing what those lawbreakers did or why they did it,

At the hearing, I expressed my belief that it would be a “bad precedent™ to grant full
retroactive immunity for possible violations of FISA. [indicated that if the Administration’s
concern is that the companies involved may be bankrupted, then there are more reasonable
legislative alternatives. .

To clarify these basic issues, [ hope you'll give detailed answers to the following
questions: :

¢ Isn't it rrue that, under FISA law before passage of the Protect America Act, carriers who
acted pursuant to a warrant or the Attorney General's certxﬁcauon already had immunity
from lability?

« If the warrantless surveillance program was legal as the Administration has claimed, what
do carriers need retroactive immunity from?

e -Wouldn't Congress be endorsing the warrantless spying program and the cont*nued
ying
cover-up of its details by granting retroactive immunily?

s [f Congress immunizes companies that may have broken the Iaw won’1 that set a bad
precedent? What incentive will companies have in the future to follow the law and
protect Americans’ sensilive information?

Thank you for your thoughts on these important matters. As I mentioned at the hearing, I
worked closely with the Ford Administration to draft the ongmal FISA in the late 1970s.
Together, we found a way to provide our intelligence agencics with the authority they needed,

“while building in checks and balances to prevent its abuse. 1 hope to be able to work with you
and your colleagues in the same open and collaborative fashion.

Edwf M ‘[nncdy

. With respect and appreciation,

Page 2 of 2
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Dear Direct cConpell: "/ /)/

On May 18, 2006, I sent a letter to the President addressing three issuegdT great
importance to me. The most important issue in the letter Was to reemphasize that the
Administration has the legal responsibility to “fully and currently” inform the House and Senate
Intelligence Committees of its intelligence-related activities, I also expressed concem that
Congress may not have been briefed about alleged activities and in other cases that Cougress
may not have received all information necessary to perform effective oversight of ongoing
activities. Sadly, since that time things appear to have become worse, not better,

An uafortunate byproduct of leaming through press-accounts of alleged intelligence -
activities is the realization that the press could not have formulated roany of the storics without
the complicity of Administration officials within the Intelligence Community. Far too often
detailed information provided to the news media appears selective, almost targeted for release by
Administration officials, In some cases the information had not been briefed to the Congress and
in other cases to only a few Members in Congress, I am particularly troubled by the fact that
unofficial release or selective declassification of sensitive information is intended to mﬂuencc
public opinion more thay it is to inform the public of the facts,

The House is currently considering a number of critical and highly sensitive intelligence
and national security issues, including legislation relating to the Foreign Intelligence
Surveillance Act, an intelligence authorization bill for Fiscal Year 2008, and counsideration of
both continuing threats from radical jihadists and other emergent situations in the Middle East,

As you know, members of the Committee who are briefed with respect to these isswes
take their responsibility to protect classified information extremely seriously, While the
information that is provided to the Committee makes ¢lear the steps that ar¢ necessary to protect
national security and the American public, it has become in some cases extremely difficuit to
articulate the reasons for taking those’ steps in an informed way in the face of often groundless
and unsubstantiated speculation by the press, interest groups, and members of the general public.
Much of that speculation is formulated on account of public statements by you and other
Administration officials, as well as authorized and unauthorized discussion of classified
information to the news media. This “knowledge gap” that cXists between what the Committee
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Director Mike McConnell
October 25, 2007 i
Page Two

knows, what the Committee does not kuow, and what has been unfortunately leaked to the news
by Admuustranon officials threatens to present:serious obstacles with respect to cntica] issues.

Accordingly, I would appreciate further clarification both of the process that is used to
approve public disclosure of classified or sensitive information in gencral, and of what

specifically may be said publicly with respect to certain collection activities under the Foreign
Intelligence Surveillance Act/Protect America Act.

With respect to FISA and the Protect Amer{ca Act, we have made clear that the problem
we face relates 1o targeting of foreign persons in foreign countries. In the absence of clear
explanation of how such targeting could implicate the FISA process in the United States, there
has been substantial — and completely unfounded and inaccurate — speculation that the collection
activities primarily at issue in the PAA somehow implicate the civil liberties or constitutional
rights of average Americans. You and ] know that they do not do so, however it is difficult for
Members of Congress to explain why this is not the case without describing sensitive intellipence
sources and methods, This puts us at a significant disadvantage. Your efforts to further explain
these issues in the public appear to have further confused the issue, and they certainly have left
substantial uncertainty among Members of the Committee as to what may be discussed publicly.

Accordingly, I would like to obtain a full and detailed explanarion of what aspects of the
classified methods and legal issues have been determined to he declassified for public discussion,
and of the parameters of issues and collection that continue to be considered classified.

More generally, as was discussed during your last appearance before the Commitiee,
there is substantial uncertainty as to the process and criteria that have been used to approve for
declassification a number of public statements by botk you and General Hayden in recent weeks
on bighly sensitive issues, as well as what may be authorized disclosures by Administration
officials to the news media. | have always operated — and will continue to operate — with the
understanding that classified information is not for public refease. However, there must be a
common understanding going forward of the process for such declassifications, of how such
declassification decisions are documented to prevent arbitrary and capricious disclosures, and of
what information ultimately is deemed appropriate for public discussion. Accordingly, T would
also appreciate a fuller explanation of how the recent public disclosures were managed with

respect to these criteria, and how the Committee will be made aware of such decisions in the
future. .

I look forward to your response.

Rankmg Member
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December 12, 2007

The Honorable Mike McConnell
Director of National Intelligence
Washington, DC 20511

Dear Mr. McConnell:

©On behalf of the House Committee on the Judiciary, I want to express our sincere
appreciation for your participation in the September 18, 2007, hearing concerning *“Warrantless
Surveillance and the Foreign Intelligence Surveillance Act: The Role of Checks and Balances in
Protecting Americans’ Privacy Rights.”” Your testimony was informative and will assist us in
future deliberations on the important issues addressed during the hearing.

Also, please find a verbatim transcript of the héaring enclosed for ydur review, The
\ Committee’s Rule II (e) pertaining to the printing of transcripts is as follows:

The transcripts...shall be published in verbatim form, with the material requested
Jfor the record...as appropriate. Any requests to correct any errors, other than

transcription, shall be appended to the record, and the appropriate place where
the change is requested will be footnoted.

Please return your transcript edits to the Committee on the Judiciary by December 21,
2007. Please send them to the Committee on the Judiciary, attention: Renata Strause, 2138
Rayburn House Office Building, Washington, DC, 20515, If you have any further questions or
concerns, please contact Ms, Strause at (202) 225-3951,

Thank you again for your testimony.

Sincerely,

John Cony .
Chairman

Enclosure
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HARRY REID MAJORITY LEADER

Wnited States Senate

WASHINGTON, OC 20510-7012

December 1'6, 2007

Admiral John M. McConnel

Director of National Intelligence

Office of the Director of Naticnal Intelligence
Washington, DC 20511

Dear Admiral McConnell:

As you know, the Senate will begin debate on the FISA Amendments Act of 2007
* this week. Among the issues the Senate will consider is whether to grant retroactive
immunity to telecommunications companies that are alleged to have agsisted the
government in its warrantless wiretapping program. You recently wrote in the New York
Times that imsnunity is one of the three most critical issues in this bill.

We appreciate that you have provided access to the documents necessary for
evaluation of this issue to the Senate Intelligence and Judiciary Committees, as each has
in tumn considered if. As the debate now moves to the full Senate, I believe it is of critical

~ importance that all Senators who will be called upon to vote on this important question
have an opportunity to review these key documents themselves so that they may draw
their own conclusions, In my view, sach sitting Senator hes & constitutional right of
access to these documents before voting ori this matter.

[ strongly urge you to make the dociuments previously provided to the Intelligence
and Judiciary Commitise regarding retroactive immunity available in a sccure location to
any Senator who wishes to review them during the floor debate. I appreciate your
cooperation in this matter, '

Sincere)y, .
‘ zH ARRY REID
‘ Senate Majority Leader
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Qciober 8, 2007

Hon. Michael McConnell

Divector of Netional Intelligence

Qffice of the Director of Watlona! Intelligence
Washington, DC 20511 - ‘

Dear Director McConnell:

Thank you for your testimony t the United States Senate Judiciary Committee hoaring regarding
“Strengthening FISA: Does the Protest America Act Protect Americans’ Civil Libertios and
Enhance Security?” on Septamber 25, 2007.

Enclosed are writien guestions from Committes members. In order to complete the heering
record, please send your writlen responses as soon s possible and is no event fater than
Tussday, Oclober 23, 2007 1o my office, attemtion Jeonifer Price, Hearing Clerk, Senate
Judiciary Committge, 224 Dirksen Senate Office Bullding, Washington, D.C., 20510, Please
alsq‘ send an e¢lectronic version of your responses fo Iénnifcr_Pricc@iuaiciary-.dom.smate,gov.

Again, thank you for your participation. If you have any questlons, please contact Jennifer Price

of my staff et (202} 224-7703,
incerely,
?ATRJ CK LBAHY
Chairman ‘
€e/e Q'{.Q'E"b}i?,* n7. Kae LILBNRM AU G ARITITIIAN. LW ITINT fan? -en.a ey
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Senate Judidlary Commitiee
Hearing on “Strengthening FISA: Does tho Protect Amerfes Act Protect
| ) Americans® Civil Liberties and Enhance Securify?”
l ‘ Tueiday September 25, 2607

Questions Submitted by Chairmun Patrick Leahy
Questions for Director of National Intelligence Michae! MeConnall

i. Inyour September 23 testimony and your Seplember 20, 2007 tetter to Senator Casl
Levin, you say that you objested 1o S. 2011, the Rockefeller-Levin ghternative to the
: Protect America Act, in part because you were given very little Hme fo review il
| You say that based on the quick review you were permitted, some provisions
cancerried you,

With time to refloct, please identify wisich, if amy, provisions of 8. 2011 weuld
tnterfere unacceeptably with the flexikility the Intelligence Connuunity’s needs to
i conduct surveillance. Please give reasons and be as specific »s possible, IT there
‘ ave changes to tho offensive provisions that would climinate your concerns while
maintaining the provision's purpose, please ldentify those changes.

2. You testified that, eithough you “can’t sesolva the constitutions] debate™ about the
President’s authority to conduct surveillance outside of the statutory framework, you
would exercise your own authority “consistent with this law” and would “cause the
[Intelligence Comamunity] to executs our authorities” in the same way,

Do you commit that while you arc Director 61? National Intelligence you will not
pormit the Intelligence Community to conduct electronic swrvelllance ontside of
the procedures and nuthoritics provided by statute?

3. Please answer or clarify the follcwmg about minimization procedures under the
Protect America Actl:

Have the minimization procedures used under the Profect America Act been
submitted to the FISA Court?,

Would you supports statutm-y requirement that the FISA Court review the
minimization procedures for the PAA?

Has Congress received the minfmization procsdures used undor the Proteat
Amayica Act? Do you object to providing those pracedures for review hy
members and cleared staff of this Comm&ce‘?

You say that “Incidentally™ intcreepted mmmunimﬁ&ns of peeple within the
- Uunited States that are determined to have ne foreign intelligence value are

£/t . GIS6-YZ2-307 AJBLILBIP S Lo BXTIWN 2 PYIAT FBATecn v 100
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minimized and “éxpunged from the database” Can you clurify the process by
which these documents are removed from the database?

‘Wit you supgost & mechanism by whick the FISA Court can nssess the adequncy
of minimization procedures under the PAA without unduly burdening the
Inteligenes Community in its surveillance netivities?

4. Youdescribein your testimony the four tiers of oversight of the Protect America Act,

Can you please describe all oversight provided, inside or sutside of the Executive

_ Branch, of the scope of and protections for “incidental” interceptions of the '
communijcations af people within the Umtcd Statcs, Provxde &5 much detail as
possible.

S. Senator Cardin asked you “'Do you have any suggestions to us kow we could setup a
more effective involvement of the FISA Court” in the PAA process that would “give
more comfort that we have in place the appropriate checks and balances without
compromising the a,bzhty of your agency to go after the individual that you believe
you should?™

Please answer Scnator Cardin’s question in as much detail as posaible.
6. {a) Putting aside any constitutional or legal considerations, as DNI do you‘ have any

national security or operational abjection to providing this Committee ~ with.
appropriate security measures to protect classified information — with the following:

»  Authorizations for the Terrorist Su-rvciiiancc Program and rciatod swvei}lanco
programs .

+ All {egal opinions refated to .those-‘progra:ms‘

* Ceriifications provxded ta any cariers who might have asmxtcd the
government in carrying out those programs?

- (b) Please provide those doctuments to this Commitice,
7. CantheNSA doteimine, in real time or near roal time, from where 4 ¢l call

originates? Can it determine in real thme or nsar rcai time the origin of an IP
‘trensmission?

Quesstions for James A, Baker '
1. The Protect America Aot changed the definition of dlectronic surveillance in FISA.

What impact might this change have on FISA? Is the change neccssary ta accomplish
the ob;cctxvm of the PAA?
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2. Please angwer the following about the role of the FISA Court undér the PAA:

Cau Congress provide for more significant FISA Court role in oversight of thre
PAA withotit unduly burdening the Intelligence Community?

Daoes a “clearly erroncous” standard of review leave the Court a sufficient,
substantive role?

Under the PAA, if the Court found the procedures that the Administration was
using to determine *foreignness” were inadeguate, what could if do?

Questions for James X. Dempsey

1, The Administration argues that the changes they sought with the Protect America Act
are consistent with the original intent of Congress when it passed FISA in 1978
because FISA was intended to permit inferception of alf communications of
Americans with persons abroad as long as individuals in the U, were not targets.
They base this on the fact that FISA permitted the imterception of all international
radio communications, which, they say, carried almost ali of the international calls at
that tirne,

Put agide whetler tliis argument is factually corrcct. Showld we he relying in

our carrent discussion en the policy Judgments of the Congress in 1978 about the
need to. protect imternational calls? ‘With the enermous increage in Americans®
international éalls since 1978 as-well as the advent of the Internet, érail, and
other advances in communicatious techinology, would the intent of Congress in
1978 necessarfly lead to the same judgment about protectxons for international
communications?

2. Inresponse to criticisms that the PAA allows the government to infercept the:
communications of Ameticans as much or for as long as it wants gs long &s thoss
- Amérivens are not tatgets, the Administration argues that they have no incentive to
conduct “reverse targeting.” They say thatif they are interested in a person in the
Uniited States they will want to get a-warrant so that they can intereept-all of that
peérson's calls,

Does this response satisfy jfo-u?
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Questions of Senator Dick Durbin
Senate Judiciary Committee Hearing
“Strengthening FISA: Does the Protect Amerfca Act Protect Americans' Civil Liberties and
Erhance Security?”
Septeinber 25, 2007

Dircetor of National Intellipence J. Michacl McConnell

1. The Administration has taken the position that the President is not required. to follow certain laws
~ that he believes interfere with his power as Commander in Chief. Apparently that is the
Administration's view of the Prolect America Act, Accardivigto The New York Tiings:

[Slenior Justice Department officials refused to commit the administration to adhering to the
lirnits leid ouf in the new legislation and left ope’ the possibility that the, president could once
again use what they have said in other instances is his constitutions! authority to act outside the
regulatiens set by Congress.

lel you pledge that the Intelligence Community will comply with the Protect America Act inal
circumstances?

2. lreceived a lefter ffom a constituent expressing concern that he might b subject ta NSA
surveillance because he corresponds by e-mail with a journalist in fraq who writes for The Chicago
Tribune, He wrote tothe NSA to ask whether his communications have been subject o NSA
surveillafice, He received a response from the NSA that said the NSA “can neither confirm nor
deny" that he has been subject to warrantless surveillance.

a. Under the Protect America Act, could my constituent be sub;ect to 'warrantless -
surveillance?

b, Could American servicemembers overseas who call'and e-mail their families in the U S. be
subject to warrantless survexllancc under the Protect America Act?

c. What assurances can you provide to inngcent Americans that the NSA 1s not listeningto
their phone calls and reading their e-mails?

3. Some experts have concluded that the Protect America Act is so broadly drafted that it authorizes
the government to gathe.r the sensitive personal records of innocent American citizéns in this
country as long as you and the Attorney General certify the information “concemi[s] persons
redsonably believed to be outside the United States.” Do you agree with this interpretation?

4. 1fthe govérnment does not intend to-use the Protect America Act to seize thc records of innocent
Amerieans in the U.S,, would you support révising the law to make this-clear?

3. Somme have proposed that the Protect America Adt be revised as followst. the government would
not be required to obtain & warrant for any surveillance where the wrgct isreasongbly believed to
be outside the U.S., but the government would later be required to apply for a-warrant if there is.
reason to believe: that a “significant number” of intercepted commuriications involyed person who
is in the U.S. Would you support revising the law in this way?
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6. Some expérts have proposed thiat the FISA court should review the government’s surveillance
procedures to ensure that they are reasonably likely to tsrget non-U.8, persana cutside the U.S. and
callect foreign intelligence information, Would you support revising the law i this way?
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Senate Judiciary Cominittee
Hearing on “Strengthening FISA: Does the Protect America Act Protect
Americans' Civil Liberties and Enhance Securlty?”
Tuesday, September 25, 2007

Questions Submitted by U 8. Senator Russell D. Feingold
to Director of National Intelligence J, Michdel McCotinell

In your opinion, should the Judiciary and Intelligence Cosmmittees be provided
access to the Presidential Authorizations end Office of Legal Counsel opinions
justifying the NSA warrantless wiretapping program, from 2001 to the present?

During the hearing, you testified that you could provide the Judiciary Committee,
in a metter of weeks, with information about how much U.S. person information is’
locked at and disseminated under the new Protect America Act authorities. Please
provide that information as sdon as it becomes available.

The Protect America Act contains a provision that permits communications

- providers directed to conduct surveiliance under that law to file 2 petition with the

FISA Court challénging the legality of the directive,

a. Will you commit to notifying the Judiciary and Intelligence Committees if
any such petitions are filed with the FISA Court challenging the Protect
America Act, and will you share with those committees:any court action, as
well as the pleadings in those proceedings, redacted as nécessary?

b. Will you commit to-announcing, publicly,the fact that sucb a-petition bas
been filed? :

The Protect America Act authorizes surveillance dirceted at individuals

‘reasoriably™ believed to be overseas, subject only to after-the-fact, “clear error™
review by the FISA Coutt of the procedurés for making that.determination. Ifan
Ametican inside the United States were accidentally targeted under Protect
America Act awthorities, or if purely domeéstic comminications vrere acc1denta11y
dcquired, what happens to thosc connnnmcatrons?

The Protect America Act provides that FISA warrants are not-required for
surveillance “directed at” a person outside the United States, FISA uses the term
*targeting,” and according tu the testimony of James Baker, intelhgence
prafessionals cIearly understand what is meant by the term “targeting.”

& What, if a.nythmg, is the difference betwe.en “directing” surveillance ata .
person, -and “targeting“ that person for surveiliance?
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11.

b. Ifthere is no difference, for the sake of clarity why not use the word
“targeting™?

You have argued that the Protect America Act simply implements the infent of
Congress in 1978, because FISA was origially intended fo permit the Intelligence
Community to intercept all communications of Amerieans with foreign countries
without a court order, as long as individuals in the U,S, were not targets. Your
support for this is that FISA permitted the interception of all international radio
communications, and that, according to your testimony, “almost all”
comumunications between the U8, and other countries in 1978 were considered
radio, ' '

" Two of the witnesses who testified on the second panel presented a different

factual picture of the state of technology in the Iate 1970s. In their written
testimony, Jim Baker, the former head of the Cffice of Intelligence dnd Policy

. Review at DOJ, and Jim Dempsey of the Center for Democraty & Techriology,

c‘<plam that international communications occurred both by satellite and undersea
cable in the 1970s, In addition, FISA itself specifically required a warrant for
some communications between the U.S. and overseas. Would you like to
reconsider your assertion that FISA was ofiginally intended to permit the
government {o intercept all internationa! communications of individuals in the
United States, without a warrant?

On its face, Section 105B of the Protect America Act is not mandatory, Itis
optional, meaning that the Intelligence Community could conduet surveillance of
any individual overseas without fulfilling even the procedures in Section 105B.
Do you agree that it is not a statutory requirement that the govemnment follow the -
procedures laid out in Section 105B?

Does the Presidént have authority to anthorizé eleciyonic surveillance beyond what

is permitted by FISA as amcnded by the. Protect America Act?

Under the Protect America Act, what role is assigned to the FISA Court to play in
developing and ensuring comphancc with minimization pmcedurcs? .

[s there a greater potential for intrusions on Americens’ privacy fl'ghts, mistaken or
otherwise, if the government is intercepting internationa! communications.in the
United St&tes, as oppused to when the imeroepuon oscurs overseas?

. Senator Leahy asked you about the mmnmzanon rules under the Protect-America

Act, and you told him that “if ‘you’re minimizing, you would take them out of the

database.” What are;you referring to‘? Please clarrfy this statement.
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Senator Edward M., Kennedy
Questions for the Rocord
From Senate.Judiciary Committes hearing on “Strongthening FISA- Does the Protect
America Act Protect Amevicans’ Civil Liberties and Enhance Seeurity?”
Held on September 25, 2607

To Director of National Intelligence Mike McConnell

1. As the history 6f U.S, surveillarice law teaches us, it is essential that we have a very
carcful and—to the fullest extent possible—public consideration of FISA legislation.

I was present at the creation of the FISA law, and [ worked closely with a Republican
Attorney General to draft its provisions. Together, we found & way to provide our intelligence
agencies with the tools they needed, while building in checks and balances to prevent abuse of
- those tools. FISA proved that often we do not have to choose between civil liberties and national
security.

Unfortunately, the Protect Anterica Act was macwd in a much less thoughtful process. It
was negotiated in secret and at the last minute, while the Administration issued dire thieats that
failure to enact a bill before the August Tecess this summer could {ead o disaster, We need to
correet that failure by engaging in 8 thorough, deliberative procass before we enset more
legisiation.

That process cannat begin lf the Administration asks us to iemslate in the dark. The
Administiation has failed 1o provide us with adequate information about its activities, the lagal
justifications for those activities, and the FISA court opintong that we are told make new
legislation necessary. Ihope this hearing will mark the beginning oi‘ the end of this
stonewalling.

Qucstinns:

¢ ‘Wil you provide us with the information we need fo make informed judgments
sbout whetlrer FISA needs to be reformed?

¢ Will you provide us with the lega! justificstions pursuaut to which the
Administration conducted warrantless surveillance of Awmericans?

e Wil you provide us with detalls regarding the manner In which that surveillance
was condicted? :

2. I was upset to read your comment in the £/ Paso Times that becaiise we are debating

" FISA reform in Congress, “Americans are going to die.” As you know, Congress takes great
pains to protect classified zecrets, and we are absoluigly committed to protecting our country,
Terrorists are well aware that thelr commamications may be monitored,

Question: .

¢ Do you continne to maintain that “Amencans are going to die” because of this
dohate?

Pege lof 11
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3. In the same El Paso Times interview, you discussed. the two opinions by the FISA court
that you ssy made new legislation necessary. You revealed that the: first fudge ruled that “vwhat
we needed to do we could do with an approval process that was at the surunary level.” You
sald, “the second judge looked at the same data apd said well wait a minute I interpret the law,
which is the FISA law, differently. ‘And it came down to, il'it's on & wire and it’s foreign in a
foreign country, yau have to have & warrant ,

[n making these statements, you told the E! Paso Thmes sbout FISA court: optmom that
the Administration has refused to shm-e with Congress.

Questions:

v Can you explain why you chosc to leak these detalls?

* Do youstand by all the statements you made to the Bl Pase Times? For instance, do
you stand by the statementy thiat only about 100 people inside the U.S. are currently
under surveillance by intelligence agencies and that “[{}t takes about 200 man hours
to do one telephone number” for the FISA court?

« Will you mazke the two FISA court decisions you discussed availabie to the
Committee?

4, The Administration bas asserted a view of executive power that Is breathtaking in scope.

i1 has claimed the autherity to wiretap Amertcans without warrants, despite the-clear statement in
'FISA that It pravides the “exclusive” means for conducting foreign intelligence surveillance. As
we kriow from Justice Jackson’s opinion in the Steel Seizure Cases, the Président’s authority is at
its weakest when he acts confrary to & congressional epactment. Yet President Bush defied clear
mmxy language,

it is disturbing that officiels in the Administratiou find it 50 difficult to state that they will

obey the law, The right and ability of Congress to-be a check on the executive branch is a
bedrock principle of our constitutional system. Yet the Administration is asking for our consent
to 2 new Tew, while simultancously ingisting that no such congent is necessary, '

Questions:

+ Ifwe enanct 2 new FISA bill, will the President and the Intelligence: Community
accept that they are bonud by #? In particular, i we prss a bill that gives the
President and the Intelligence Community less power to conduet surveiliance than
they are now exercising, will they comply with it?

+ Ifwe do not extend the Protect America Act and do not pass any other now laws,
will the Administration comply with FISA?

» Aro any electranic surveillance programs currently being conducfcd outside the
authority of FISA as amended by the Protect America Act?

s Do you agree that new logislatian sheuld reaffirn: that FISA. is the solc means by
which the exeentive brunch can intercept cummunicaﬁans in the. United States?

Page2of {1

. . . ] 3
g/l . QIGAHZY 707 AJRIDIONS Al LG ARITLINND LW DT AT {ADF, On, 10
ODNI April 17, 2008 Interim FOIA Release - 000043



6¢/dl

5. The Administration is askin g Congress 1o grant broad immursity, for any past violations of .
the law by communications companies that provided surveillance information.

Once again, the énactment of FISA shows us the right way to handle this isste. Under
that carefilly draftéd statute, camumunications carriers have immunity from liability if they act
pursuant to a court warrant or a certification from the Attorney General that the matter falls ‘
within one of the stamtory exceptions that permits survezll ance withoutf a warrant. In this way,
FISA protects carriers whe follow the law,

Unfortunately, the Administration is now seckmg immunity for carriers that violated FISA.
Worse, the Administration will not tell us which carriers participated in the warrantless
survéillance prograrm, the nature or scope of their law-breaking, or why they deserve immunity
for their actions. Onee again, the Administration is asking Congress to legislate in the dark.

I'm troubled that the Administration apparently encouraged communications companies
to break the law, and that thosé companies apparently went along. Our democracy cannot
tolerate an executive branch that picks-and chooses which laws ta obey, and then asks otheis to
do the same. How can we in Corigress, as responsible lavimalcers; vote to immunize any persons
or companies until we have a full explenation of what they did and why they did:it?

Questions:

‘e Isn’t it trae that carriers who acted pursuant to 2 warrantor the Atforncy
General's certification already have immunity from linbility? If the warrantléss
surveillance program was legal as you have claimed, what do earrlers neod

-immunity from?

« Wouldn’t Congress be cndorsing the warrantless spying program by grantiig broad
immunity?

v If Congress immunizes any companies that may have broken the law, won’t that sct
a bad precedent? What incentivé will companies have in the future to’ fo]iuw the law
and proiect Americans® sensitivé information?

» If your concern is that carviers not be bankrupted, would you suppart samothing
more specific than eomplete amnesty—for example, a cap on damages?

o Ifnot,why not? Areyou worried that courts will rule that the: Premdent’s
warrantless surveillance programs were iliegal?

6. The Protect America Act contains remarkably broad langtiage. Under one prov:smn, the
Administration does not need a FISA warrant to' intercept any communications “concerming
persans reasonably believed to be ottside the United States,” so long asa sxgmﬁcant puorpose of
the.surveillance js-to obtain foreign intclhgcncc information—a terini that sweeps much broeder
than terrorism—and reasonable procedures. are in place,

As you kiiow, thers has been a great deal of conflision abotit what this provision
authorizes, and many Americans are concerned that it goestoo far. Alopg with Agsistant
Attorney General for Natianal Seourity Kenneth Waingtein, vou have tried to: allay some of these
coneéms in- pubhc staternents.

Specifically, both of you have said that, when properly vead, the Protect- America Act

"does not authorize:
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1, warrantless surveillance of domestic-to-domestic communications (on the theory that
these communications mxght “eoncern”™ a foreign target);

2. wearrentless physical searches of the homes, mail, computers, or effects of individuals in

~ the United States;

3. warrantless dcquisition of the Business records (inéluding tibrary and medical records) of
individuals ir the United States; or

4. “reverse targeting” of U.S, persons, in which the goverrument docs watrantless
surveillance of 4 person overseas when its primary or coegual purpose is to surveil 2
person inside the United States with whom the overseas petson is commumcatmg.
These activities, you have said, are norlawful under the Act. My concern is that 1t is not

sufficiently clear from the statute that these activities are prohibited.

Questians:

«  Since the Protect America Aet is not clear about whether or not it prohibits such
‘troubling practices, will you work-with Congyess on statutory language that clearly
prohibits them? '

o If you will not make this commitment, why not? This is a statute that will
remain In place after you have left office, Unless the statute is cléar, how can
“we trust that the government will not try to read ambiguous provuions s
broadly as it can?

7. Several other features of the Protect America Act are troubling, There is little debate
about what these featares do. Their language is clear. Itis the substance of these features that
concems me, because in my view they do not comply with the original intent of FISA.

Judicial review under the Protect America Act is extremely weak, The FISA court only
gets to lock at the procedures for ensuring that persons being targeted are outside the U.S. and
that acquisitions conducted under Section 105B do not constitute eléctronic surveillance, This
review occurs fong after the fact, under a “clearly erroneous™ standard.

This Is far from the independent judicial review that FISA bas albways vsed to protect
Americans. ‘Some pecple resisted judicial oversight then just as they arg resmtmg it fow, bufit
has worlced to safegnard Americans’ security as.well as their liberty, by ensuring that
govemnment surveillance activities are legal. The FISA court has been overséeing spying
activities that touch Amcncan ‘sofi for nearly 30 yoars, without incident.

Also, congressional oversight under the Protect America Act is very weak. Reports 8IS
made to Congress semi-annually. The only information the Administration must provide is
certain aggiegate data (the nuriiber of cértifications and difectives issued during thé reporting
period) and descriptions of incidents of non-comphance. There is nothing in the statute to
guarantee that Congress will learn how the statute is affecting Americans,

Further, there is no mechanism in the Act to ensure adequate prctcctmn for Americans’
communications that are “xncxdcntally“ collected when the government is-targeting someone
overseas. For example, there is no requirement that these communications be minimized in any
particular way. To the contrary, it scems that under thie Act, the government cin use and
disseminate these communications as it wishes. There is-ng requirernent that if a particular
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American is “incidentally” wiretapped at great length, the government will at-any point need to
obtain & warrant;

Questions:

+ ‘Would you aceept a stronger rote for judicial reviow under new Iegns!atian"

o For example, would you sccept 1 role for the FISA court in yeviewing the
Intclligence Community’s targeting and filtering procedures before these
procedures go into effect?

o Would you accept.a standard of review higher than “clearly- erroneous™?

o There bave been many complaints from the Administration that the. FISA
process is too burdensome, I this is one reason you want to mininiize
judicial oversight, can you explain why if would ndt meet your needs to have
additional resonrces or more time te seek after-the-fact emergency
warrants?

s Would you accept a sironger role for congressmnal review under new Tegislation?

o For example, would you accept a requirement that the Administration report
to Congress (in a classified seiting, if necessary) kow many Americans’
communications were surveilled in the reporting period?

+  Would you aceept new rules that pravide more protection for Americans whose
communicaftons are “incidentally” collected?

o For example, would you accept special, enhanced minimzatton ‘procedures

. for such collections?

¢ Would you accepta re{;uxremcnt that if any particalar American is
“tncidentaliy” survcllied in a sustained way, at somie point a court warcant
will be required?

3. One of the unfortunate consequences of the way the Protect America Act was passed is
that there is still great confusion—evén ameng members of Congress—about what it-does and
does not authorize, The statufé jtsélf is ambigaous in many places, and there is hardly any record
in Congress to help interpret it. As Mort Halperin said to the House Committee-on the Judiciary,
“Congress-enacted legislation the meamng of which is simply not deducible ffom the words in
the text.”

If the Administration had been more willing to-work with- Congress, we would have had
an opportunity to ensure that the new legislation was clear, complied with the Constitution, and
struck the proper balance between sccunty and liberfy. Instead, as Mr. Halperin said, “{t}he
bipartisan-and strong public support of the FISA was ruptured by the Administration’s tactics.”

T'am not asking you at this.time to go over every ambiguity- in thie statute, but  have

.questions about several provisions that aré particularly unclear, It is importént to. 1earn what
_ these pmvxsxous do and'do not audlonze in order fo evaluste them effectwely.

Questions:

»  Section IUSA of fhe Protect America Act refers to activities “directed-at” peisoxs '
abroad, while Scction 105B refers to activities “concernitig” such persons. Previous
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drafts of the statute had nsed “directed at” in both sections. However, “concerning”
-appears to'be a much broader term.

o Why did the Administration insist on changlng the Innguage in Section 105B
to “concerning”?

o How do you plaw ot inicrpmtmg the “concerning” language?

« [ am concerned about the phrase “other persons” in Section 105B(a}(3) of the Act.
Who are these other persons that the Administration can now order fo turn aver
commimications? The Postal Service? Federal Express? Private individuals?

o 1 aim also concerned sbout the potontial breadth of Sectfon 1658, Under the Protect
America Act, would it be lawful to collect ¢very communication from America to
Germany—without a court warrant—if the purpose of this collection was to find
one tervorist in Germany?

o If not, pleage cxplain why this would be unlawful under the statuta.

o If this would be [awfal, don’t you find it troubling that potentially milltons of
communricrtions could be intercepted in this way—without any court
warrant—te find a sinple forcign fargot?

o  Will you work with Congress te find language that will placc Hmits on
overbroad warrantless surveillance?

« Doaos the Proteet America Act cover stored communteations—for instance, e-mails
sitting in a person’s meilbox—as well as real-time communications?

o M uot, where in the statute does it indicate that stored communications may -
not be collected undey the Act?

o Ifso, isn this = significant change from the tradiﬁuna} FISA reglme of
infercepting real-tine communications only?

s  Undor the Protect America Act, cerfifications are “not required to identify the
specific facilitios, places, premises, or property” that the government will be able to
access.

o Why not?

‘0 Does this moan that once it has a certification, the government will be able to
collcet any information it wants from-a commnnjeations provider?

g, The Protect America Act gives the Administration great power to conduct warrantless
‘surveillance of “persons reasonably believed to be outside the United States.” Some of these
persons might be U.8. citizens traveling or living abrosd,

An Executive Order (12333) pravides some limits on surveillance of ULS, citizens who
are sbroad. But it is just an Executive Order, and we alt know that statutes can trump Execttive
Orders. Along with colleagues like Senator Whitehouse who have raised this issue, T am worried
that under the Protect America Act, the Administration will be able to wiretap at will soldiers
serving in Iraq, or Amerlcans visiting relatives in other countries, 6t Americans studying or
doing business abroad, Most Americans wonld be upset to learn that the government can do: this.

Questmns:
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+ Ifyousagree that Ameéricans who travel abroad do net sacrifice all their elvil
liberfics and privacy righis at the border, will you work with Congress to make sure |
that new legislation recognizes privacy protccnens for Americans abrgad?

+ Da you believe that hefore the government can tdrget a U.S. person abroad, a court
warrant should be required?

o If not, why should FISA’s most éentral protection of Americans—that a
warrant be required before their communications can intentionally be
surveillad—suddenly disappear the moment they step over the border?

v If you arc unwilling to require a FISA court warrant for surveiilance that targets
Americans abread, would you be willing fo codify in statmte the standards and
procedures ¢f Exccnhve Order 12333 for this surveillance?

To James X. Deinpsey

1. Mr, Dempsey, in your remarks at the hearing you said, “T've heard a lot of progress being
made and I’ve heard the outlines of an approach that is better than the approach in the Protect
America Act,” and then you outlined several elements of that approach. [ found your analysxs
very interesting and {lluminating.

Question:

»  Canyou please flesh out this-approach? In particalar, can you deseribe all the
reforms that you think ought to be made to the Protect America Act; and indicate
which onés you think would attract broad support and which ones would be
controversial?

To ull Panel IT Witnesses (.fames A Baker, James X, Dempsey, Suzanné. E. Spaulding, mm'
Bryars Cunningliany

1, . One thing the Administration rarely menticns in ils statements about the Protect América
Act i$ the Fourth- Amendment. Yet tiie Constitution is the supreme faw of the land; and al]
legislation must comply with it. There is obkusly sonie uncerfainty in Suprems Court case law
about the extent to which the Fourtly Amendment Himits electronic surveillance, but we know
from cases like Katz and Xeith that the. Fourth Asmendment does apply in many sitiations.

Qucstmns

. Wh en Americans talk or e-mail with peaple overseas, does the chrth Amendment:
provide any protection for their jnternational communications?
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». In your view, docs the Protect America Act contply with the Fourth Amendment? If
not, what are the offending provisions?

* What role sboutld the FISA court have in saféguarding Amcri:ans’ Fourth
Amendinent rights?

Z. Ag you know, the Prctect America Act weakens ths role of the Fortngn Iintelligesce

Surveillance Court. For commusmications covered by the Act, the FISA court is permitted to

conduct onty 2 very gencral review of the government's collection procedures, fong after the
fact, under a “clearly erroneous™ standard, T‘nai:'s a far cry from the central rofe that the Court
has been playing under FISA.

The Administration has. attemptod to justify its undermining of the FISA court by
claiming that more serious judicial review would be too burdensome, and that ekecutive branch
oversight is sufficient to meke sure the law is not abused.

Questions:

» How do you regard ‘cbeAdmimstraimn’s arguments for why the FISA court shoutd
be marginaiized?

v What role should judicial review have under any new legislation?

\

3. Congressions! overs; ight under the Protect Ametica Act is also wezak, chorts are made
to Congress semi-annually, The only information that the Administration hag tb provide iu the
number of certifications and directives issued during the veporting period and descriptions of

_incidents of non-compliance.

Questions: -

s - Are these reporting requirements adeguate to ensure thaf Congress understands
how the statute is affecting Americans and has the information necessary to fuififi
its overgight respunsibilitics?

» What information does Congress need to conduct real sversight?

4. The Administration is dermanding thet Congress grant refroactive immunity for
communicetions service providers that compiied with unlawful surveillance requests. ‘Some of
these companies apparently cooperated with thawax:mnticss surveillance program, which
violated FISA.

Questions:

s How do you regard the Administration’s srgument that these companies must be
- granted foll iumunity o else thoy will go bankrupt? Arén’t there other ways—

such as a.cap on damages—in prcvcnt bankruptey while still holding companios
iiabis for viofations of FISAT
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« Ifbankruptey is not the real lisue, why is the Administration so adamsnt that
retroactive immuenity must be provided?
* Do you agree that provider liabilify is a key structural protection of FISA?

5. Many of us are obviousty concerned about the scope of the Protect America Act. The
Act isn’t clear i many respects, but it seems to authorize very broad warrantless surveillance—
far broader than anything allowed under FISA,

Questions:

« Under the Protect America Act, would it be lawfal fo collect every communication
from America fo Germany—without a court warrant—if the purpose of thiy
collcction was to find one terrorist in Germany?

© How could the Act be amended to place some constraints on such activity?
¢ Boes the Protect Ameriea Act cover stored commuuicetfons—for instance, e-mmls
sitting in a person’s mallbox—as wall ay real-time communications?
o Ys this a significant change in the law? Why does it matter?

¢  Why did the Administration insist on the phrasc “concerning,” rather than
“directed at,” when deser{bing surveillance in Sectlon 10587 Isn’t “concorning” @
significantly broader torm?

¢ In goneral;, would you say that the Protect America Act simply “modernizes” FISA
to account for changes in technology and security threats? Or decs the Act overturn
FISA in key respeets?

6. The Administration has repéatedly claimed that the Protect America Act restores FISA's
original intent, One aspect of this claim s that FISA was never iutended to protect Americens
who communicate with forcign targets. Director of National Intelligence McConnelf has stated
that “Ccmgrcss crafred [FISA] specifically to exclude the Inteliigence Community”s surveillance

operations against targets outside the United States, including where those targets were in
commurication with Americans, so long as the U.S, side of thet communication was not the real
targel.”

Questions:

Is this claim by the Administration corvect?

Even if thé Administration’s claim Is correet; do you think i npproprmfe to
providoe as little protection ax this statute providcs for Americans whose
communications may be “Incidentally” eollocted by the governmrent?

7. Under the Protect America Act, it is possible that millions of “incidental™
communications between foreign targets and innocent Ameéricar citizens will be collected by ihe
govermmiént, Maxy of us ars concerned that the Intelligence Commumity’s minimization

Page9-0f11

82/8‘[ QISG'bZZ-ZQ?‘ AJBLOLINE 8U1 G0 Raasnna s T AT AR rn ann
ODNI April 17, 2008 Interim FOIA Release — 000050



procedures—the procedures that contrs] What canbe done with informatian after it has béen
collected—are insufficient to protect the privacy of these Americans.

Questions:

s To the best of your knowledge, what limits curreatly exist on the government’s
ability to store, analyze, and disseminate information it coliccts thhu ut a FISA
warrant on Americans who were nover a target?

» Should ncw leglslation require stronger minimization procedures, cither for all
Americans’ communications or at least for infernational communications that are
“incidentally” collected?

8. It appears from the text of the Protect America Act that Americans who travel abroad arc
now extremely vulnerable to warrantless surveillance. When Americans travel out of the
country, the Act suggests that the government can wiretap them-—without any warrant—as long
as a significant purpose-of the surveillance is to obtain Joreign intelligence information.

Questions:

! s Isthis correct?

¢+ Can you explain what effect Executivo Order 12333 has onthe mretappmg of
Awmericans abroad, ‘gud whether this Order will continue to have force under the
Protect America Act?

» To protect therights of Americans who travel abruad should we require a-warrant
anytime the government wants to target a U.S, ciﬁzen? :

. We spent much of the hearing debating the Protect America Act, which is vexy
'conthcrszal and troubling in itself. But'the Administration is also asking for additional changes
in the FISA: law. For example, Director McConnell has asked for a variety of “strcarrdxmng”
measures and for an extension of FISA's emergency provision from 72 hoursto one week.

Questions:

« ‘What do you think of thése new requests?

» Beyond this debate wenre having gver FISA -and the Protect America Act, what else
does Congress nced fo dg to ensure. that oul intelligence programs ave as effective
and regponsible as pussxble?

o Iihas boen reported thatthe Mational Security Agency is havihg many
probiems with managemént and with the computational did transtational
aspects of mfeihgence analysis, Shouid these ¢ pnntltzes"

s Unfortunately, a majority of this Committee is himpered-in this debate by mot
knowing pregisely what we are fising. Despite subpoenas, wehiave been denied the.
Tegal justifications for the warrantless surveillance program, and o have been
denied gccoss tothe FISA court opinions that we are told made new legistation
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necéssary. We are being told we need to fix a problem whose xature and scope have
not been vevealed to us.
o Giveu the secrecy that enshrounds this entire debate, how would you
recommend Cougress fulfilf itc oversight responsibility? '
o ' Do you thiuk Congress should conduct a broader review of intelligence policy
&t this time?
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“Strengthening FISA: Does the Protect Ameries Act
Protect Americans’ Civil Liberties snd Enhaoce Secarity?”
September 25, 2607

Quostions for the Record Submitted by Rauldng Member Arlen Specter

1. How targeted is the surveillance being conducted pursuant to the Protect
America Act? In your Avgust 22, 2007 interview with the E7 Paso T¥mes, you
said: “Now there's & sense that we're doing massive dala mining. In fact, what
wa're doing is surgical. A telephone number is surgical, So, if you know what
number, you can select it out.™ To the.extent you can comment in an unclassified
format, can you elaborate on how targeted the survaiifance being pursued under
the Protect America Act 15?

2. Do you interpret the Protect America Act fo sathorize a range of intelligence
gathering activities? In a July 31, 2007 letter to me, you indicated that the
activity that bas come fo be known as the *Terrorist Surveillance Program” was
just one “aspect” of the "various intelligence activitics” authorized by the
President after 9/11. Do you belisve the Protest America Act encompasses or
authorizes intelligence activities beyond the acquisition of communications that
would constitute “electronic surveillance” under Section 101(f) ef the Foreign
Intelligence Surveillance Act (FISA), & for the excwpuou to that definition
created by new Section 105A of FI’SA? ‘

3. Protections for U.S, persons located overscas. The Protect America Act vefers
1o surveillanice “directed at @ parson reasonably belioved to be located outside of
the United States,” rather than limiting the scope of surveillance to foreign
persons. Wevertheless, you have pointed out that Executive Order 12333, Section
2.5, already prohibits surveillance of U.S, persona gversess unless the Attorney
General determines “in each case thatthere is probable cause to beliave® the
person is *d foreign power or an. agent: of a foreign power."

At the hearing, ynu said you "wouid have ne personal objection™ to transferring
the authority to approve surveillance of U.S. persons overseas to the Foreign
intetligence. Surveillance Court, and codifying the required probable cause
showing. Nevertheless, you cautioned against potential unintended consequences
of such a change, and you highlighted the possible nzed to dzﬁ'ercutmtc between
U.S, persons and U.S. citizens,

© g Having considered the issue, have you dentified any potential concerns
with: such a changs in the law? Ddes your analysis-depend upon whether
ihe collection of intelligence acours inside the Unired States o outsids the
United States?
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b. Can you eldborate on the implidaﬁdn's of providing such protections to all
U.8. persons, as compared to just U.S. citizens? Does the Executive Order
.recqgtﬁzc this distinetion for purpose of Section 2.57

4. Usc of the terms “concerning” and “directed 26 in the Protect Amoerica Act.
In tesponse to question from Sen, Feingold, you acknowledged some possible
smbivalence about the chojce of the terms “concérning” and “directed al™ in
different parts of the Protect America Act. Have you determined whether the
terms “directed at” or “targeted at™ could be vsed thrcughout the legislation
without negative consequenges for the collection of foreign intelligence?

Question for Bryan Cunningham

At the hearing, | ssked you about the possibility of requiring the govemment o repori
vack 1o the Foreign Intelligence Surveillance Court periodically about the
surveillance conducted pursuant to the Protect America Act. You expressed concerns
about having the cowrt “evatuate the foreign intelligence value of the information”
collected. Nevertheless, you suggested that it may be approprizte to have the court
evaluate whether “the scope of the intercepts really worked” as contemplated. Could
you elaborate on the type of review you would consider appropriate when the court is
asked to reauthorize the governnient’s survemance procedures, including the-
appmpnate standard of review?

Questious for Suzanue Spaulding

1. Atthe héaring, you testified that Congrass should aveid cresting exceptions fo
FISA's definition of “clectronic surveillance,” {6 prevent negating statutory
protections linked to that definition. Nevertheless, given that the sxisting
definition of electronic surveillance st distinguishes between “wire” and “radio”
communications, would you support amending the definition to make it
technology neutral?

2. In youriestimony, you state that legislation reanthorizing or modifying the Profect
Ameriea Act should limit the statute’s scope to the coflection of intelligence -
concerning terrarism, rather than the collection of forsign intelligence more
broadly. DNI McConnell has testified, however, fiat our nation faces othér
equally prcssmg concems, such as foreign intelligence mvolvmg the proliferation

of waapons of rhass destruction. y

g, Do you continue 10 believe that new legzslaﬁnn should not enconmipass
foreign intelligence related to the proliferstion of weapons of msss
degtruction and similar threats to our national security?
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b, . Are yoir wortied that distinguishing between different categories of
foreign intelligence might urinecessarily complicate the guidance and
training provided 1o intelligence officers?

Question for James X. Dempsey -

Your written testimony states: “a conununications service provider should not havs to
guess whethér cooperation with an apparently illegal request will be excuged.”

‘Would your analysis of the arguments for refroactive immunity change if the requests
received by communications cerriers were not “apparently illegal™? Would it be
different; for example, if the carders recerVod a certification of the programi's
legality?

Questigns for James A, Baker

1. InJack Goldsmith's recent book, The Terror Pres!a*cncy Law and Judgmaent
Inside the Bush Admmmmtmn, Mr Goldsmith wntus “Jim Baker analoglzcs the
task of stopping our anemy to & goslic in a soccer game who “must stop cvexy
shot, for the enemy wins if it scores & smgle goal.’ The problem, Baker says, ‘is

that ﬁw goalie cannot see.the ball—it is nvisible. So are the players—he doean’t
know how many theve are, or where they are, or what they lock like. He doesa't
know where the sidelines m—-thay are blurry end constantly shifiing, asare the -
rules of the game itself™ (Emphasis added.)
e. 15 Mr. Goldsmith right to credit you, among others, thh the Boceer goalie
analogy?
'd. 'What does the goalie analogy portend for our decisions about whether to
renew the Protect Ardrica Act? Specifically, what are we to do when
NSA analysts and DNI McConnel! tell us that they cannot know in
advence whether a terrorist overseas will call into the US?

2. Given your knowledge of the Foreign Intelfigence Surveiltance Court, how do
you belfeve that court would react to an expansion of ity jutisdictien to include
approvel of surveillence tergeting U.8. persons oversess — if, for example, the
authority granted to the Atfomoy General under Section 2.5 of Executive Order
12333 was transferred 10 the court by statute?
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OFPICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
WasHinoTon, DC 20511

Cetober 12, 2007

Chairman John D. Dingell

Chairman

Committee on Encrgy and Commicrce
- House of Represeptatives
Washington, DC 20515

Dear Mr., Chairman:

1 am writing on behalf of the Intelhg,cnw Community, with regard to the letter you
recently sent (0 a number of telecommunications carriers secking information concerning
assistance that these carriers may bave provided in response fo requests from the Government,

Many of the questions in your letter are broadly worded and, as a result, may request the
disclosure of information relating to intelligence activities. This information could be classified,
The knowing or willfuf disclosure of classified information by private parties to unauthorized
persons is prohibited by a number of federsl statuies. See, for example, 18 U.S.C. § 798¢a). The
oversight of inteHigence activities is conducted by the Senate Select Commitiee on Intelligence
and the House Permanent Select Commiitee on Intelligence consistent with the National Security
Act of §947 and fong-standing practice. Members of those committees are informed about

intelligence activities that may be implicated by your quéstions and exercise ovcmgh! as stated
in the National Sccurity Act of 1947.

We were alsa advised that the feteer™s discussion of Nationit Security Letters (NSLs) may
create some confusion. Your letter staies that “{plursuant 1o the Foreign Intelligence Survejllance
Act (FISA), the Federal Burean of Investigation (FBI) may use NSLs to obtain, without court
review, records from businesses, including telephone companies and Internet service prowde:s
We undersiand that five statutes (not FISA) authorize the FBI and other government agencies, as
appropriute, to request information from various entities, such ss wire and electronic
comumunications service providers, consumer reporting agencits, and Gnancial institutions, in
conducting authorized investigitions, activities, and analysis. See 12 US.C. § 34141 15 USC. §

1681u; 15 US.C. § 1681v; 18 US.C. § 2709, 50 U.S.C. §436. Ra}utstsundcr(ﬁmmmtcsm
often referved to as NSLs.

These NSL authorities are ot part of the Foreign Intelligence Surveillance Actof {978.
There is, however, 8 separate partion of FISA that provides a mechanism for the FBI 1o obtain an
order from the Foreign Imelligence Surveillance Court (FISC), or a United States magistrate
judge designated purduant to the statute, to-require the production of certain buginess records for
foreign intelligence purposes. See 50 U.S.C, § 1861. | understand that this provision does not
permit the Govermment to reqixire production of such matesials without a court order. Orders
issmed pursiant (o this statite are wypically refemved to as section 21 S of business record orders. It

ODNI April 17, 2008 Interim FOIA Release -- 000056



is impaottant to distinguish between these very different types of authorities because of the
different standards and procedures applicable to each,

it is important {o distinguish between these provisions, as well as other aspects of FISA,

to avoid confusion. For example, the letter seeks information regarding the number of instances
when tefecommunications carriers have “been requested 1o commence & wiretap . . . without an
NSL. where the entity seeking such information has cubs-cquenﬁy received authorization.” We
are advised that NSLs cannot be used to cominence a wiretap under FISA. As s result, it will be
difficult for telecammunications providers to provide any ussful information in response 1o such
a question—requests by the Goverament to conduct clectronic surveillunce would have taken
pkaw “without an NSL." Simildr problems arise with answering a number of the other guestions
in the {etter,

Telecommunications providers, as well 8s othes private parties, provide invaluable
assistance 1o the Government's efforts to enforce the laws that protect ali of us. from laws that
protect the most vulnerable from child pornographers fo those that protect the pation from
terrorists. Private parties should be thanked for thelr efforts. Insiead, companie$ have faced
numerous lawsuits as a vesult of their alleged activities in support of the Government's efforts to
prevent another terrorist attack. It is fundamentally unfair for these companies [0 continue (o
face the costly burden of litigation on these matters. The nation cannot expect cooperation if il is
not willing to ensure that companies alleged to cooperate with the Government will be protected
from litigation, Moreover, such tigation risks the disclosure of state secrets and thus could
damage our national interests. Therefore, it is imperative that Congnass provide lisbility
pmtccuon o companies that are alleged to have assisted the nation in ﬂm conduct of intelligence
activilies in the wake of the September 11 attacks.

I you have any additional questions on this matter, please do not hesitate to contact me,

Sincerely,

Kathieen Tumer
Director of Legislative Affairs

ce:  The Honorable Ed Markey
‘The Honorable Bart Stupak

} 5]
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DIKECTOR OF NATIONAL INTELLIGENCE
WASRINGTON, DC 20511]

OCT 39 2007
The Honorable John D. Rockefeller IV
Select Committee on Intelligence
United States Senate
Washington, DC 20510

The Honorable Silvestre Reyes

Permanent Select Committee on Intelligence
U.S. House of Representatives

Washington, D.C. 20515

Dear Chairman Rockefeller and Chairman Reyes:

This letter presents the views of the Administration on H.R. 2082 as passed by the House'
of Representatives and the Senate Amendment thereto (referred to below as S.1538), entitled the
“Inteiligence Authorization Act for Fiscal Year 2008.”. We appreciate the Committees’ inclusion
in their respective bills of many of the provisions contained in the Administration’s draft bill, and
thaok you for your efforts on behalf of the Intelligence Community (IC). The Senate bill, in
particular, contains provisions that support the mission and function of the Office of the Director
of National Intelligence (ODNI) and the IC. ~ We also recognize that the Senate eliminated
several controversial provisions from its bill prior to passage.

Unfortunately, there remain provisions in both bills and their classified annexes that
cause the Administration concern. Indeed, certain provisionis in both bills are inconsistent with
the protection of intelligence sources and methods, the need for effective conduct of intelligence
activilics, the recommendations of the 9/11 commission, and the need for legislative-exccutive
cooperation with respect to U.S. intelligence activities. For the reasons stated below and .
identified in my classified letter, dated September 10, 2007, the Administration would have
difficulty supporting a bill that does not satisfactorily address these concerns, omits the important
authorities granted to the DNI in the Senate bill, or contains harmful restrictions on the DNI's
ability to manage his office and the IC._In particular, should the final authorization not
satisfactority address the provisions of significant concern to the Administration described
immediately below, the President's senior advisors would recommend that he vetg the bill.

Provisions of Significant Concern

The Administration was pleased that Congress addressed the need to modemize the
Foreign Intelligence Surveillarice Act (FISA) by passing the Protect America Act (PAA), S.
1927, and looks forward to working with the Congress on making these changes permanent. We
must continue to ensure that the IC is gathering critical foreign intelligence to protect America
from another attack, consistent with the protection of privacy and civil liberties. We are further
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encouraged by the positive steps taken recently by the Senate Select Committee on Intelligence
(SSCI). The SSCI's “FISA Amendments Act of 2007" has strong bipartisan support and,
although aspects of this bill are problematic, the Administration appreciates the SSCI's efforts to
fix collection problems related to foreign intelligence surveillance. However, provisions
included in both intelligence authorization bills raise issues that are counterproductive to a
constructive dialogue on this important issue, We believe that a comprehensive discussion of
these provisions is best held in the context of the FISA Amendments Act.

1

Section 504 of H.R. 2082, which purports to reiterate that FISA s the exclusive means by
which electronic surveillance may be conducted for gathering foreign intelligence
information raises constitutional questions. The bill purports to reiterate that FISA is the
exclusive means by which electronic surveillance may be conducted for gathering foreign
intelligence information. FISA presently contains an exclusivity provision and the
inclusion of an additional and broader exclusivity. provision raises unnecessary and
highly complex legal questions. Nonetheless, the Administration has agreed to discuss
inclusion of an appropriately drafted exclusive means provision in connection with the
SSCI’s FISA Amendments Act. The provision, as drafted in H.R. 2082, however, suffers
from technical problems that could disrupt the effective conduct of intelligence activities.
Similarly, it would limit our ability to protect the Nation by prohibiting the Government
from using the provisions of chapter 119 of title 18 of the U.S, Code for gathering foreign
intelligence information. Finally, the provision in H.R, 2082, by requiring the Congress
to be extremely clear and precise in the face of a crisis, creates a potential for uncertamty
in the IC ata time when clarity is most needed.

In the context of the Intelligence Authorization Act, the Administration also strongly
opposes section 315 of S. 1538, which would amend the FISA to require the Attorney
General to submit a copy of any order issued by the FISA Court or the FISA Court of
Review that includes significant construction or interpretation of the Act. Section 315,
as amended, would also require the Attorney General to submit copies of all decisions,
orders, and opinions issued by both courts. We are concerned that neither section
contains provisions for redacting or summarizing particularly sensitive information,

- which may be-included in these materials. Accordingly, these provisions may undermine

the President’s responsibility to protect access to certain kinds of national security
information.. As much of this information is already provided to the comumittees in the
form of a semi-annual report, and to the intelligence committees in briefings, we believe

that reporting on FISA matters is appropriately left to established channels. Despite our

concerns, the Administration is prepared to discuss this provision further with Congress
in the context of the SSCI's FISA Amendments Act.

Contrary to the 9/11 Commission recommendations, the Senate bill would create no less

than 5 new Senate-confirmed positions, increasing the potential for delay in filling critical
leadership positions in the IC. As the Commission noted, new intelligence officials need to
assume their responsibilities as quickly as possible to avoid disruptions in the national security
policymaking process.

o
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"« The Administration supports the creation of a statutory Deputy Director of the Central
Intelligence Agency, but opposes the requirement in section 421 of both S. 1538 and H.R.
2082 that the nominee be confirmed by the Senate.

s Likewise, section 434 of S. 1538, would create a statutory Director of the National
Security Agency (NSA), Director of the National Geospatial-Intelligence Agency (NGA),
and Director of the National Reconnaissance Office (NRO) to be appointed by the
President with the advice and consent of the Senate,

¢ Section 410 of 8. 1538 would create an Inspector General (IG) of the IC in the ODNL In
addition to creating yet another new Senate-confirmed position, this provision would
authorize the new IC IG to conduct, supervise, and provide policy direction for
investigations in any elemént of the IC, even though that element may be part of a
department or agency that already has a statutory IG. The existing IGs of all the IC
elements are still best suited to performing their investigative, inspection, and audit
functions, without the addition of an outside entity like the proposed new IG. In addition,
section 433 would designate the IGs of the Defense Intelligence Agency (DIA), NGA,
and the NRO as IGs of designated Federal agencies under the Inspector General Act and
makes these officers designees of the IG of the Department of Defense. It also provides
that the DNI or the Secretary of Defense may prohibit any of these officers from
initiating, carrying out, or completing any audit or investigation that would harm the
national security interests of the United States. Authorizing the DN1 to cut off an
investigation by a departmental inspector general of an intelligence element of an -
executive department that has been ordered by the head of that executive department
would be inconsistent with the preservation of the authority of heads of departments and
agencies over their respective departments, as provided in section 1018 of the
Intelligence Reform and Terrorism Prevention Act (IRTPA) (Public Law 108-458).

QOther Provisions of Concern

The Administration has additional concerns with certain other provisions of S. 1538 and
H.R. 2082.

" Both S. 1538 and HL.R. 2082

Certain reporting requirements in both bills raise concerns with respect to the President’s
authority to control access to national security information and potentially frustrate the DNI's
statutory responsibility to protect sources and methods, Existing Jaw and understandings provide
the proper arrangements for ensuring that appropriate congressional committees are informed of
intelligence and intelligence-related activities.

¢ The Administration strongly opposes section 409 of H.R. 2082, which relates to an
intelligence special access program inventory, The Administration has serious security
and counterintelligence concerms over the creation of a single document that would
describe all special access programs. The IC has provided and intends to continue its
practice of providing detailed briefings to the intelligence committees on these matters.
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o Similarly, section 309 of S. 1538 would direct the DNI to provide a comprehensive report
on compliance with the Detainee Treatment Act of 2005 and related provisions of the
Military Commissions Act of 2006. The information required in the reports would be
extraordinarily classified and is required to include all legal justifications from any office
or Official of the Department of Justice. As such, this provision could not only infringe
upon the President’s responsibility to control access to national security information, but
would compel the production of internal deliberative legal materials.

The Administration strongly opposes any efforts, such as those found in section 105 of
both S. 1538 and H.R. 2082, to incorporate into law the reporting requirements which may be
contained in the conference report or the classified annex to intelligence bill. ‘This would
severely restrict the flexibility of both the Congress and the Executive Branch to modify and
adapt provisions in the classified annex to meet changing conditions and requirements without
seeking a statutory change. We fear that this will inevitably lead to a body of stagnant, outdated
reporting requirements that would not meet Congress' information requn'ements and would drain
limited resources in the IC.

Both section 425 of S. 1538 and section 415 of H.R. 2082 would direet the DNI to
prepare a report on the advisability of providing Federal retirement benefits to former employees
of Air America and associated companies. The question of whether these individuals are entitled
to Federal retirement benefits has been reviewed within the Executive Branch and addressed by
the Federal Courts. The Administration is reluctant to divert the limited resources of the ODNI
to this issue and requests that this provision be omitted from the conference bill.

S.1538

The Administration has concerns with section 401 as currently drafted. This section
would authorize the DNI to conduct accountability reviews of the elements of the IC and the
personnel in those elements, and would provide discretionary authority for the DNI to conduct
such reviews if requested by a congressional intelligence committee. The DNI strives to be
responsive to requests from Congress, but this process is appropriately left to established
channels and should not be subject to detailed statutory requirements.

Section 411 establishes in law the National Counterproliferation Center (NCPC) in the
ODNI and creates the IG of the IC as an office in the ODNIL For reasons set forth above, the
Administration objects to the creation of the IG of the IC. Although we fully support the
existence of the NCPC, we object to its codification in law. This is an unnecessary step, and
limits the authority in the IR'TPA of the DNI to change the Center if it céases to meet appropriate
intelligence prioarities.

Section 412 would establish a National Space Intelhgence Office in the ODNI. Although
the Administration agrees that space intelligence is an important issue, we do not believe that it
requires a dedicated office in the ODNIL The statutory creation of this office infringes on the
DNI's authorities and responsibilities to organize and prioritize functions in the IC.
Accordingly, we request that this provision not be included in the conference bill.
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Section 436 would require the Secretary of Defense to delegate certain authorities to the
Director of the National Geospatial-Intelligence Agency concerning the granting of security
clearances. This provision is unnecessary and could conflict with the implementation of the
Administration’s program to reform and improve the security clearance process.

S. 1538 also places many new management reporting requirements on the ODNI and the
IC. The ODNI would face difficulty in fulfilling the section 311(c)(9) requirement that the DNI
submit, by January 31, “the numerical and percentage increase or decrease of such costs of
contractors as cornpared to the cost of contractors, and the number of contractors, during the
prior five fiscal years.” Because we are not aware of a completed effort, prior to the ODNI's
contractor inventory initiated in June 2006, to comprehensively capture information on the
number and costs of contractors throughout the IC, it would be exceedingly difficult for IC
agencies and elements to produce this data for the prior five fiscal years. For this reason, should
this provision be included in the conference bill, we recommend that the reporting requirement
outlined in section 311(c)(9) encompass only, the data from fiscal years 2006 and beyond, or that
a request for earlier data seek a “best estimate™ rather than precise figures. Additionally, the
January 31 due date should be amended to align with the release of the President’s Budget. We
also recommend that section 311 include a definition clarifying that the term “contractor” does
not refer to those who build or manufacture commodities for the IC, nor those that provide

commercially available services to the IC as defined by Office of Management and Budget
Circular A-76.

We also note that the reporting requirements of section 312, regarding a Business

‘Enterprise Architecture, will impose significant new data collection and reporting requirements

across the 1C. At this time, we do not know the resource impact of this requirement, but because
of the relatively low threshold amount contained in the bill, we expect them to be significant.

H.R. 2082

The Administration is disappointed that the House of Representatives did not include
provisions in the Administration bi}l to improve the IC’s ability to manage its human capital
more effectively and hope to work with Congress to include them.

Section 410, requiring certain reports on the capabilities of Iran and North Korea with
respect to the development of nuclear weapons, section 423, requiring certain reports of Central
Intelligence Agency (C1A) IG audits of covert actions, section 503, directing the President to
submit to Congress a report describing any authorization granted during the previous 10 years to
engage in intelligence activities related to the overthrow of a democratically elected government,
and section 601, requiring a report concerning best practices aboul sharing information of
terrorist threats, raise concerns with respect to the President’s authority to control access 10
national security information. Existing law and understandings provide the proper arrangements
for ensuring that appropriate cong gressional committees are mformed of intelligence and
intelligence-related activities. -

Section 104 authorizes 1,035 permanent employees and detailees for “the elements within
the IC Management Account of the Director of National Intelligence,” and limits non-
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reimbursable details to a period of less than one yeat. This restriction was inherited by the ODNI
from the defunct Community Management Staff. The Administration has requested that the
Congress allow the DNI to enter into agreements for non-reimbursable details of np to three
years, We recommend that the conferees adopt section 308 of S, 1538, which conforms to the
Administration’s proposed language. This would ihcrease the DNT's staffing flexibility and
facilitate the rotation of IC employees, especxally those on joint duty assignments.
|

The Administration opposes section 106, which would cap the authorized positions in
the ODNI at the number of personnel serving in the Office on May 1, 2007. While we share the
concern of controlling the growth of the ODNI, weare also aware of the new requirements on
the ODNI. The Administration is concemed that such caps make it difficult to achieve the
appropriate mix of staff and contractor employees. {Consequently, we believe that it is
necessary that the DNI be given flexibility to determine the actual staffing requirements for the
Office. Indeed, such caps are completely inconsistent with the numerous new offices, reports,
and responsibilities placed on the DNI by these bills, :

The Administration opposes section 307, which would prohibit the heads of elements of
the IC from implementing any pay-for-performance plan until after the DNI submits a
prescribed report to Congress. Section 307 unnecessarily restricts the ability of IC agencies,
such as those in the Departments of Defense and Homeland Security, to implement tailored pay
plans under other existing statutory authorities, It would also hinder Administration efforts to
establish a program within the IC to provide common pay, performance evaluation and benefits
throughout the Community. As an alternative to a requirement for a formal report, we suggest
that the ODNI continue to provide briefings to Congress on the IC’s human capital proposals as
they are developed and implemented. !

Section 404 would establish the National Counterproliferation Centér within the ODNI
providing that the Director of the Center shall be appointed by the DNI. As the Center has been

established and a head of the Center appointed, the Administration believes that this provision is
unnecessary. ;

The Administration does not support section 406, which would require the DNI to |

_establish multilevel security clearances, for the stated purpose of enabling the IC to make use -

of persons proficient in foreign languages, Elements of the IC have already established

security processing procedures, unique to each agengy’s requirements for linguists and

consistent with the President’s duty to protect sensitive national security information. These

and other procedures, such as expedited processing, and granting clearances and accesses up to -

the level actually required for an individual position *may address the problcm without the

need for a new security clearance structure.

Section 407 would require the DNI to submit a National Intelligence Estimate (NIE) on
the anticipated security and geopolitical effects of global climate change. Work on this

assessment has already begun and this provision is unnecessary.

The Administration is concerned about the reporting requirements in section 411 of H.R.
2082, Although we understand the concem over increased use of contractors by the IC - indeed
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we share that concern - we believe that the detailed reporting requirements contained in section
411 could require a considerable amount of [C resources to complete. In the alternative, we
would ask the conferees to consider dropping the reporting requirements as currently drafted, and
substitute a requirement for periodic briefings to the intelligence committees on the use of
contractors in the IC, :

Section 412 would require the DNI to provide members and staff of the intelligence
committees with an annual report on foreign language proficiency in the IC. ODNI already
collects the majority of the information requested by this provision and the Administration does
not support a statutory change to the annual reporting requirements of IRTPA. However, should
the conferees include this report, we request that implementation be set to coincide with the
Fiscal Year 2008 annual report. This change would permit modifications to current and future
data collection efforts to compile the requested information.

Section 501 would prohibit the Secretary of Defense from beginning the process of
terminating the U-2 aircraft program until he certifies to Congress that there would be no loss of
national or DoD intelligence, surveillance, and reconnaissance capabilities in transitioning from
the U-2 to the Global Hawk RQ-4 unmanned aerial vehicle platform. This provision duplicates -
Section 133 of Public Law 109-364, the FY2007 defense authorization act, which has already
been implemented. Imposing this duplicative new reporting requirement would serve no useful
purpose and would interfere with the orderly execution of the ongoing transition program. The
Administration urges the conferges not to include this provision in the final bill.

Provisions to Include in the Conference Bill

The Administration has determined that the following provisions are particularly
important to the IC, and we urge the conferees to adopt them in the conference bill. Where
appropriate we suggest revisions. -

Both 8. 1538 and H.R. 2082

Section 406 of S. 1538 and section 401 of H.R. 2082 would amend the secticn of the
IRTPA that prohibits the co-location of the ODNI with any element of the IC after October 1,
2008. This prohibition would prohibit the co-iocation of the headquarters of the ODNI with the
headquarters of any other element of the IC. The Administration supports these provisions;
however, they omit a grant of authority to the President to waive the ban on.co-Jocation where
the cost of providing separate facilities is unwarranted or for reasons of national security. This
authority to waive the ban affords flexibility to ensure that the ODNI or its various components
may be Jocated in the most appropriate facility or facilities. Because the ODNI handles some of
the most sensitive intelligence information within the U.S, Government, it is important that the
ODNI have the highest level of physical and technical security possible. Considering the
difficulty and cost of finding or building a facility that meets the appropriate physical and
technical security standards, the President must have the discretion to locate any or all

components of the ODNIT in one or more existing I1C facilities if domg so would be in the
interests of the national security,
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Both bills contain similar provisions that increase flexibility and consistency of
authorities in the IC. Section 304 of S. 1538 and section 306 of H.R. 2082 authorize delegation
of authority for travel on common carriers for intelligence collection personnel pursuant to
guidelines issued by the DNI. Section 307 of S. 1538 and section 304 of H.R. 2082 would
extend to other elements of the IC an authority currently held by the CIA to delete information
concerning foreign gifts from reports to the Secretary of State when the publication of that
information could adversely affect intelligence sources and methods. The Administration
supports their inclusion in the conference bill.

Finally, both bills contain nearly identical provisions that make clear the status of the
Coast Guard and the Drug Enforcement Administration as elements in the IC, The
Administration strongly supports the inclusion of these provisions in the conference bill.

S.1538

The Adm:mstrauon appreciates the inclusion of requested additional administrative
authority contained in section 404 for the DNT (o use interagency funding to establish national
intelligence centers and boards, conunissions, councils and committees. The Administration’s
bill also included language that would have exempted actions of the ODNI from the judicial
review provisions of the Administrative Procedure Act. We recomumend that the conferees
include this section in the conference bill with the addition of the following provision:

**(t) DISCRETION,~— The provisions of the Administrative Procedure Act shall
not apply to the Director of National Intelligence in the performance of the
functions, powers, duties, and actions vested by law in the Director of National
Intelligence or the Office of the Director of National Intelligence.”

The Administration-also supports inclusion of section 403 in the conference bill. Section
403 would amend the limitation on delegation by the DNI of the authority to protect intelligence
sources and methods from unauthorized disclosure. The Senate’s s provision would authorize
delegation to any Deputy Director of National Intelligence or the Chief Information Officer of
the IC. The Administration’s proposal, however, would have removed all limitations to
delegation parallel to the prior National Security Act provision that had vested the power without
restriction in the former Director of Central Intelligence, The Administration recommends that
the conferees consider increasing the flexibility of the DNI to protect sources and methods and
not constrain the DNI from delegating the authority.

Section 103, which authorizes the DNI, with the approval of the Director of the Office of
Management and Budget (OMB), to exceed authorized personnel levels by up to five percent, is
supported by the Administration. Although, this provision will provide some relief to the ODNI,
we request that Congress consider the elimination of imposed civilian end-strength ceilings on
the IC. Such ceilings are inflexible, lead to increased use of contractors to perform necessary IC
functions in lieu of staff employees, and severely hinder the IC's civilian joint duty, student
employment, and National Intelligence Reserve Corps programs. In addition, in light of the
additional staffing requirements imposed by this bill, elimination of the arbitrary personnel
ceiling is entirely appropriate.
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The Administration also urges the inclusion of the following provisions of S. 1538 in the
conference bill:

_» Section 308 increases the one-year limit on non-reimbursable details to three
years, '

¢ Section 316 cancels certain outdated and duplicalive statutory reporting
requirements levied on the IC. :

e Section 402 was requested by the Administration. It would enhance the DNTI's
authorities to permit the transfer of funds outside the National Intelligence
Program for the development and fielding of systems of common concern for the
collection, processing, analysis, exploitation and dissemination of intelligence.

e Section 405 would enhance the authority of the DNI for flexible personnel
management among elements of the IC. This provision, requested by the
Administration, would support pay modernization and equalization across the IC.
It would authorize the DNI to convert and establish new positions in the excepted
service and establish the classification and pay ranges for such positions. It would
also authorize the DNI special rates of pay for critical positions. The
Administration wishes to clarify that non-Title 5 positions similar to the CIA’s
excepted service would be included in the provisions. The Administration also
recommends inserting in the bill language clarifying that Department of Justice
components would retain the current authorities provided in 5 U.S.C. 3151,
Finally, this section would authorize the DNI, with the concurrence of the head of
the department or agency concerned, to extend to any IC element any authority
“to adopt compensation authority, performance management authority, and
scholarship authority” enjoyed by any other IC element.

¢ Section 409 would establish a Reserve for Contingencies of the ODNI. Funds in
the Reserve are to be available to support emerging needs, to improve program
effectiveness, or to increase efficiency. :

e The Administration has sought the provision contained at section 413 for several
years. This provision exempts specific categories of ODNI files from the search,
" review, and disclosure provisions of the Freedom of Information Act (FOIA).
The exemption parallels and reinforces the statutory operational files FOILA
exemptions already granted to other elements of the IC,

¢ Section 414 repeals aumorities'originally given to the National Counter-
. intelligence Executive (ONCIX) when it was an independent entity, but retains

ONCIX’s critical authority to enter into non-reimbursable details of unrestricted
duration, '

ODNI April 17, 2008 Interim FOIA Release -- 000066



. e Section415 extends the exemption 1o the Federal Advisory Committee Act,
currently held by the CIA, to those advisory committees established or used by
the ODNL. '

» Section 417 would grant the ODNI authority o promulgate régulations to claim

exemption from certain provisions of the Privacy Act consistent with-those held
by CIA.

¢ Section 423 would provide cxpress statutory authority for CIA to provide
protective services to the DNT and to such personnel as the DNT may designate.
The provision also authorizes protective personnel to detain or arrest individuals
who may pose an imminent threat to persons being protected.

» Section 431 would clarify the authority of the NSA to seek rezmbursement of
training expenses paid by the agency. :

-+ Section 432 would provide express statutory authority for NSA to provide
protective services to designated NSA personnel.

- » S5, 1538 also would make certain necessary technical amendments to the National
Security Act of 1947, the IRTPA, the Central Intelligence Agency Act of 1949,

and other provisions of Federal law that are supported by the Administration.

The Office of Management and Budget advises that, from the standpoint of the
Administration’s Program, there is no objection (o the submission of this letter.

Thank you for the opportunity 10 present our views on behalf of the JC. We look forward

to working with the Committees to resofve the remaining issues discussed above. Please do not
hesitate to call upon us if we may be of additional assistance. :

Sincerely,

/}Wc

J.M., McConnell

cc: The Honorable Christopher S. Bond
' The Honorable Peter Hoekstra '
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-~ UNCLASSIFIED

DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

SEP 2 4 2007

The Honorable Patrick Leahy

- Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

I look forward to appearing before the Senate Judiciary Committee to discuss the Protect
America Act (PAA) and the Foreign Intelligence Surveillance Act (FISA). However, I am
concerned that the Committee does not have the appropriate witnesses joining me to ensure a full
dialogue with the Cormmittee on this important topic. The Department of Justice’s Kenneth L.
Wainstein, Assistant Attorney General of the National Security Division, should serve as a co-
witness with me at this important hearing tomorrow, September 25", My staff has been in
discussion with your staff over the past week but apparently no agreement has been reached.
Moreover, the Senate-confirmed General Counsel of the Office of the Director of National

Intelligence, Benjamin A, Powell, should also appear as a witness to ensure a full, detailed
_discussion occurs at this hearing.

As the Nation’s principal intelligence officer, I can and will address the intelligence
‘requirements and capabilities needed regarding FISA. However, I am not a lawyer. It is likely
some of the Judiciary Committee Members will ask questions about specific provisions in the
Protect America Act (PAA); they will ask about the meaning behind specific words in the PAA
in addition to FISA and its legal underpinnings. The Department of Justice is central to all
discussions involving modification to this critical statute. Ken Wainstein has appeared with me
in each of the FISA Hearings over the past several months and heads the office responsible for
preparing and presenting FISA applications to the court. Ben Powell has also appeared with me
at these Hearings and has been closely involved with your staff in all of the FISA discussions,
and has been closely involved in the preparation of FISA proposals presented to Congress.

Finally, as you know Mr, Chaifman, I have been personally criticized by some in the
Congress and in the media for being 100 visible and central in the Congressional debates on
FISA. That is not a role I have chosen, but if I am the single witness before the Judiciary

Committee, [ am being placed in the role as the lead advocate and perhaps even as a partisan-
something I am not.” -

UNCLASSIFIED
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UNCLASSIFIED

I appreciate your swift consideration of my request. If you have any questions on this
matter, please contact me or my Director of Legislative Affairs, Kathleen Turner, who can be
reached on : :

Sincerely,

W W) M

JM. McConnell .

cc: The Honorable Arlen Specter

. UNCLASSIFIED
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UNCLASSIFEED

DIRECTOR OF NATIONAL INTELLIGENCE
WASHIRCTON, DC 20511

SEP 17 Z0m

The Honorable Silvestre Reyes

Chidrman

Permament Seleci Coprimithes
on Intefligence

House of Representatives

Waeshingten, DC 20515

Dear Mr. Cheirmam

i In your lefier of Scp{cmber ] i 2007 you urged the Office of the Director of Naticoal
. Intelligence (ODNI) to issue a public statement “to confirm that the survejllance used to-assist in
the recent disruption of the German plot was collocicd pursusnt o the Foréign Intelligence '
Surveillance Act (FISA), befort passage of the Protect America Act™ On September 12, 2007,
nssued the following public smammt*

“During fhe Senate Committes an Homeland Security-and Governmental Affairs hearing
on Scptember: K, 2007, 1 discussed the critical imporince 1o-our ndtional security of the
Forvelgn Inteltigence Survdﬂamc #ct (FISA), and the recent arnendments 1o FISA mads

by the Protect Amierics Act. The Protect Ammca Act was wgeatly needed by our
intelligence pmfcssinﬂals 1o clase eritical gaps in euwap&ﬁmics and pegdt them Lo,
moce: feadily follow terrorist threats, such as the plotuncoversd in Gérmiany. Howeves,
information contributing to the recent arrests was nat collected wider authorities provided
by the Protoct America Act.”

We appnecme yotsr continning suppor, for our natiow’s intelligence: pwgrams and Jook
forward to working with the Comsnittes as it works to make permanent FISA improvements, I

you have any questions, please, tve ODN] Director ofLeglslmm: Affsirs, Xailileen
“Tumor, who can bo reached m% ,

‘Sincerely,

s

T, M. McConnell
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UNCLASSIFIED

DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

SEP 2 4 2007

The Honorable Sheldon Whitehouse
Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear Senator Whitehéusc:

Thank you-for your recent letter. We deeply appreciate the time and effort you
personally devoted to meeting with me and working to ensure we are able to effectively collect
intelligence to protect our Nation while safeguarding the civil liberties of all Americans. We
regret any misunderstanding created by the compressed timeframe and our actions.

As you noted, we did discuss a narrow proposal at our meeting on 11 July. Between
11 and 27 July, we met with many Members and staff to brief them on modernization of the
Foreign Intelligence Surveillance Act (FISA) and better understand their views of the best way to
proceed. While these meetings were proceeding, agencies were also considéring narrowed
statutory language that would ensure we closed and covered critical intelligence gaps. Our
April 2007 proposal was in process for over a year and required clearance from several relevant
agencies to ensure that the precise language did not harm our capabxlmes As we have discussed,
FISA is a very complex statute and a single word change can have major consequences. The
narrow proposal of July 27 was the result of extracting relevant portions of our April proposal
and adding new language. Although there was only a small amount of new text, the verbiage
was significant. This change required experts to examine the impact of such an approach and
compressed an interagency clearance process that generally takes many months to a matter of
days. In the final weeks of this process, intelligence professionals worked around the clock to
answer Member and staff questions, participate in briefings and discussion sessions, and at the
same time examine several drafting options.

We do regret the misunderstandings that resulted from the urgency of the situation. We
have always sought to work in an atmosphere of trust and cooperation and will continue to do so

as this process moves forward. If you have any questions on this matter, please contact my
Director of Legislative Affairs, Kathleen Tumer, who can be reached on-

Sincerely,

@M (o]

IM., McConnell

UNCLASSIFIED
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MAJORITY LEADER
NEVADA

Anited d%tatzz Senate

WASHINGTON, DC 205107012

December 16, 2007

Admiral John M. McConnell

Director of National Intelligence

Office of the Director of National Intelligence
Washington, DC 20511

Dear Admiral McConnell:

As you know, the Senate will begin debate on the FISA Amendments Act of 2007
this week. Among the issues the Senate will consider is whetlier to grant retroactive
" immunity to telecommunications companies that are alleged to have assisted the
government in its warrantless wiretapping program. You recently wrote in the New York
Times that immunity is one of the three most ¢ritical issues in this bill.

We appreciate that you have provided actess to thé docurnents necessary for
evaluation of this issue to the Senate Intelligence and Judiciary Committees, as each has
in turn considered it. As the debate now moves to the full Sendte, I believe it 1§ of critical
importance that all Senators who will be called upon to vote on this important question
have an opportunity to review these key documents themselves so that they may draw
their own conclusions. In my view, each sitting Senator has a constitutional right of
access to these documents before voting on this matter,

I strongly urge you to make the documents previously provided to the Intelligence
and Judiciary Committee regardin g retroactive immunity available in-a secure location to
any Senator-who wishes to review them during the ﬂoor debate. Iappreciate your
cooperation in this matter.

Sincerely,

/  HARRY RED
Senate Majority Leader
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November 14, 2007

The Honorable Patrick J. Leahy
Chairman :
Committee on the Judiciary
United States Senate
Washington, D.C. 20510

Dear Mr. Chairman:

This letter presents the views of the Administration on the proposed substitute :
amendment you circulated to Title I of the FISA Amendments Act of 2007 (S. 2248), a bill “to
amend the Foreign Intelligence Surveillance Act of 1978, to modemize and streamline the
provisions of that act, and for other purposes.” We have appreciated the willingness of Congress
to address the need to modernize FISA permanently and to work with the Administration to do
so in a manner that allows the intelligence community to collect the foreign intelligence
information necessary to protect the Nation while protecting the civil liberties of Americans.
With all respect, however, we strongly oppose the proposed substitute amendment. If the
substitute is part of a bill that is presented to the President, we and the President’s other senior
advisers will recommend that he veto the bill, '

Tn August, Congress took an important step toward modernizing the Foreign Intelligence
Surveillance Act of 1978 by enacting the Protect America Act of 2007 (PAA). The Protect
America Act has allowed us temporarily to close intelligence gaps by enabling our intelligence
professionals to collect, without a court order, foreign intelligence information from targets-
overseas. The intelligence community has implemented the Protect America Act in a responsible
way, subject to extensive congressional oversight, to meet the country’s foreign intelligence
needs while protecting civil liberties, Unless reauthorized by Congress, however, the authority
provided in the Protect America Act will expire in less than three months, In the face of the
continued terrorist threats to our Nation, we think it is vital that Congress act 1o make the core
authorities of the Protect America Act permanent, Congressional action to provide protection
from private lawsuits against companies that are alleged to have assisted the Government in the
aftermath of the September 11th terrorist attacks on America also is critical to ensuring the
Government can continue to receive private sector help to protect the Nation.

In late October, the Senate Select Committee on Intelligence introduced a consensus,
bipartisan bill (S. 2248) that would establish a firm, long-term foundation for our intelligence
community’s efforts to target terrorists and other foreign intelligence targets located overseas.
While the bill is not perfect, it contains many important provisions, and was developed through a
thoughtful process that ensured that the intelligence community retains the core authorities it
needs to protect the Nation and that the bill would not adversely impact critical intelligence
operations. Importantly, that bill would afford retroactive liability protection to communication
service providers that are alleged to have assisted the Government with intelligence activities in
the aftermath of September 11th. The Intelligence Committee recognized that “without
retroactive immunity, the private sector might be unwilling to cooperate with lawfu] Government
requests in the future without unnecessary court involvement and protracted litigation. The
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possible reduction in intelligence that might result from this delay is simply unacceptable for the
safety of our Nation.” The committee's measured judgment reflects the principle that private
citizens who respond in good faith to a request for assistance by public officials should not be
held liable for their actions, The bill was reported favorably out of committee on a 13-2 vote.

We respectfully submit that your substitute amendment to Title I of the Senate
Intelligence Committee’s bill would upset some important provisions in the Intelligence
Comumittee bill. The substitute also does not adequately address certain provisions in the
Intelligence Committee’s bill that remain in need of improvement. As a result, we have
determined, with all respect to your efforts, that the substitute would not provide the intelligence

community with the tools it needs effectively to collect foreign intelligence information vital for
the security of the Nation.

L. Limitations on Intelligence Collection and National Security Investigations

The substitute would make several amendments to S, 2248 that would have an adverse
impact on our ability to collect effectively the foreign intelligence information necessary to
protect the Nation, These amendments include the following:

Prohibits Intelligence and Law Enforcement Officials From Using Valuable Investigative Tools.
The substitute contains an amendment to the “exclusive means” provision of FISA that could
severely harm our ability to conduct national security investigations, As drafied, the provision -
would bar the use of national security letters, Title III criminal wiretaps, and other well-
established investigative tools to collect information in national security investigations.

Threatens Critical Intelligence Collection Activities. The “exclusive means” provision also
could harm the pational security by disrupting highly classified intelligence activities. Among
other things, ambigpities in critical terms and formulations in the provision—including the term
“communications information” (a term that is not defined in FISA) and the introduction of the
concept of targeting communications (as opposed to persons)—could lead the statute to bar
altogether or to require court approval for overseas intelligence activities that involve merely the
incidental collection of United States person information.

Limits Existing Provisions of Law that Protect Communications Service Providers. The portion
of the substitute regarding protections to comnunication service providers under Government
certifications contains ambiguities that could jeopardize our ability to secure the assistance of
these providers in the future. This could hamper significantly the Government’s efforts to obtain
necessary foreign intelligence information, As the Senate Intelligence Committee noted in its
report on S, 2248, “‘electronic communications service providers play an important role in
assisting intelligence officials in national security activities. Indeed, the intelligence community .
cannot obtain the intelligence it needs without assistance from these companies.”
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Allows for Dangerous Intelligence Gaps During the Pendency of an Appeal. The substitute
would delete an important provision in the bipartisan Intelligence Committee bill that would
ensure that our intelligence professionals can continue to collect intelligence from overseas
tervorists and other foreign intelligence targets during the pendency of an appeal of a decision of
the FISA Court, Without that provision, whole categories of surveillances directed outside the
United States could be halted before review by the FISA Court of Review..

Limits Dissemination of Foreign Intelligence Information. The substitute would impose
significant new restrictions on the use of foreign intelligence information, including information
not concerning United States persons, obtained or derived from acquisitions using targeting
procedures that the FISA Court later found to be unsatisfactory. By requiring analysts to go back
to the databases and pull out the information, as well as to determine what other information is
derived from that information, this requirement would place a difficult, and perhaps
insurmountable, operational burden on the intelligence community in implementing authorities
that target terrorists and other foreign intelligence targets located overseas, This requirement
also strikes us as at odds with the mandate of the September 11th Commission that the.

. intelligence community should find and link disparate pieces of foreign intelligence information,

The requirement also harms privacy interests by requiring analysts to examine information that
would otherwise be discarded without being reviewed, '

Imposes Court Rcvicw‘ of Compliance with Minimization Procedures. The substitute would

-allow the FISA Court to review compliance with minimization procedures that are used on a

programumatic basis for the acquisition of foreign intelligence information by targeting
individuals reasonably believed to be outside the United States, This could place the FISA Court
in a position where it would conduct individualized review of the intelligence community's
foreign communications intelligence activities, While conferring such authority on the court is
understandable in the context of traditional FISA collection, it is anomalous in this context,

where the court’s role is in approving generally applicable procedures rather than individual
surveillances,

Strikes a Provision Designed to Make the FISA Process More Efficient. The substitute would
strike a provision from the bipartisan Senats Intelligence Committee bill that would allow the
second highest-ranking FBI official to certify applications for electronic surveillance. Today, the
only FBI official who can certify FISA applications is the Director, a restriction that can delay
the initiation of surveillance when the Director travels or is otherwise unavailable. 1t is unclear
why this provision from the Intelligence Committee bill, which will enhance the efficiency of the
FISA process while ensuring high-level accountability, would be objectionable. -

I, Necessary Imprqvemeﬁ'ts to S. 2248

The substitute also does not make needed improvements to the Senate Intelligence
Committee bill. These include:
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Provision Pertaining to Surveillance of United States Persons Abroad. The substitute does not
make needed improvements to the Committee bill, which would require for the first time that a
court order be obtained to surveil United States persons abroad. In addition to being problematic
for policy reasons and imposing burdens on foreign intelligence collection abroad that do not
exist with respect to collection for law enforcement purposes, the provision continues to have
serious technical problems. As drafted, the provision would not allow for the surveillance, even
with a court finding, of certain critical foreign intelligence targets, and would allow emergency
surveillance outside the United States for significantly less time than the bipartisan Senate
Intelligence Committee bill had authorized for surveillance inside the United States.

Maintains a Sunset Provision. Rather than achieving permanent FISA reform, the substitute
maintains a six year sunset provision. Indeed, several members on the Judiciary Commiittee have
indicated that they may propose amendments to the bill that would shorten the sunset, leaving the
intelligence community and our private partners subject to an uncertain legal framework for
collecting intelligence from overseas targets. Any sunset provision withholds from our
intelligence professionals the certainty and permanence they need to conduct foreign intelligence
collection to protect Americans from terrorism and other threats to the national secority. The
intelligence community operates much more effectively when the rules goveming our
intelligence professionals’ ability to track our adversaries are established and are not changing
from year 10 year, Stability of law, we submit, also allows the intelligence community to invest
resources appropriately, In our respectful view, a sunset provision is unnecessary and would

have an adverse impact on the intelligence community's ability to conduct its mission efficiently
and effectively, .

Fails to Remedy an Unrealistic Reporting Requirement. The substitute fails to make needed
amendments to a reporting requirement in the Senate Intelligence Committee bill that poses
serious operational difficulties for the intelligence community, The Intelligence Committee bill
contains a requirement that intelligence analysts count “the number of persons located in the

- United States whose communications were reviewed.” This provision would be impossible to

implement fully. The provision, in short, places potentially insurmountable burdens on
intelligence professionals without meaningfully protecting the privacy of Americans. The
intelligence community has provided Congress with a further classified discussion of this issue.

We also are concerned by other serious technical flaws in the substitute that create
uncertainty,

The Administration remains prepared to work with Congress towards the passage of a -
permanent FISA modernization bill that would strengthen the Nation's intelligence capabilities
while respecting and protecting the constitutional rights of Americans, so that the President can
sign such a bill into law, We look forward to working with yon and the Members of the
Judiciary Committee on these important issues.

Thank you for the opportunity to present our views. The Office of Management and
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Budget has advised us that from the perspective of the Administration’s program, there is no
objection to the submission of this letter.

Sincerely,

‘Director of National Intelligence

Michael B, M
Attorney General

cc:  The Honorable Arlen Specter
‘Ranking Minority Member
The Honorable John D, Rockefeller
Chairman, Select Committee on Intelligence
The Honorable Christopher S. Bond
Vice Chairman, Select Committee on Intelligence
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