OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
DIRECTOR OF THE INTELLIGENCE STAFF

Ms. Marcia Hofmann ,
Electronic Frontier Foundation _ APR 21 2008
454 Shotwell Street

San Francisco, CA 94110

Reference: DF-2008-00017

Dear Ms, Hofmann:

This is a final response to your 21 December 2007, letter to the Office of the Director of
National Intelligence, wherein you requested under the Freedom of Information Act (FOIA):

“, .. records from September 1, 2007 concerning exchanges that Director
McConnell or other ODNI officials have had with 1) members of the Senate or
House of Representatives and 2) representatives of telecommunications companies
concerning amendments to FISA...”

We processed your request in accordance with the FOIA, 5 U.S.C. § 552, as amended.
Enclosed are 26 documents, totaling approximately 127 pages, that have been found to be -
responsive to your request. Redactions have been taken on 32 pages pursuant to FOIA
Exemptions 1,2,3, and 6, 5 U.S.C. § 552(b)(1), (2), (3), and (6). An additional 11 documents
totaling 31 pages are being withheld in their entirety on the basis of FOIA Exemptions 1, 2, 3, 5,
and 6, 5 U.S.C. § 552(b)(1), (2), (3), (5),and (6). Pursuant to the Court's April 4, 2008 order
attached is an affidavit setting forth the basis for the information being withheld. We anticipate
filing a more detailed justification for our withholdings in connection with the Department of
Justice's Motion for Summary Judgment if necessary.

Sincerely,

wzmﬂ"

hn F. Hackett
Director, Information Management Office
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DIRECTOR OF NATIONAL INTELLIGENCE
WaSHINGTON, DC 20511

The Honorable Peter Hoekstra

Ranking Member

Permanent Select Committee
on Intelligence

House of Representatives

Washington, DC 20515

Dear Representative Hoekstra:

DEC 13 200

" (U) Thank you for your letters of 11 September and 25 October 2007, concerning the
public diselosure of certain information. We take seriously our responsibility for the protection
of intelligence sources and methods as unauthorized disclosures of classified mformauvn .

undermine our ability to gather vital intefligence to protect the Nation.

(U)" As the head of thc Intelligence Community (IC), by statute and Execuntive Order, I
may determine, as an exercise of discretion, whether in certain cases the public interest in
disclosure of information outweighs the damage 10 national secority. Tt is always difficult to

5 : strike the right balance. During the debate on the Foreign Intelligence Surveillance Act (FISA),
v in the interest of providing an extensive legislative record and allowing for public discussion of
this issue, the IC discussed in open settings extraordinary information dealing with our '
operations. This will come at a price to our ability to collect vital foreign intelligence. However,
to ensure open legislative consideration of this matter, leaders of the IC have gone far further in
open discussions than in any other time I can recall in my 40 year intelligence career.

(U) As aresuit, we understand your concern regarding the difficulty of publicly

UNCLASSIFIED when separated from Attachment
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articulating a response to often unfounded speculation, Despite our best efforts, there remains
some confusion in the public discussion of FISA and the Protect America Act (PAA). For '
instance, some critics claim that the PAA authorizes a number of hypothetical activities that
extend beyond the scope of the au: thonty contemplated by Congress. We understand the civil
liberties concerns underlying these various claims, but some matters cannot be fully addressed in
an unclassified setting. That is why it is incumbent of the IC to demounstrate — through actions as
well as words ~ its comumitment to ensuring that any application of the new authority is
consistent with the Act and with the protection of the privacy and civil liberties of Americans.
Accordingly, and in addition to the numerous classified briefings the IC bas given on this
subjiect, the use of the authority is subjected to rigorous oversight by the reievant agencies, by the

: . 903721128
DRY FROM:



Enclosures:

i .' . i . i

Departmcnt of Justxce, by my office, and by the Congress This is nota subsutute for public
discourse, howevcr, and we appreciate your comimitment protecting ‘sensitive sources and
methods. Per your request, we are provxdmg guidelines, drafted by the National Sccunty
Agency, outlining the’ parameters of an vnclassified discussion of these matters.

(U) Regarding your specific guestion in both fetters concerning my El Paso Times
interview, I do not believe I confirmed, rior did I intend to confirm; any specific refationship
between the Government and any specific party, We have discussed this matter personally and
the Department of Justice has provided a further detailed explanation in court. Their filing is
attached and thoroughly discusses the facts made public,

{U) Finally, General Hayden’s comments similarly did not cprée sources and methods.
As was noted in a letter from the Ceritral Intelligence Agency (CIA) dated October 10, 2007,
General Hayden’s remarks to the Council on Foreign Relations were unciassified and all had

* been previously released to the public after a rigorous review process. As you are aware, this is a
pprocess that was suengthcned at CIA over a year ago,

(W) Safeguardmg classified information in a free and open society is a daily challenge
for the IC.” We appreciate your attention to this important issue and look forward to working
with yow further to protect our sensitive national security information. If you have any questions
on this mattér, please contact the ODNI Director of Legislative Affairs, Kathleen Turner at

- Sincerely,

. J.M. McConnell

A
-
-

cc: The Honorable Silvestre Reyes
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11 April 2007

Suggestions on How to Aveid Classified Discussions on ¥ISA Modernization
In an Unclassified Hearin

(SSCI, 17 April 2007)

(U) -The staff of the SSCI has reques ted NSA’s recommendations on how to avoid
classified discussions in the upcoming hearing on FISA modernization. This paper
responds to that request. Topics highlighted in bold below should be avoided in the open
session because they are classified, Non-bolded text is unclassified and, therefore,
suitable for the open hearing.

~ FISA MODERNIZATION

(U) The FISA as currently written is not agile enough to handle the broad intefligence
needs of the couniry. Enacted tn 1978, it has not kept pace with 21 Century
developments in communications technology. As a result, the FISA frequently requires -
judicial authorization to collect the communications of a non-U.S, person outside the
United States. This clogs the FISA process with matters that have litde to do with
protecting legitimate privacy nghts Modernizing the FISA would greatly improve the
FISA process and relieve the massive amounts of analytic resources currently being used
to craft FISA orders that have the effect of extending privacy protections to persons not
entitled to receive them.

(8)] Speciﬁcally, the FISA's definition of “electronic surveillance™ should be revised 50

that it no longer matters how collection occurs (whether off a wire or from radio) or
where.,

{U) The only thing that should matter is the target. If the target of foreign B
intelligence surveillance is a person reasonably believed to be in the United States
or if all parties 10 a communication are reasonably believed to be in the United
States, the Government should have to go to court to obtain an order authorizing
such collection, This would return the FISA to what we believe is its original
purpose of protecting the civil liberties of persons in the United States.

» (U) Any targeted persons or communications outside the United States that are
currently covered by FISA Court orders would be beyond the scope of the
amended FISA, Civil liberties would be protected through the apphcauon of
long-standing minimization procedures.

WBeyond s;mply stating that the law.has not kept up with technology and
therefore often requires the Intelligence Community to obtain orders when we are
directing surveillance at foreigners overseas, the Committee should avoid for

Grom NSA/C ‘:;Iv} .52
D:ciasmfv On: 20391172
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Wb (1)

Ib) (3)-50 USC 403
{b) (3)-18 USC 798
(p) (3)-P.L. 86-36

\

daqqﬁcauon reeooms all discossions ui’ ﬂ!e techmm.\;ma! aspecis of eieutmmc
surveillance, inchiding: | | - ‘ i

i
1

o Anything «ise mgard:ng how “IM does eolie: & {mn. .

“ (1) Presently, the Attsre . General is authorized to duw R :‘mmumcatzous carrier to
assist the Government wii. the exercise of electronic surveil: ..ce authorized nader the’
FISA, Ilowever, the FISA Joes not provide a means by whi. = zhe Attormney General can
compel cooperation if th 2. ivate entity is not willing o cous» . The FISA should be
amended to enhance the «o aority of the Government t com i coopu‘mon by obraining i
& FISA Court’ ordur

(03 Qvor tine, m..ﬁmgs s the FISA Courn have resufted i 31 sceretion of mfunmauoﬁ

that wow needs lo be adde. > applications for electronic surve-Hance orders. Suppomug .
these applications has bec..o.e bardenson and unoecessanily s 8ins analyst rosouves, | '
The FISA process should (. ‘.Lraamimed by, for exasaple. aller - ng the use of summaries

H

in FASA applications. _ A , I

(b) (1) :
{b) (3)~50 USC 403
2 {b) {3)~18 USC 798
. {b) {3)~P.L, 86-36

(2
Wy

. BT ORI TIROFOR SS9~
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TERRORIST SURVEILLANCE PROGRAM

(8)) The President has not renewed his authorization for the Terrorist Surveillance
Program. It is currently being conducted under the anthority of the FISA Court.

s mFor classification reasons, the Committee sheuld avoid
discussions of operational details of the Program or FISA Court matters,

ODNI Final Response (April 21, 2008) 000088




QFFICE OF *HE DIRECTOR OF NATIONAL INTELLIGENCE |
" WASHINGTON, DG 20511 | !

October 16,2007
The Honorablc Silvestre Rcyes

" Chairman

Housc Permancnt Select Commities on Intelhgence
House of Representatives
Washingtos, DC 20515

The Honorable Peter Hoeks&ra :
Ranking Member
House Permanent Selcct Commitiec on lntolhgencc

‘House of Representatives

Washington, DC 20515

Dear M. Chairman and Represeitative Hoekstra:

(%) Attached please find responses to questmns resultmg from the committec's
September 20, 2007, 'open hearing on the Forexgn Intelligence Surveillance Act and Protect
America Act. The. attached rasponses are in addition to responses provided to your committee on
October 4, 2007. .

(U) i you require additional ihfon_nation, please contact me at_. b Q

Smccrcly.

Kathlce,n Turner
Du'ector of. Legislative Affairs

Enclosure: ‘As stated

UNCLASSIFIED WHEN SEPARATED FROM ENCLOSURE
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) . : A(b) (1)
~ i b) (3)~50 USC 403

/ {b)(3)-18 usC 798
/(o) (3)-B.L. 86-36

B ' - '/

Rep %hakOWSkLQuwﬁon' Provide spectﬁc ms(am:w of how NSA or the
intelhgence community was prevented altogether from collecting foreign intelljgence
prior to the passage of the PAA and how H.R. 3356 could or could not have !

_corrected that problem i

..." ’}’ “
CFSHNF ) Pnor 1o passage of’ the Prolect America Act (PAA),NSA could not |

collec( foreign

" _probable caus f"'

|NSA’s experience has been that this dlverted scarce analyst

fesources and time from data analysis and reporting in order 1o preparc and obtain FISA
orders. As demonstrated in the example prowded low, the ume spent preparing and
obtaining a FISC order also caused delay in which effectively meant
that important foreign intelligence information was losl until the FISC authorization was
obtained, sometimés a matter of days, weeks, or months, More importantly, it 1s ot
simply a matter of addmg resources to-the process. The FISA process has become

clogged by cxtendmg pm acy protectxons to forelgners overseas who are not entitled to
them. : w e

-t"f‘S#S'HﬁfP’fAs was previously briefed b Di eétoro Natjonal Intelligen

—CFSHSHANEY The passage of the PAA allowed NSA to]” Yor

" which there was insufficient time or resources to prepare the neccssary documcntanon/

required to meet the standards of FISA, PAA collection is morc-agile because the

"‘Hn\l ) '
necessary authorization is acquired more rapidly, enabling| o) (5)-50 usc 403
sooner, minimizing the window during which the important intclligence information c’f}g{ e Taeeat
be lost. T «L. 86~

\

SRV V1 SR P

“Derived From: NSA/CSSM 1-52
Dated: 20070108
' ’ ' - Declassify On: 20320108 /

ODNI Final Response (April 21, 2008) 000080



ip) (1)

b} {3]-50 USC 403"
o) {3)-18 UsC 798
b} (3)-P.L. 86-36

3
1

‘:‘{\
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-
i
|
it
i
i:!
“TSTREETOBSATFFES| i

- How could or could not H.R. 3356 correct the nrob'lem?' '

. ~CFSHSHANTY Notwithstanding that H.R, 3356 seeks to make it clear that a court
order is not needed to acquire the conténts of communications between persons that are

located outsjde the U.S. for the purpose of collecting foreign intelligence information, the

bill does not cnable NSA to gather foreign-foreign communications in any new way
without getting a court order. The language of the pre-PAA FISA already provided that a

—FOP-SECRETHEOMINT/ORCONNCTORN/20320108~
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(b} (1)’ .
"§bj (3)~50 USC 403
b} (3)~18 USC 798
#b) {3)~P.L. B6-36

it
i
i

\
t

=TT

o

froml

-(-’1"5#55‘% Because any targeting of a U.S.-ended communication without a ‘( o
court order is a violation of the law, and would remain so under H.R. 3356, NSA must be;
constantly vigilant in its collection efforts o avoid i advertent violations.

FESHSHAEY]

(b) {1}

(b} (3]1-50 USC 403
({b) (3}-18 USC 798
{b) {3)-P.L. 86-36

(U/AFOH0) H.R.3356, unlike the Protect America Act, does not address the issue
of communications wherc one end may be in the United States. The Protect America Act
provides that an acquisition in which the target is reasonably believed to be located
outside the Umtcd States is not within FISA's definition of elecironic surveillance, i.e., it
focuses on the target not the potential parties (o the communication. This has greatly
facilitated, as demonstrated in the example above, NSA's ﬂexxbxhty and aguhty in

' trackinig forcxgn mtcmgence taggets.. '

(UAFOHS) Sectmn 105(a) of H.R. 3356 also does[

jnathing {o alleviate the prodlems |

descnbed by the DNI to Congress in early Aungust, , . kb)(3)-p.L. B6-36

i
1y
11

(U//-FGGG') Indepcndcnt of scctlon 105A seclion IOSB
it easicr for NSA to target individuals outside the United States
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Kb)(3)—P.L. 86-36

5,
\5‘ .

"

(UiEaYe) On its f«\cc, this would appear to be an jmprovement to the pre-PAA
FISA. However, implememtation of the bill would pose significant practical obstacles.
First, with regard to the requirements summarized above, although the Government
would not be required to identify “the persons, other than a foreign power, against whom
clectronic susveillance will be directed,” it is unclear whether this would permit targeting
of individuals who were not themsélves tied-to/affiliated with a “foreign power” as '
defined in FISA, Similarly, although specific individuals need not be identified, the court

-would still be required to make a deicrmination that a significant purpose of the -
electronic surveillance was (o obtain foreign intelligence information, It seems extremely

+ unlikety that the court would be able to make such a determination without an

individualized description of the targcls and/or their tie to a foreign powcr

Asking analysts to descnbe for a judge why the significant
puxpose o( surveillance of individual 1argets is 1o produce foreign intelligence

information would almost certainly come close to replicating the process under pré-PAA
FISA whereby NSA analysts spent their time explajning why there was probable cause to
believe that a target was an agent of a foreign power before surveillance was. anthorized.

“This alone would make the bill an ineffective means of relieving the problems that the
DN descnbed to Congress. prior o passage of the PAA,

.....

Addmonal angd even more sxgmﬁcam pmblems exist
wnh regard 1o requirements imposed ‘after initiation of surveillance, Section 105B (d)
imposes a requirement for cstablishment of guidelines to ensure that a court ordes-be
sought to initiate electronic surveillance oy continue electronic surveillance of a U.S

person that began under this section. The effect of this requirement is ﬁng‘leg. This . -

Yoy iy o -

{b) ()-50 USC 403
tb) (4)~-18 usc 798
() () ~P.L. 86-36
{
1

e
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Yb) (1) .

tb) (3)~50 USC 403
) (3)-18 USC 798
(B) (3)-P.L. 86-36

_|Additional significant practical problems are posed by
the requirement for an audit by the DOJ IG every 60 days regsrding compliance with the

guidelines establishcd under subsection 105B (d): Informing Congress of circemstances
.. Where targets of electronic survelllanc,e were sub. nt}y determined to be in the Urutcd
" States, rather than abroad, would be feasible

Jintellipence analysts must comb through extremely

i

inl)
ib}{3)-50 usc 403

(3}-18 USC 798
g.»?\a {31-P.L. 86-36

| However, they are prohibited from
querying databases of such'intercept for communications 1o, from or about U.S. perso
and can only disseminate information conceming U.S, persons, when it is recogmzcd En*
accordance with procedures approved by the Attorney General, Thus, imposition of an; |
audit/reporting requirement such as that included in the bill would essentially turn

intelligence analysis on its head, requiring analysis to spend much mose time identifyin

3%
i

and accounting for incidental intercept of U.S. person communications that they sunply
ignore in every ather conléxt, Furthenmore, it is unclear how this requirement could be
implemented in any mcamnufui wavJ

|

i
\
i
3
3
3
\

]

Y
:
1
i
i
i
i
4
i
i
{
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0

1(b) (1)

/l(b) (3)-50 UsC 403
| {(5)(3)-18 ust 798
J(b) (3)-P.L. 66-36

(b)(1}

1 .wmn{ ' lln summa.ry. even if one could draft guidelines that

met the requirements of the bill in this drea, they would almost centainly impose on NSA | ‘

" analysts a host of requirements for analysis and evaluation of the materi

\For over 30 years, NSA has developed
: “butside the
definitions of electronic survexllance. T FISA, and by all accounts, it hias handled any
incidentally-acquired U.S. person communications in a manner that provides adeguate

protection for the privacy of thesé indlviduals. |

(b} (1),
{b) (3)-50 USC 403
(b} (3)-18 USC 798

{p){3)-B.L. 86-36

Rep. Schakowsky Question: How fréquently does U S. person information get
collected under the Act?

ascertain how much U.S. person information NSA has ingidentally collected NSA
anélysts would have to divers theis focus from analyzing the data collected for foreign
intelligencé purposes and focus on determining, where possible, the extent of U.S. person | lto) (3)-p. 1. 86-36
information that was incidentally included within coliected communications. This would ||, C
consume huge amounts of scarce resources and dwen the Agcm,y from fulﬁllmg its
* foreign intelligence mission.

THSHSH .l Analytic Factors; Inte]ligenc s{ CO
through extremely large amounts of data to do their job. { - ‘

“Iiby (1) .
(b) (3)-50 USC 403
(b) (3)~18 USC 798

z
|

! .
/
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]
!

_[NSA analysts are prohibited from querying Agency j
i

' essentially furn intelligence analysis on its bead, requiring analysts to spend much more

databases for communications to, from or abopt U.S. persons, and can only disseminate
information concerning U.S. persons, when it is recognized, in accordanice with /
procedures approved by the Attorney General, Thus, imposition of an auditheporting |
requjrement such as that which would be required to respond to this goestion would }

1

b) {1}
b) (3)~50 USC 403

|

(

(b} (3}-18 USC 798
(b) (3}~P.L., B6~36

time identifying and accounting for incidental intercept of U.S. person communications |
that they simply ignore in every other context. Furthermore, it is unclear how this i
i
i

requircrnent could be implemented in any meaningful wav.

— J

| CFSHSHAES) Specialized Study, That said, NSA is aware of the high

congressional inlesest in the subject of how much U.S, person information is collected.
under the PAA. | ' .

(b)Y (1)

#(b) {3)-50 uUsC
403 :
13 {b) {3)~-18 USC
;798

{ (b} (3)~P.L.

| 86-36

/(b) (1) :
[b) [3)~50 USC 403
(b} (3)~1B USC 798
(b) (3)~P.L. 86-36
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b} (3)-50 UBC 403
= : . - . , (b} {3)-18 USC.798

l. - - {b) {3)~P.L. B&~36

(U) ~«S/ANFy More Meaningfu) Measures of U.S. Person Information Collected:
A more quantitative and meaningful metric.could be derived (rom the application of our
minimization procedures, which are in place to govern the process NSA follows when it
collects, proccsses, retains, and disseminates foreign intelligence to, from, or about 2 U.S.
person. Our minimization procedures, approved by the Attomey General and sharcd with
the intelligence committecs, permit the dissemination of information that identifies a U.S.’
. person if that information meets two tests: it is evaluated to be foreign intelligence, and .
the identifying information is necessary to understand or assess the foreiga intelligence .
information. In the overwheiming majority of cases, however, NSA masks the U.S,
. identity when we disseminate foreign intelligence in an intelligence report.
Consequently, we capture the number of intelligence reports we issue that contain.
minimized and masked U.S, person information, as well as the nurhber of times SIGINT .
customers request the mintmized U.S, identity. These measures have proven over the
years Lo be an effective way to protect U.S. privacy and are very conducive lo regular
FEpOTiing {0 OUr overseers, . ’

.Rep Tierney Question: Please submit your complete reason-why you thought that -

the following language wasn’t clear enough to satisfy your needs to make it certain

that no foreign communications required a warrant? Section 165(a) reads, “Not

* withstanding any ether provision of this Act, a court order is not required for the
acquisition of the contents of any communication between persous that gre not

located within the United Staies for the purpose of collecting foreign inteilipence

- information without respect to whether the communication passes through the
United States or the surveillance device is located within the United States.”

—CESHSHANE) Notwithstanding that Scction 105(a) of H.R. 3356 seeks 1o make it
clear that a court order is not needed to acquire the contents of communications between
persons that are Jocated outside the U.S, for the purpose of collecting foreign intelligence
iinformation, the provision does not eriable NSA to gather foreign-foreign '
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(b)(l)

'Xb)(3) -50 USC 403 -
Ib) {3)-18 UsSC 198
Eb)(3) ~P.L. 86-36

f
communications in any new way without gcttmg a court order, The !anguagc of the ]pre
Protect America Act (PAA) FISA already makes it clear that a court order is not ne¢
1o collect communications {rom i

8“
a

"(‘?S#S'VM‘F)‘Becauw any targeting of aUus -endcd communication wzthout 2
court order is a violation of the Jaw, and would remain so under Section 105(a), NSA

must be constantly vigilant in its collection efforts to avoid inadvertent violationg I )

b) (1) :
b} (3)-50 usC 403

EFS“S;'EQYEI . . Irb) {3)~18 USC 798
[b)(3)-P.L, 86~36

(UNPOYS) Section 105(a) of H.R,3356, unlike the Protect America Act, does not
address the issuc of communications where one end may be in the United States. The
Protect America Act provides that an acquisition in which the target is reasonably
believed to be located outside the United States is not within FISA's definition of
electronic surveillance, i.e., it focuses on the target not the potential parties to the
communication. This has greatly facilitaled NSA's flexibility and agthly\m trackmg

. lopics of fore:gn inteliigence interest.

(U/AEBE) Section 105(a) of HR. 3356 also d0§§l 1

hmhmg to alleviate the pmblemé

o,
oareye
e,

described by the DNI to Congress in early August, R,

1
i
1

“Hb} (3)-B.L. 86-36
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Questions for Director McConnell
Submitted by Congressman Bab Goodlatte (VA-06)
Hearing on “Warrantless Surveillance and the Foreign Intelligence
Surveillance Act: The Role of Checks and Balauces in Protecting Amerlcans’
. Privacy Rights (Part II)” _ ,
September 18, 2607 . .

In arguing for greater tools to combat terrorists, you have made statements
recently in public concerning some of the significant threats the U.S. faces from
foreign powers and terrorists. Specifically, in August, you stated that a sxgmﬁcant
number of Iragis have been smuggled across the Southwest border

1) What further information can you tel] us today about those crossings? Are you
aware of individuals from other state sponsors of terror that have 1llcgally crossed

.the Southwest border?

2)1s sequring our Southwest border & matter of national security? Do you believe
that the Southwest border is sufficiently secure at this point?

on
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: ' Senator Charles E. Schumer
Written Questions for Diréctor of National Intelligence McConnell
October 2, 2007 -

1. Engineer Susan Landau, writing in the Washington Post. argued on August 9, 2007

that the wiretapping permitied under the Protect America Act (PAA) will create _
unintended information security risks for the United States, Because the executive branch
stil) requires a warrant 10 ucquire domestic-to- domestic communications, the National '

" Sccurity Agency (NSA) will need 1o filter these protected communications from those

that can be intercepted without a warrant under the PAA. Landau states that the NSA will
need to build “massive automatic surveillance capabilities into telephone switches[,]” but
she warmns that creating this infrastructure will mean that “within (0 years, the United -
States will be vulnerable to-attacks from hackers across the globe, as well.as the militaries
of China, Russia and ather nations.” Thus, the same technology used by the NSA to

! protect'Americam could potentially be used against us in a cyher-attack.

a. Do you agree with Ms. Landau’s prediction that the executive branch wxll need L0
build surveitlance cupabilities into te cphonc switches?
b. If the executive briunch does foresee using sweepmo collection mechanisms, such
* as Ms, Landau deseribes; what assurance can you give this Commitiee that this
co]]ection technology will not ultimately be used to attack the United States?

2. Assmmnt Attomey Gcncml Kenncth L. Wainstein, in  letter to Congrcss on September
14, 2007, reiterated the exceutive branch’s position that a warrant is required when a U.S. -
person is the target of such surveillance. S. 2011, an aliernative bill for modernizing the
Foreign Intelhgcnce Surveillance Act (FISA), would hdve directed the Attorney General
to develop his or her own guidelines for obtaining a court order ‘when communications
that are acquired without a wurrant evolve into a surveillance effort targeted at a U.S.
person. The PAA does not direct the Auorney General to dev: clop such consistent
safeguards. Will you support adding a provision to the PAA, if' it is renewed, that directs
the Attorney General to develop consistent guidelines 1o ensure that the executive branch

- seeks judicial approval for continuing any electronic surveillance that effectively

becomes surveillance of a U.S, person or that infringes on the reasonable expectdnon of
privacy of a U.S. person? 1f not, why not”

i

3. You stated at the hearing on September 25, 2007, that the bulk coliection of electronic

.communications would be authorized under the PAA, but only if the communications

constitute foreign intelligence. However, another ‘witness, Suzanne Spanlding, later stated

that “‘as a matter of statutory interpretation, [FISA Section] 105A does not require that it

have anything to do with forcign intelligence or be for foreign intelligence pusposes. It

slmp\y defines all of those communications out of those statutory protections. So, it

certainly would enable or not put any restrictions on the bulk collection.” The apphcatxon

of Section 105B, in contrast, is limiled to forgign intelligence information. - ‘

a. Do you wish tc clarjly your staternents at the hearing regarding the extent to

which the PAA authorizes the bulk collection of electronic communications, in
light of the different language used in Sections 105A ,md {058 and the view
e.xprcssed by Ms. Spuulding following your testimony?
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b. Please explain whether there is any operational or other. reason why Section 105A
“refers to all surveillince directed at a person reasonubly believed to be outside the
Uniled States, while Section 105B is limited to foreign intelligence,

4. The Church-Commitiee of the 1970s, which uncovered ahuses of electronic
surveillance prior lo the pussage of FISA, noted that the “inherently intrusive nature of
electronic surveillance . . . has enabled the Government t0 génerate vast amounts of
information — unrelated to uny legitimate government interest — about the personal and

. political lives of American citizens. The coliection of this type of information has, in

turn, raised the danger of s use for partisan political and other 1mproper ends by senior
administration officials.”

a. Does the executive branch, as a matter of practice, permanently dlscard within a
certain period of time, electronic communications that are acquired during
surveillance but that are found not to contain foreign mtelhgem,e mformahon’? If
so, for what period of time? If not, why not? :

b. " What assurance can you give this Committee that information collected through
electronic surveiilance will be safeguardcd from being used for “partisan p'olitica]
and other improper ends” by officials in our current and future presidential ’
admuinistrations? .

*5. You have repeatedly cluimed that minimization rules are sufficient to protect the

privacy of U.S. persons whose communications are acguired under the new Section 105B
of FISA, added by the PAA. However, public assessment of the-adequacy of these rules

is difficult because the minimization procedures are classified. Moreover, some obseivers
are concerned that these rule are inconsistently applied. For cxample; a Newsweek
investigation found that in just 18-months from 2004 10 2005, the NSA gave out the
redacted names of 10,000 U.S. citizeris to bureaucrats and analysts. During the hearing’
before the Judiciary Committee on'September 25, 2007, you indicated that you are

willing 10 support annual review of the minimization procedures by the Foreign
Intelligence Surveillance Court and by Congress. .

a. Will you support adding a provision to the PAA,if it'is rencwcd that requires the
ForeignIntefligence Surveillance Court to review minimization rules at least
annually and to issuc o decision on whether the NSA’s rules are constitutional and
adequate to protect Americans? Il not, why not?

b. Will you also suppon adding a provision (o the PAA, 1f it is renewed, that
requires the Foreign Intelfigence Surveillance Court'to review minimization rules
whenéver these rules ure revised and to issue a decision on whether the NSA’s

~ rules are consmutxonnl and adequate 10 protect Americans? If.not, why not?
c. ‘Will you also supporl udding a provision to the PAA, if it is renewed, that
' requires a pcnodtc independent assessment of whether the intelligence )
community is complying wnh the applicable mzmmnz.uuon rules’l If not, why not?

6. Section 105A of FISA, added by the PAA, providcs t'hat FISA’s warrant requirement
does not apply to surveillance “directed at a person reasonably believed” to be in a
foreign country. Section 105B of FISA, added by the PAA, scts out an alternative
procedure for suwei'llar'lce nat covered by FISA, but appears to use broader terminology.
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Section 105B provides thal you and the Attorney General may, on your own authority,
direct the collection of intelligence information “concerning” persons reasonably
believed 1o be in a foreign country,
a. Inyour mterpretalmn of the PAA, is surve:llance com.ernmg an overseas person
in fact a broader category than surveillance “directed at” dn overseas person?
Stated differently, do you read the PAA to grant you (with the Attorney General)
_ the authority to order the collection of a broader universe of intelligence
information than what is actually exempted from FISA's warrant requirement?
b. If so, please explain why you advocated for FISA modernization legislation that
contams this language. . .

7.In hns fetter to Congress of September 14, 2007, Assistant Attomcy General Wamstem
also stated that the PAA does not authorize warrantless physical searches of the homes or
effects of Americans; acquisition of domestic-lo-domestic communications; or the
collection of medical, library or other business records for foreign intelligence purposes.

- In order to provide greater clarily and given the Administration’s position that the PAA

already does not authorize the above activities, will you support adding a provision to the
PAA, if it is renewed, that explicitly states that the PAA does not authorize warrantless
physical searches of the homes or effects of Americans; acquisition of domestic-to-
domestic communications: or the collection of medical, library or other business records
for foreign intelligence purposes? 1f not, why not?, :
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DIRECTOR OF NATIONAL INTELLIGENCE

ST RELEASE

ATD> Bebie s

SEP 18 2007

The Honorable John Conyers, Ir.
Committee on the Judiciary
House of Representatives
Washington, DC 20515

The Honorable Jerrold Nadler .
Committee on the Judiciary
House of Representatives
Washington, DC 20515

The Honorable Robert C. “Bobby™ Scotl
Committee on the Judiciary

House of Representative

Washington, DC 20515

Dear Mr. Chairman, Representative Nadler, and Representative Scott:

Thank you for your letter of September 11, 2007, regarding your concerns about
statements made concerning the Foreign Intelligence Surveillance Act (FISA). also thank you -
for the opportunity 10 discuss with your committee recent amendments to FISA and the critical
need to make these changes permanent. '

With respect to my interview with the E! Paso Times, I commented on the subjects
covered by that interview to address, at a summary level, important issues concerning legislative
proposals before. the Congress. In doing so, I balanced the goal of providing additional
information on the public record with the need to preserve specific facts vital to our foreign
intelligence collection efforts.

In the course of that interview, while discussing the need for legislation that provides
liability protection for private sector companies alleged to have assisted us following the events
of September 11, 2001, I did not confirm any specific relationship between the Government and
any particular company. The Department of Justice has addressed this issue with the courts and
their relevant filings are attached. :

With respect to FISA applications, my point is that it is not feasible, nor wise, to remove -

significant numbers of our most critical analytic resources — counterterrorism analysts who
understand the languages, organization, and operations of our enemies — from tracking current

]

NSD-19
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DIRECTOR OF NATIONAL INTELLIGENCE
~ WASHINGTON, DC 20511

threats to the nation and devote large numbers of them to writing detailed probable cause
justifications in cases where the foreign targets are located overseas.

You also inquired about general classification authority. Both statute and Executive
Orders provide the DNI with classification and declassification authorities.

Finally, I on 12 September 2007, issued a clarification of the comment made during the
Senate Committee on Homeland Security and Governmenta) Affairs hearing on September 10,
2007. There I discussed the critical importance to our national security of FISA as a long
standing statute. The Protect America Act was urgently needed by our intelligence professionals
to close critical gaps in our capabilities and permit thern to more readily follow terrorist threats,
such as the plot uncovered in Germany. However, to be clear, information contributing to the
recent arrests was not collected under authorities provided by the Protect America Act.

1 am'grateful for the time and effort you and other Members of Congress spent working.
to close the gaps in our intelligence capability prior to the August recess. I look forward to
continving our dialogue and working with you further on this important issue. If you have any
additional questions on this matter, please contact me or my Director of Legislative Affmrs,
Kathleen Turner, who can be reached on_ b3

QW{

J.M. McConnel!

R

2%

Enclosures: As stated

cc: The Honorable Lamar Sl. Smith
The Honorable Trent Franks
The Honorable J. Randy Forbes

ODNI Final Response (April 21,2008) 000104



6T/ O AT

February 5, 2008 ' RELEASE

The Honorable Harry Reid NED g
Majority Leader '

United States Senate

528 Hart Senate Officé Building

Washington, D.C. 20510

Dezr Senator Reid:

This letter preseats the views of the Administration on various amendments to the
Foreign Intelligence Surveillance Act of 1978 (FISA) Amendments Act of 2008 (8. 2248), a bill
“to amend the Forcign Intelligence Surveillance Act of 1978, to modernize and streamline the
provisions of that act, and for other purposes.” The letter also addresses why it is critical that the
anthorities contained in the Protect America Act not be allowed to expire. We have appreciated
the willingness of Congress to address the need to modernize FISA and to work with the
Administration to allow the intelligence community to collect the foreign intelligence
information necessary to protect the Nation while protecting the civil liberties of Americans. We
commend Congress for.the comprehensive approach that it has taken in considering these
authorities and are grateful for the opportunity to engage with Congress as it conducts an in-
depth analysis of the relevant issues.

In August, Congress took an 1mportant step toward modernizing FISA by enacting the
Protect America Act of 2007. That Act has allowed us temporarily to close intelligence gaps by
enabling our intelligence professionals to collect, without a court order, foreign intelligence  °
information from targets overseas. The intelligence community has implemented the Protect
America Act in a responsible way, subject 10 extensive executive branch, congressional, and
judicial oversight, o meet the country’s foreign intelligence needs while protecting civil
liberties. Indeed, the Foreign Intelligence Surveillance Court (FISA Court) recently approved
the procedures used by the Government under the Protect America Act to determine that targets
are located overseas, not in the United States,

The Protect America Act was scheduled to expire on February 1, 2008, but Congress has
extended that Act for fifteen days, through February 16, 2008, In the face of the continued
threats to our Nation from terrorists and other foreign intelligence targets, it is vital that Congress
not allow the core authorities of the Protect America Act to expire, but instead pass long-term
FISA modermization legislation that both includes the collection authority conferred by the
Protect America Act and provides protection from private lawsuits against companies that are
believed to have assisted the Government in the aftermath of the September 11th terrorist attacks
on America. Liability protection is the just result for companies who answered their
Government’s call for assistance. Further, it will ensure that the Government can continue to

rely upon the assistance of the private sector that is so necessary to protect the Nation and
enforce its laws,

NSD-16
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The Honorable Harry Reid

S. 2248, reported by the Senate Select Committee on Intelligence, would satisfy both of
these imperatives. That bill was reported out of committee on a nearly unanimous 13-2 vote.
Although it is not perfect, it contains many important provisions, and was developed through a
thoughtful process that resulted in a bill that helps ensure that both the lives and the civil liberties
of Americans will be safeguarded. First, it would establish a firm, long-term foundation for our
intelligence community’s efforts to track terrorists and other foreign intelligence targets located
overseas. Second, S. 2248 would afford retroactive liability protection to communication service
providers that are believed 1o have assisted the Government with intelligence activities in the -
aftermath of September 11th. In its report on S. 2248, the Intelligence Committee recognized
that “without retroactive immunity, the private sector might be unwilling to cooperate with
lawfu! Government requests in the future without unnecessary court involvement and protracted -
litigation. The possible reduction in intelligence that might result from this delay is simply
unacceptable for the safety of our Nation.” The committee’s measured judgment reflects the
principle that private citizens who respond in good faith to a request for assistance by public
officials should not be held liable for their actions. Thus, with the inclusion of the proposed
manager’s amendment, which would make necessary technical changes to the bill, we strongly
support passage of S, 2248, o

For reasons elaborated below, the Administration also strongly favors two other proposed
amendments to the Intelligence Committee’s bill. One would strengthen S, 2248 by expanding
FISA to permit court-authorized surveillance of international proliferators of weapons of mass

" destruction. The other would ensure the timely resolution of any challenges to government

directives issued ini support of foreign intelligence collection efforts.

‘Certain other amendments have been offered to S. 2248, however, that would undermine
significantly the core authorities and immunity provisions of that bill. After careful study, we
have determined that those amendments would result in a final bill that would not provide the
intelligence community with the tools it needs to collect effectively foreign intelligence
information vital for the security of the Nation. If the President is sent a bill that does pot
provide the U.S. intelligence agencies the tools they need to protect the nafion. the President will
veto the bill, :

1. Limitations on the Collection of Foreign Intelligence

Several proposed amendments-to S. 2248 would have a direct; adverse impact on our
ability 1o collect effectively the foreign intelligence information necessary to protect the Nation.
We note that three of these amendments were past of the Senate Judiciary Comumittee substitute,
which has already been rejected by the Senate on a 60-34 vote. We explained why those thres
amendments were unacceptable in our November 14, 2007, letter to Senator Leahy regarding the
Senate Judiciary Committee substitute, and the Administration reiterated these concerns in a
Staternent of Administration Policy (SAP) issued on December 17, 2007. A copy of that letter
and the SAP are attached for your reference.

ibition on Collecting Vital Forei telligence Info jon dment number
available). This amendment provides that “no communication shall be acquired under [Title VII

of S. 2248) if the Government knows before or at the time of acquisition that the communication

2
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The Honorable Harry Reid

s to or from a person reasonably believed to be located in the United States,” except as

authorized under Title I of FISA or certain other exceptions: The amendment would require the
Government to “segregate or specifically designate” any such communication and the
Government could access such communications only under the authorities in Title I of FISA ot
under certain exceptions. Even for communications falling under one of the limited exceptions
or an emergency exception, the Government still would be required o submit a request to the
FISA Court relating to such communications. The procedural mechanisms it would establish
would diminish our ability swiftly to monitor a communication from a terrorist overseas to a
person in the United States—precisely the communication that the intelligence community may

“have to act on immediately. Finally, the amendment wonld draw unnecessary and harmful

distinctions between types of foreign intelligence information, allowing the Government to
collect communications under Title VII from or to the United States that contain information
relating to terrorism but not other types of foreign intelligence information, such as that relating
to the national defense of the United States or attacks, hostile actions, and clandestine
intelligence activities of a foreign power.

" This amendment would eviscerate critical core authorities of the Protect America Act and
S. 2248. Our prior letter and the Staterment of Admibistration Policy explained how this type of
amendment increases the danger to the Nation and returns the intelligence community to a pre-
September 11th posture that was heavily criticized in congressional reviews, It would have a
devastating impact on foreign intelligence surveillance operations; it is unsound as a matter of
policy; its provisions would be inordinately difficult to implement; and thus it is unacceptable.
The incidental collection of U.S. person communications is not a new issue for the intelligence
community. For decades, the intelligence commuumity has utilized minimization procedures to
ensure that U.S. person information is properly handled and “minimized.” It has never been the
case that the mere fact that a person overseas happens to communicate with an American triggers
a need for court approval. Indeed, if coiirt approval were mandated in such circumstances, there
would be grave operational consequences for the intelligence community’s efforts to collect
foreign intelligence. Accordingly, if this amendment is part of the bill that is presented to the
President, we, as well as the President’s other senior advisors, will recommend that he veto the

Imposition of a “Significant Purpose” Test (No, 3913). This zmendment, which was part of the
Judiciary Committee substitute, would require an order from the Foreign Intelligence
Surveillance Court (FISA Courst) if a “significant purpose” of an acquisition targeting a person
abroad is to acquire the communications of a specific person reasonably believed to be in the
United States. If the concem driving this proposal is so-called “reverse targeting”—
circumstances in which the Government would eonduct surveillance of a person overseas when
the Government's actual target is a person in the United States with whom the person overseas is
communicating—that situation is already addressed in FISA today. If the person in the United
States is the actual target, an order from the FISA Court is required. Indeed, S. 2248 codifies this
longstanding Executive Branch interpretation of FISA.

The amendment would place an unnecessary and debilitating burden on our intelligence
community’s ability to conduct surveillance without enhancing the protection of the privacy of
Americans. The introduction of this ambiguous “significant purpose” standard would raise

3
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The Honorable Harry Reid

unacceptable operational uncertainties and problems, making it more difficult to collect
intelligence when a foreign terrorist overseas is calling into the United States—which is
precisely the communication we generally care most about. Part of the value of the Protect
America Act, and any subsequent legislation, is to enable the intelligence community to collect
expeditiously the communications of terrorists in foreign countries who may contact an associate
in the United States. The intelligence community was heavily criticized by numerous reviews
after September 11, including by the Congressional Joint Inquiry into September 11, regarding
its insufficient attention to detecting communications indicating homeland attack plotting. To
quote the Congressional Joint Inquiry:

The Joint Trquiry has learned that one of the future hijackers communjcated with
a known terrorist facility in the Middle East while he was living in the United

. States. The Intelligence Community did not identify the domestic origin of those -
communications prior to Septernber 11, 2001 so that additional FBI investigative
efforts could be coordinated. Despite this country’s substantial advantages, there
was insufficient focus on what many would have thought was among the most

" critically important kinds of terrorist-related communications, at least in terms of
protecting the Homeland,

" In addition, the proposed amendment would create uncertainty by focusing on whether the

“significant purpose ... is to acquire the communication” of a person in the United States, not
just o target the person here. To be clear, a “significant purpose™ of intelligence community
activities that target individuals outside the United States is to detect communications that may '
provide warning of homeland attacks, including communications between a terrorist overseas
and associates in the United States. A provision that bars the intelligence community from
collecting these communications is unacceptable. If this amendment is part of the bill that is

presented to the President, we, as well as the President’s other senior advisors, will recommend
that he veto the bill. '

Imposition of & *Specific Individual Target” Test (No. 3912). This amendment, which was part
of the Judiciary Committes substitute, would require the Attorney General and the Director of
National Intelligence to certify that any acquisition “Is limited to communications to which any
party is a specific individual target (which shall not be limited to known or named individuals)
who is reasonably believed to be located outside the United States.” This provision could
hamper United States intelligence operations that currently are authorized to be conducted
overseas and that could be conducted more effectively from the United States without harming
the privacy interests of United States persons. For example, the intelligence community may
wish o target all communications in a particular neighborhood abroad before our amned forces
conduct an offensive. This amendment could prevent the intelligence community from targeting
a particular group of buildings or a geographic area abroad to collect foreign intelligence prior to’
such military operations. This restriction could have serious consequences on our ability to
collect necessary foreign intelligence information, including information vital to conducting
military operations abroad and protecting the tives of our service members, and it is
unacceptable. Imposing such additional requirements to the carefully crafted framework
provided by S. 2248 would harm important intelligence operations without appreciably
enhancing the privacy interests of Americans, If this amendment is part of the bill that {s

4
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resented to the ident. we, as wel] as the President’s other senior advisors, will recommend
that he veto the bill. ‘

Limits Dissemination of Foreign Intelligence Information (No. 3915). This amendment
originally was offered in the Senate Intelligénce Committee, where it was rejected on a 10-5
vote. The full Senate then rejected the amendment as part of its consideration of the Judiciary
Committee amendment. The proposed amendment would impose significant new restrictions on
the use of foreign intelligence information, mcludmg information not concerning United States
persons, obtained or derived from acquisitions using targctmg procedures that the FISA Court
later found to be unsafisfactory for any reason. By requiring analysts to go back to the relevant
databases and extract certain information, as well as to determine what other information is
derived from that information, this requirement would place & difficult, and perhaps
insurmountable, operational burden on the intelligence community in implementing authorities
that target terrorists and other foreign intelligence targets located overseas. The effect of this
burden would be to divert analysts and other resources from their core mission—protecting the
Nation—to search for information, including information that does not concern United States
persons. This requirement also stands at odds with the mandate of the September 11th

~ Commission that the intelligence community should find and link disparate pieces of foreign

intelligence information. Finally, the requirement would actually degrade—rather than
enhance—privacy protections by requiring analysts to locate and examine United States person

_information that would otherwise not be reviewed. Accordingly, if this amendment is part of the

bill that is presented to the President, we, as well as the President’s other senior advisors, will
recommend that he veto the bill.

IL Liability Protection for Telecommunications Companies

Several amendments to S, 2248 would alter the caréfully crefiéd provisions in that bill
that afford liability protection to those companies believed to have assisted the Government in

- the aftermath of the September 11th attacks. Extending liability protection to such companies is

imperative; failure to do so could limit future cooperation by such companies and put critical
intelligence operations at risk, Moreover, litigation against companies believed to have assisted
the Government risks the disclosure of highly classified information'regarding extremely
sensitive intelligence sources and methods. If any of these amendments is part of the bill that is
presented to the President, we, as well as the President’s other senior advisors, will recommend
that he veto the bill.. '

Striking the Immunity Provisions (No. 3907). This amendment would strike Title II of S. 22438,
which affords liability protection to telecommunications companies believed to have assisted the
Government following the September 11th aftacks, This amendment also would strike the
important provisions in the bill that would establish procedures for implementing existing -
statutory defenses in the firture and that would preempt state investigations of assistance
provided by any electronic communication service prov:der 10 an element of the intelli gedee
communify, Those provisions are important to ensuring that electronic communication service

providers can take full advantage of existing mmmxty provisions and to protectmg highly
classified information. '
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Affording liability protection to those companics believed to have assisted the
Government with communications intelligence activities in the aftermath of September 11th is a
just result and. is essential to ensuring that our intelligence community is able to carry out its
mission. After reviewing the relevant documents, the Intelligence Committee determined that
providers had acted in response to written requests or directives stating that the activities had
been authorized by the President and had been determined to be lawful, In its Conference
Report, the Committes “concluded that the providers . . . had a good faith basis™ for responding
to the requests for assistance they received. The Senate Intelligence Committee ultimately
agreed 10 necessary immunity protections ou a nearly-unanimous, bipartisan, 13-2 vote, Twelve
Memmbers of the Committee subsequently rejected a motion to strike this provision.

The immunity offered in S. 2248 applies only in a narrow set of circumstances. An
action may be dismissed only if the Attomey General certifies to the court that either: (i) the
electronic communications service provider did not provide the assistance; or (ii) the assistance
was provided in the wake of the September 11th attacks, and was described in a written request
indicating that the activity was authorized by the President and determined to be lawful. A court
must review this certification before an action may be dismissed. This immunity provision does
not extend to the Government or Government officials, and it does not immunize any criminal
conduct. -

Providing this liability protection is critical to the national security. As the Intelligence
Committes recognized, “the intélligence community cannot obtain the intelligence it needs
without assistance from these companies,” That committee also recognized that companies in
the future may be less willing to assist the Government if they face the threat of private lawsuits
each time they are alleged to have provided assistance. The committee concluded that: “The
possible reduction in intelligence that might result from this delay is simply unacceptable for the
safety of our Nation.” Allowing continued litigation also risks the disclosure of highly classified
information regarding intelligence sources and methods. In addition to providing an advantage
to our adversaries, the potential disclosure of classified information puts the facilities and

* personmel] of electronic communication service providers at risk.

. For these reasons, we, as well as the President’s other senior advisors, will recommend
that he veto any bill that does not afford liability protection to these companies.

‘Substituting the Government as the Defepdant in Litigation (No. 3927)." This amendment would
substitute the United States as the party defendant for any covered civil action against a
telecommunications provider if certain conditions are met, The Government would be
substituted if the FISA Court determined that the company received a written request that
complied with 18 U.S.C. § 251 1(2)X=)(ii)}(B), an existing statutory protection; the company acted
in “good faith . . . pursuant to an objectively reasonable belief” that compliance with the written
request was permitted by law; or that the company did not participate.

Substitution is not an acceptable alternative to immunity. Substituting the Government
would simply continne the litigation at the expense of the American taxpayer. Substitution does
nothing to reduce the risk of the further disclosure of highly classified information. The very
point of these lawsuits is to prove plaintiffs’ claims by disclosing classified information

6
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regarding the activities alleged in the complaints, and this amendment would permit plaintiffs to
participate in proceedings before the FISA Court regarding the conduct at issue. A judgment
finding that a particular company is 2 Government partner also could result in the disclosure of
highly classified information regarding intelligence sources and methods and hurt the company’s
reputation overseas. In addition, the companies would still face many of the burdens of kitigation
— including attorneys’ fees and disruption to their businesses from discovery — because their
conduct will be the key question in the litigation. Such litigation could deter private sector
entities from providing assistance to the intelligence community in the future, Finally, the
lawsuits could result in the expenditure of taxpayer resources, as the U.S. Treasury would be
responsible for the payment of an adverse Judgmcnt. Ifthis amegdment is part of the bill that is

resented e Presi we, as well esident’s other senior advi end
that he veto the bill.
FISA Court Involvement in Dete 0, 3919). This amendment would require

all judges of the FISA Court to determine whether the written rcquests or directives from the
Govermnment comphed with 18 U.S.C. § 2511(2)(a)(ii), an existing statutory pmtecuon, whether
companies acted in “good faith reliance of the electronic communication service provider on the
written request or directive under paragraph (1)(AXii), such that the ¢lectronic communication
service provider had an objectively reasonable belief under the circumstances that the written

request or directive was lawful™; or whether the companies did not participate in the a]]cged
intelligence activities. .

This amendment is not acceptable. It is for Congress, not the courts, to make the public
policy decision whether to grant [iability protection to telecommunications companies who are
being sued simply because they are alleged to have assisted the Government in the aftermath of
the September 11th attacks. The Senate Intelligence Committes has reviewed the relevant
documents and concluded that those who assisted the Government acted in good faith and
received written assurances that the activities were lawful and being conducted pursuant to a
Presidential anthorization. This amendment effectively sends a message of no-confidence to the
companies who helped our Nation prevent terrorist aftacks in the aftermath of the deadliest
foreign attacks on U.S. soil, Transferring a policy decision critical to our national security to the
FISA Court, which would be limited in its consideration to the particular matter before them
_ (without any consideration of the impact of immunity on our national security), is unacceptable.

In contrast to S. 2248, this amendment would not allow for the expeditious dismissal of
the relevant litigation. Ratber, this amendment would do little more than transfer the existing
litigation to the full FISA Court and would likely result in protracted litigation. The standards in
the amendment also are ambiguous and would likely require fact-finding on the issue of good
faith and whether the companies “had an objectively reasonable belief” that assisting the
- Government was lawful—even though the Senate Intelligence Committee has already studied
this issue and concluded such companies did act in good faith. The companies being sued world
continue to be subjected to the burdens of the litigation, and the continued litigation would
increase the risk of the disclosure of highly classified information.

The procedures set forth under the amendment also present insurmountable problems.

First, the amendment would permit plaintiffs to participate in the litigation before the FISA
7 .

ODNI Final Response (Aprii 21, 2008) 000111



The Honorable Harry Reid -

Court. This poses a very serious risk of disclosure to plaintiffs of classified facts over which the
Government has asserted the state secrets privilege and of disclosure of these secrets to the
public. The FISA Court safeguards national security secrets precisely becanse the proceedings
are generally ex parte—only the Government appears. The involvement of plaintiffs also is
likely to prolong the litigation. Second, assembling the FISA Court for en banc hearings on
these cases could cause delays in the disposition of the cases. Third, the amendment would
purport to abrogate the state secrets privilege with respect to proceedings in the FISA Court.
This would pose a serious risk of harm to the national security by possibly allowing plaintiffs
access to highly classified information about sensitive intelligence activities, sources, and
methods. The conclusion of the FISA Court also may reveal sensitive information to the pubhc
and our adversaries. Beyond these serious policy considerations, it also would raise very serious
constitutional questions sbout the authority of Congress to abrogate the copstitutionally-based
privilege over national security information within the Executive’s control. This is unnecessary,
because classified information may be shared with a court i camera and ex parte even when the
state secrets privilege is asserted. Fourth, the amendment does not explicitly provide for appeal
of determinations by the FISA Court. Finally, imposing a standard involving an “objectively
reasonable belief” is likely to canse companies in the future to feel compelled to make an
independent finding prior to complying with a lawful Government request for assistance. Those
companies do not have access to information necessary to make this judgment. Imposition of
such a standard could cause dangerous delays in critical intelligence operations and put our
national security at risk. As the Intelligence Committe¢ recognized in its report on S. 2248, “the
mtenlgencc community cannot obtain the intelligence it needs without assistance from these
companies.” For these reasons, existing law rightly places no such obligation on

. telecommunications companies.

this ent is of the bill that is present e President. we, as we e

'PresiQent’s other senior advisors, will recommend that he veto the bill.

1. Other Amendments

Imposing a Short Sunset on the Legislation (No. 3930). This amendment would shorten the
existing sunset provision in 8. 2248 from six years to four years. We strongly oppose it. S. 2248
should not have an expiration date at all. The threats we face do not come with an expiration
date, and our authorities to counter those threats should be placed on a permanent foundation.
They should not be in a continual state of doubt. Any sunset provision withholds from our
intelligence professionals and our private partners the certainty and permanence they need to
protect Americans from terrorism and other threats to the national security. The intelligence
community operates much more effectively when the rules governing our intelligence
professionals’ ability to track our adversaries are established and are not changing from year to
year. Stability of law also allows the intelligence community and our private partners to invest
resources appropriately. Nor is there any need for a sunset, There has been extensive public
discussion, debate, and consideration of FISA modemization and there is now a lengthy factual
record on the need for this legislation. Indeed, Administration officials have been working with
Congress since at least the summer of 2006 on legislation to modernize FISA. There also has

been extensive congressional oversight and reporting regarding the Government's use of the
authorities under the Protect America Act. In addition, S. 2248 includes substantial
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congressional oversight of the Government’s use of the authorities provided in the bill, This
oversight includes provision of various written reports {o the congressional intelligence
committees, including semiannual assessments by the Attorney General and the Director of
National Intelligence, assessments by each relevant agency’s Inspector General, and annual
reviews by the head of any agency conducting operations under Title VII. Congress can, of
course, revisit these issues and amend a statute at whatever time it chooses. We therefore urge
Congress to provide a long-term solution to an out-dated FISA and to resist attempts to impose a
short expiration date on this legislation. Although we believe that any sunset is unwise and
unnecessary, we support S, 2248 despite its six-year sunset because it meets our operational
needs to keep the country safe by providing needed authorities and liability protection.

Imposes Court Review of Compliance with Minimization Procedures (No. 3920). This
amendment, which was part of the Judiciary Committee substitute, would allow the FISA Court
to review compliance with minimization procedures that are nsed on a programmatic basis for
the acquisition of foreign intelligence information by targeting individuals reasonably believed to
be outside the United States. We strongly oppose this amendment. It could place the FISA
Court in a position where it would conduct individunalized review of the intelligence

community’s foreign communications intelligence activities. While conferring such authority on
the court is understandable in the context of fraditional FISA collection, it is anomalous in this
context, where the court’s role is in approving generally applicable procedures for collection
targeting individuals outside the United States.

Congress is aware of the substantial oversight of the use of the authorities contained in
the Protect America Act. As noted above, S, 2248 significantly increases such oversight by
mandafing semiannnal assessments by the Attomey General and the Director of National
Intelligence, assessments by each relevant agency’s Inspector General, and annual reviews by the
head of any agency conducting operations under Title VI, as well as extensive reporting to -
Congress and to the FISA Court. The repeated layering of overlapping oversight requirements

on one aspect of intelligence community operations is both unnecessary and not the best use of
limited resources and expertise.

Ex itedFI A Court Review o & d Petitions to Compel C iance (No. 3941),
This amendment would reguire the FISA Court to make an initial ruling on the frivolousness of a
challenge to a directive issued under the bill within five days, and to review any challenge that
requires plenary review within 30 days. The amendment also provides that if the Constitution
requires it, the court can take longer to decide the issues before it. The amendment sets forth
similar procedures for the enforcement of directives (i.e., when the Government seeks to compel
an electronic communication service provider to fiurnish assistance or information). This
amendment would ensure that challenges to directives and petitions to compel] compliance with
directives are adjudicated in a manner that avoids undue delays in critical intelligence collection.
This amendment would improve the existing provisions in S. 2248 pertaining to challenges to
directives and petitions to compel cooperation by electronic communication service providers,
and we strongly support it.

Proliferation of Weapons of Mass Destruction (No. 3938). This amendment, which would apply
to surveillance pursuant to traditional FISA Court orders, would expand the definition of
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“foreign power” to include groups engaged in the international proliferation of weapons of mass .
destraction. This amendment reflects the threat posed by these catastrophic weapons and extends
FISA to apply to individuals and groups engaged in the international proliferation of such
weapons. To the extent that they are not also engaged in international terrorism, FISA currently
does not cover those engaged in the internatiopal proliferation of weapons of mass destruction.
The amendment would expand the definition of “agent of a foreign power” to include non-U.S.
persons engaged in such activities, even if they cannot be connected to a foreign power before
the surveillance is initiated. The amendment would close an existing gap in FISA’s coverage
with respect to surveillance conducted pursuant to traditional FISA Court orders, and we strongly

support it.
Exclusive Means (No. 3910). We undérstand that the amendment relating to the exclusive

. means provision in S. 2248 is undergoing additional revision. As aresult, we are withholding

comment on this amendment and its text at this time. We note, however, that we support the
provision currently confained in S. 2248 and to support its modification, we would have to
conclude that the amendment provides for sufficient flexibility to permit the Presxdent to protect
the Nation adequately in times of national emergency.

IV. Expiration

While it is essential that any FISA modemization presented to the President provide the
intelligence community with the tools it needs while safeguarding the civil liberties of
Americans, it is also vital that Congress not permit the authorities of the Protect America Act not
be allowed simply to expire. As you are aware, the Protect America Act, which allowed us
temporarily to close gaps in our intelligence collection, was to sunset'on February 1, 2008,
Because Congress indicated that it was “a legislative impossibility” to meet this deadline, it
passed and the President signed a fifteen-day extension. Failure to pass long-term legislation
during this period would degrade our ability to obtain vital foreign intelligence information,
including the location, intentions, and capabxhhes of terrorists and other foreign intelligence
targets abroad_

First, the expiration of the authonucs in the Protéct America Act would plunge critical
intelligence programs into a state of uncertainty which could canse us to delay the gathering of,
or simply miss, critical foreign intelligence information. Expiration would result in a
degradation of critical tools necessary to carry out our national security mission. Without these
authorities, there is significant doubt surrounding the future of aspects of our operations, For
instance, expiration would create uncertainty concerning:

» The abilify to modify certifications and procedures issued under the Protect America Act
to reflect operational needs and the implementation of procedures to ensure that agencies
are fully integrated protecting the Nation;

» The continuing validity of liability protection for those who assist us according to the
procedures under the Protect America Act;

» The continuing validity of the Jud.ICIE.l mechanism for compelling the assistance needed to
protect our national security;
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e The ability to cover intelligence gaps created by new communication paths or
technologies. If the intelligence community uncovers such new methods, it will need to
act to cover these intelligence gaps.,

- All of these aspects of our operations are subject to great uncertainty and delay if the
authorities of the Protect America Act expire. Indeed, some critical operations will likely not be
possible without the tools provided by the Protect America Act. We will be forced to pursue
intelligence collection under FISA's outdated legal framework—a framework that we already
know leads to intelligence gaps. This degradation of our intelligence capability will occur
despite the fact that, as the Department of Justice has notified Congress, the FISA Court has .
approved our targeting procedures pursuant to the Protect America Act.

Second, expiration or continued short-term extensions of the Protect America Act means
that an issue of paramount importance will not be addressed. This is the issue of providing
liability protection for those who provided vital assistance to the Nation after September 11,

© 2001. Senior leaders of the intelligence community have consistently emphasized the critical

need to address this issue since 2006. See, “FISA for the 21% Century” hearing before the Senate
Tudiciary Committee with Director of the Central Intelligence Agency and Director of the
National Security Agency; 2007 Annual Threat Assessment Hearing before the Senate Select
Committee on Intelligence with Director of National Intelligence. Ever since the first
Administration proposal to modernize FISA in April 2007, the Administration had noted that
meeting the intelligence community’s operational needs had two critical components—
modernizing FISA’s authorities and providing liability prote¢tion. The Protect America Act
updated FISA’s legal framework, but it did not address the need for lability protection.

As we have discussed above, and the Senate Intelligence Committee recognized,
“without retroactive immunity, the private sector might be unwilling to cooperate with lawful
Government requests in the future without unnecessary court involvement and protracted
litigation.” As it concluded, “[t]he possible reduction in intelligence that might result from this
delay is simply unacceptable for the safety of our Nation.” In short, if the absence of retroactive -
liability protection Jeads to private partners not cooperating with foreign intelligence activities,
we can expect more intelligence gaps. '

* Questions surrounding the legality of the Government’s request for assistance following
September 11th should not be resolved in the context of suits against private parties. By granting
responsible lability protection, S. 2248 “simply recognizes that, in the specific historical
circumstances here, if the private sector relied on written representations that high-Jevel ,
Government officials had assessed the [the President’s] program to be legal, they acted in good
faith and should be entitled fo protection from civil suit,” Likewise, we do not believe that it is
constructive—indeed, it is destructive—to degrade the ability of the intelligence community to
protect the country by punishing our private partners who are not part of the ongoing debate
between the branches over their respective powers. ’ o ‘

XXLE
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The Protect America Act’s authorities expire in less than two weeks. The Administration
remains prepared to work with Congress towards the passage of a FISA modernization bill that
would strengthen the Nation’s intelligence capabilities while respecting and protecting the
constitutional rights of Americans, so that the President ean sign such a bill into Jaw, Passage of
S. 2248 and rejection of those amendments that would undermine it would be a critical step in
this direction. We look forward to continuing to work with yon and the Members of the Senate
on these important issnes.

Thank you for the opportunity to préscm our views. The Office of Management and
Budget has advised us that from the pcrspcctwc of the Administration's program, there is no
objection to the submlssmn of this letter.

Sincerely,

st

Michael B, Mukasey . : I M. McConnell
Attorney General . , Director of National Intelligence

cc:  The Honorable Mitch McConnell

Minority Leader

The Honorable Patrick Leahy
"Chairman, Committee on the Judiciary = -

The Honorable Arlen Specter

Ranking Minority Member, Commiftee on the I udmary
The Honorable John D, Rockefeller

Chairman, Select Committee on Intelligence -

The Honorable Christopher S. Bond

Vice Chairmarn, Select Committee on Intelligence

Attachments
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March 6, 2008

DI:P/D’D*E—I

The Honorable Pete Hockstra RE LEASE
Ranking Member

House Permanent Select Committee on Intelligence. B NED Eau e e

U.S. House of Representatives
Washington, DC 20515

The Honorable Lamar Smith
Ranking Member

House Committee on the Juchcxary
U.S. House of Representatives
Washington, DC 20515

Dear Congressman Hoekstra and Congressman Smith:

‘We write in response to your letter of March 5 concerning the core surveillance
authorities needed in any modernization of the Foreign Intelligence Surveillance Act of
1978 (FISA). We appreciate the seriousness of Congress’s engagement in this critical -
issue. As you note, much of the recent discussion | concemmg FISA reform bas centered
on liability protection for electronic communication service providers who assisted the
Government in preventing another terrorist attack after September 11, 2001. The liability
protection provisions of the Rockefeller-Bond FISA modernization bill, passed by a
strong bipartisan majority in the Senate and now pending in the House of
Representatives, provide precisely the protection from civil suits that our national -
security requires. Although liability protection is critical to any FISA modemization
proposal, equally if not more important to our efforts to protect our nation from terrorist
attack and other foreign intelligence threats are the carefully drafted anthorities that
modernize FISA for the technologies of the 21st century, These authorities address the
operational aspects of conducting surveillance of foreign terrorists and other threats
pverseas, and we urge that they not be alttered.

Over the past year, the Intelligence Community end the Department of Justice
have worked closely with Congress, first to pass the Protect America Act last summer by
a bipartisan majority in both the House and Senate as a short-term measure to enable us
to close dangerous intelligence gaps and then to create a long-term framework for foreign
intelligence surveillance of individuals outside the United States. Those months of
bipartisan effort and of careful compromise are reflected in the bill passed by the Senate,
a bill that we believe would also enjoy the support of a majority of the members of the
House of Representatives. Title 1 of the Senate bill would preserve the core authorities of
the Protect America Act—authorities that have helped us to obtain exactly the type of
information we need to keep America safe. For example, the Senate bill would allow the
Government to continue collecting foreign intelligence information against foreign
terrorists and other foreign intelligence targets located outside the United States without .

NSD-3
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obtaining prior court approval. Initiating surveillance of individuals abroad without
awaiting a court order will ensure that we will keep closed the intelligence gaps that
existed before the passage of the Protect America Act.

1t is essential to our nationat security that any legislation passed by the House of
Representatives not weaken the intelligence collection authorities provided in the Protect
America Act, which are preserved in Title I of the Senate bill. As we have explsined in
prior correspondence, the RESTORE Act, passed by the House last November, would
seriously undermine these anthorities and may well reopen the gaps temporarﬂy closed
by the Protect America Act. The RESTORE Act, or legislation similar to it, is, in short,
no substitute for the bipartisan Senate bill, Even seemingly small changes to the Senate
bill may have serious operational consequences. It is our firm belief that the Senate bill
provides our intelligence professionals the tools they need to protect thc country.

Title I of the Senate bill also protects the civil liberties of Americans. In fact,

' the privacy protections for Americans in the Senate bill exceed the protections contained

in both the Protect America Act and the RESTORE Act. For example, the bill would
require for the first time that a court order be obtained to conduct foreign intelligence
surveillance of an Ameérican abroad. Historically, such surveillance has been conducted
pursuant to Executive Branch procedures when, for example, a U.S. person was acting as
an agent of a foreign power, e.g., spying on behalf of a foreign government. This change
contained in the Senate bill is a significant increase in the involvement of the FISA Court
in these surveillance activities. Other provisions of the bill address concerns that some
have voiced about the Protect Amerjca Act, such as clarifying that the Government
cannot “reverse target” without a court order.

The bill substantially increases the role of the FISA Court and of Congress in
overseeing acquisitions of foreign intelligence information from foreign terrorists and
other national security threats located outside the United States. Under the Senate bill,
the Court would review certifications by the Attorney General and the Director of .
National Intelligence relating to such acquisitions, the targeting procedures used by the

- Government to conduct acquisitions under the Act, and the minimization procedures used

by the Government to ensure that such acquisitions do not invade the privacy of
Americans. The bill would require the Attorney General and the Director of National
Intelligence to conduct semisnnual assessments of compliance with targeting procedures, .
and minimization procedures and to submit those assessments to the FISA Court and to
Congress, The FISA Court and Congress would also receive annual reviews relating to
those acquisitions prepared by the heads of agencies that use the authorities of the bill. In
addition, the bill requires the Attorney General to submit to Congress a report at least
semiannually concerning the implementation of the authorities provided by the bill and
would expand the categories of FISA-related court documents that the Government must
provide to the congressional intelligence and judiciary committees.
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. We remain prepared to work with Congress towards the passage of a long-term
FISA modernization bill that would strengthen the Nation’s intelligence capabilities
while protecting the civil liberties of Americans, so that the President can sign soch a bill
into law. Congress has snch legislation before it—the bipartisan Senate bill—and the
anthorities provided in Title I of that bill strike a careful balance and should not be
altered. ;

Sincerely,
e M
Michael B. Mukasey { | J M. McConnell
Attorney General ) Director of National Intelligence

cc:  The Honorable Silvestre Reyes

The Honorable John Conyers, Jr.
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: S ax-e/ve4l
Congress of the Wnited States

BHashington, BE 20515
March 5, 2008
. . NED Mv
The Honorable Michael B, Mukasey The Honorable Micheel McConnell
Attorpey General of the United States Director of National Intelligence _
United States Department of Justice Office of the Director of National Intelligence
950 Pennsylvania Avenue, NW Washington, D.C. 20511

Washington, D.C. 20530

. Dear Mr. Attomey General and Director McConnell:

I recént weeks, the focus of the public debate on Foreién Intelligence Surveillance Act

" (FISA) legislation appears to bave unfortunately and simplistically narrowed to one issue ~
‘retroactive lability protection for telecommunications companies that assisted the govemment
following the terrorist aitacks of Septembcr 11, 2001.

We are concerned that this narrowed debate is belittling 1he significance of the provisions

. conteined inTitle ! of the FISA Amendments Act of 2008 passed by the Senate last month,
Congress began the process of updating FISA over nine months ago when Admiral McConnell'

mformed us of a critical gap m our foreign mtelhgence gathering capabilities.

The Protect Amenca Act (PAA) provided an immediate, temporary FISA fix, Before

, Cc;ngr&ss enacted the PAA, the intelligence community was “missing a significant portion of

what we should be géttmg’ with respect to foreign terrorist communications. Unfortunately, the
PAA was allowed to expire nearly throe weeks ago, once again degrading the mtelhgence '
commumty’s ability to collect foreign inteltigence. .

Title 1 of the Senate-passed bill provides a long-term solution to the foreign intelligence
gep. We believe it is important that Members of Congress be fully informed sbout the
importance of Title I to your foreign intelligence operations and we ask you to clarify and
comment on these tools prowded in the Senate bill: :

" We apprecxatc your prompt atteation to our reql.‘mt.

, Sinm% ' H. n
. Lamar Smith Pete Hoekstra
Ranking Member ‘ Ranking Member
House Committee on the Judiciary - House Permanent Scled Committee
B ' Intelhgence
. PNTED ON NEGYCLED PAFER
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‘ . February 22, 2008
The Honorable Silvestre Reyes RE LEASE
Chairman R ' A
House Permanent Select Committee on Intelligence : NZTD G',ﬂ‘ J\’L e =

U.S. House of Representatives
Washington, D.C. 20515

Dear Chairman Reyes,

The President asked us to respond to your letter of February 14, 2008, concerning thg
urgent need to modemize the Foreign Intelligence Surveillance Act of 1978 (FISA). Your
assertion that there is no harm in allowing the temporary authorities provided by the Protect
America Act to expire without enacting the Senate’s FISA reform bill is inaccurate and based on
a number of misunderstandings concerning our intelligence capabilities. We address those
misunderstandings below. We hope that you find this letter helpful and that you will reconsider
your opposition to the bill passed last week by a strong bipartisan majority in the Senate and,
when Congress returns from its recess, support immediately bringing the Senate bill to the floor,
where it enjoys the support of a majority of your fellow members. It is critical to our national
security that Congress acts as soon as possible to pass the Senate bill.

Intelligence Collection

Our experience since Congress allowed the Protect America Act to expire without
passing the bipartisan Senate bill demonstrates why the Nation is now more vulnerable to
terrorist attack and other foreign threats, In our-letter to Senator Reid on February §, 2008, we
explained that: “the expiration of the authorities in the Protect America Act would plunge
critical intelligence programs into a state of uncertainty which could cause us to delay the
gathering of, or simply miss, critical foreign mtclhgence information.” That is exactly what has
happened since the Protect America Act expired six days ago without enactment of the bipartisan
Senate bill. We have lost intelligence information this past week as a direct result of the
uncertainty created by Congress’ failure to act, Because of this uncertainty, some partners have
reduced cooperation. In particular, they have delayed or refused compliance with our requests to
initiate new surveillances of terrorist and other foreign intelligence targets under existing
directives issued pursuant to the Protect America Act. Although most partners intend to
cooperate for the time being, they have expressed deep misgivings about doing so in light of the
uneertainty and have indicated that they may well cease to cooperate if the uncertainty persists.
We are working to mitigate these problems and are hopeful that our efforts will be successful,
Nevertheless, the broader uncertainty caused by the Act’s expiration will persist unless and until
the bxpartlsan Senate bill is passed, This uncertainty may well continue to cause us to miss
information that we otherwise would be collecting. . ‘

Thus, although it is correct that we can continue to conduct cerfain activities authorized

+ by the Protect America Act for a period of one year from the time they were first authorized, the
.Act's expiration has and may well continue to adversely affect such activities. Any adverse
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effects will result in a weakening of critical tools necessary to protect the Nation. As we
explained in our letter to Senator Reid, expiration would create uncertainty concerning:

v The ability to modify certifications and procedures issued under the Protect
America Act to reflect operational needs and the implementation of procedures to
ensure that agencies are fully integrated protecting the Nation;

. The continuing validity of liability protection for those who assist us according to
the procedures under the Protect America Act;

. The continuing validity of the judicial mechanism for compelling the assistance of
private parties needed to protect our national security; .

U The ability to cover intelligence gaps created by new communication paths or
' technologies.

Our experience in the past few days since the expiration of the Act demonstrates that these
concerns are neither speculative nor theoretical: allowing the Act to expire without pessing the
bipartisan Senate bill has had real and negative consequences for our national security., Indeed,
this has led directly to a degraded intelligence capability.

It is imperative that our intelligence agencies retain the tools they need to collect vital
intelligence information. As we have explained before, the core authorities provided by the
Protect America Act have helped s to obtain exactly the type of information we need to keep
America safe, and it is essential that Congress reauthorize the Act’s core authorities while also
extending liability protection to those companies who assisted our Nation following the attacks
of September 11,2001, Using the authorities provided in the Protect America Act, we have
Aobtained information about efforts of an individual to become a suicide operative, efforts by
terrorists to obtain guns and ammunition, and terrorists transferring money. Other information
obtained using the authoities provided by the Protect America Act has led to the disruption of
planned terrorist attacks. The bipartisan Senate bill would preserve these core authorities and
improve on the Protect America Act in certain critical ways, including by providing liability
protection to companics that assisted in defending the country after September 11.

In your letter, you assert that the Intelligence Community’s ability to protect the Nation
has not been weakened, because the Intelligence Community continues to have the ability to
conduct surveillance abroad in accordance with Executive Order 12333. We respectfully
disagree. Surveillance conducted under Executive Order 12333 in 2 manmner that does not
implicate FISA or the Protect America Act is not always as effective, efficient, or safe for our
intelligence professionals as acquisitions conducted under the Protect America Act. And, in any
event, surveillance under the Protect America Act served as an essential adjunct to our other
intelligence tools, This is particularly true in light of the changes since 1978 in the manner in
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which communications are transmitted. As a result of these changes, the Government often has
been required to obtain a FISA Court order prior to surveiltance of foreign terrorists and other
national security threats located outside the United States, This hampered our intelligence
collection targeting these individuals overseas in'a way that Congress never intended, and it is
what led to the dangerous intelligence gaps last summer. Congress addressed this issue
temporarily by passing the Protect America Act but long-term FISA refonm is critical to the
national security. ‘ ' '

We have provided Congress with examples in which difficulties with collections under
the Executive Order resulted in the Intelligence Community missing crucial information. For
instance, one of the September 11th hijackers communicated with a known overseas terrorist
facility while he was living in the United States. Because that collection was conducted under
Executive Order 12333, the Intelligence Community could not identify the domestic end of the
communication prior to September 11, 2001, when it could have stopped that attack. The failure
to collect such communications was one of the central criticisms of the Congressional Joint
Inquiry that Jooked into intelligence failures associated with the attacks of September 11. The
bipartisan bill passed by the Senate would address such flaws in our capabilities that existed
before the enactment of the Protect America Act and that are now resurfacing. We have
provided Congress with additional and detailed examples of how the Protect America Act
temporarily fixed this problem and have demonstraied the operational need to provide a long-
term legislative foundation for these authorities by passing the bipartisan Senate bill.

.+ Inyour Ietter, you also posit that our intelligence, capabilities have not been weakened,
because the Government can employ the outdated provisions of FISA as they existed before the

- Protect America Act. We respectfully disagree. It was that very framework that created

dangerous intelligence gaps in the past and that led Congress to pass the Protect America Act last
summer. o

As we have explained in letters, briefings and hearings, FISA’s requirements, unlike
those of the Protect America Act and the bipartisan Senate bill, impair our ability to collect
information on foreign intelligence targets located overseas. Most importantly, FISA was
designed to govern foreign intelligence surveillance of persons in the United States and therefore
requires a showing of “probable canse” before such surveillance can begin. This standard makes
sense in the context of targeting persons in the United States for surveillance, where the Fourth
Amendment itself often requires probable cause and where the civil liberties of Americans are
most implicated. But it makes no sense to require a showing of probable canse for surveillance
of overseas foreign targets who are not entitled to the Fourth Amendment protections guaranteed
by our Constitution. Put simply, imposing this requirement in the context of surveillance of
foreign targets Jocated overseas results in the loss of potentially vital intelligence by, for
example, delaying intelligence collection and thereby losing some intelligence forever. In
addition, the requirement to make such a showing requires us to divert our linguists and analysts
covering al-Qa’ida and other foreign threats from their core role—protécting the Nation—to the
task of providing detailed facts for FISA Court applicatiots related to surveillance of such”
foreign targets, Our intelligence professionals rieed to b& able to obtain foreign intelligence from
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: foreign targets with speed and agility. If we reverttoa léga] framework in which the Intelligence

Community needs to make probable cause showings for foreign terrorists and other national
security threats located overseas, we are certain to experience more intelligence gaps and miss
collecting information.

You imply that the emergency authorization process under FISA is an adequate substitute
for the legislative authorities that have lapsed. This assertion reflects a basic misunderstanding
about FISA’s emergency authorization provisions. Specifically, you assert that the National
Securify Agcmcy (NSA) or the Federal Bureau of Invcsﬁgaﬁon (FBI) “may begin surveillance
immediately” in an emergency situation. FISA requires far more, and it would be illegal to .
proceéd as you suggwt Before surveillance begins the Attorney General must determine that
there is probable cause that the target of the surveillance is a foreign power or an agent of a
foreign power and that FISA’s other requirements are met. As axplmned above, the process of
compiling the facts necessary for such a determination and preparing applications for emergency
authorizations takes time and results in delays. Again, it makes no sense to impose this
requirement in the context of foreign intelligence surveillance of targets located overseas.
Because of the hurdles under FISA’s emergency authorization provisions and the requirement to
go to the FISA Court within 72 hours, our resource constraints limit our use of emergency
authorizations to certain high-priority circumstances and cannot simply be employed for.every
foreign intelligence target.

1t is also inaccurate to state that because Congress has amended FISA several times, there
is no need to modemnize FISA. This statement runs counter to the very basis for Congress’s
passage last August of the Protect America Act. It was not until the passage of this Act that
Congress amended those provisions of FISA that had become outdated due to the
communications revolution we have experienced since 1978. As we explained, those outdated
provisions resulted in dangerous intelligence gaps by causing constitutional protections to be
extended to foreign terrorists overseas. It is critical that Congress enact long-term FISA
modernization to ensure that the Intelligence Community can collect effectively the foreign
mtelhgcnce information it needs tp protect the Nation. . The bill passed by the Senate would
achleve ﬂus goal whilé safeguarding the privacy interests of Americans.

Liability Protection

Your assertion that the failure to provide liability protection for those private-sector firms
that helped defend the Nation afier the Septernber 11 attacks does not affect our intelligence
collection capability is inaccurate and contrary to the experience of intelligence professionals and
to the conclusions the Senate Select Committee on Intelligence reached after careful stidy of the
matter, It also ignores that providing liability protection to those companies sued for answering
their country’s call for assistance in the afiermath of September 11 is simply the right thing to do.
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Through briefings and documents, we have provided the members of your cormmttce with access -
to the information that shows that immunity is the fair and just result.

Private party assistance is pecessary and critical to ensuring that the Ihtelligence
Community can collect the information needed to protect our country from attack. In its report

. on S. 2248, the Intelligence Committee stated that “the intelligence community cannot obtain the

intelligence it needs without assistance” from electronic communication service providers. The
Committee also concluded that “without retroactive immunity, the private sector might be
unwilling to cooperate with lawful Government requests in the future without unnecessary court
involvement and protracted litigation. The possible reduction in intelligence that might result
from this delay is simply unacceptable for the safety of our Nation.” Senior intelligence officials
also have testified regarding the importance of providing liability protection to such companies
for this very reasomn

Even prior to the expiration of the Protect America Act, we experienced significant
difficulties in working with the private sector because of the continued failure to provide liability
protection for such companies. These difficulties have only grown since expiration of the Act
without passage of the bipartisan Senate bill, which would provide fair ard just liability.
protection, Exposing the private sector to the continued risk of billion-dollar class action suits .
for assisting in efforts to defend the country understandably makes the private sector much more .
reluctant to cooperatc Without their cooperation, our efforts to protect the country cannot
succeed,

Pending Legislation

* Finally, as you notc; the House passed a bill in November to amend FISA, but we
immediately made clear that the bill is unworkable and unacceptable. Over three months ago,

the Administration issued a Statement of Administration Policy (SAP) that stated that the House

bill “falls far short of providing the Intelligence Community with the tools it needs to collect
effectively the foreign intelligence information vital for the security of the Nation™ and that “the
Director of National Intelligence and the President’s other senior advisers would rccommcnd that -
the President veto the bill.” We adhere to that view today. .

: The House bill has several grave deficiencies, First, although numerous senior
mtclhgence officials have testified regarding the importance of affording liability protection for
companies that assisted the Government in the aftermath of September 11, the House bill does
not address the critical issue of liability protection. ' Second, the House bill contains certain
prov-xsxons and serious technical flaws that would fatally undermine our ability to collect
effecuvé!y the intelligence needed to, protect the Nation. ' In contrast, the Senate bill deals with
the issué of Jiability protection in a way that is fair and' that protects the national sécurity. In
addition, the Senate bill is carefully drafied and has been amended to avoid technical flaws
similar to the ones in the House bill. We note that the privacy protections for-Americans in the
Senate bill exceed the protections contained in both the Protect America Act and the House bill.
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The Department of Justice and the Intelligence Community are taking the steps we can to
try to keep the country safe during this current period of uncertainty. These measures are
remedial at best, however, and do not provide the tools our intelligence professionals need to
protect the Nation or the certainty needed by our intelligence professionals and our private
partners. The Senate passed a strong and balanced bill by an overwhelming and bipartisan
margin. That bill would modernize FISA, ensure the future coopenanon of the private sector, and
guard the civil liberties we value, We hope that you will support giving your fellow members
the chance to vote on this bill,

Sincerely,

MNe(oune )

. J.M. McConnell
Attomey General . Director of National Intelligence

~cc: The Honorable Peter Hoekstra |

Ranking Member, House Permanent Select
- Committee on Intelligence

The Honorable John D, Rockcfeilet, v
Chairman, Senate Select Committee on Intelligence

The Honorable Christopher S. Bond
" Vice Chairman, Sepate Select Committee on Intelligence
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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
‘CIviL LIBERTIES AND PRIVACY OFFICE

Civil Liberties and Privacy Provisions of Section 101 of the SSCI FISA Bill S. 2248 -
Review by the ODNI’s Civil Liberties and Privacy Office (CLPQ), November 2, 2007

This paper presents a summary of CLPO’s review of Title VIL of SSCI Bill 5, 2248. entitled *“FISA
Amendments Act of 2007."" In particular, this paper focuscs on the privacy and civil libertics
concemns raised with respect to the Protect America Act (PAA), and identifies the provisions in Title

V11 of the SSCT bill that address those concerns.’

Scope: Concerns have been raised that section 10SA of the PAA could permit surveillance that is
not constrained by its provisions calling for assistance by communications providers, and by its
foreign targeting and minimization procedures.

o The SSCI bill addresses this concern by explicitly tying the exercise o new authorities o
the protections and limitations set forth in the bill.

“Concerning Persons” and Domestic Surveillance. Concerns have been raised that the PAA
could permit surveillance targeting individuals inside the United States — including searches of
homes and domestic mail - 5o long as the purpose was “concerning persons' outside the United
States. As explained in a Department of Justice (DOJ) letter dated September 14, 2007, FISA and
the Fourth Amendment would not permit such domestic surveillance and physical searches, and the
PAA would not be interpreled 10 in that inanner. ' .

o The SSCI Bill eliminates the ‘‘concerning persons” phrase; and incorporates explicit
prohibitions against domestic targeting and “reverse targeting™ to further assure that the bill
_ only authorizes surveillance that is directed at persons reasonably believed to be outside the
United States. It also defines “electronic communications service provider” to more
narrowl y circumnscribe the entities from which assistance must be obtained, and provides
that acquisitions must comply with the fourth amendment. '

Interception of Communications of U.S. Persons. Concerns have been raised that the PAA
could result in the interception of U.S. person communications. As explained in the DOJ
September 14 letter, and in a letter by the DNT's Civil Liberties Protection Officer dated September
17, 2007, U.S. persons’ privacy interests are protected through “minimization procedures,” which
must meet FISA's statutory definition. In addition, “reverse targeting” is implicitly prohibited
under existing law. B '

o The SSCI Bill in addition requires judicial review of minimization procedures and
explicitly prohibits reverse targeting. In addition, the bill provides the FISA court with
ongoing access to compliance reports and information about U.S. person disseminations
and communications, and the explicit autharity to correct deficiencies in procedures. The
bill also requires annual reviews of U.S. person disseminations and communications and
extensive reports to Congress.

1t was posted 1o the SSC1 website on October 25, 2007 ar: hup:/intelligence. senaie.ov/071025/52248.pdf. This paper
reviews only Tifle VII, Additional Procedures for Targeting Communications of Certain Pessons Outside the United States.
As such, it does not address other sections, such as those on retroactive immunity. Provisions are paraphrased for space
oad readability. '

2

This puper does nol purport (o wke 4 position on the bill’s provisions.
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. Talgetmg of 1.S. Persons Qutside the United States. Concerns have been raised about

acquiring information from U.S. persons outside the United States under circumstances wherc a
warrant would be required for law cnforcement purposcs. Under the PAA, pursuant (o
Jongstanding practice, Attorney General authorization would be required under section 2.5 of
Exccutive Order 12333, based on a finding of probable cause that the U.S. person is an arzent of a
foreign powcr

o 'I"hc SSCI Bill rcqunrcs FISA ¢ourt orders based on probable cause for ck.uromc
surveillance of U.S. persons overscas,

“Clearly Erroneous” Standard of Judicial Review. Concerns have heen raised aboul the PAA’S
“clearly erroncous™ standard of judicial revicw of the foreign targeting procedures.

o The SSCI Bill climinates this standard.

- Judicial Review of Minimization Procedures. Concerns have been raised about the absence of
- judicial review of minimization procedures under the PAA.

o The SSCI Bill provides for judicial review of minimization procedures,

Oversight and Repo‘rting Concerns have been raised about the oversight and reporting
provisions of the PAA. The PAA requires DNT and DOJ compliance assessments, with reports 1o

‘the Intelligerice Committces. In addition, as explained in the CLPO September 17 leiter and in the
- DNI's testimony at various hearings, othcr layers of oversight and reporting exist — and are

provided for by Jaw and Executive Order - to supplement the oversight and reporting requirements
of the PAA, including by the Inspector General, the Civil Liberties Protection Othcer. the Offices
of General Counsel for the clcmenls concerned, cle.

o The $SCI Bill enhances the oversight and reporting requirements by udding provisions
_ relaling to Inspector General and agency reviews with respect to certain U.S. person
informalion and communications, and additional reports to Congressional oversight
committees,

Timing of Court Review. Concerns have been raised about the timing of FISA court review of
procedures — namely, that it takes place after the fact, rather than in advance,

o The SSCI Bill retains after-the-fact review, but provides that certifications and prbceéiures
must be provided within 5 days.

Court Role in Overseeing Implementation. Concerns have been raised about whether the FISA
court should have an ongoing role in overseeing implementation of authorities,

o The SSCI Bili gives the FISA court an ongoing role in overseeing implementation, by
providing the court with reports and information regarding compliance with procedures and
requirements, and the authority to correct deficiencies or to direct cessation of acquisition.

[38]
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RUSSELL D, FEINGOLD ' _ - ’ Covasrrez o i DusaeT

WISLON! . ‘ . ConiiTrex on FoRGaN REATONS

. W CoumnTex ON THE JUCARY
500 Hany BONATS DPRcK BUkbNe : ;
WATHINGTOR, DC 20810 ' , ' " . K ST COMATTEE ON (NTEMISENGE
B o . Mited States Senate Do e Cnaerz
Hingeid sarame.gov : WASHINGTON, DE 205904808 §8CT $2007~4877 o
December 18, 2007

The Honorsble .M, McCenell
Director of Natiopal Intelligence
Weshington, D.C. 20505

Déar Dircctor McCounnell:

- 1 am writing to cxpress serious copcerns about the xmplcmemadon of the
Protect America Act ind ¢o state my strong disagreement with your assertion, in
an op-ed published in the New York T¥mes on December 10, that the PAA has

. “protect{ed] the civil liberties of Americans,” Both the provcdmcs setupto

-implement the PAA, a8 well as activities condueted thus far, confirm that the Aot
is fundamentally flawed, particularly with regard to the rights of Americans. 1
urge you to consider these concerns, both in future implementation of the PAA
end a3 you work to formulate the Administration’s posmon with mgsxd
legislative fixos to these manifest problems. _ ‘b) {3)-P.L. 66-36

To the sbaence of & independent assessment, even one based on
the “clearly erroneous”™ standard established by the PAA, it is premature to assert

that the PAA is tca.sOnably designed to| . &
ﬂ\e Admlmmtlon pl'O ey b} (1)
Court, the governmen Cotigress cannot (b} (3)=50 USC 403

bl (3)~ 8
even fully assess the extent of the Court's concerns, , (b1(3)~18 USC 79

(b} (3)~P.L, 86~236

Q1600 Asren Cononx
oM - o 1wu~xmm

L1 m-ma e

{008} 828-1200
1608} R-1215 [TOD)

MHNTED ON RRCYCLED PAMA
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goverament not only downplays the serjousness of these incidents, but rendérs the ,
PAA's only Congressional reporting requirement ~ & sctm—annual reporton oy,
“incidents of non-compliance” ~ meaningless. ) . ib}{3)-50 USC 403

.ib) {3)=18 USC 798
ib) (3)-P.L. 86-36

—(—'E&#s&m Nonethisless, if the governnront deems these mcxdenu to be in |
corapliance with itg targeting procedures, then the incidents are, by deﬁniuon, the
result of the procedures. I"—i

‘
b

~

- —CESHSYANTD 1also have serious concers about the lack of evailable information
on the number of targeting errors ocowrring under the new authorities. According
to information provided the Committee, oversight conducted thus far has

" addressed only a sammple of the collection conducted by the NSA and the
government has not yet.conducted a statlstical analysis to determine the overall
number of targeting crrors conducted under the PAA. As the NSA expands the
use of its new authorities, the absence of meaningful statistics on the mumbers of

[ [ becomes even wore troubiing. R IBHL o st 403

(b) (3)-18 USC 798

w b) {3)~P.L. 86-36

TOP SECRET/SU/NOFORN
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—CYSHSTHNFT I also have concerns shout the a.bscnce of adcqua:c minimization

.

~-""’i(b) (1)
{b)(3)~50 USC 403
Ib) {3)-18 USC 798 *

gb) (3}-P.L. ,86-36

procedures.|

J T do not believe that minimization of U.S. peraon infoTmARGA
. adequately protects the privasy of Americans, but even if minimizetion were
theoretically sufficient, it is only as good as the govarnment’s ability to actually

determine whether it s disseminating U.S, person information. |

flt i therefore my posmorn that, as the government dramaucally
expands the acquisition of communications involving Americans, fhe checks and
balances provided by the FISA Court ure critical. However, at ammunum. the
goverument should fundamentzily reconsider the ptcsumpuons ¥'a“§ B0
minimization procedures and establish new procedures re]evant[ m

acquismon suthorities, ‘ (b} (3)~P. L% as-se_
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[ Yet, Wader e PAZA, the FISA Court has no rolo i &b, (1)
ccns:dr::mg tals question, nor has the ODNI Civil Liberties aud Privacy Office  {b) (31-50 UsC 103,

lookedimtolt, | B
— | Althongh the PAA requires that “2 significant purpose of the |
acquisition is to obtain foreign intelligence information,"|

*
¥
~

—FPS#SH‘N'F} Ihave & number of other coucerms, based on documents 8p .ciﬁcally-
related to the PAA as well as brlcﬁn S

~TORSECREF/SHANOFORN— e

' {b) {3}-50 UsC 403
. . {b) (3)-18"USC 798
- {b){3)-P.L. 86-36
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< (b) (1)
(b) (3)~1B usc 798
(b) (3)-5p uUsC 403
(b) (3)-Bl.L. 86-36

o

pndzr the PAA, the FISA Court hag no role in considering'these
questions, leaving them entirely to the dzscretxon of the exscutive branch operating
under almost limitless authorities, )

(U) The problems descﬁbad in this letter, many of which raise gerious .
Constitational questions, can be-addressed through legislative fixes. Changes
made by the Senate Judiciary Committee to the bill reported by the Senate
Intelligence Committee wounld resolve many of them, 25 would other amendments
currently being considered, Many of these measures will belp ensure that -
collection and analysis is being conducted effoctively and that old practices and’
procedurss are brought up ta dats with the vest amounts of information to be
collected under the pew suthorities. They are also intended to ensure that the
government ceg collect, review, disseminate and use the information it needs to
defend our country while protecting the civil libertics of Americans and the chocks
apd balances that come with Congressional and guthml oversight.

Smcmly,

usscll D, chgol
UNITED STATES SENATOR

CC: The Honorable Michacl B, Mukasey

Attomey Genesal of the United States

. ‘ o . ‘
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" HANRY NITD, NEVADA, EX GPRCIO

 MOCONNELL XERTUCKY, EX OWACID - . WASHINGTON, DC 20618-3475
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JONN M, MIZONA BX GMOLIS

—————

mmw{rvmwmn . ‘

Ms, Kathleen Turner

Director, Congressional Affeirs

Office of the Director of National Intelhgenca
Washington, D.C.

DearMs 'mrner‘

(U) Please extend our appreciation to the Director of Nanonal
Intelligence, the Director of the National Security Agency, the Assistant
Attomey Géneral for National Security, the Deputy Director of the Federal
Burean of Investigation and the other representatives of the Department of

_ Justice and the Intelligence Community who participated in the September
20, 2007 hearing on the implementation of the Protect America Act and
. amendments to the Foreign lnteﬂigencg Surveillance Act.

(U) The Committee has-prepared the attached questions for the record
resulting from the hearing, We would apprecw.te you distributing the
"relevant questions to the appropriate officials in the Intelligence Community

and the Department of Jusnce and providing responses by Fnday, October
12,2007.

) Thenk you for your pssistance. . If you have any quesﬁons, please
contact Ms, Christine Healey, of the Committee staff, at 202-224-1700.

Qe R

Chan’man

Sincerely,

Enclosure
‘ Unclassified when removed from attachment
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. QUES'I‘I ONS FOR THE RECORD FOR.THE IIEARING ON -
IMPLEMENTATION OF THE FROTECT AMERICA ACT AND FOREIGN
INTELLIGENCE ACT AMENDMENTS .
' September 20, 2007

b

* s How giny additional cerfifications are plammed undet the Protéet America Act?

o Will each centification be governed by the identical procegures for dmm—mmmg
the reasonablaness of “fozczgn-ness”'?

oY any additional certifications that are planm'.d 1
. ‘present differént questionsin térms of implementation of the Act? Plcase expw.n :

2.’ Mr. Wainstein's statement for the record states that the Department {s awsiting the
FISA Court's review of the fareign—ncss proceduzes,

e Has DOJ submitted to the Cowt a formal application to request the\burt’s
- review and spprovel? If so, has this or could this spplication be shared with the
Committes? :

o What hsve been the mteractlons with the FISA Court to date with reSpcct to that
rcvxcw’

‘f'\"' \l

« HasDOJ bcen gw:n any indication when the Court review will be completed?

v Has the FISA Court issnéd any orders or opinions since thc passase of tha Protact
. America Act that bears on the legislahon?

_3.1s the NSA the only ageacy that is now oonductmg acqxﬁsmon acuvities undcr the’
Profect America Act? .

Y ODNI Final Respo}'\se (Aprhil."z?l';'}z. ‘:
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» How broadly does the scope of the Protect Amcnca Act reach in termws of the .
agericles of povernment that can be duthorized to acquire foreign mt:lligenoc
mfor:mtwn under its terms?

o Please explain any diffarence.'

s How does Fett the requireinents for mmimmon proccdures undey . . bl
FISA section’ 101(h)" : . -

fby (1) A
/(b (3)=-50 USC 403

/ (b)(3)-18 vsC 798
,.=' {b) {3)~P.L. 86-36

'+ Do those procedutes reqmrc the destruction of the information s.cqm:ed i.n these
- circumstances? . ‘ ‘ /

= R |
' h oo b) (1)

b) (3)-50 USC 403
}{3)-18 USC 798
){3)-P.L. 86-36

~r
FaYs

s What law or laws authiorize this activity? Is this gotivity autho:md under the
Protect America Act based on the-usage of the formulation “the.scquisiion of
forelgn intelligence information .., [that]-goncerns persons reasomnbly belxcved -
to be Jocated outside the United States”? : -
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7. The witnegses testified that the Government will operate under section 2.5 of

" Exscutive Order 12333, DNI McConnell said: “To clarify, we are not using the Protect

America Act to change the manner in which we conduet ¢lectronic surveillance or
physica) search of Americans abrosd.” Is it the position of the Department of Justice that
the new law could be interpreted to reledse the U.S. Government from the requirement set

forth in section 2,5 that the Attorney General must make an individualized finding that

there is probabile cause to believe that an- American aboard is an agent of a foreign power '
before the Intslligence Commumty rhay conduct electranic surveillance or physical
search of that person?

9, Is there any kind of aequisition which prior to the Protect America Act had been

. considered to be a scarch under the FISA which may now be conducted without a FISA

search order?

100, T .
3 - ‘ ’ ey (L

i(b) {3)~50 USC 403

i{b) (3)-18 USC 7398

i(b) (3)-B.L. 86-36,
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11, Please prov:de statistics on the number of communications collected under the
Protect Amarica Act that have incideatally captured 2 U.8, Person communication,
Undezstanding that NSA may ot be able 10 give 2 precise answer, does the Agency have
an estimate on this? If not, is there any way to extrapolate an estimate by looking at other
NSA collection programs tha} targst persons outside the United States?

12. For communjoations where rhe non-targeted party is a U.S. Person, and that the U.S,.
Person never himself becomes a target, does the law allow that collection, with :
minimization, to continue forever? Would you accept & stgtutory requnremcnt that N SA
have an internal review of those corarsunications to make sure that they continue to
provide foreign intelligence, that the minimization procedurss are applied, and that the
. S‘i Person is not'a tazget {as such & review already appears to be requilred by USSID i8,-
section 5.2)7 :

13/

(b) (1)

(b){3)-50 USC 403
(p){3)~18 USC 798
(b) (3)-P.L. BE-36

‘14, Pleass provide coples of guidelines, direstives and training materials related to
raverse targeting and the determination about "who is the real subject of the
surveillance,” Please provide cOpics of any memorandum of law or legal opinions,
including OLC documents, and any FISA Court orders, opthions or decisions on this
topic with essociated pieadings and memoranda of law.

15. Are there any limitations uiposed by the PAA on the kind of information collected,

50 long as the target is overscas? Can the NSA collect busmess, medical records, library

or bookseller, or tax record= 0 [eng a3 they are sent by wire to an eppropriately selected
target?

»e
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| {b) (3)~50 USC 403
(b)(3)~18 USC 798
{b)(3)-P.L. 86-36,
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19, Thc DN told Congresswoman Schakowaky thet the Intelhgcnce Commu:dty wouid
provide laformation about how much U.S, parson information is looked at by-an analyst
or other person. Please provide the Comumittes with this mfonnation

+ 20, Under the Protect Amenca Act thc Attorney General and the Director ofNatzoua!
Intelligence can authorize “the acquisttion of foreign intellizence informétion eoneerning
persons reasonably believed to be outside the United States.” Please explain the intent

" bebind the use of the word “¢oncerning” and what would be the sffect of subszituuug
phrascs such as "dn'ected at"” and. “ta:getmg" in its place.

iabllity Issues o o . .l‘

1. Does the Administration’s April proposa.l to provide liability protection to compames
that are alleged to have assisted the nation in the conduct of Intelligence activities apply.
to lawsuits egainst the United States goverament or govcmment officials? Please
explam
2, Wcre the contents of the communications of any plamuff in any lawsuit conceming

the Terrorist Surveillance Program targeted for mterccpuon under the Terrorist
Surveiuance Program?

¢ FIS4 Froces

1, The Administrative Ofﬁce of the U8, Courts has submit’ccd 10 the Cangress the
recommendation of the FISA Court that it be muthorized to meet en bano, One puspose of
this change would be to make the.Court's decision-meking more efficient and ptetilctable
8s diffcrences among the judges could be resolvcd mote qmdcly '

» Does the Jusuce Department have a posxﬂon on this proposal of the FISA Court?
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L. Mz, Wamstzin {n ks statement for the mcond hxg}mghtzd the Administration’s request
that “the FISA statutory definition of ‘agent of a foreign pow:r. the category of
individuals that the Government may target with 2 FISA court order, be amended to
include groups and individuals uwolvcd in the mtcma(ioml prolifﬂwon of weapons of
mass destruction.”

‘e Are there'any examples of 2 actual individual involved in the intemational
. proliferation of weapons of mass destruction wharm the Government cannot bring
undcr surveillance either through a FISA ordet ot the criminal wiretap statutes?.

* & Are individuals who are suspected of the intemationsl proliferation of weapons of
mass destruction now considerad to be an agent of a foreign govemment or an
internetional terrorism organization and thus already covered under FISA?

. lwm would be ga.med by this proposcd amendment that does not exist in current
. law?
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HEARING OF THE SENATE COMMITTEE ON THE JUDICIARY

Foreign Intelligence Surveillance Act (FISA)
&
Protect America Act

WITNESS:

MR. MIKE McCONNELL, DIRECTOR OF NATIONAL INTELLIGENCE

SRSURRURIPIN U AP B

CHAIRED BY: SEN. PATRICK LEAHY (D-VT)
LOCATION: 216 HART SENATE OFFIGE BUILDING, WASHINGTON, D.C.

TIME: 9:33 A.M. EDT
DATE: TUESDAY, SEPTEMBER 25, '2007

SEN. LEAHY: (Strikes gavel,) Morning.

Before we start, just so everybody will understand, there seems to be -

- certainly more than I am used to -- people having demonstrations in hearings.
Now, just so everybody understands, I want everybody to be able to watch this
hearing. I want them to be able to watch it comfortably. If people stand up
and block the view of others who are here, they'll be removed. If there's any
demonstrations, whether they're for or against a position I might take, for or
against a position that Senator Specter might take, for or against the position
of anybody else, or the witness, for or = against it, they will be removed.

I'm sure that's not going to be necegsary. I'm sure everybody's going to treat
this with the decorum expected. But if somebody's tempted otherwise, the police
"will be instructed to remove you,

Now, this committee holds this hearing today to consider the Protect
America Act that was passed in haste in early August. Congressional leaders went
to extraordinary lengths earlier this summer to provide the flexibility Director
McConnell said was needed to fix a legal problem with surveillance of targets
overseas. I supported a change to FISA, as I've done several times since 9/11.
In fact, I think I've supported some 30 changes to FISA since it was written,

The Rockefeller-Levin legislative proposal that many of us voted for
would have eliminated the need to get individual probable cause determinations
for surveillances of overseas targets., That bill addressed the concerms that
had been raised by an opinion of the FISA Court, and it satisfied what the
administration said was needed in that time of heightened concern. Yet Director
McConnell and the administration rejected that legislation, and we need to find
out why. .

I do not know who Director McConnell is referring to in his written
testimony when he says that he's heard a number of individuals assert that there
really was no substantial threat to our nation.

I trust that he's not reférring to any senator serving on this
_ committee, but if he did, I hope he'd feel free to say so.
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Let me be clear -- I've talked to virtually every senator in this body.
Every single senator understands grave threats to our nation. Every single
senator, Republican or Democrat or independent, wants us to be able to conduct
surveillance effectively. Every senator in this committee voted to give
Director McConnell the flexibility he said he needed. So I hope we'll not hear
any more irresponsible rhetoric about congressional inquiries risking American
safeties. We.all want Americans to be safe. Our job is to protect America's
security and Americans' rights.

We also take an oath of office, every one of us, to protect America and
provide sweeping new powers to the government to engage in surveillance without
a warrant of international calls to and from the United States and potentially
much more. It does this, in the view of many, without providing any meaningful
check or protection for the privacy and civil liberties of the Americans who are
on these calls. We are asked to trust that the government will not misuse its
authority. When the issue is giving significant new powers to government, "just
trust us" is not quite enough.

Fortunately, those temporary provisions contain a sunset. We meet
today to consider real issues and concerns with this legislation. Let us not
engage in-the high-pitched rhetoric that plays on people's fears, because that
prevents real progress. ) :

The FISA Court has played an important role ever since the Foreign
Intelligence Surveillance Act was passed. It provides a meaningful check on the
actions of our government as it's engaged in surveillance on Americans.
Unfortunately, the FISA Court was cut out of any meaningful role in overseeing
gurveillance of Americans in the Protect America Act. The Rockefeller-Levin

. measure, by contrast, would have allowed the basket surveillance orders if the

administration says they're needed and Director McConnell says they're needed,
with no individual probable cause determinations but at least had the FISA Court
issuing those orders to communications carriers after reviewing the
administration's procedures. The Protect America Act, the one. that was passed,
requires U.S. telecommunications carriers to assist with surveillance just on
the say-so of the attorney general and the director of Nationmal Intelligence;
that's a mistake. It's an invitation to abuse. So I loock forward to hearing
from the director on what he believes the problems are with the role for the
FISA Court issuing orders, how we can create the necessary authority to include
the appropriate checks and balances. The problem facing our intelligence
agencies is targeting communications overseas. We want them to be able to
intercept calls between people overseas with a minimum of difficulty. What
changes the equation and raises the stake is that the people may be innocent
Americans or they may be talking to innocent people here in the United States.
International communications include those of businesspeople or tourists; they
even include the families of our troops that are overseas.

' We can give the government the flexibility it needs to conduct
surveillance of foreign targets, but we can do it while -- with a better job of
protegting the privacy of individual Americans.

The Protect America Act provides no meaningful check by the FISA court
or by the Congress for that matter. It does not even require the govermment to
have its own internal procedures for protecting the privacy of these Americans.
As I said, it may be a spouse calling from here to a husband or a wife who's
overseas protecting America, maybe talking about children's grades, maybe
talking about a difficulty a child may be having with the separation. Now, the
alternative bill would have required at least internal procedures and an

2
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inspector general audit, and I'd like to know why Director McConnell rejected
that idea.

In addition, the Protect America Act contains language that appears to
go far beyond what the administration said it needed. It redefines electronic
gurveillance in a way that has expansive implications but was not necessary to
accomplish the administration's stated objectives. It has language in many
places that at the very least is inscrutable.

It could be read to allow much broader surveillance than the
administration has acknowledged or for that matter, I hope, intends. And if this
was unintentional, well, then we can fix it. That is one of the things the
sunset requires us to do, is look at it. If it was not, then we need to
evaluate what was really intended and why.

I know the skilled and dedicated employees of our intelligence.agencies
want to protect our country, as every one of us do. But if our history has
taught us anything, it is that the government cannot and should not be left to
police itself when it comes to the secret surveillance of Americans. The
founders knew it. The Congress that passed the Foreign Intelligence

" Surveillance Act knew it.

So I hope this hearing will help us institute the proper protections to
safeguard our security and our valued freedoms. As I said, we've amended FISA
about 30 different times since it was enacted. Many of us have served here long
enough on this committee to have voted for every one of those changes.

Senator Specter.

SEN, SPECTER: Thank you, Mr. Chairman. . The Congress will soon be
called upon to decide what to do on the application by the administration to
have wiretapping, surveillance overseas without warrants., We passed legislation
in early August at 11:59 at the last minute relying really, Mr. Director, on
your advice that there were dire threats to the United States at that time.

and the congressional response to the administration's requests really
depend largely on trust. And the sequence of these warrantless wiretaps has
strained that trust relationship because the administration put into effect a
program for warrantless wiretaps different from the tradition of applying to a
judge, showing probable cause to get judicial authorization for a wiretap, not
disclosed to Congress until the newspapers broke the story in December of 2005
when we were in the middle of the final stages of debate on the Patriot Act.
Delayed the passage of the Patriot Act, almost scuttled the Patriot Act.

) And wmy response at that time was that the administration at least had
confided in the chairman of the Judiciary Conmittee and the ranking member -- I
was then chair, Senator Leahy ranking -- and similar ranking/chairs on other key
committees, But the administration chose not to do so, and that kind of a
policy, I think, needs to be revisited.

Then when you came forward, Mr. Director} in late July and advised the
Congress about the threats which you posed, the chatter which was being
undertaken, it was in reliance on your representations that the legislation was
enacted. :

And it is really vital that we not wait until the last minute to make
another hasty decision. We carefully sunsetted the provisions for warrantless
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wiretaps directed at people overseas for a six-month period of time. When you
talk about some public disclosure or some public understanding of threats to the
nation, it's obvious we're in a very difficult situation because you can't -~
you're the director of National Intelligence, you can't say too much, and
perhaps much of it has to be transmitted to the key committees in a closed
session. :

But the business of warrantless wiretaps is a matter of enormous public’
concern, and I believe there has to be more consideration given to what can be
disclosed publicly, as much transparency as possible so the American people know
what the intrusion is, they know what the reasons are, and we can undertake a
balancing test to see if it is warranted. That's what I think we have to do.

So to the extent you are talking about threats, to the maximum extent they can
be disclosed consistent with national security, I think that is advisable.

When we talk about targeting overseas and targeting foreigners .
overseas, there is a significant difference between targeting people in the
United States wiretaps, and I'm glad to see that the administration finally
brought the issue for targeting Americans in the United States to the FISA
Court.

We struggled with many hearings in the 109th Congress and finally, came
to that conclusion. When you are targeting overseas, I think there has to be a
sharp distinction between targeting U.S. citizens overseas and targeting others,
Right now there is an executive order, which requires the attorney general to
find probable cause before a U.S. person is targeted overxseas, and my thinking
is that the statute ought to be modified to put that responsibility in the FISA
Court to establish probable cause, which is the equivalent of authority to issue
a warrant if targeting is being directed at U.S. persons.

The administration has. argued that the FISA Court ought to be limited
just as to procedures, that the administration requires that flexibility. I
believe we need more of a showing by you, Mr. Director, of the need for that
flexibility and the elimination of the supervision of the FISA Court. The
elimination of it has to be justified by real necessity for your flexibility, -
and I believe it is not sufficient for the FISA Court to be taking a look at
procedures every year. I'm not sure.-how often it ought to be, perhaps every few
months, but I think when the renewal is made to the FISA Court even as to
procedures, there ought to be a showing as to what you have accomplished, what
this invasion of privacy no matter whose privacy is involved has produced some
results, So we're going to be weighing these factors very carefully.

_ One final comment. There's been discussion as to the participation of
your counsel in this matter. You called me; I know you've discussed it with a
number (of) members of the committee, and Senator Leahy and I have discussed it.
And if you have a legal issue and need the advice of counsel, my judgment would
be that you ought to have significant latitude. You are not a lawyer. If you
need an interjection by a legal counsel, I think you ought to be able to do
that, too, but we'll have to make those judgments as the specific questions
arise. You have some lawyers on the panel who -- including the chairman,
myself, Senator Hatch, Senator Kennedy; Senator Feinstein's smarter than most of
the lawyers on legal issues because of her heavy study of the matter. She cites
more sections and more codes than anybody else on the committee.

And the senator from Maryland is also an attorney, so we'll be
watching very closely ‘to make sure that you have an adequate opportunity to

4
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respond or get assistance on the very complex legal issues which are involved
here.

Thank you, Mr. Chairman.
SEN. LEAHY: Thank you.

And as I told Senator Specter earlier this morning when we discussed
this, I have written to Director McConnell and thanked him for his offer of
having government witnesses and lawyers here to testify too. Of course they
have not submitted testimony, and so I declined. We're dealing more with
factual issues than legal issues, and we'll be going through those at the --
among others but at the time of the attorney general nomination hearing.

But I would -- I also explained to Senator Specter and I should explain
to you, Admiral, that should you have a legal question and you wish to consult,
we have several of the best lawyers in the city behind you. should you wish to
consult, feel free to do so. That time that you take to do that will not come
out of either your time or the senator's time asking you the questlon. And --
just so you'll know that.

Of course, I also, as I have explained for years and years in various
committees I‘ve chaired, I don't play "gotcha." The record will stay open for a
certain period of time to allow you a chance to look through it and make any
corrections you wish.

SEN. ORRIN HATCH (R-UT): Mr. Chairman?
SEN. LEAHY: So would you --

SEN. HATCH: . Mr. Chairman, if there are technical legal questions, I
think -- the director is not an attorney, and he ought to be able to call on his
pecple to be able to help us with those direct legal questions. So I just --

. SEN. LEAHY: We'll have plenty of time for them to do that. And should
the administration want them to come up and testify on the -legal thing, we'll
try to find a time so they can do just that in the normal forum, with their

testimony provided to you and me and everybody else on the committee ahead of
time. Admiral --

SEN. HATCH: Well, my only point, Mr. Chairman, is that some of us
would benefit from perhaps some legal answers from government officials, because

we'll get some from other witnesses and we ought to at least be able to judge
that.

SEN. LEAHY: If they wish to -- if the administration wishes to have --
come up, be sworn and testify, we can probably arrange that for them.

SEN. HATCH: Thank you, Mr. Chairman,
SEN. LEAHY: Please stand and raise your right hand.

Do you solemnly the testimony you give in this matter will be the
truth, the whole truth, and nothing but the truth, so help you God?

MR. McCONNELL: I do.
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SEN. LEAHY: Thank you.

Director McConnell, we have your‘full statement. Of course it will be
made part of the record. And so we can get into questions, would you please
summarize it as you see fit, and we can get into questioms.

MR. McCONNELL: Oh, thank you, Chairman Leahy, Ranklng Member Specter,
and other members of the committee. Thank you for inviting me to appear today.
I appreciate the opportunity to discuss the 2007 Protect America Act and the
need for lasting modernization of the Foreign Intelligence Surveillance Act that
we'll refer to in the hearing, I'm sure, as FISA.

Before I begin, I need to note that some of the specifics that support
my testimony cannot be discussed in open session. I understand and I am
sensitive to the fact that FISA and the Protect America Act and the types of
activities that these laws govern are of significant interest to the Congress
and to the public, and for that reason, I will be as open as possible, but much
of the substance of these discussions comes with some degree of risk. This is
because open discussion of specific foreign intelligence collection capabilities
causes us-to lose those very same capabilities. Therefore, on.certain specific
issues, I'd be happy to discuss with members in a classified setting.

I previously appeared before the Intelligence Committee in closed
sesgion, which includes crossover members for this committee, I would be happy
to appear before this committee in closed session as well so that you may avail
yourselves of any additional information that would be helpful 1n considering
these very important 1ssues

SEN. LEAHY: As there are things that we should be doing in closed-
session, I'll confer with Senator Specter, and I'm sure he and I can arrangé
such a closed session.

MR. McCONNELL: Thank you, sir.

It.is my belief that the first responsibility of intelligence is to
achieve understanding to provide warning. As the head of the intelligence
community, it is not only my desire, it's my duty to encourage changes to
policies or procedures and where needed legislation to improve our ability to
provide warning of terrorist or other threats to the country. On taking up this
post, it became clear to me that our foreign intelligence collection
capabilities were being degraded. I had learned that cocllection using the
authorities provided by FISA continued to be not only instrumental but vital in
protecting the nation; however, due to changes in technology, the wording of the
law, as it was passed in 1978, was actually preventing us from collecting
foreign intelligence information. I asked what we could do. to correct the
problem, and I learned that a number of my colleagues had already been working
on the issue. In fact, in July of 2006, the director of NSA, General Keith
Alexander, and the director of CIA, General Mike Hayden, testified before this
committee regarding proposals to change and update FISA. That 2006 testimony
contains significant information and insight into our capabilities and the needs
for changes to wording in the law.

I also learned that members of the Congress in both chambers and both

. sides of the aisle, to include this committee, had proposed legislation to

modernize FISA in 2006, A bill passed the House last year, but it was not taken
up by the Senate. Therefore, the dialogue on FISA has been ongoing for some
time. It's been a constructive dialogue, and I hope it continues in furtherance
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of serving a nation to protect our citizens, both their safety and their civil
liberties. None of us want a repeat of the 9/11 attacks, even though al Qaeda
has stated their intention to conduct such attacks.

As is well-known to this committee, FISA is the nation's statute for
conducting electronic surveillance and physical search for foreign intelligence
purposes. . When passed in 1978, FISA was carefully crafted to balance the
nation's need to collect foreign intelligence with the need for the protection
of civil liberties and privacy rights of our citizens. There were abuses of
civil liberties from the 1940s through the 1970s that were galvanized by the
abuses of Watergate that led to the action that caused the Congress to craft and
pass the legislation that was signed by President Carter in 1978. This 1978 law
created a special court, the Foreign Intelligence Surveillance Court, to provide
judicial review of the process.

The court's 11 members devote a considerable amount of time and effort
to FISA matters, while at the same time fulfilling their district court
respongibilities, and we are indeed grateful for their service.

FISA is a very complex statute. It is a number of substantial
requirements. Detailed applications contain extensive and factual information
and require approval by several high-ranking officials in the executive branch
before going to the court. The applications and -- are carefully prepared,
subject to multiple layers of review for legal and factual sufficiency to ensure
that they meet a probable cause standard to the court.

It is my steadfast belief that the balance struck by the  Congress in
1978 was not only elegant, It was the right balance to allow my community to
conduct foreign intelligence while protecting American civil liberties. Why did
we need the changes that the Congress passed this past August? FISA's
definition of electronic surveillance simply did not keep pace with technology,
and therein is the issue. The definition of electronic surveillance from the
1978 law did not keep pace with technology. Let me explain what I mean.

FISA was enacted before cellphones, before e-mail and before the
Internet. The Internet was not even envisioned in 1978, Today, it's a tool
used by hundreds of millions of people, to included terrorists for planning,
training and coordination of their operations.

When the law was passed in 1978, almost all calls were on a wire and
almost all -- in the United States --' and almost all international calls were in
the air or known ag wireless communications. Therefore FISA was written in 1978
to distinguish between collection on a wire and collection out of the air.
Today, the situation is completely reversed. Most international communications
are on a wire, fiber optics, and local calls are in the air.

FISA was originally ~-- FISA originally placed a premium on the location
of the collection. That's a very important issue for us to consider. Therefore
collection against a foreign target located overseas, because of the wording in
the law, from a wire located in the United States required us to have probable
cause standards to seek a warrant from the FISA court to collect against
terrorists located overseas.

SEN. LEAHY: But Director, you've emphasized, over and over again, the

1978 law. It has been amended about 30 times since then, around 8 times, 7
or 8 times, at the request of the administration with which you serve. And I
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think it's somewhat disingenuous to keep referring to the fact that we were
dealing with a 1978 law. It has been dramatically changed since that time.

Now you've testified & number of times over the past few weeks. I know
that it's difficult. We all appreciate the'time you've taken. But I have --
just as I have concerns with you talking as though we're dealing with a '78 law,
I have concerns about some of the statements'you've made in those hearings.

For example, two weeks ago in Senate testimony you claimed that
information obtained as a result of the Protect America Act, the latest change
in the FISA Act, was important to investigation of the recent German terror
plot. You said it several times. But later after press reports and members of
Congress questions, you issued a statement saying your testimony was not true;
the information you spoke of was obtained before the latest law was act and was
obtained under the old FISA authority. In the same hearing, you warned if we
lose authority in the new legislation, you'd lose 50 percent of our ability to
track, understand, know about these terrorists. A week later when you testified
before the House Judiciary Committee, that 50 percent had moved to two-thirds of
our capability, and in that same hearing, your -- you said you're concerned
about losing authority would shut us down. So you went from 50 percent to 100
percent in no time whatsoever.

Now, m just wondering, why did you testify to something that was
false, give a mlsleadlng impression of the benefits of the legislation? Did you
check with anyone before making those claims?

MR, McCONNELL: Sir, when I was asked about FISA and the situation in
Germany, the question that I understood was referring to FISA. This panel is
making a differentiation between FISA and the Protect America Act. In my mind
that's all one act passed in 1978, as you've mentioned several times, updated
any number of times. In my view, it was updated in August as the most latest
review.

So the question I understood was, did FISA make a difference, and FISA
was absolutely vital for us to understand that threat and to assist in what
happened in terms of removing terrorists whose intent, whose intent was to kill
Americans and/or Germans in Germany.

SEN. LEAHY: But you can understand -- and I appreciate your
explanation of what did appear to be misleading to most .people., But you see, if
a well-intentioned person like you can make such mistakes, you can understand
why.we need to have some checks on this so that mistakes are not made. We all
believe conducting surveillance on terrorism is vital. I voted to give you
greater flexibility on that, as did everybody on this committee, when the matter:

.came before us early August. We -- some of us didn't vote for the Protect

America Act, but we voted for the Rockefeller-Levin amendment alternative. It
would have given the same flexibility, but it would have had some oversight. by
the court and more requirements for the executive branch to protect privacy.

When you testified in the past few weeks -- and it socunded like you
were saying that here -- you always warn about the dangers of going back to the
old FISA process with individual probable-case determinations. But let's be
honest, neither the Rockefeller-Levin bill nor the similar House alternative
would have required that. I discussed this with you many times. I said I'm not
asking for that. Nobody was asking for that. '
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So I don't know why we keep hearing about legislation that few, if any,
members have proposed or supported, I'd Iike to keep our focus on the Protect
America Act and those parts that concern this committee. 5o as soon we do not
propose going back to individual probable-case determinations by the FISA Court
-- as you seem to imply, and nobody -- certainly I've never heard it from any
senator -- for overseas targets and not U.S. persons, if we're not going back to
individual probable-cause determinations, wouldn't that help you? :

MR. McCONNELL: That's exactly the point, Senator. Not having to be-
required to do probable-cause justification to conduct surveillance against a
known terrorist overseas is the whole peint. That --

SEN. LEAHY: But nobody's suggested that. We talked about programmatic
with -- even with the emergency time you have, after-the- fact determinations.
What I worry about when I hear you testify, when I hear the president give his
Saturday morning speech, it's -- they're always talking about this 1978 bill. I
mean, that's like saying -- if you go out with your brand-new car and say, "Boy,
I remember the problems I had with my 1978 car."” It's not the same one. It may
be the same make of car, but it's a big difference. :

MR. McCONNELL: Senator, all I can respond is to say I wish some of
those 30 changes that you're mentioning had in fact addressed this issue. Now,
this is not a new issue to this committee, as --

SEN. LEAHY: But the Rockefeller-Levin did not require individual
probable case. .

SEN. HATCH: Mr. Chairman, can we let him finish the statement. I mean,

SEN. LEAHY: Would you let the chairman finish his question, piease.

SEN. HATCH: Well, I thought we were going to let him finish his
statement.

SEN. LEAHY: (Inaudible) -- and we'll give you plenty of time to --'
SEN. HATCH: But let the man finish his statement.
SEN. LEAHY: -~ to give the administration's position.

But the Rockefeller-Levin did not require that individual probable
cause, did it?

MR. McCONNELL: Sir, the issue with the Rockefeller-Levin bill is, as I

tried to highlight in my statement, this is an extremely -- extremely complex
bill. The issue was, we exchanged between us, between the Hill and the
administration, seven different drafts. I was provided a copy of that draft

after debate had started on the floor of the Senate. Now, when I had a few’
minutes to look at the draft, what I looked to see was did it introduced things
that would cause a limitation on the flexibility and effectiveness of this
community to protect the country. And it did.

The specific- question you're asking about, quite frankly, I haven't
found a member on the Hill that digagrees with what you're saying. I agree with

"it; you agree with it. The issue is, we have to get it in legislation in a way

that allows us to do ~- carry out our mission.
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Now, what happened in that bill, the draft of that bill introduced
uncertainty. It also addressed minimization and it addressed the issue called
reverse targeting. And when you examine the full intent of that wording, what
happens is it puts us in an untenable position of not having the flexibility
that we need.

SEN. LEAHY: Well, you know, it's interesting. I was in many of those
meetings with you and the White House when we talked about (what was 901ng ?)
and we talked about what we were going to do. None of the concerns that you're
talking about now were raised at that time. They wexe raised -- they were
suddenly raised when it's on the floor, and that's what creates the concern.

And part of that we'll have to go into classified session to talk about, but I -
- you can understand why people worry about this. We have a respected lawyer in
Vermont, Robert Gensburg. He and I served as prosecutors at the same time.

He's representing a client being held in Guantanamo' Bay. He's worried
that his calls regarding his client are being monitored by the government. He
makes calls overseas, including to Afghanistan, on behalf of his client.

Now, I'm not going to ask you whether his telephone is being tapped,
because I wouldn't expect you to answer that. But you can see why people worry.
And I think with Mr. Gensburg, whom I happen to know, or anybody el&e, they
would feel considerably more confident if they thought that the FISA court at
least had some oversight here. )

My time is up, and I'll yield to -- but you and I should probably
discuss that matter in a classified. .

MR. McCONNELL: Sir, if I could respond, let me go back to our

- discussion. You and I had a one-on-one in a classified context. As I recall,

it went for about an hour-and-a-half.

SEN. LEAHY: And I'm trying to avoid going into the specifics of what

MR. McCONNELL: And I don't intend to go there, but I need to make
three points for this committee so that everybody understands. When I entered
back into active duty service and looked at this issue, it appeared to me we had
to make some fundamental changes, all the changes to FISA previously
notwithstanding. Three points I tried to make, and I gathered the lawyers
around me to say, I don't know exactly the wording of how we do this, but here
are the three points,

We are disadvantaged because we're currently being required to have a
warrant against a foreign target located overseas, and it inhibits our .
capability to do ouxr job. So we've got to fix that, whatever the wording, the
proper wording is. The second is, we have to have a way to compel the private
sector to assist us, and to provide a reasonable level of liability protection
for them.

So first point: no warrant against a foreign terrorist overseas; compel
the private sector to help us. 2And a third point: This is very important.
It's very important to me; it's very important to members of this committee, We
should be required; we should be required in all cases to have a warrant any
time there is surveillance of a U.S. person located in the United States.

10
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I think that was the intent of the '78 law. That's what was included
in the Protect America Act passed in August. That's where we need to be. And
anything else we do to that, we have to examine what the words mean to our
effectiveness. And so that's where .we are with regard to examining this law.

So my point to the administration of the Congress is, we need those three points
and we need to have them passed in a way that's effective for us to carry out
our mission.

SEN. LEAHY: Well, I might say parenthetically -- and I am -- as one
who's been right into this program, I'm picking my words very carefully, but
when you talk about the question of immunity, you've got a warrant on actions
that are going on, that pretty well immunizes anybody. I mean, if, in a
previous incarnation, Senator Specter and I got a search warrant to gsearch
somebody's safe deposit box, and the bank opens up for us, the bank's immunized
because they have the warrant.

But I'll yield to Senator Specter.

SEN. SPECTER: Director McComnell, picking up on those three points --

SEN. JEFF SESSIONS (R-AL): Mr. Chairman, just briefly, did the witness
ever finish his statement? I don't know if he got to finish his statement. I
know you interrupted him. . '

SEN. LEAHY: He --

SEN. SESSIONS: You had something you were concerned about. But I
don't think he got to finish.

SEN. LEAHY: Well, he was at that time several minutes over, and I was
trying to give him -~- '

SEN. SESSIONS: His light was green. I noticed it was green when ycu
were asking him that gquestion. .

SEN. LEAHY: No, it was on his statement, which is part of the record,
Senator Sessions, and I was trying to give him a graceful way, rather than just
saying, "You're way over time" and cut off. But thank you for raising that
point. ; ‘ .

SEN. HATCH: -Well, Mr. Chairman, whether over or not, this is the
director of National Intelligence. We're all interested in what he had to say.
I have got the impression he was going through the history of this matter and
ultimately going to reach the points that you were concerned about and all of us
are concerned about. :

SEN. LEAHY: I'll guess I'll give the senator --

SEN. HATCH: He ought to be able to get --

SEN. LEAHY: The senator from Utah will have as wany roﬁnds as he wants
to. If he wants to have 20 rounds to ask the director those questions, we'll
give him those.

SEN. HATCH: 1I'd rather have him out watching over us from a security
standpoint than here, to be honest with you.
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SEN., LEAHY: Senator Specter.
SEN. SPECTER: and now we return to Director McConnell,
SEN. LEBHY: (Chuckles.)

SEN. SPECTER: Going to the -- if we could start the clock at seven
minutes, I'd appreciate it.

SEN. LEAHY: At seven minutes.

SEN. SPECTER: Going to the three issues that you have raised, the
gurveillance of U.S. persons in the United States --

.MR. McCONNELL: , Yes, sir.

SEN, SPECTER: -- is now gove:neé by the warrant procedure --

MR. McCONNELL: Yes, sir, it is.

SEN. SPECTER: -- application to the FISA Court, probable causé.-—
MR. MCCONNELL: In all cases is.

~ SEN, SPECTER: -- before there is wiretapping or surveillance on a
persoh in the United States. Correct?

MR. McCONNELL: (Inaudible.)

SEN. SPECTER: You pick up the issue of compelling the private sectoxr
to help. We rejected the retroactivity of amy such liability, but we have given
you that assurance for the future., Correct?

MR. McCONNELL: That's correct, yes, sir.
SEN. SPECTER: Satisfactory.

I think on our revisiting the statute, we will not call for your
certification, Mr. Director, which we did because of ocur concern about the then
attorney general, (but then lodge ?) that in the attorney general. We had some
criticism that in giving the authority for certification to the director of -
National Intelligence, we're letting the fox guard the chicken house. And we
did that because we trusted you as the prime assurance, but we can go back to
the attorney general now. That'll be acceptable to you, won't it?

MR. McCONNELL: Yes, sir, I'd prefer that.

SEN. SPECTER: And when you pick up the issue of targeting the
foreigners oversea, I'm going to get into some of the details, but first I want
to be sure, Director McConnell, that we do not get into any areas which you
think cross the line on secrecy, which endangers our national security.
Congresswoman Eshoo asked you in House proceedings if you thought the
congressional questioning of the administration's surveillance program would
lead into the killing of Amexicans, and according to the record, you responded,
quote, "Yes, ma'am, I do." Is that an accurate quotation?

MR. McCONNELL: Yes, sir, it is.

12
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SEN. SPECTER: Well, if we get into that territory, Director McConnell,
tell us and we will desist, on a public session, and then to take it in a
private session to find out what we need to know.

But as I said in my brief introductory remarks, there's great value in
telling the American people, to the extent possible congistent with natiomal
security, what the threat is. When you and I talked in July at length, there
was public disclosure of the, quote, '"chattering," which was similar to what had
occurred prior to 9/11, 2001. Correct?

MR, McCONNELL: Yes, sir.

SEN. SPECTER: To what extent can you say publicly the seriousness of
the threat to U.S. national security?

MR. McCONNELL: The level of dialogue and chatter increased
significantly. We released, as you recall, a National Intelligence Esgtimate at
about the same time to try to capture the threat from that point three years
forward. ’

SEN. SPECTER: And what do you mean by chattex?

MR. MCCONNELL: When we are observing activity of foreign targets
highly engaged in what they're doing and what their planning might be and so on,
we just refer to that as "chatter", indicating volume.

So that level of volume had increased, and it caused us to be concerned.
We combined current activity with the assessment that I was about to mentien
that we completed after about a year of attempting to develop it and get it
coordinated and so on. The timing of the assessment coming out is it was just
ready, and July had no -- you know, we didn't speed it up or slow it down to
meet any particular timeline; it was that's when it was ready.

And what had happened ig we had observed al Qaeda in the Federally
Administered Tribal Area of Pakistan be able to re-establish a safe haven that
allowed them to have the senior leadership recruit middle-grade leadership,
récruit operatives and to train the operatives, and the operatives were being
trained in things 1like commercially available components for explosives. And so
that level of activity had increased significantly. The intent of al Qaeda's
leadership was to move those operatives from the training area into Europe and
into the United States and that was our concern, is our ability to recognize --

SEN. SPECTER: What did you say with respect to moving that activity
into the United States?

MR. McCONNELL: Operatives who are trained in a way to obtain
commercially available explosives to then transit from the training region of --
the border area between Afghanistan and Pakistan to reposition.  Imn some cases,
they had recruited Europeans. Europeans in large part do not require visa to
come into this country. So purposely recruiting an operative from Europe gives
them an extra edge into getting an operative or two or three into the country
with the ability to carry out an attack that might be reminiscent of 9/11.

SEN. SPECTER: Anything besides the chatter and the activity in
Pakistan which led you to believe they had the capacity to come to the United
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States, perhaps, through Europeans who did not need visas, anything beyond that

MR. McCONNELL: That's --
SEN. SPECTER: -- that you can disclose publicly?

MR. McCONNELL: That's -- I'd rather not go too much further. But to
answer a question raised by Senator Leahy earlier, when I -- some -- I made
references to some numbers., I learned long ago never use a number, so I
violated my own rule. But about 50 percent of what we even know comes out of
the FISA program. Within that -- in anawer to the senator's question -- when I
gsaid two-thirds, our ability within this 50 percent had been graded -- degraded
by two-thirds because of the wording of the law, which had not been updated,
leading up to this summer.

So the point I was trying to highlight, about 50 percent of what we
know comes from this process; about two-thirds of that had been degraded. So my
push and emphasis over the summer was we have to get this wording changed so we
can be more efficient and effective in targeting foreigners overseas.

SEN. SPECTER: Do the factors that weré present in July, which we
discussed, prevail today?

MR. McCONNELL: They do. One of our concerns has been the level of
public activity. I domn't know if you follow it that closely, but Osama bin
Laden personally has now put out a video and two audio pronouncements over the
last month or six weeks, and that's unusual. He had been absent frxrom the
airwaves for well over a year. So when we see that much act1v1ty at one time,
our concern is it's a signal. It's a(n) indication of activity.

So while chatter continues, training continues, recruitment continues,
I think probably the easiest way to capture most recent events was the takedown
in Germany of what's referred to as IJU, Islamic Jihad Union, which is an
affiliate group that trained in Pakistan with al Qaeda and trained the
operatives that were arrested in Germany and Pakistan.

SEN. SPECTER: I'm_going to back on the second round for the question
about giving the FISA Court authority when U.S, persons are targeted overseas
instead of. the executive order, which now gives that to the attorney general.

MR. McCONNELL: Yes, sir.

SEN., SPECTER: I'll come back to that to see if would be acceptable.
But, I want to just close the loop on what you've just testified to by asking
you, how heavily do you weigh the Ogama bin Laden public pronouncements where
they disperse him on video -- how heavily do you weigh that as a threat, and why
do you weigh that as a threat?

MR. MCCONNELL: Sir, it's one of many factors, and I would say. it's a
concern. It just causes us to be concerned and vigilant. These other factors
that I mentioned are the ones that cause me. greater concerns. So you can look
at over time, and a statement may or may not mean something; there's some --
some have put more credence in it, so I'd say I'm concerned. But when I can see
with sufficient detail recruitment and training and explosives designed and that
sort of activity, and you follow it over time, you can -- you would understand
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why we're concerned. And I would be happy to go in detail if we could go to
closed session.

SEN. SPECTER: Thank you.

SEN. LEAHY: Thank you, Senator Specter. And of course if after this
that there are members who want a closed session on the Republican side, please
talk with Senator Specter about that, and the Democratic side, talk with me, and
Senator Specter and I would consult and come to an agreement on that.

Senator Kennedy.

SEN. EDWARD M. KENNEDY (D-MA): Thank you very much, Mr. Chairman, and
thank you for having this hearing. Welcome.

Just to review old ground for just a moment. In 1976, in the wake of
the fact that we had widespread wiretapping during the previous administration
during the Nixon administration, then-Attorney General Levi, a Republlcan with a
Republican administration, asked a number of the members of this committee down
to the Justice Department to say we have a real challenge on national security,
enormously sensitive information, not only with regard to embassies but with
regards to matters that were taking place overseas as well, enormously
sensitive.

There was a sense that that attorney general understood that the
members of our committee and the members of the Congress are as concerned about
national security as anyone within the administration.

And during that period of time, on four different occasions, membexrs of
this committee went down to the Justice Department. And when the final
legislation was submitted,, enacted, in 1978, there was one dissenting vote, one
dissenting vote. They worked -- we worked with a Republican administration and
a Republican attorney general to try and get the national security issues
correctly.

. Up comes Mr. Gonzales. The members of this committee said -- many of-
us who have been through the 1978 experience -- "We want to work with you. We
are as concerned about natiomal security as you are." He said, "We don't need

your help. We don't need your assistance. We don't need your involvement. And
as a matter of fact, we're not even going to tell you what's going on."

Now, I want to have some idea of which tradition you follow on. Are you
willing to work with this committee? I mean, do you have sufficient confidence
in both the members of this committee that they are concerned about the security
as you are and algo as concerned about rights and liberties of the American
people? When we have -- get it right from an intelligence point of view, we're
going to get it right with regards to protecting our rights.

MR. McCONNELL: I do agree with that, Senator. Absolutely.

SEN. KENNEDY: Well, are you going to be.working with this committee?
MR. McCCONNELL: Absolutely. |

SEN, KENNEDY: And can you give us the assurance that whatever is

passed by this committee is going to be THE -- and only limit in terms of the
intelligence gathering; this is geing to be the one ~-- the new legislation

15

ODNI Final Response (April 21, 2008) 000170



affirm that the FISA is the sole means by which the executive branch can
intercept communications in the United States?

MR. McCONNELL: Sir, the -- if we can get the law that we've just
passed made permanent and address the other issues, then that's how I would
intend to carry out this program.

SEN. KENNEDY: Well, this is the issue, because there are -- members of
the committee aren't sure what the law is. You're going to explain in detail
what that law iz and what it covers, either in open or in closed session?

MR. MCCONNELL: Yeé, sir, I'd be happy to do that.

SEN. KENNEDY: Wholly and completely?

MR. MCCONNELL: Completely. Wholly and completely.

SEN. KENNEDY: Thank you. Could I go -- ask you a question about the
attorney general certification for immunity from liability in the -- for
carriers? Isn't it true that the carriers who act pursuant to a warrant or the

attorney general's certification already have immunity from liability?

MR, McCONNELL: I don't know the answer to that, sir, I can consult
with counsel. I Jjust don't know.

SEN. KENNEDY: It -- well, it's my understanding ~- I see the counsel -
- did you hear the -~ that if the carriers act pursuant to a warrant or attorney
general certification, already have immunity from liability?

MR. MéCONNELL: That -- under the new law, that's correct. Yes, sir.
SEN. KENNEDY: Was that true under the old law, too? .

MR. McCONNELL: I don't kﬁow about the old law.

SEN. KENNEDY: All right. Okay. I'll try -- okay. Well, that's --

" MR. McCONNELL: What we asked for in the new one was to get that and it
was --

SEN. KENNEDY: So if the warrantless surveillance program was legal, as '
you have claimed, what do carriers need immunity from?

MR. McCONNELL: I'm not sure I understand your guestion, sir.

SEN. KENNEDY: Okay. Well, why do they -- if they've been abiding by
the law, they shouldn't need immunity; if they've been abiding by the attorney
general's -- getting a certification, they shouldn't need immunity; so why does
the administration ask us to grant immunity for past activities which we have no
idea what they were -- at least, I don't think any of the members of this
committee know what they -- what possibly they were, but we're being asked to
grant that, and that's what I'm trying to driving at. )

MR. MCCONNELL: Well, going forward, there is postscriptive liability .
for anyone that would assist us in this mission. In a retroactive sense, those

who were alleged to have cooperated with us in the past are being sued, and so
it's to seek liability protection from those suits.
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SEN. KENNEDY: Well, there is also a desire retroactively to grant --

‘retroactive immunity.

MR. McCONNELL: That's correct. Yes, sir.

SEN, KENNEDY: The point that is made is that this might bankrupt some
of the companies if they go ahead. It's a bad precedent, I think, that we
finally have a law and then the carriers are able to violate the law and think
that some time in the future they can get immunity by talking about bankruptcy;
there are different alternative ways of doing it. There are damages, there's a
limit to damages, but it's an important policy issue and question.

And I'11l -- let me be contact with you about this so we have -- you
have a full idea of what I'm sort of driving at as we try to get --

MR. McCONNELL: I understand.

SEN. KENNEDY: -- because it is complicated, and I know that you want
to get the right position on this.

Mr. Chairman, my time is just about up now. 1I'll come back in a --

SEN. LEAHY: Thank you. Senator Hatch.

SEN. ORRIN G. HATCH (R-UT): Well, Mr. -- oxr Admiral Mccdnnell, the
problem here is is that there were legal opinions that warrantless surveillance
could be undertaken, and these companies patriotically cooperated with the
government based upon those opinions. Is that a fair statement?

MR. McCONNELL: Yes, sir.

SEN. HATCH: Okay. So the fact that there were no warrants, because it
was a warrantless surveillance, should not subject them to litigationm.

. MR. McCONNELL: Those that were alleged to have helped us were
responding to reguests -from the government that was official, yes, sir.

SEN, HATCH: Did you consider that response a patriotic response or --
MR. McCONNELL: Certainly, sir. Coming out of 9/i1 -- and, you know, a
lot of things happened where people wanted to be helpful and supportive and so

on, so that's the period when it's in guestion.was, how would we understand and
be able to push back this threat after the heinous events of 9/11?

SEN. HATCH: Now, as‘ycu know, I'm aware of what went on there, because
I was one of seven on the Intelligence Committee who were fully informed.

MR. McCONNELL: Yes, sir.

SEN, HATCH: Were those activities helpful in helping to protect the
country?

MR. McCONNELL: Yes, sir. They were essential. As I testified
earlier, this process is a very, very significant part of our understanding of

being able to warn, being able to see, understand, gain insiglit and to be able
to warn and prevent, move to cause things not to happen and -- .
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SEN. HATCH: And to protect us as citizens in this country.

MR. McCONNELL: There have been a series of things that are not public;
a few are -- have become public, but there are many more that have not become
public where we've been effective in shutting down something because with --
this program. '

SEN. HATCH: That's what the Protect Act is all about, is to allow you
the ability to protect America in reasonable ways.

MR, McCONNELL: Yes, sir. SEN. HATCH: 2nd we enacted it, and it
passed somewhat overwhelmingly in the United States Senate.

MR. McCONNELL: Yes, sir.

SEN. HATCH: You don't have any axes to grind, do you? I mean, you're
not a -- really a political person, is my understanding.

MR, McCONNELL: No, sir, I'm not. I mean, my -- all I'm attempting to
do is to get the community positioned in the way that it can do its mission and
then, consistent with the law, provide protection for citizens' privacy and
civil liberties in the way that it was captured in the original law in 1978.

SEN. HATCH: But before the Protect Act, you were very concerned that
you might not be able to protect the country. Is that correct?

MR. McCONNELL: Right, we had lost two-thirds of our ability, because
of the change in technology and the wording in the law. Some have said, well,
McConnell is blaming it on the FISA court. I was not blaming it on any
particular body. The wording in the law had not been changed. I mean, it has
been noted that the law had been updated a number of times, but this problem had
not been fixed. So what I was trying to flag is, we need to fix that problem in
the wording in the law so we can be effective in a foreign context.

SEN. HATCH: In other words, before the Protect Act, you -- the
intelligence community tried to do what it could to protect our country, but
there were issues raised up here and elsewhere, and a lot of complaining. And
so we did the Protect Act to satisfy some of the criticisms and questions that
were raised. 1Is that ' a fair statement?

MR. McCONNELL: Yes, sir, it is. Because of the change in technolegy,
our access to communications ---the place and the method, because of the wording
of the law, really forced us then to give Fourth Amendment protection to a
foreign terrorist. :

SEN'. HATCH: Sé without giving any classified information, would it be
your opinion that we're still under onslaught with regard to -- with regard to
foreign people who want to destroy this country or want to attack our country?

MR. McCONNELL: Sir, the -- specifically they have -- al Qaeda and
related -- they have a program to acquire weapons of mass destruction -~
biological, chemical, radiological or even nuclear. And if they obtain those
materials, they intend to use them.

SEN. HATCH: But it's even more than that. Even general espionage and
abilities to hurt Americans are still in play, aren't they?
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MR. McCONNELL: - Yes, sir, and that goes far beyond just the terrorists.

I was just referring to terrorists.

SEN. HATCH: So all you're asking for is the ability to be able to-
protect the people in this country.

MR. McCONNELL: Yes, sir. SEN. HATCH: And you're aware of an
ongoing onslaught of efforts to try and hurt this country and to try and hurt
our people, in fact, kill our pecple. 1Is that correct?

MR. MCCONNELL: Indeed, yes, sir, yes.

SEN. HATCH: This isn't just some little, itty bitty problem, iz it?

MR. McCONNELL: No, it isn't.

SEN., HATCH: It's widespreéd.

MR. McCONNELL: Yes, sir.

SEN. HATCH: Now, a reading of the Protect America Act as enacted, and
without knowledge of the rest of FISA and applicable executive oirders, could be
read to permit the targeting of U.S. citizens reasonably believed to be outside
of the United Stats. Is that correct?

MR. McCONNELL: Sir, that assertion's made, but the mission of this
community is foreign intelligence. And so if there was such targeting, it would

have to be for a foreigm intelligence purpose.

SEN. HATCH: That's right. But however, the intelligence community is
bound by Executive Order 12333.

MR. McCONNELL: Yes, sir.

SEN. HATCH: 1It's critical for the public to understand that you are
still bound by that executive order, and nothing in the Protect Act changed
this. 1Is that correct? '

MR. McCONNELL: That's correct, yes, sir.

SEN. HATCH: Now, can you elaborate on the significant and necessary
restrictions from Section 2.5 of this executive order, and how they provide
protection for the privacy of American citizens overseas?

MR. McCONNELL: Under 2.5, you would be required to produce probable
cause standard. In this case, it is reviewed and approved by the attorney
general.

SEN. HATCH: That's a protection that have in --

MR. McCONNELL: Yes, sir.

And in the situatien, just.to get perspective, I think in the past
year that happened 55 timeg, maybe 56, but in the 50s, and the situation was

such that someone is either -- they'd been determined to be an agent of foreign
power, operating with a foreign power, or a terrorist, or in some cases it might
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be a dual citizen. So while someone had U.S. citizenship, they had foreign
citizenship too, so that it would put it in that category, where we have to
develop probable cause.

SEN. HATCH: Okay. Other legislative proposals with this topic called
for narrow definition of foreign intelligence information applying only to
international terrorism. Now, some have dlso called for a court order being
required on. foreign individuals overseas if a significant number of
communications involve a person in the United States.

Now, would you provide an explanation of the flaws in both of these
suggestions.and how texrorists could adapt their behavior to trigger
protections? '

MR. McCONNELL: Yes, sir.

As a practical matter, what you're able to do in this business is
target one end of a conversation. You do that through a phone number or
whatever. So the situation is we may be covering a foreign target in a foreign
country. That person -- we can't control who calls them or who they call. If
they call someone in the United States, now it sets up a situation where, one,

‘that could be the most important call we intercepted, because they could be

activating a sleepexr. "It could be innocent.
SEN, HATCH: By "sleeper," you mean a sleeper cell of terrorists.

MR. McCONNELL: Sleeper cell for -- yes, sir. And it could be totally
innocent. 1In the FISA legislation of 1978, we had similar conditions. Someone
overseas could call in to the United States. So a process that was actually
adapted from the old criminal wiretapping program called minimization was
established in FISA, reviewed and approved by the court, so there's a
minimization procedure. So if it's totally incidental, it would be taken --
expunged from the database. If it were activating a sleeper or terrorist-
related, it would be something we would be required to report foreign
intelligence on. And if I might, if I could just take a minute, I want to
just read from the joint congressional inquiry into 9/11. 1I'll just read a
couple of passages. :

"There were gaps between NSA's coverage of foreign communications and
the FBI's coverage of domestic communications that suggest a lack of attention
to the domestic threat. Prior to 9/11, neither agency focused on the importance
of identifying and ensuring coverage of communications between the United States
and suspected terrorists located abroad."

That's exactly what happened with some of the terrorists here. They
were calling known terrorists ovexseas, and we missed that information.

The joint congressional inquiry concludes:

"The joint ingquiry has learned that one of the future hijackers
communicated with a known terrorist facility in the Middle East while he was
living in the United States. The intelligence community did not identify the
domestic origin of this communications prior to 9/11, so that additional FBI
investigative efforts could be coordinated."

So what we're describing here in this joint commission was a review
after the fact of what we should have done.
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And the argument that I'm making for the committee today is preserving
the legal foundation for us to target the foreigners, foreigners that might call
into the country to activate a cell, or a cell that's in the country reaching
out to coordinate with a foreign terrorist cell located overseas.

So our community.is only targeting the foreigner overseas. Now, some
will say, well, wait a minute, there's a situation where you could target
overseas when your real target's in the United States. That's a violation of the
Fourth Amendment. It's unlawful. So in that case, if we wanted to target or
needed to target somebody in the United States, we get a warrant. And so from
the way I think about it, it leaves the flexibility to do our foreign
intelligence mission, we have a situation under the law to deal with a foreign
threat in the United States, and that's all warranted coverage.

SEN, HATCH: My time's up, Mr. Chairman.

SEN. LEAHY: Thank you.

Senator Feinstein.

SEN. DIANNE FEINSTEIN (D-CA): Thank you very much, Mr. Chairman.

Welcome, Director McConnell.

MR. McCONNELL: Thanks, ma'am.

SEN. FEINSTEIN: T have a series of questions. I believe that the FISA
act, since its passage in 1978, along the lines that Senator Kennedy was
speaking, has been the exclusive legal means for conducting electronic
surveillance for intelligence purposes. Do you agree that FISA as presently
written includes language that it is the exclusive means to conduct intelligence
for -- surveillance for intelligence purposes?

MR. McCONNELL: Senator, you and I've discussed this before.

SEN. FEINSTEIN: Right, I just want. to go on the record with --

MR. McCONNELL: Yes, ma'am.,

SEN. FEINSTEIN: -- what you said to me.

MR. McCONNELL: This is how I would execute this authority under the
authorities that I hold. But what you're addressing is a constitutional issue,
the difference between Article I and Article II. I --

SEN. FEINSTEIN: What I'm asking for is a yes or no --

MR. McCONNELL: Ma'am, I can't commit one way or the othex to a debate
between the executive branch and the legislative branch. Under wy authority, if

we get this law positioned right, that's how I would cause this community to

execute our authorities. So I would be consistent with this law. But I can't -
- I can't solve the constitutional debate that your question is addressing at a
fundamental level.

SEN. FEINSTEIN: OKkay.
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Under -- Senator Hatch mentioned Executive Order 12,333, Section 2.5,
which we have talked about previously. This section applies to any time the
intelligence community tries to get information about a U.S. person overseas and
requires that the attorney general make a prior finding that there's probable
cause to believe that the U.S. person is an agent of a foreign power.

Would you agree to putting the language in Section 2.5 as currently
written into statute?

MR. MCCONNELL: Ma'am, I wouldn't object. What I would ask is we
receive the language and examine it, you know, across the table £rom each other
to understand its impact. And so long as it doesn't have unintended -
consequences, I would have no objection.

SEN. FEINSTEIN: For the subset of Section 2.5, operations where the
collection is done’ inside the United States, would you support shifting the
probable-cause determination from the attorney general to the FISA Court?

MR. McCONNELL: It's inside the United States, ma'am. Even today it is.

under the FISA Court.

SEN. FEINSTEIN: Thank you very much.

Now I'd like to ask some questions on minimization. Do the
minimization procedures prevent NSA from retaining communications that do not
contain foreign intelligence informaticn?

MR. McCONNELL: If recognized, minimization would require them to
expunge it from the database.

SEN. FEINSTEIN: Do the minimization procedures require that U.S,
person information is made anonymous before it is disseminated as intelligence
reporting? MR. MCCONNELL: Yes, ma'am, it does.

SEN. FEINSTEIN: Is it required that a warrant be obtained when the
U.S. person themself becomes the subject of interest?

MR. MCCONNELL: Yes, ma'am, and located inside the United States, yes,
always. ' .

SEN. FEINSTEIN: And the finding is of intelligence value. 1Is that.
correct?

MR. McCONNELL: Back on the minimization procedures, let me give you an
example, if I may. If two foreigners are discussing a member of. this body, we

would have -~ that's a U.S. person, So we would have to determine how we would
deal with that. So we would -~ if it had foreign intelligence value -- we could
be being targeted or whatever -- it's our obligation to report that. So we

would -report it as U.S. Person One or, if there was a second person involved,
U.S. Person Two. So the attempt is to protect .the 1dent1ty of the U.S. person
when it's done in a foreign intelligence context.

SEN. FEINSTEIN: All right let me just clarify that. When the pickup
is being analyzed and a determination is made, that there is intelligence value,
by the analyst, exactly what happens?
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MR. McCONNELL: The report would be written, and the identity of a U.S.
person would be, as I mentioned, listed as U.S. Person One, U.S., Person Two.

SEN. FEINSTEIN: And then what is the warrant?

MR. McCONNELL: If, for whatever reason, the U.S. Person One or Two --
say they were terrorists and they becdme subject of a target or subject of
surveillance, then we would be required to get a warrant.

SEN. FEINSTEIN: And does that happen when the finding is by the
analyst that the individual is of intelligence value?

MR. McCONNELL: It would always happen‘that way. Think of it this way.
SEN. FEINSTEIN: So that is the trigger.

MR. McCONNELL: It's, where do you -- what do you target? If you
target -- think of it as a phone number. If you put that phone number in the
database ‘as a target, you would have to have a warrant.

SEN. FEINSTEIN: All right, and that is determined, as I understood it
previously, when the analyst makes a finding that there is intelligence value.
MR. McCONNELL: That's a way to phrase it. Let's say that -- let's just use a
sleeper cell as an example. Foreign terrorist, which is your target, calls into
the country and makes contact with somebody who's an accomplice or maybe a
sleeper. At that point, you would flag that information for the FBI, so the FBI
could get a warrant to conduct surveillance for that person.

Now, let's suppose that it's a foreign target. They call into the
United States and it's Al's Pizza Shop. It has nothing to do with anything.
You would take that information out of the database. You would expunge it from
the database. '

SEN. FEINSTEIN: Would you support a provision that required the
government to submit the minimization procedures it uses for the Protect America
Act collection for FISA court review, not afterwards, as in the Protect America
Act, but before?

MR. McCONNELL: They already have done that, and I wouldn't have any
objection to them locking at the process --

SEN. FEINSTEIN: If that were written into the law?

MR. McCONNELL: Ma'am, right now I have to take it one step further,
because we get into unintended consequences. Depending on the phrasing and the
way it's captured in the law, it could put us in a position that we couldn't do
foreign surveillance, because we can't tell who that person’s going to call. We
can't control that until we got review beforehand. So if you -- if it's
interpreted that way or could be interpreted that way, it would cause us a great
difficulty. ‘

So I'm not objecting to how you phrased it, but we'd have to look at it
in the context of the bill and what it -- how might it be interpreted? Because
here's the thing I can't recommend we do, and that is introduce uncertainty or
ambiguity that would cause us to lose effectiveness. Because we're talking
about pecple who are planning and operating in minutes or hours, as opposed to a
long lead time. '
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SEN. FEINSTEIN: Yes, here -- let me summarize it, and we've talked
about this before. But it is my position that any collection against a U.S.
person abroad with the minimization ‘process, that that process should be
approved by the court prior. And you've agreed to that, and that --

MR. MCCONNELL: ' Ma'am, you just mixed two things.
That's why this gets so complex.
SEN. FEINSTEIN: How have I done .that?

MR. McCONNELL: All right. You went from targeting a U.S. person
abroad to minimization -- two different issues.

SEN. FEINSTEIN: A U.S. person abroad is minimized.

MR. McCONNELL: No, ma'am, Let's say a U.S. person abroad ig a dual
citizen, agent of foreign power. Currently, what the executive order says is
the community would have to produce probable-cause standards, information, but
you take that to the attorney general for a warrant. Now, if you're --

SEN. FEINSTEIN: I'm not talking about that part. I'm talking about an
innocent U.S. person abroad that gets caught up in one of these calls and how
that call is minimized.

MR. McCONNELL: All right. 8o -- all right. So we have -- we're
talking about inadvertent collection --

SEN. FEINSTEIN: That's correct.
MR. McCONNELL: Now what the question is, am I objecting to .or --

SEN. FEINSTEIN: So what is the minimization process and how does it
function, and what happens with that collection?

MR. MCCONNELL: The -- first of all, you may not even realize it's in
the database because you do lotg of collection. You have to have a reason to
look. And you look at it -- if it's foreign intelligence, it is treated the way
we discussed; if it's now recognized it's incidental, it would be expunged from
the database. Those procedures have been reviewed by the FISA Court. I would
have no objection to them looking at them again.

SEN. LEAHY: Senator --
SEN. FEINSTEIN: My time is up. Thank you, Chairman.

SEN. LEAHY: It is, and Senator Coburn is next. SEN., TOM COBURN (R-
OK): Thank you, Mr. Director, for being here, and thank you for your service.

I just want to spend a little more time giving you a chance to outline
for the American public the assuraunce that we have a minimization program that
has been loocked at, the procedures for that have been loocked at by the FISA
Court, agreed to by the FISA Court, and the assurance that you can give the
American pecople that in fact there's not going to be a violation of that
minimization process. '
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Can you speak to that for a moment?

MR. McCONNELL: Yes, sir, I can. It's -- we've been doing this for 29
years, It is reviewed at four tiers, four different levels. The agency doing it
ig -- they have a training process inside, then it's looked at by their general
counsel and their IG. My office, as the overseer of the community, we review
it. The Department of Justice also reviews it. The FISA Court reviews it for
the process and so on, and then it is subject to review by the Congress and the
Oversight Committee. So if there's a question and they want to look at, you
know, what we've done or what the procedure or visit NSA or look at any of that,
we'd make it all available so people could see it and understand it,

SEN. COBURN: Okay. "And so that brings me to my next question. You all
don't operate without oversight, correct?

MR. McCONNELL: No, no, sir, we don't.

'SEN. COBURN: There is oversight. Aand what are the committees of
Congress that have oversight over what you do?

. MR. McCONNELL: Primarily, it's the House Permanent Select Committee on
Intelligence and the Senate Select Committee on Intelligence. :

SEN. COBURN: Okay. Can you kind of give us a short summaxy of the
oversight mechanisms of the Protect American Act (sic/Protect America Act) that
are in place today?

MR, McCONNELL: Yes, sir. The four tiers I just mentioned: internal is
for the agency; external, meaning my office and the Department of Justice, the

FISA Court and the Congress. We -- since the law was passed in July -- I'm
sorry -- in August, and we put our -- we came back up on our full coverage,
there have been approximately seven visits -- no, I'm sorry -- 10 visits out to

NSA to sit down with the analysts and look at the data and the process, and .
what's the training standard, what are the conditions and what would you do with
the information, and track it through the process.

So it's been extensively reviewed, and it is subject to that extensive
review so long as there are questions or “if anybody wants to revisit on a )
periodic basis.

SEN. COBURN: One of the cquestions -- and I think legitimately raised,
especially because of some of the past actions -- is developing the trust of the
American people. There's a certain paranoia out there because we are close to
stepping ‘'on individual American rights. ’

Do you as an agency have plans to try to communicate in a positive
fashion both to the Congress and the American people about holding your
responsibility for both minimization as well as the protection of individual
rights in this country? '

MR. McCONNELL: Yes, sir. I personally have been very, very public on
this issue, criticized in some cases for being so public. But if you'll remember
the three points that I started with -- no warrant for a foreigner overseas -- a
foreign terrorist located overseas, a way to get assistance from the private
sector; the third point is the one I believe very, very strongly in. Any time
there is surveillance of a U.S. person where that person is a target, I support,
believe in and would strongly endorse that we have a warrant. That warrant is
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given to us by a court, and that's not a menial process to go through because
it's probable-cause standard. Some would argue, well, you can go really fast
because in an emergency you can get just a phone call, but you're still meeting
a probable-cause standard. So the director of NSA, me, the attorney general,
we're not going to go fast until we have the facts ih front of us because it
ultimately has to stand the scrutiny of a court.

SEN. COBURN: So let me summarize, and you say if you agree with this.
If you're an American citizen, you're not going to be targeted to any of this
without the approval of a court.

MR. McCONNELL: That's correct.
SEN. COBURN: All right. That needs to be said loud and loud and loud.
If you're an American citizen, you have the protection of a court before you are

subject to this law.

MR. McCONNELL: If you're an American citizen or even a non- citizen in
the country, you have the protection of a warrant issued by a court before we

‘can conduct any kind of a surveillance.

Now, sir -- so you're aware. Some will argue that we're targeting
overseas and the person overseas called in the United States -- that's where
minimization starts.,

We can't control what the overseas target does; we have to have a
process to deal with that, and that's where minimization was introduced. It's
an elegant solution. We have tried every way we can think of to make that
different or stronger or more complete, and those who framed this law in '78 and
all of us that have looked at it since, we-can't find a better process.

SEN. COBURN: But those minimization procedures like Dx. -- like
Senator Feinstein suggested have been looked at by the FISA Court.

MR. McCONNELL: They have.

SEN. COBRURN: And you .are suggesting'that you would be happy to have
those reviewed, and those probably should be reviewed sequentially and annually.

MR. McCONNELL: By not only the court but by the Congress.
" SEN. COBURN: Right.

MR. McCONNELL: And whatever periodicity they would -- they need to
review them to be comfortable with doing it the right way.

SEN. COBURN: I have 'no other gquestions.

SEN. LEAHY: Thank you very much, Senator Coburn.

Senator Cardin.

SEN. BENJAMIN L. CARDIN (D-MD): Thank you, Mr. .Chairman. Admiral
McConnell, I very much appreciate your service to our country, and I can tell

you that we all agree that we need to make sure that our intelligence community
can get the information they need protecting the civil liberties of the people
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in our country. We also agree we need to modernize our laws and gather
intelligence information.

But let me just suggest that I have confidence in your administration
of the agency, but the laws that we create today is 901ng to go well beyond your
term in office, so we need to make sure that we have the right laws in place. I
agree with Senator Specter's observations that some of the administrative
decisions should be placed in statute in order that we have the protection, and
I think that's a good suggestion that was made by Senator Specter. I
appreciated also your analysis of the law in the 1970s. This is not paranoia.
In the '50s and '608, we had serious problems dealing with the civil liberties
of the people in this country, and the FISA Court law was developed in order to
provide the right balance. 2and as you peinted out in your testimony, that you
agreed with that law at its time but it needs now to be modernized.

Well, I think we still have concerns today. And I just really want-you
to focus a little bit more on the responsibilities for check and balance in our
system. Traditionally in criminal investigations, in the work of the Department
of Justice, the courts have been the body that we look to as the check and
balance. And yet the bill that was passed in August allows the FISA Court to
look at the procedures used in gathering 1nformatlon, but it cannot be set aside
unless it's clearly exroneous.

Now, you don't need to be a lawyer to know that's a pretty diffieult
standard for the court to use to set aside the procedures that have been
developed. We are talking about the civil liberties of the people in this
country. It seems to me that's a pretty tough standard for the entity, the
branch of government that's supposed to be our checks and balance --"in oxder to
get involved and suggest changes, they would have to find that your procedures
are clearly erroneous. Your comments on that? ’

MR. McCONNELL: Sir, the target that you're describing is foreign; it's
not a U.S. person. So the procedures we're talking about is --

SEN. CARDIN: But it's been pointed out before that in that process,
there is very likely at times to be U.S. ~-- communications with U.S. citdzens.
So there is the information being gathered potentially inveolving U.S. citizens.

MR. McCCONNELL: The procedures in question you're describing are the
procedures to determine foreignness -- that's an odd term, but it's, how do we
know that the person being is foreign? So it's -- has a foreign context.

As we discussed with minimization, if you are targeting that foreignm
person in a foreign country, you can't control who they might call; that's where
minimization comes in, If the foreign terrorist calls into the United States,
what do you do with that call? Since we can't determine ahead of time who they
might call -- some say, well, it's easy, just make it foreign to foreign. You
can only target one thing at a time. 2And while the vast majority of the time
it's foreign to foreign, in that isolated instance when it might be foreign to
U.S., how do you deal with it? And that's the elegant solution that was '
captured in 1978, and all I'm arguing is return us to 1978.

We had this same debate and situation in '78. When the means of
communication was wireless -- the only thing that has changed that it went
from wireless to wire, so that's why we found ourselves in this box.
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SEN. CARDIN: I guess my point is this: You make a very persuasive
argument that to require an individual application to the FISA Court on a case
involving a foreign person would be too onerous and be ineffective in getting
the information.

So Congress is looking at saying: Okay, rather than the individual
case, take the process that you're using to the FISA Court and have more
involvement of the FISA Court on the process. I'm not sure we got it right --
in fact, I don't believe we got it right -- in the last bill we passed as to the
appropriate balance between the FISA Court and your work on approving the
procedures that are used.

I guess my question to you -- do you have any suggestions to us how we
could set up a more effective involvement of the FISA Court on the procedures
that you are using that will give more comfort that we have in place the
appropriate checks and balances without compromising the ability of your agency
to go after the individual that you believe you should?

MR. McCONNELL: I have no objection to working out the best possible
solution, so I'd be happy to work in any way. And I would even suggest perhaps
that involve the FISA Court in that discussion, so we can get the xright balance
between being effective in the foreign intelligence mission and protecting civil
liberties. '

What I'm.worried about is because we've -- we were in a time crunch
before, we're in a situation where laws -- words were about to be put in law,
which is very difficult to back away from, that would have introduced:
uncertainty that I feel confident would have inhibited our effectiveness.

So it's -- happy to look at anythiné. Just let's sit down and examine
our -- what do you think that means and what do the 20 lawyers I have working
this, that are expert in it -- what do they think and what's the right balance?

SEN. CARDIN: That's a fair encugh challenge.'

I would just submit that we have a couple of months now before the
deadline approaches. And it would be useful if we have a meeting of the minds,
if that's useful to try. to improve the checks and balance(s) through the FISA
Court process. Your suggestions or your attorney's suggestions in that would
certainly be a good starting point for us in reviewing that, and it would be
helpful if we could get that information to our committee.

MR. McCONNELL: All right.

SEN, CARDIN: Thank you, Mr. Chairman.

SEN. LEAHY: Senator Sessions.

SEN. JEFF SESSIONS (R-AL): Thank you.

Thank you, Admiral McComnell, for your work and service to America and
for protecting America. And I know that every morning you get up, until you go
to bed at night, you worry about how to preserve this country and to make sure

that another 9/11 does not happen. But the threat is out there, you've made
that clear. .
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There was a national consensus after the.attack on 9/11. The 9/11
commission was part of that, and concluded that intelligence is a critical thing
to preserve the safety of the people of the United States. Isn't that correct?

MR. McCONNELL: Yes, sir, that's correct.

SEN. SESSIONS: That's your business, but I mean, there's no way that
we can stop everybody coming’ into America, we can stop every dangerous act that
occurs. But knowing who has a malicious intent, intelligence is the key to
protecting us. Would you not agree?

MR. McCONNELL: Yes, sir, I do agree with that.

SEN. SESSIONS: Well, I am then frustrated because it seems to me the
tenor and tone of hearing after hearing after hearing since 9/11 have been, that
somehow what you're doing is an attempt to constrict the great freedoms that
Americans believe in, and we've forgotten the dangers that we face.

And I would just note with regard to 1978, nobody denies that the
people in 1978 were striving as best they could to correct some abuses that
had occurred. But they created a wall of separation between the CIA/foreign
intelligence and domestic intelligence, and the 9/11 commission concluded that
was disaster.

MR. McCONNELL: Yes, sir,

SEN. SESSIONS: &aAnd we reversed that, clearly, promptly, when we faced
to what the good-intentioned people did in 1978. Also in 1978, through good
intentions, they prohibited intelligence officers from undertaking operations
and informant relationships with people around the world who may have had bad
records. Do you remember that?

MR. McCONNELL: Yes, s8irx, I do.

SEN. SESSIONS: And the intelligence community was concerned about that
at the time, but Congress didn't listen, and we did that. And after 9/11, that
wonderful idea was examined in the cold light of day and promptly changed and
eliminated. So our dangexr, I would submit to my colleagues, is that, through
good intentions, we can create laws that, in fact, inhibit the legitimate
ability of this nation to protect itself.

Now, having been through this and having had in 12 years as a United-
States attorney, I think, one or two wiretaps, I know a little about that. And
let me just ask you -- you're not a lawyer, admiral.

MR. McCONNELL: No, sir. (Chuckles.)

SEN. SESSIONS: You're doing pretty well for a non-lawyer, I have to
tell you. But when you obtain a wiretap in the United States on an American
citizen, it takes a good deal of effort to do that.

But once you obtain the ability through a court order, a great effort,
then you -- you don't just -- a person doesn't just talk to himself on a phone;
you listen to who the person talks to.

MR. McCONNELL: Yes, sir.
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SEN. SESSIONS: But once you have a lawful intercept, a lawful wiretap
on an Bmerican citizen, you listen to who they call. Likewise, if you have a
lawful intercept on a foreign person, you listen to who they talk to.

MR. McCONNELL: Yes, sir.

SEN. SESSIONS: 1Isn't that right?

MR. McCONNELL: That's correct.

SEN. SESSIONS: And so if they happen to call not a foreign person, but
call somébody in the United States, then that's expected to me from the
beginning that they might do that, and you would want to listen to that
conversation.

MR. McCONNELL: Yes, sir.

SEN. SESSIONS: I don't see that fundamentally that's'any different
than the principle I have referred to about a lawful, warranted wiretap here.

So you listen to people who call.

But if they call an American citizen and it appears that that
conversation is unrelated to terrorism or it appears to be innocent, then you
even take steps to minimize that' conversation.

MR. McCONNELL: Yes, sir,

SEN, SESSIONS: Is that right?

MR. McCONNELL: That's correct.

SEN. SESSIONS: And how do you that again?

MR. McCONNELL: It's just expunged from the database.

SEN. SESSIONS: Well, isn't that a bit dangerous? What if they were
using code? Are you taking some risk there? Because if they - were using some
innocent code and you even take the name of the person they called in the United

States out of the system?

MR. McCONNELL: Yes, sir, that'd be -- that's a judgment call. There'd

be some potential risk.

SEN. SESSIONS: But as an effort to go -- to avoid criticism from those
who always seem to be unhappy with what you're doing, you've gone to the extent
that you would minimize that call by removing the name fxom the system.

MR. McCONNELL: Yes, sir.

SEN. SESSIONS: Now, let me ask you, if a person has been identified to
be associated with a terrorist organization, they're somewhere in the mountains
of Afghanistan, and they're calling someone in the United States talking about a
meal, what kind of television set they have, do you still -- and it seems to be
innocent -- do you still minimize that call? '

MR. McCONNELL: We would; it would be a judgment call. We'd hope we'd
have continuity on the person we're targeting, so if we had some reason to

30

ODNI Final Response (April 21, 2008) 000185



believe -- and let's suppose that a discussion about a meal could be interpreted
about planning for an operation. At that point, one, you would report the
information; and two, if that person -- U.S. person in the United States -- you
would coordinate with the FBI then to get a warrant against that person to find
out if it was, in fact, terrorism related.

SEN. SESSIONS: But you wouldn't have a basgis to get a warrant based on
what appeared to be an innocent phone call, in fact. And so the only connection
you have here is that someone in the United States is talking to a terrorist --

MR. McCONNELL: . Yes, sir, that's correct.

SEN. SESSIONS:.-- and you're minimizing that unless it appears that
conversation had some relationship to what might be an unlawful activity.

With regard to Senator Leahy's comments suggesting that you misstated

the impact of this -- the FISA law, I'd like to give you a chance to explain
that again,
I thought -- your explanation made a lot of sense to me. Anybody can

make a mistake, but I think your testimony was quite accurate, as you understood

it. Would you explain that?

MR. McCONNELL: Yes, sir.

.I've used some numbers a couple of times. Somebody asked me "What's
the significance of this program," and the point I was trying to make, it's
probably somewhere in the neighborhood of 50 percent or more of our total
collection to understand this threat.

Once you take FISA as a standalone, people have asked me, well, what
had happened with the wording of the old law based on subseguent reviews by the
FISA Court? And the answer I gave them is we had been reduced by ‘about two-
thirds of what our capability was over that period of time. So we were getting
into an extremist situation. Known terrorists overseas we weren't able to target

without a probable-cause-level warrant.

Probable cause is a hard standard to satisfy, and so it takes time. So
working those off, we started in the spring to try to work them off. And in
fact, over the summer, we were falling further and further behind because there
are lots of potential targets, and a single target -- single human being could
use multiple avenues of communication. So you find yourself catching up. That
was the first problem,

The second is the very people who can understand this -- the ones who
speak the language, that know the individuals in the terrorist cell -- are the
ones who have to stop and do the justification. And so we actually had a
situation where management of the process would have to make a judgment: Do I
gtay on target with the one or two or three or four that I have warranted
coverage of -- remembering this is a foreign target in a foreign place -- or do
I stop and give up on that target while we spend time writing a justification?

-

SEN. SESSIONS: Well, just -- and to get a probable cause for a warrant
is a -- probably takes a hundred or more pages chock full of facts and figures.
It's very difficult to write, and if you're in erxror the prosecutor -- I mean,

the law officer will be accused of perjury. So they have to do it right, and it
takes a lot of time. .
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MR. McCONNELL: Yes, six. SEN. SESSICNS: Thank you, Mr. Chairman.
SEN. LEAHY: S8enator Feingold.

SEN. RUSSELL FEINGOLD (D-WI): Thank you, Mr. Chairman.

Thank you for coming before the committee, Mr. Director.

I'd like to start just a bit by following up on Senator Kennedy's
questions about immunity., And with regard to the retroactive immunity you're
seeking, how can members of this committee evaluate that request without facts
about the alleged conduct in guestion?

So you should be -- those facts should be available to you.

What I'm asking for in a broad context -- there are those who are
alleged to have cooperated with us that could be and are being subjected to
suits. So in this context of doing this mission, we understand the technology
of today and how the ebb and flow of what it is we have to use to do our
mission, we can't do it without the cooperation of the private sector. The
United States intelligence community cannot do this mission without the
cooperation of the private sector.

So ‘in the situation we found ourselves in, the law of last month talked
of proscriptive protection. What I'm asking for is -- we still have this
situation to deal with retroactively, so I'm asking for us to consider that in
the deliberations you have. If there's information that you need to do that,
1'11l make.every effort to get whatever I can --

SEN. FEINGOLD: You have refused to provide presidential authorizations
and DOJ opinions -- '

MR. McCONNELL: No, sir, I haven't refused.
SEN. FEINGOLD: -- that I think are critical to understand this.

MR. McCONNELL: I haven't refused to provide the committee with
anything. I am in a position where I'm attempting to conduct a mission., I have
an administration that I work for and I've had a dialogue about how that might
play out., As I understand it, there's a negotiation between the chairman and
those in the White House about how this might play out. Sc I've made my )
récommendations, but I don't control the process. N

'SEN. FEINGOLD: Well, I think that's critical, and I would say that if

SEN. LEAHY: Without going into the senator's time, and your
recommendation was what?

MR. McCONNELL: We need to provide the appropriate level of insight and
information for the committee to get us to the place where we can get the right
legislation for this mission going forward.

SEN. FEINGOLD: Does your recommendation include presidential
authorizations and DOJ opinions?
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MR. McCONNELL: Sir, I don't want to go into that level of specificity.

SEN. FEINGOLD: Well, I would really suggest that if you're serious
about this immunity proposal, which you obviously are, you have to make sure
that Congress has what it needs to evaluate it. That's just -- that's just a
bare minimum for us to be able to do our job. You -- you have a job to do and
you're trying to do it well.

MR. McCONNELL: Yes, sir.
SEN, FEINGOLD: We want to be in the same position.
MR. McCONNELL: I understand.

SEN. FEINGOLD: The only way we can be that way is to have the
materials so we can understand this. .

Let me ask you as a general matter, do you think that the private-
sector liability for unlawful surveillance plays any role in the enforcement of
the U.S. privacy laws and in providing disincentives to engaging in lawful
behavior? .

MR. MCCONNELL: That was a pretty complex question. In there you said
"unlawful."” I'm not suggesting anything -- endorsing anything that's unlawful,
so --

SEN, FEINGOLD: I think it's pretty simple. Do you think there is a
role for private-sector liability to make sure that people's privacy is
protected in this country? Do you believe in that principle?

MR. MCCONNELL: I believe that the process should be subjected to the .
appropriate legal framework so that privacy is protected. Yes, sir, I do agree
with that. ’

SEN. FEINGOLD: You and Mr. Wainstein have stated several times in
hearings over the last couple of weeks, and I think you said it again here
today, that you would be willing to look at language proposed by members of
Congress for changes to the Protect America Act, but that you, of course, want
to be careful to ensure that there aren’t unintended consequences --

MR. McCONNELL: That's correct,

SEN. FEINGOLD: -- do not result from what may seem like small changes
in the language. . ' :

I take your point, but the point I want to.emphasize here is I think
that obligation goes both ways.

Congress has to be careful also not to unintentionally authorize .
activities that we don't want conducted. And by now I know there's been some
back and forth about this. ¥You are very familiar with the controversy
surrounding the language in the PAA authorizing acquisition of information,
quote, “"concerning," unquote, persons outside the United States. Why was this
word concerning used, and why should -- (audio break)? (Audio break) -- talking
about a proposal. This ig the law of the land. . And this points up the problem
with thig rush to judgment that we had in the last-minute push to get this bill
passed when you weren't even comfortable with this language.
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And I have to say that, you know, we have to be a little worried about
this sort of thing because this is the same administration that claimed in one
of the most absurd legal arguments I've ever heard that the authorization
Congress passed to use military force in Afghanistan after 9/11 somehow allotted
to wiretap Americans in the United States without a warrant, and they did so for
years in secret. So, you know, when members of the administration say that we
should more or less trust them with something like this, which some would argue
in favor of this kind of language, members of the public and the Congress have
every right to be skeptical, and we have a duty to deal with it. But I do
appreciate the fact that you've acknowledged that there are concerns with the
word "concerning® and that we have to take it seriously. '

Director McConnell, you stated that reverse targeting is a violation of
the Fourth Amendment and grounds for criminal prosecution. In public testimony
at the House Intelligence Committee last Thursday, Assistant Attorney General
Wainstein stated that reverse targeting includes wiretapping an individual
overseas when you really want to listen to the American with whom the target is
communicating., Do you agree with that description?

MR. McCONNELL: I do.

SEN. FEINGOLD: &And is this something that is essentially self-
policing? BHow does the executive branch ensure that this constitutional
principle is not violated? ' '

MR. McCONNELL: As I tried to explain before, you can only target one
thing., And so if the U.S. person in this country -- for whatever reason,
terrorists or whatever the issue is -- becomes a target, then you would be
required to have a warrant. Now, if you engaged in that process of reverse
targeting, where you're targeting someone overseas and your real target's in the
United States, that would be a violation of the Fourth Amendment. That's
unlawful. '

SEN. FEINGOLD: Last Thursday you told Congresswoman Schakowsky that
while you don't know how much U.S. person information is in your databases, you
could provide information about how much U.S. person information is looked at
and how much is disseminated. Can you do that with regard to these new
authorities? And when can you make that information available to this
committee?

MR. McCONNELL: The information is ‘being prepared now. And yes, I can
do it with regard to the new authorities.

SEN. FEINGOLD: And when can we receive it?

MR. McCONNELL: I don't know what - I've tasked it. .It's -- I'm
waiting for response back. I don't know yet. It will -~ as soomn as I know,
I'll be happy to advise you. '

SEN. -FEINGOLD: Days? Weeks?

MR. MCCONNELL: . I'd say weeks.

SEN. FEINGOLD: During a hearing of the House Intelligence Committee,

you stated that the bulk collection of all communication originating overseas,
quote, "would certainly be desirable if it was physically possible to do so,"
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unquote, but - that bulk collection of communications with Americans is not
needed. Is bulk collection of all communications originating overseas,
including communications of people in the United States, authorized by the
Protect Amerxica Act?

MR. McCONNELL: It would be authorized if it were physically possible
to do it, but the purpose cof the authorization is for foreigmn intelligence. So
when I say -- SEN. FEINGOLD: So there's nothing -- there is no language
actually prohibiting this. .

MR. McCONNELL: So long as it's foreign, in a foreign country, for
foreign intelligence purposes.

SEN. FEINGOLD: Thank you, Mr. Chairman.
SEN. LEARHY: Thank you.

Senator Whitehouse. Before Senator Whitehouse starts, I was just
curious., Listening to your answer to Senator Feingold's questioms, this
retroactive immunity basically takes away rights of plaintiffs who have spent
money on suits and so forth. They may not be successful, they went through the
courts, but let's -- it's taking away all their rights. And I've heard so many
speeches from my good friends on the other side of the aisle against everything
from environmental laws on asg being illegal takings. Is this a-taking?

MR. McCONNELL: Sir, I don't know what you mean by "taking."

SEN. LEAHY: Well, we take away somebody's rights to have a suit. We do
it retroactively. We do it without any compensation. I just throw it out.
Your lawyers may want -- don't you try to answer, but it's interesting if we're
talking about environmental law; it's terrible, that we would consider this as a
taking; but if we want to remove somebody's rights to a suit, it's not.

Senator Whitehouse,

SEN, SHELDON WHITEHOUSE (D-RI): Thank you, Mr. Chairma;'x.
Admiral, good to see you again.

MR. McCONNELL: Tﬁank you, sir.

SEN. WHITEHOUSE: Some of what we're going to discuss will be well-
plowed ground between the two of us because we've had these discussions in
closed sessions, but I think it's important to go over it again in a public
session because it's my very, very strong belief that the problems that we face
in adapting the Protect America Act to protect American citizens are very
solvable, and had it not been for the atmosphere of stampede that was created in
the waning days of the session and we'd had a little bit more time to talk
coolly with one another, we could have solved it working off a very sensible
template, which is Title 3 surveillance that takes place in the United States
right now, such as. the senator from Alabama mentioned a moment ago.

In that context, it's my understanding that thexe are basically two
categories of surveillance of Americans that are of concern under the Protect

America Act. One is the surveillance of an American when they are abroad, and
the second is the surveillance that is incidental to the intercept of a
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target abroad when they happen to speak to an American. Can we talk about them
in those general two categories?

MR. MCCONNELL: Yes, we could, in a foreign context. Of course,  if
it's in the United States, it's -- (inaudible) -- warrant.

SEN. WHITEHOUSE: (Inaudible) -- that's covered by existing law.
MR. McCONNELL: Right.

SEN. WHITEHOUSE: Under the Protect America Act, there is no court
warrant that is required for a person reasonably believed to be outgide the
United States. That's the magic phrase in the statute. Correct?

MR. McCONNELL: That's correct.

MR. McCONNELL: And if you look just at the language in the statute
alone, a person reasonably believed to be outside the United States. could be an
American traveling on vacation, somebody visiting family in Ireland, somebody on
a business trip; it could even mean troops serving in Irag right now, corxect?

MR. McCONNELL: You could intexpret it that way.

" SEN. WHITEHOUSE: And the protection against it being interpreted that
way is an executive order that requires the attorney general to assure that the
target is an agent of a foreign power, correct?

MR. McCONNELL: That's correct.

SEN. WHITEHOUSE: ~Now, the domestic model for this kind of surxveillance
requires, very congistently with the American system of government and the
separation of powers, that a court get involved, and that the executive branch -
- the FBI, for instance -- doesn't get to make that determination on its own.

MR. MCCONNELL: Yes, sir. But you -- what you just shifted to was a
domestic situation where you have warrant. And what I would highlight-is in the
vast majority of the situations that would involve this community, we're
targeting a foreigner for which there is no warrant, so it's a little bit --

SEN. WHITEHOUSE: I agreé, but I'm talking about where you're targeting
an American who happens to be abroad. That's the category we're talking about
here.

MR, McCONNELL: Okay.

SEN. WHITEHOUSE: In that category, as I understand it, you have agreed
that the executive order, assuming the language is all appropriate and doesn't
create unintended consequences, could be codified in this statute, Would you
also agree that the determination whether the person is an agent of a foreign
power could be a FISA Court determination rather than a determination within the
executive branch?

MR. McCONNELL: Sir, that's a possibility, and as we've discussed the
last time we talked about this, it sounds reasonable here at the line of

scrimmage. But let's see the language and examine it, make sure it says what
you want it to say and doesn't impact us in some way that causes a loss of
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flexibility. And if given it doesn't have any unintended consequences, I
personally would have no objection to that. ’

) SEN. WHITEHOUSE: And would you agree, at least, that by bringing in
the FISA Court, we are matching in the context of an American who happens to
be abroad the type of procedural protection that an American enjoys when they
happen to be in the United States?

MR, McCONNELL: I_would.
SEN. WHITEHOUSE: Okay.

The other issue is the incidental intercepts. BAnd, as Senator Sessions
pointed ocut, those happen all the time. Like him, I have obtained wiretaps
before, both as United States attorney and attornmey general. In fact, as
attorney general, I had to do it myself, personally, with the pregiding judge of
the superior court because Rhode Island is careful about letting that authority
loose.

When it takes place in a Title III context, the restriction on what is
overheard from those incidental interceptions of people who the target calls is
protected by minimization procedures, just the same way when somebody calls the
target -- when you're targeting somebody overseas and they call an American,
that is also protected by minimization procedures. Correct?.

MR. McCONNELL: That's correct. -

SEN. WHITEHOUSE: The difference, as I see it, is that in the domestic
surveillance context, the enforcement of those procedures, whether the agency
actually obeys the rules that they're under, is not only enforced by the agency
itself, but consistent again with the separation of powers of principles of the
United States, the court that issued the original warrant has some oversight
authority over whether or not the minimization procedures in its order are
complied with. Correct?

" MR. McCONNELL: That's my understanding.

SEN. WHITEHOUSE: That doesn't follow into the foreign targeting
pituwation. And so, if we were to make an equivalent role for the FISA Court, to
me it would require the FISA Court to do two things: one, approve the
minimization procedures themselves -~ which, frankly, they do every time they
issue a warrant because they write in that order --

MR. McCONNELL: That's correct.

SEN. WHITEHOUSE: -- and two, have a role in making sure that the
procedures are in fact complied with by the agencies, Would you have any
objection to the FISA Court having that-role in a general way?

MR. McCONNELL: You just introduced a level of complexity and
uncertainty that I would say, I'd be happy to look at 'it. Now, what do I mean
by that? 1In every case where there's Title III, in every case, a court has
already agreed in advance that you're going to conduct a surveillance. And
there are even -- as I understand it, there are even some requirements for the
government to notify the party that you conducted surveillance against in a
criminal situation.
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In the context of foreign intelligence, the missicn is entirely
different. It's foreign intelligence, foreign threat to the country. So the way
you described it, while it can sound reasonable, might have put the court in a
position of having to decide in advance what we could do with regard to foreign
surveillance. 8o I would say --

SEN. WHITEHOUSE: ‘That's not my intention either. My intention simply
is to assure that if you got into a situation in which there was a renegade area
in the intelligence community someplace, in which they just simply weren't
complying with minimization -- we've had unfortunate incidents about the
national security letters, and the rules just weren't complied with. It is
helpful, I think, and it's salutary, for the executive branch officials
discharging a responsibility like that to know that a court can ‘look in. And
whether it's the inspector general reporting to the court or whether there's
some -- but I do think that it's criticdl that there be a FISA Court role, just
as there would be for incidental intercepts on the U.S. side, to oversee and
make sure that the incidental intercepts are being minimized properly in the
intelligence context,

MR. McCONNELL: Yes, sir, and when we discussed this before, the same
answer -- happy to sit down, take the language, look at it, have it examined
with some time, not like where we were before, so that we really understand,
what are the intended and the potentially unintended consequences?

SEN. WHITEHOUSE: Yeah, thank you.

MR. McCONNELL: And so we both satisfy ourselves that we're protecting
Americans and we're not impacting our foreign intelligence mission. and I'd be
happy to do that.

SEN. WHITEHOUSE: Mr. Chairman, I think if we're thoughtful about going
about this the way the admiral has suggested, we'll find that a lot of the
disagreement and concern and anxiety and, in some cases, anger and frustration
that emerged in the August stampede can be easily worked through, and we can get

_to a bill that makes a lot of sense for Americans and is consistent with the

expectations that are longstanding under Title III. Thank you very much.

SEN. LEAHY: Well, the senator from Rhode Island’'s right. 2and one of
the reasons we're having these hearings now, before -- well in advance of the
time when the sunset provision comes is so we can.do that. Whereas many of us
thought we had worked out that and were quite surprised when apparently at the -
- what-many of us thought was the last moment, we -- seeing the administration
had a different idea, the chairman of the Senate Intelligence Committee has

" written a s1gn1f1cant letter. 2And I don't know if that letter is classified or

not, but I know the senator from Rhode Island has seen it.

Senator Kyl.

SEN., JON KYL (R-AZ): Thank you, Mr. Chairman,

Admiral, you've made the point, I think, very clear that the
intelligence collection at issue here is vital to our national security and that
Americans' rights are not being v1olated ‘But from a lot of the questions, I

suspect to the average American this seems very complicated.

And I would like to just have you explain two things for us, using the
most direct language you can in a nonclassified context, to explain why this
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kind of collection is not suited to the usual court procedure for a criminal
suspect like we would see in a TV series, for example, and why it's not
constitutionally necessary, in any event.

MR. McCONNELL: Sir, the situation that we find ourselves with is,
literally there are billions of transactions. And the targets of foreign
surveillance are very dynamic, and they change, and they could change modes of
communication and so on.

So for us to have the inherent flexibility that we need to be
responsive and to collect the information we need to protect the country, being
encumbered by a court process to extend due process rights to a foreigner, a
terrorist located overseas, puts us in a situation where we can't be flexible,
we can't keep up.

We started this process last winter, and because of the wording in the
o0ld law, it was requiring us, because communications had completely flipped from
1978 to the -- until today, whereby international communications were on a wire,
fiber-optics, and they happened to flow through the United States -- then we
were in a situation to do a foreign target, foreign country; we had to stop and
get a warrant. :

It is so dynamic that we were losing ground. We had a level of
capability. It was reviewed by the court. We started at that level. And
subsequent reviews -- not because of the court, because of the wording in the
law -- we started reducing our capability. It was reduced in that review period
about two-thirds. '

I thought: Okay, we'll just add more resources, or we go faster,
whatever. The igssue is, there's a finite number of linguists and analysts that
speak the languages,. understand the problems, so you're forced into a
gituation of pulling people off position to write probable cause standaxd
warrant requestg for a foreigner overseas. And as a practical matter, we were
falling further and further behind.

So I felt a responsibility to identify that as an issue. The law
captured it ome way in the late '70s, technology changed, and we just. need to
recognize that and accommecdate it to make it technology- neutral. That's the
sum and substance what we were attempting to do.

So I mentioned earlier what I was after was three points: no warrant
for a foreign terrorist located overseas; a way to compel and cause protection
of the carriers that would asgist us, because we can't do this without them; and
then to require this community always, always, always to get a warrant any time
it involves surveillance of a U.S. person. :

And so those are the principles. And, you know, we are where we are
with this law that was passed, and we're going to review it again. That's what
I'm going to try to -- maintain consistency with regard to our capability so we
can indeed protect the country. And all the things that are suggested -~ there
were seven bills exchanged back and forth, some of them attempting to fix A in
fact should have done B or C or D, and that's when I say I'm happy to look at
it, but we got to examine it in the cold light of day.

SEN. KYL: Never in the past -- I mean, again, I hate to make it a
matter of entertainment, but you see the spy movies and go on, and when we send
our spy abroad or James Bond is out looking to collect secrets -- if you're
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abroad and you're collecting secrets against an enemy that's abroad, there's
never been a requirement for a court warrant, has there?

MR. McCONNELL: No, sir,

SEN. KYL: And it is a -- and an arbitrary distinction there for that -
- in this particular case, just because a particular transaction happens to be
routed through the United States but still involves foreigners -- in terms of

the reason for a change, there is no new reason for the change.

MR. McCONNELL: No, sir. All that was -- thg atﬁempt was to take what
was captured in '78 -- which in my view was right -- and make it relevant to -
2007.

SEN. KYL: And this is very important information in going after
terrorists that we're fighting -- :

MR. MCCONNELL: Sir, it's vital. If we don't have access to this, we
are in most cases blind.

SEN. KYL: Right. And when you finally identify an American as
somebody that we want to target, then the procedures, the usual due process
procedures that we --

MR, McCONNELL: Get a warrant.

SEN. KYL: -- then they apply.

MR. MCCONNELL: Yes, sir. SEN. KYL: Now, someone said, well, but if
you find that you're beginning to focus in on somebody because he's making quite

a few domestic calls, calls that, you know, you can't know when you first look
at what he's doing, where those calls are going, but it turns out that some of

. them start being made domestically -- first of all, might that be important for

us to know? And if so, why? And -- well, let me ask that first.

MR. McCONNELL: Well, it could be the most important call we would do
in a long period of time, because that may be activating a sleeper cell. So the
only way we would know that is when a targeted foreigner activates by calling
in, so that was why it would be essential for us.

SEN, KYL: And if you had some kind of arbitrary number that said,
well, you have to have a warrant if the person has made more thamn 15 calls into
the United States or something, it'd be pretty obvious what they'd do is simply
make 16 calls -- (laughs) -- to a pizza parlor or something and then make
another call. In other words --

MR. McCONNELL: Yes, sir.

SEN, KYL: -- if we put statutory limitations that are in statutes and
therefore obviously are public, it could be possible for terrorists to -get
around the intent of what we're trying to accomplish here.

MR. MCCONNELL: Yes, sir. It would take away their inherent
flexibility. I'd also highlight that in the eyes of the law, a U.S. perxson

could be not only a human being, it could be a corporation.

SEN. KYL: Right.
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MR. McCONNELL: So if terrorists are ordering parts or scheduling
travel or whatever, that may be of vital interest to us to track the terrorists,
not intending that we're tracking a travel organization or an airline or
whatever.

So it's -- the point you made is very, very important. It's the
inherent flexibility to be responsive to the threat in a way that's useful,
still then respecting civil liberties; if that person ever becomes a target,
then you do a warranted process.

SEN. KYL: 1In terms of fighting these particular Islamic texrorists
who have both attacked us here and also attacked us abroad, there's sometimes a
debate about what's more important: fighting in a place like Afghanistan ozxr
Irag or having good intelligence. I have always had the view that ultimately
the best way to protect our homeland involves two things: deny these terrorists
a sanctuary, a free place to operate, but also and perhaps even more
importantly, having absolutely the best intelligence so that we can understand
what they're up to and therefore better protect the homeland.

How would you characterize the impcrtance of this kind of intelligence
gathering in this particular conflict?

MR. McCONNELL: Sir, it's essential, and I would go further to say the
terrorist group that we're all talking about, al Qaeda, very resilient and
adaptive. We know their intent, and they are going through a process now to
figure out how to have -- how to recruit, train and prepare an operative to get

them back into the country to have attacks similar to 9/11 or something of that
nature,

So the challenge for us becomes how do we see it, know it, understand
it, prevent it, and this process in large measure is how we do that.

SEN. KYL: In time.
MR. McCONNELL: Yes, sir, in time.
' SEN. KYL: Yeah, thank you, Admiral.

SEN. LEAHY: Admiral, are you aware of any time that this
administration's asked for a change in the FISA law and it hasn't gotten it?

MR. McCONNELL: I think there was a request, yes, sir, I believe. Some
members of this committee introduced legislation, and then it was passed on the

House side, but I guess there was no agreement so it didn't pass.

SEN. LEAHY: But then we -- but was that requestedvby the
administration?

MR. McCONNELL: I don't know the origin of the source.

SEN. LEAHY:  Just thinking of seven or eight during this
administration, it seems we must have been answering some of their questions.

MR. McCONNELL: The language originated on the Hill last year, sir.
I've just been advised. Wasn't playing, so I just didn't know.
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SEN. LEAHY: Okay. Now, you have reported the use of minimization
procedures, and those of us who have been here since the beginning of this are
aware of those. But under the Protect America Act, minimized communications are -
not destroyed; they're maintained in a database. 1Is that not correct?

MR. MCCONNELL: That's not correct, no, sir.
SEN. LEAHY: It's not.

MR. McCONNELL: No. If you minimize, you would take them out of the
database. What the -- minimization today is exactly as it was in 1978. That's
-- that was the agreement, the process that was agreed to --

SEN. LEAHY: So these minimized communications are not maintained in a
database.

- MR. McCONNELL: No, sir. If it's in the database and recognized, it
would be expunged from the database. Now what you're making reference to is
this is the fourth hearing on this subject over this -- since last Tuesday, and
in there what I talked -- in a previous hearing, I talked about data that may be
collected in a database that you don't know it's there.

SEN. LEAHY: All right.

MR. MCCONNELL: You wouldn't know it's there until you had reason to go
gearch it. So it could be there --

SEN. LEAHY: Under the Protect America Act, the FISA Court has no role
in the oversight of minimization, does it?

MR. McCONNELL: It does, if there is -- any time it involves a warrant
and a U.S. person, the court would in its ruling have available to it in the
context of minimization and --

SEN. LEAHY: Are they shown the minimization procedures the government
uses? ] .

MR. MCCONNELL: I'm soxrry, sir?

SEN. LEAHY: Are they shown the minimization procedures --

MR. McCONNELL: Yes, sir, they are. They are.

SEN. LEAHY: Yup.

I will do a couple of follow-up questions on this for the record, and I
hope you and your lawyers look at it very, very carefully. As I said, I'm not
t;ying to play "gotcha" and that there are answers in here where, upon
reflection, you think they should have been different. You know, plenty of
times we do that -- .

MR. McCONNELL: I appreciate that, Mr. Chairman.

SEN. LEAHY: - You've identified as one of your highest priorities
getting the retroactive immunity -- and we've touched on this; several of us

have -- to communication companies that may have broken the law in helping to
carry out the government's secret surveillance program after 9/11.
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As you may know, the state of Vermont, along with a number of other
states, is seeking to investigate some telecommunication carriers for disclosing
consumer information to the NSA in that program. There's a lawsuit, I believe,
in the 9th Circuit that would be dismissed if the carriers got immunity. That's
why I asked the question about taking. Now, this committee has issued
subpoenas, voted for by both Democrats and Republicans, seeking information on
this. We've received no documents, no information about the legal justification
for the warrantless surveillance program. We're in the dark-about what the
legal justification was, what communications took place between the
administration and the communication companies to secure private sector
_cooperation for the program; for two years have been seeking the -legal
justification and the analysis, what the administration relied on to conduct the
president's program of warrantless surveillance. We are, however, asked to pass
laws to immunize everybody and to wipe out of court any cases. And basically
we're asked to do it on a total "trust me" basis. "We won't tell you what we
did or what we based it on or why, but please pass the law saying that you've
made a studied conclusion that everything we did was okay and let's immunize
us." It's -- I'm not sure, if you were presented with something like that, you
would be too eager to accept that.

Do you have any objection, from an operational or a.national security
perspective, to having the Congress see these documents, the legal documents on
which this justification was based? And I'm -- on either a classified or
unclasgified basis.

MR. McCONNELL: And, sir, that's a call the White House will have to
make. My personal philosophy in how to conduct this business is oversight's a
good thing. It keeps the system honest. And so engaging with the Congress
provides an appropriate level of information for the oversight process is what
we should do. '

Now, that said, there are going to be judgment calls about what's
privileged or not, and there'll be differences of opinion. The Constitution did.
say "co-equal bodies," and. a lot of this is a the constitutional level, so
you're asking me if I can solve it; I cannot.

SEN., LEAHY: ©No. I'm saylng as DNI, just simply as DNI -- obviously
the judgment call is going to be made by the administration ~- but do you have -
- as DNI, do you have any ocbjection to these legal memoranda being shared --
these historical legal memcranda being shared with this committee?

MR. McCONNELL: Six, my history on this starts in January when I was
nominated and February when I was confirmed. What I'm trying to do in my role -

SEN. LEAHY: But obviously you've seen the historical and legal --

MR. McCONNELL: I have not. I have not. What I've attempted to do
here is to take what -- where we are today and put it wholly under the law in
the: FISA process for how we conduct our business, all of it. There's nothing
extreme or -- so anything that we do in the nature of the business we're talking
about would make it --

SEN. LEAHY: But, Admiral, you're up here lobbying to have us wipe out
these courts by -- wipe out these cases retroactively by legislation.
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MR. McCONNELL: Sir, I would --

_ SEN. LEAHY: I mean, is this -- isn't this kind of asking us to buy a

.pig in a poke?

MR. McCCONNELL: No, sir, it isn't. First of all, I object to the world

. "lobbying"; I'm here because you invited me here. And I'm testifying, not

"lobbying." SEN. LEAHY:- I'm thinking of some of the -- during -- I'm going
back to July and August in some of your meetings. You call it whatever you
want. You were advocating for retroactive legislation.

MR. McCONNELL: I am -- I have a responsibility, as the leader of the
nation's intelligence community, to make recommendations to this body and to the
administration about what it is that we need to do our job, and that's how I saw
my role, and that's what I hope to -- in the flnal analysis, when we look back
that's what I was doing.

SEN, LEAHY: Are you doing -- are you conducting -- if you want to
answer this -- under the PA or otherwise, are you conducting physical searches
of homes or bu51ness of Americans or Americans' mail without a warrant?

MR MCCONNELL: That would not be the business that I represent. If
that situation were to take place, it would be the respon51b111ty of the FBI,
and they would do it with a warranted process.

SEN. LEAHY: But you're not?
MR. McCONNELL: No, I'm not.
SEN, LEAHY: Senator Specter,
SEN. SPECTER:, Thank you, Mr. Chairman.

Just a couple of questions, because we have another panel waiting to be
heard. But I questioned you on the first round -- I brought up the issue of the
targeting of U.S. persons overseas and noted that there is an executive order
which requires the attorney general to certify that there is probable cause. My
own view is that there ought to be that determination made by the FISA Court,
and in a response to the question from Senator Hatch, you said there are only
about 50 to 55 of those a year, so it wouldn't be a great administrative burden.

Would you concur or, petrhaps better stated, have any objection to the
next version of the statute to give the FISA Court the authority to authorize
targeting U.S. persons overseas?

MR. McCONNELL: Sir, as I indicated earlier, I would have no personal
objection. What we'd have to do is look at the language to examine any
potential unintended consequences. The difference would be the authority for
the warrant going from the attorney general into the FISA Court. So that seems
to me, on the face of it, to be a manageable situation.

There were -- there are reasons that we could go into in a closed
session that it was set up the way it is, and I'd be happy to share that with

you. But we must examine that in a closed session, make sure it doesn't have
unintended consequences, and I'd be happy to say let's examine it.
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SEN. SPECTER: Are you are saying that there are reasons to invest it
in the attorney general, the determination of probable cause, instead of the
FISA Court? And when probable cause is established, that's the traditiomal
basis for the issuance of a warrant.

MR. McCONNELL: Yes, sir.

Let me separate "U.S. citizen" from "U.S. person." 2And some ~-- in
"U.S. citizen," it's easy. "U.S. person," it may present a situvation that we'd
just need to make you aware of the full range of potential impact.

SEN. SPECTER: But it's "U.S. person" who has to -- where you have to
have a warrant for targeting in the United States.

MR. McCONNELL: That's correct. Yes, sir.

SEN. SPECTER: So if the classification is "U.S. person," what
difference would there make whether it's in the United States or outside the
United States?

MR. McCONNELL: I was trying to highlight the -- in my view, a U.S.
citizen shouldn't expect to give up their rights, regardless of where they're
located. So it's a higher standard for "U.S. citizen" as opposed to "U.S.
person." A U.S. person can be a foreigmer. It could even be a terrorist that
was located in the United States -- say, a foreigner here, a green card. In the
legal context, you could consider that person a U.S. person even though they
travel back overseas. So I'm just trying to say there's an issue in there we
need to examine. .

SEN. SPECTER: Well, I don't see the distinction between according the
same degree of privacy to a U.S. person, whether they're in the United States or
outside the United States, but we'll reserve judgment on that until we discuss
it in closed session.

With respect to the approval of the FISA Court on targeting people
outside the United States, the objection has been made by you and the
administration that it would -- there would be insufficient flexibility to
require that going before the FISA Court, but you acknowledge that the FISA
Court should review, at a minimum, their procedures. Correct?

MR. McCONNELL: Yes, sir. When I -~ and you said "person." 1I'd just
highlight -- make sure it's foreign person, located overseas. That's the part
that they --

SEN. SPECTER: Foreign person located overseas.

MR. McCONNELL: Foreign person, yes, sir.

SEN. SPECTER: Okay. Now, you need the flexibility to do that without

' prior approval by the FISA Court because of the numbers involved?

MR. McCONNELL: Yes, sir. It's a very dynamicAsituation.
SEN. SPECTER: Dymamic? You mean large? Large numbers?
MR. McCONNELL: Large. Huge. Huge, yes, sir.
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SEN. SPﬁCTER: Dynamic meaning --

MR. McCONNELL: Fast-changing --

SEN. SPECTER: -- too many to dp, you say?

MR. McCONNELL: Yes, sir.

SEN., SPECTER: Well, explain why that ~-.why that is, why .-
MR. McCONNELL: The --

SEN. SPECTER: Let me finish the question. -- why you can't handle
that administratively to submit those applications to the FISA Court for -- with
a statement of probable cause.

MR. McCONNELL: Well, first of all, it's extending probable cause
standard and Fourth Amendment protection to a foreigner overseas, so my argument
would be, to maintain the flexibility of our community to do our mission, why
would you insert that as a standard, because it's an additional burden on the
community to be flexible?

Now -~

SEN. SPECTER: Well, it may be a burden, but that's not the determinant
as to whether you ought to have the burden. The question is whether the burden
is unreasonable and precludes you from doing your job. 1Is that what you're
saying? :

MR. McCONNELL: Yes, sir. It is unreasonable on the face of it, and it
precludes us from being effective in --

SEN. SPECTER: Okay. Now, the question is why. Just as a result of
the sheer numbers? :

MR. McCONNELL: Numbers and the dynamic nature of it. Most of our _
conversation today -- -

SEN.'SPECTER; That's the second time you've used the word “dynamic."
Tell me what you mean by that.

MR. McCONNELL: Fast-paced. Rapidly changing.
SEN. SPECTER: Okay-

MR. McCONNELL: And we've all -- most of our discussions have been
around terrorists, which sound like, well, that's a reasonable number of people.
But the foreign intelligence mission of the community is foreign, so by
definition, it's anything that's not American. And when we've taken great pains
in a number of cases to prioritize who we target and so on, we inevitably get it
wrong. Previous administration, we did a tiering mechanism, like 1 through 5; 5
was absolute targets, got to cover them, got to be very exhaustive in our
coverage.

As it turned out, where U.S. forces were asked to engage or in some way
be committed, it was almost all in the tiered areas that we weren't covering.
And examples include Haiti and Somalia and even as far back as Panama. It's
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those situations that pop up which you have to be responsive and dynamic to
respond to so you understand who the threats are, how they're changing, what are
the intentions, what are the weapon systems, how might they engage, what might
cause them to back down.

All that's a very dynamic --

SEN. SPECTER: So you're saying you have to respond immediately?

MR. MCCONNELL: Yes, sir.

SEN. SPECTER: Have you gone back to the FISA Court to ‘'ge through the
procedures which you're now using and targeting foreign persons overseas?

MR. McCONNELL: Yes, sir, we've submitted all the procedures to the

court, and they're reviewing them now.

SEN. SPECTER: They're reviewing them?
MR. McCONNELL: VYes, sir.

SEN. SPECTER: Now, would it be too burdensome to ask you to submit
those procedures to the court every three months?

MR. McCONNELL: That wouldn't change but that would not be a great
burden, no, sir. .

SEN. SPECTER: Okay.

MR. MCCONNELL: . The only thing I want to highlight is if I'm in a
position where the court has to rule on something before I can conduct a )
mission, we could never keep up. It's not -~ it can't turn fast enough to allow
us the flexibility.

SEN. SPECTER:. Well, we're not -- my suggestion would not be to deal
with specific warrants, where you'd have to go back, but only the procedure.

MR. McCONNELL: Yes, sir.

SEN. SPECTER: But if you did it every three months, wouldn't it be
reasonable on the reapplication to show the court what you have accomplished, so
that they can then consider the value of the program in deciding whether the
procedures are sound?

MR, McCONNELL: Sir, I would be -- I would object to that. Because in
my view, it would now start to insert into the process an evaluation by the
court, for which it's not trained or prepared, with regard to the
effectiveness of the foreign intelligence mission. Let me use a couple of
examples.

SEN. SPECTER: Well, now, wait a minute. Are they any less prepared
for that than they are for determining the importance on targeting a U.S. person
in the United States?

MR. McCONNELL: The purpose in my view of targeting a U.S. pexson in
the United States is to ensure that we have adequate protection. If it's a U.S:
person in the United States, they will examine -- first of all, the numbers are
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small, very small. They would have the facts of the situation. They could make
a judgment and they could do enough research to make an informed judgment.

If you're talking about thousands or tens of thousands or hundreds of
thousands of things that are transpiring in a foreign context, my view is that
they just couldn't keep up with that process. There are 11 judges. One sits at
a time. And this community is made up of tens of thousands of people that are
engaged in a very dynamic process, issuing lots of reports and lots of
coorxdination and lots of cross-cueing.

So something that would seem relatively innocuous on the face of it
might turn out to be the most important thing we're chasing -- example: movement
of nuclear material on a foreign-flagged ship of convenience that's moving from
the Pacific into the Indian Ocean. Now, we might not even know that ship’'s
underway. But if at some moment, there's some clue, we've got to be very
responsive in how we would try to track back. Where does it originate? What
might it have onboard? Where is it going? Who are the players? And so on.

That's just the situation that we find ourselves in on a regular basis.
That's just one tiny segment of the community, so that's what I mean by very
dynamic and very interactive. We're trying to solve a foreign intelligence

problem that someone in the administration has a need for -- tracking nuclear
material, preventing weapons of mass destruction, negotiating with a countxry
that might -- whatever the -- it can go on and on and on.

SEN. SPECTER: I get your point, Director McConnell. I'm over time,

"but I want -- this is important and I want to finish it.

MR. McCONNELL: Sir.

SEN. SPECTER: T get your point on the dynamism of being able to act
without getting court approval, but I'm on a very different point. I'm on the
point of going back for remewal, sayigg three months as to procedures, and at
that time saying to the court we want to continue this under these procedures
and this is what we've accomplished, because even -- we're not telling you you
can't do it, but we want to evaluate it, And you are reaching some U.S. persons
overseas, and we have elaborate minimization, and it seems to me that there is a
good basis for having the court take a look at what you've dome to see that the
intrusiveness, even though there are a lot of foreign people involved, but there
are some U.S. people involved, as to whether it's worth the candle.

MR. MCCORMACK: Sir, what'-- the reason I would object to it is at the
99,999 percent level it's totally foreign, and so by having the court make that
judgment, you're introducing a lével of ambiguity and uncertainty that I don't
know how it would come out.

So now, let's go back to the U.S. persons situation, In that case, if

the court chooses to look at it, post -- they've issued a warrant, ex post facto
they want to review -- or as was suggested by Senator Whitehouse, they look at
minimization after the fact -- that's more of a manageable problem. But to have

thé court in the position of saying what you've collected is or is not
sufficient intelligence value, my view is that's not the appropriate role for
the court.

My worry is a level of uncertainty and ambiguity that I don't know how
it'1ll come out., We do the mission for foreign intelligence.
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There are oversight committees on the Hill that look at that, can
evaluate it inh any cross-cut or any dimension. And we're responsive to the
administration who's given us these targets for intelligence collection

' purposes,

SEN. SPECTER: Well, I'm not satisfied with this answer. But we have
to move on, and you and I will talk about this further. Thank you.

SEN. LEAHY: I think it's a good issue. And I also will follow up. I
think Senator Specter has raised a very valid question, and we should talk about
that more, certainly before we get to the time we have to reauthorize any part
of this act. . : :

Admiral, I know you're an extraordinarily busy man. I appreciate you
being here. We will have some follow-up questions. Some may have to be
answered in classified form., Of course, we have provisions to handle that, as
you know. You should also feel free on some of the questions I may have, if you
have a question on it, just call me. .

MR, MCCONNELL: Yes, sir, will do, thank you.

SEN. LEAHY: I'm easily reachable.

So now thank you very much, and we'll set up for ‘the next panél.

And Senator Feingold has offered to preside in my absence, and I
appreciate that. He is also a member of the Senate Intelligence Committee,

which will make it twice as helpful. :

END.
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