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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for IRM. This document provides concrete examples of XML
files implementing IRM elements and attributes.

1.2 - Overview

Chapter 2 contains the code listings of all example files for IRM.

This document has been approved for Public Release by the Office of the Director of
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Chapter 2 - Example Files Code Listings

2.1 - ForeignAgency.xml

<?xml-model href="._/._./Schematron/ISM/ISM_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron”?><?xml-model href="__/._./Schematron/NTK/NTK_XML.sch"
type=""application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="._./../Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/
schematron"?><?xml-model href="_._/._./Schematron/I1C-EDH/I1C-EDH_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron'?><?xml-model href="_./../Schematron/IC-TDF/I1C-
TDF_XML.sch' type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="._/../Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://
purl_oclc.org/dsdl/schematron’?><?xml-model href="__/../Schematron/IC-ID/IC-ID_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron'?><?xml-model href="_./../
Schematron/ ISMCAT/ ISMCAT_XML.sch' type="application/xml" schematypens="http://purl_oclc.org/dsdl/schematron"?><!-- Distro Statenent: distEditionBl ockReplace--><!/-- Al classification nmarks in
this exanmple are
for illustrative purposes only, there are no
actual classified data contained in this exanple --><TrustedDataCbject xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
tdf:version="201412. 201707"
xsi:schemalocation="urn:us:gov:ic:irm../../Schema/IRMIC-IRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/test-metacard-instance2</icid:|ldentifier>
<Dat al t enCr eat eDat eTi ne>2011-08-19T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconmpliesWth="USGv USIC
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i smresourceEl enent="true"
i smcreatebate="2011-08- 19"
ismclassification="S"
i sm owner Producer =" USA"
i sm at om cEner gyMar ki ngs="TFNI "
i smderivativel yd assi fi edBy="John Doe"
i smderivedFron="Mul tiple Sources"
i sm decl assExcepti on=" AEA"
i smdi ssem nati onControl s="0C NF">
<ntk: Access ismclassification="U" ism ownerProducer="USA" >
<nt k: Requi resAl | O >
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<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn:us:gov:ic:aces:ntk:oc</ nt k: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profilezagencydissem</ntk: Profil eDes>
<Vocabul aryType xm ns="urn:us: gov:ic:ntk"
nt k: nane="or gani zati on: usa- agency"
nt k: sour ceVer si on="201502"/ >
<nt k: AccessProfileValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency">CIA</ntk: AccessProfil eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa-agency">CIlA</ ntk: AccessProfi |l eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil elList>
</ntk: RequiresAl | O >
</ ntk: Access>
</ Security>
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
<Ext er nal Edh xnl ns="urn: us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xmns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn: us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/test-instance2</icid:|dentifier>
<Dat al t enCr eat eDat eTi ne>2012-07-06T00:00:00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zati on>DNI</ Or gani zat i on>
</ Responsi bl eEntity>
<External Security xnml ns="urn:us:gov:ic:arh"
i sm excl udeFronRol | up="true"
ismclassification="U"
i sm owner Producer =" USA" >
<Ext ernal Access xm ns="urn:us: gov:ic:ntk"
nt k: ext er nal Ref erence="true"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<nt k: Requi r esAnyCf >
<AccessProfil eLi st>
<AccessProfile ismclassification="8s"
i sm owner Producer =" USA"
i sm di ssem nati onCont r ol s=" RELI DO >
<AccessPol i cy>urn:us:gov:ic:aces:ntk:permissive</ AccessPol i cy>
<ProfileDes>urn:us:gov:ic:ntk:profile:grp-ind</ Profil eDes>
<Vocabul aryType nt k: nanme="i ndi vi dual : urn: us: gov:ic: aces: ntk: oc"
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nt k: source="urn: us:gov:ic:aces: ntk:oc"/>
<AccessProfil eVal ue ntk:vocabul ary="indi vi dual : urn: us: gov:ic: aces: nt k: oc">user_2321889:Doe_John_H</ AccessProfi | eVal ue>
</ AccessProfil e>
</ AccessProfil eList>
</ ntk: Requi resAnyCf >
</ Ext er nal Access>
<Not i ceExt ernal Li st xm ns="urn:us:gov:ic:isnt
ismclassification="U"
i sm owner Pr oducer =" USA" >
<Not i ceExt ernal ism external Notice="true"
i smnoticeType="FRD"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<ism NoticeText ismclassification="U" ismownerProducer="USA">This document contains FRD data.</ism Noti ceText>
</ Not i ceExt er nal >
</ Not i ceExt ernal Li st>
</ Ext er nal Security>
</ Ext er nal Edh>
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL" >
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
sm conpl i esWt h="USGov USIC"
sm DESVer si on="201609. 201707"
sm | SMCATCESVer si on="201709"
sm resour ceEl enent ="t rue"
sm creat eDat e="2011- 08- 19"
smcl assification="85"
sm owner Producer =" USA"
sm di ssem nati onCont rol s="0OC NF">
<Not i ceLi st xm ns="urn:us:gov:ic:isnf
ismclassification="U
i sm owner Producer =" USA" >
<Notice ismnoticeType="POC"' ismclassification="U" ism ownerProducer="USA">
<Noti ceText ismclassification="U"
i sm owner Pr oducer =" USA"
i smpocType="1CD 710" >Agency Z 800-555-6573 ext.9935</ Noti ceText >

</ Noti ce>
<Notice ismnoticeType="POC"' ismclassification="U" ism ownerProducer="USA">
<NoticeText ismclassification="U" |smownerProducer="USA">James Smith 800-555-3719 james.e.smith@agencyz.gov AgencyZ</ Noti ceText >
</ Notice>
</ Noti ceLi st >
</ Security>
</ St at ement Met adat a>
<StructuredSt at enent >
<resource xm ns="urn:us: ml:ces: netadata: ddns: 5"
xm ns:ddns="urn:us: ml:ces: netadata: ddns: 5"
ddms: conpl i esWt h="M N_ACCESSI BLE" >
<met acar dl nf o>
<identifier ddms:qualifier="1CID
ddns: val ue="gui de: // 9990/ t est - net acar d- i nst ance2"/ >
<dat es ddns: creat ed="2011-08-19" ddmns:validTi|="2051-08-19"/>
<publ i sher >
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<organi zati on ddns: acr onyn¥" FRA: DGSE" >
<nanme>General Direction for External Security</nane>
</ organi zati on>

</ publ i sher >
<poi nt O Cont act i sm pocType="1CD 710" >

<organi zati on>
<nanme>Agency Z</ nane>
<phone>800-555-6573 ext.9935</ phone>
</ organi zati on>

</ poi nt O Cont act >
<poi nt Of Cont act >

<per son>
<nane>James</ nane>
<sur name>Smith</ sur nane>
<phone>800-555-3719</ phone>
<enui | >jJames.e.smith@agencyz.gov</ enai | >
<affiliation>AgencyZ</affiliation>

</ per son>

</ poi nt O Cont act >
<processi ngl nfo ddns: dat eProcessed="2011- 08- 19"

ismclassification="U"
I sm owner Producer =" USA" >XSLT Transformation to convert DDMS 2.0 to DDMS

3.1.</processingl nf o>
<recordsManagenent | nfo ddns: vital Recordl ndi cator="true">

<r ecor dKeeper >
<recor dKeeper | D>#289-99202.9</ r ecor dKeeper | D>
<or gani zat i on>
<nane>Agency Z</nane>
</ organi zati on>
</ recor dKeeper >
<applicationSoftware ismclassification="U" ismownerProducer="USA">IRM Generator

2L-9</ appl i cati onSof t war e>
</ recordsManagenent | nf o>
</ met acar dl nf o>
<identifier ddns:qualifier="1CGI1D" ddns:val ue="gui de://9990/test-instance2"/>
<identifier ddns:qualifier="FullNanme" ddms:val ue="Asset HR-832j s34"/>
<title ismclassification="U" ismownerProducer="USA">Sample IRM Document - LEAD</title>
<l anguage ddns: qualifier="urn:us:gov:ic:cvenumirmiso639-3:trigraph"

ddns: val ue="eng"/ >

<dat es ddns: recei vedOn="2011-08-19" ddns: created="2012-07-06T00: 00: 002"/ >

<type

<type

<type

<type

ismclassification="U"

i sm owner Producer =" USA"

ddns: qual i fier="urn:us:gov:ic:cvenumintdis:discipline"
ddns: val ue="HUM NT"/ >

ismclassification="U"

i sm owner Producer =" USA"

ddns: qual i fier="urn:us:gov:ic:cvenumintdis:discipline"
ddms: val ue=" MASI NT"/ >

ismclassification="U"

i sm owner Pr oducer =" USA"

ddms: qual i fier="urn:us:gov:ic:cvenumintdis:discipline: conponent"
ddns: val ue="MASI NT_GEO'/ >

ismclassification="U"

i sm owner Pr oducer =" USA"
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ddms: qual i fier="urn:us:gov:ic:cvenumintdis:discipline"
ddns: val ue="ot her: MyDi sci pline"/>
<type ismclassification="U
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:discipline:conponent”
ddns: val ue="ot her: MySubbi sci pl i ne"/>
<type ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:discipline:conponent:technique"
ddns: val ue="ot her: MySubTechni que"/ >
<type ddns:qualifier="urn:us:gov:ic:irmintel:reportinglevel" ddms:val ue="2"/>
<creator>
<organi zati on ddns: acronyn=" GBR: GCHQ' >
<nanme>Great Britain Headquarters</ nane>
</ organi zati on>
</creator>
<creator>
<per son>
<nane>John</ nane>
<sur name>Doe</ sur nanme>
</ person>
</creator>
<subj ect Cover age>
<cat egory ddns: | abel ="| eader shi p"/ >
<productionMetric ismclassification="C'
i sm owner Producer =" US
ddns: subj ect =" LEAD"
i sm di ssem nati onContr ol s="RELI DO'
ddms: cover age="GBR'/ >
<nonSt at eActor ismclassification="U"
i sm owner Producer =" USA"
ddms: qual i fier="urn:i:never:had:a:qualifier"
ddns: or der =" 3" >100043</ nonSt at eAct or >
</ subj ect Cover age>
<geospati al Coverage ismclassification="U"
i sm owner Producer =" USA"
ddns: or der =" 1"
ddms: precedence="Pri mary" >
<geographicldentifier>
<countryCode ddns: codespace="ge: GENC: 3: ed3" ddns: code="GBR"'/ >
</ geogr aphi cl dentifier>
</ geospat i al Cover age>
<geospati al Coverage ismclassification="U
i sm owner Producer =" USA"
ddns: or der =" 4"
ddns: precedence="Secondary" >
<geographi cldentifier>
<subDi vi si onCode ddns: codespace="as: GENC: 6: 3- 2" ddns: code="GB- BST"/ >
</ geographi cl dentifier>
</ geospat i al Cover age>

<geospati al Coverage i smclassification="U" ism ownerProducer="USA" ddns: order="2">

<geographi cldentifier>
<subDi vi si onCode ddns: codespace="as: GENC: 6: ed3" ddns: code="AD- 03"/ >
</ geographi cl dentifier>
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</ geospati al Cover age>
<r esour ceManagenent >
<taskinglnfo ismclassification="U" ism ownerProducer="USA">

<requesterinfo ismclassification="U" ism ownerProducer="USA">

<or gani zat i on>
<nanme>NSA</ nane>
</ organi zati on>
</ requesterlnfo>
<addressee ismclassification="U" ism ownerProducer="USA">
<per son>
<nane>Joseph</ nanme>
<sur nanme>Jackson</ sur nane>
<user | D>79812126789</ user | D>
</ per son>
</ addr essee>
<t askl D>Task 2391032</t askl D>
</ t aski ngl nf o>
</ resour ceManagenent >
</resource>
</ StructuredSt at ement >
</ Assertion>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ St at emrent Met adat a>
<Struct uredSt at enrent >
<I CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irnt
xm ns:usagency="urn: us: gov:ic:usagency"
xm ns: pmE"urn: us: gov:ic: pnt
xmns:icid="urn:us:gov:ic:id"
xm ns:intdi s="urn:us:gov:ic:intdis"
xm ns:irmE"urn:us: gov:ic:irnt
xm ns: genc="urn:us:gov:ic:icgenc"
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i ntdis: CESVersi on="201707"
i rm DESVer si on="201609"
genc: CESVer si on="201707"/ >
</ StructuredSt at enent >
</ Assertion>
<Ref er enceVal uePayl oad tdf: uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.2 - ManyClassMinAccessible.xml

<?xml-model href="._/../Schematron/ISM/1SM_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="__./._./Schematron/NTK/NTK_XML.sch"
type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="__/._./Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/
schematron™?><?xml-model href="._./../Schematron/1C-EDH/IC-EDH_XML.sch™ type=""application/xml"” schematypens="http://purl.oclc.org/dsdl/schematron*?><?xml-model href="../../Schematron/IC-TDF/IC-
TDF_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron”?><?xml-model href="_._/._./Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://
purl.oclc.org/dsdl/schematron™?><?xml-model href="__/._./Schematron/IC-1D/I1C-ID_XML.sch"™ type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="_../../
Schematron/1SMCAT/ ISMCAT_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron*?><!-- Distro Statenent: distEditionBl ockReplace--><!/-- All classification marks in
this exanple are
for illustrative purposes only, there are no
actual classified data contained in this exanple --><TrustedDataCbject xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:version="201412.201707"
xsi:schemalocation="urn:us:gov:ic:irm../../Schema/IRMICIRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us:gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/4A07150C-CD51-11E0-BODC-FF99F5AFA469</ i cid: | dentifier>
<Dat al t enCr eat eDat eTi ne>2001-12-16T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh:rol e="Custodi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
ismclassification="TS"
i sm owner Producer =" USA"
ism SClcontrol s="SlI SI-G TK"
i sm at om cEner gyMar ki ngs="RD RD- CN\VDI "
i smdi ssem nati onControl s="0C NF"
i sm nonl Cmar ki ngs=" ND"
ismderivativel yCl assifi edBy="1234"
i smderivedFronm="Soned assGui de"
i sm decl assExcepti on=" AEA"
i smresourceEl enent ="true"
i smcreatebDat e="2001-12-17">
<ntk: Access ismclassification="U" ismownerProducer="USA">
<nt k: Requi resAl | Of >
<nt k: AccessProfil eLi st >
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<nt k: AccessProfile ismclassification="U" |ism ownerProducer="USA">
<nt k: AccessPol i cy>urn-us:gov:ic:aces:ntk:oc</nt k: AccessPol i cy>
<ntk: Profil eDes>urn:us:gov:ic:ntk:profile:agencydissem</ ntk: Profi | eDes>
<Vocabul aryType xm ns="urn: us: gov:ic: ntk"
nt k: nane="or gani zati on: usa- agency"
nt k: sour ceVer si on="201502"/ >
<nt k: AccessProfileValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency" >CIA</ nt k: AccessProfi |l eVal ue>
<nt k: AccessProfileVal ue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa-agency">DNI</nt k: AccessProfi | eVal ue>
</ ntk: AccessProfil e>
<nt k: AccessProfile ismclassification="U" ismownerProducer="USA">
<nt k: AccessPol i cy>urn:us:gov:ic:aces:ntk:nd</nt k: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:grp-ind</ntk: Profil eDes>
<nt k: AccessProfil eVal ue ntk:vocabul ary="group: i aaens" >EU_AMBASSADORS</ nt k: AccessProf i | eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eList>
</ ntk: Requi resAl | O >
</ ntk: Access>
<Not i ceLi st xm ns="urn:us:gov:ic:isnf
ismclassification="U"
i sm owner Pr oducer =" USA" >
<ism Notice ismnoticeType="RD" ismclassification="U" ism ownerProducer="USA">
<ism NoticeText ismclassification="U" ismownerProducer="USA">
Fictional RD warning statement
</'ism Noti ceText >
</ism Notice>
<ism Notice i smnoticeType="CNADI "
ismclassification="U"
i sm owner Pr oducer =" USA" >
<ism NoticeText ismclassification="U" ismownerProducer="USA">
Fictional CNWDI warning statement
</ism Noti ceText >
</ism Notice>
</ Noti ceLi st >
</ Security>
</ Edh>
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
<Ext ernal Edh xm ns="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xmns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3" >
<icid:ldentifier>guide://999990/4A07150C-CD51-11E0-BODC-FF99F5AFA470</icid: |l dentifier>
<Dat al t enCr eat eDat eTi ne>2011-08-23T06:29:33Z</ Dat al t enCr eat eDat eTi ne>
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<Responsi bl eEntity edh: rol e="Cust odi an" >
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<External Security xm ns="urn:us:gov:ic:arh"
ismclassification="TS"
i sm owner Producer =" USA"
ism SCl control s="SI"
i sm excl udeFronRol | up="true"
i smdi ssem nationControl s="RELI DO FI SA">
<Ext er nal Access xm ns="urn: us:gov:ic:ntk"
nt k: ext er nal Ref erence="true"
ismclassification="U
i sm owner Pr oducer =" USA" >
<nt k: Requi r esAnyf >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn:us:gov:ic:custom:aces:ntk:foo</ nt k: AccessPol i cy>
<ntk: Profil eDes>urn:us:gov:ic:ntk:profile:datasphere</ntk: Profil eDes>
<nt k: Vocabul aryType nt k: nane="dat asphere: | ac" ntk: source="urn:us:gov:ic:nsa:lac"/>
<nt k: Vocabul aryType nt k: nane="dat asphere: maf" nt k: source="urn: us: gov:ic: nsa: maf"/>
<nt k: Vocabul aryType nt k: nane="dat asphere: rgt" ntk: source="urn:us:gov:ic:nsa:rgt"/>
<nt k: AccessProfil eVal ue ntk: vocabul ary="dat asphere: | ac">FAA_702_CP</ nt k: AccessProfil eVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat aspher e: maf ">SIGINT</ nt k: AccessProfi | evVal ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: rgt">A</ntk: AccessProfi | eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eList>
</ ntk: Requi resAnyf >
</ Ext er nal Access>
<Not i ceExternal Li st xm ns="urn:us:gov:ic:isnf
ismclassification="U
i sm owner Producer =" USA" >
<Not i ceExt ernal ism external Notice="true"
i smnoticeType="Fl SA"
ismclassification="8"
i sm owner Producer =" USA"
i sm di ssem nati onControl s="RELI DO'>
<i sm Noti ceText ismclassification="U" ism ownerProducer="USA">
Fictionally Secret RELIDO FISA Notice Text
</ism Noti ceText >
</ Not i ceExt er nal >
</ Not i ceExt er nal Li st >
</ Ext er nal Security>
</ Ext er nal Edh>
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL" >
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i smresourceEl enent="true"
i smcreatebDat e="2001-12-17"
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ismclassification="TS"
i sm owner Pr oducer =" USA"
ismSClcontrols="SlI SI-G TK"
i sm at om cEner gyMar ki ngs="RD RD- CN\V\DI "
i sm di ssem nationControl s="0OC REL DI SPLAYONLY"
i smdi spl ayOnl yTo=" AFG'
i smrel easabl eTo="USA GBR"
i smderivedFronm="Somed assCui de"
i sm decl assDat e="2037-12-01">
<Noti ceLi st xm ns="urn:us:gov:ic:isnt
ismclassification="U"
i sm owner Producer =" USA" >
<ism Notice ismnoticeType="RD" ismclassification="U" ism ownerProducer="USA">
<ism NoticeText ismclassification="U" ismownerProducer="USA">
Fictional RD warning statement
</ism NoticeText >
</ism Notice>
<ism Notice ismnoticeType="CNADI "
ismclassification="U
i sm owner Producer =" USA" >
<ism NoticeText ismclassification="U" ismownerProducer="USA">
Fictional CNWDI warning statement
</ism NoticeText >
</ism Notice>
</ Not i ceLi st >
</ Security>
</ St at emrent Met adat a>
<StructuredSt at enent >
<resource xm ns="urn:us: ml:ces: netadata: ddns: 5"
xm ns: ddnms="urn: us: m |l :ces: netadat a: ddns: 5"
ddns: conpl i esWth="M N_ACCESSI BLE" >
<nmetacardlnfo ismclassification="U" ism ownerProducer="USA" >
<identifier ddms:qualifier="ICI1D"
ddns: val ue="gui de: // 9990/ 4A07150C- CD51- 11EO- BODC- FF99F5AFA469" / >
<dat es ddms: creat ed="2001-12-16"/>
<publ i sher >
<or gani zati on>
<nanme>1C-CI0</ nane>
</ organi zati on>
</ publ i sher >
</ met acar dl nf o>
<identifier ddns:qualifier="1CID'
ddns: val ue="gui de: // 9990/ 4A07150C- CD51- 11EO- BODC- FF99F5AFA470" / >
<title ismclassification="U" |smowerProducer="USA">a secret document</title>
<description ismclassification="TS"
i sm owner Producer =" USA"
ism SClcontrol s="SI SI-G TK"
i sm at om cEnergyMar ki ngs="RD RD- CNVDI "
i smdissem nationControl s="0OC REL DI SPLAYONLY"
i smdisplayOnl yTo=" AFG'
ismreleasabl eTo="USA GBR'>Fictional Insanely classified Description of a relatively nice looking S//FISA//RELIDO document.</description>
<dat es ddns: creat ed="2011-08-23T06: 29: 332"/ >
<type ddns: qualifier="urn:us:gov:ic:irmnmaliciouscodeindicator"
ddms: val ue="Uneval uat ed"/ >
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<type ddns: qualifier="urn:us:gov:ic:irm executabl eindicator"

ddns: val ue="Uneval uat ed"/ >

<type ddns: qualifier="urn:us:gov:ic:cvenum aut hori zati onreference"

ddns: val ue="0000EF"/ >
<creator>
<organi zation ddns: acr onyn¥" NSA" >
<name>NSA</ nane>
</ organi zati on>
</creator>
<ddns: subj ect Cover age>
<ddns: cat egory ddms: | abel ="l abel 0"/>
<ddns: keyword ddns: val ue="val ue 3"/ >
<ddns: keyword ddns: val ue="val ue 4"/>
<productionMetric ismclassification="U
i sm owner Producer =" USA"
ddns: subj ect =" FOOD"
ddms: cover age="AFG'/ >
</ ddns: subj ect Cover age>
</ resource>
</ StructuredSt at ement >
</ Assertion>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ St at emrent Met adat a>
<Struct uredSt at enent >
<| CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irnt

xm ns:usagency="urn: us: gov:ic:usagency"

xm ns: pmeE"urn: us: gov:ic: pnt
xm ns:icid="urn:us:gov:ic:id"
xmns:irmE"urn:us: gov:ic:irnt
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i rm DESVer si on="201609"/ >
</ StructuredSt at enent >
</ Assertion>
<Ref erenceVal uePayl oad tdf:uri="guide://9990/test"/>
</ Trust edDat aCbhj ect >
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2.3 - RevisionRecall-01.xml

<?xml-model href="__/._./Schematron/ISM/ISM_XML.sch" type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="__/_._./Schematron/NTK/NTK_XML.sch"
type=""application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="._/../Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl_oclc.org/dsdl/
schematron'?><?xml-model href="__./../Schematron/I1C-EDH/IC-EDH_XML.sch"™ type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="__/_._./Schematron/I1C-TDF/IC-
TDF_XML.sch' type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="__/../Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://

purl_oclc.org/dsdl/schematron?><?xml-model href="__/../Schematron/RevRecall/RevRecall_XML.sch™ type="application/xml" schematypens=""http://purl_oclc.org/dsdl/schematron"?><?xml-model
href="__/../Schematron/IC-1D/1C-1D_XML.sch" type="application/xml" schematypens="http://purl_oclc.org/dsdl/schematron"?><?xml-model href="__/._./Schematron/ISMCAT/ISMCAT_ XML .sch"
type=""application/xml" schematypens="http://purl._oclc.org/dsdl/schematron™?><!-- Notices - distEditionBl ockReplace--><l-- Al classification marks in this exanple are --><l-- for
illustrative purposes only, there are no --><l-- actual classified data contained in this example --><!-- An exanpl e docunent fragment. This is exanple file is Schema valid

but does not represent a conplete docunent. It only represents enough to show how

to use the Revision recall indicator in one of the many ways it could be used

- - ><l - -[ NTKv5-t o- NTKv6] [ | NFQ | CResour ceMet adat aPackage - DESVersion attribute has been increnmented to reflect next version nunber.--><!--[1SM/7-t0-1SM8][INFQ | CResour ceMet adat aPackage -
DESVersion attribute has been incremented to reflect next version nunber.--><TrustedDat aCbj ect xnl ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
tdf:version="201412. 201707"
xsi:schemalocation="urn:us:gov:ic:irm../../Schema/IRMIC-IRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn: us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/DNI-Card-1</icid:|ldentifier>
<Dat al t enCr eat eDat eTi ne>2010-05-04T00:00:00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh:rol e="Custodi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconmpliesWth="USGv USIC
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
ismclassification="U"
i sm owner Producer =" USA"
i smresour ceEl enment ="true"
i sm createbDat e="2010- 05- 04"/ >
</ Edh>
</ Handl i ngSt at ement >
</ Handl i ngAssertion>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
<Ext ernal Edh xnl ns="urn: us: gov:i c: edh"
xm ns: usagency="urn: us: gov:ic:usagency”
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xmns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: ntk="urn: us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/DNI-Doc-1</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2009-11-10T12:00:00-04:00</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zati on>DNI</ Or gani zat i on>
</ Responsi bl eEnti ty>
<External Security xm ns="urn:us:gov:ic:arh"
ismclassification="U'
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ Ext er nal Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="TDO'>
<Handl i ngSt at enent >
<Revi si onRecal | xm ns="urn:us:gov:ic:revrecal "
xm ns:rr="urn:us:gov:ic:revrecal l"
rr: DESVer si on="201412"
rr:id="7"
rr:type="ADM N STRATI VE_RECALL"
rr:dateTi me="2010-11-10T12: 00: 00. 0- 04: 00"
rr:action="RETAI N WARN" >
<Security xm ns="urn:us:gov:ic:arh"
i smresourceEl enent ="t rue"
i sm createbDat e="2010- 05- 04"
ismclassification="U"
i sm owner Producer =" USA"/ >
<ProductTitle ismclassification="U" ismownerProducer="USA">A cool document you can"t
read</ Product Titl e>
<Reason ismclassification="U" |IsmownerProducer="USA">asdfasdf. asdfasdf. </ Reason>
<POC ismclassification="U" | smownerProducer="USA">John Doe, john.doe@org.gov,
555-555-5555</ POC>
<Link xlink:type="locator"
xlink: href="asdf asdf "
ismclassification="U"
i sm owner Producer =" USA"/ >
</ Revi si onRecal | >
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC"
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i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
ismclassification="U
i sm owner Producer =" USA"
i smresourceEl ement="true"
i smcreatebDat e="2010- 05- 04"/ >
</ St at emrent Met adat a>
<StructuredSt at enent >
<resource xm ns="urn:us: ml:ces: netadata: ddns: 5"
xm ns: ddnms="urn: us: m | : ces: net adat a: ddns: 5"
ddns: conpl i esWth="M N_DI SCOVERABLE" >
<met acar dl nf o>
<identifier ddnms:qualifier="1CI1D" ddns:val ue="gui de://9990/ DNl - Card-1"/>
<dat es ddns: creat ed="2010- 05- 04"/ >
<publ i sher >
<or gani zati on ddns: acronyn="DNl ">
<name>DNI</ nane>
</ organi zati on>
</ publ i sher >
</ net acar dl nf o>
<identifier ddns:qualifier="1CID" ddns:val ue="gui de://9990/ DNl - Doc-1"/>
<title ismclassification="U" ism ownerProducer="USA">Some
Title</title>
<description ismclassification="U" |sm ownerProducer="USA">A nice document</descri ption>
<l anguage ddns: qualifier="urn:us:gov:ic:cvenumirmiso639-2:trigraph"
ddns: val ue="eng"/ >
<dates ddns: creat ed="2009-11-10T12: 00: 00. 0- 04: 00"/ >
<creator>
<or gani zation ddns: acr onyn=" NSA" >
<name>NSA</ nane>
</ organi zati on>
</ creator>
<publ i sher>
<or gani zati on>
<nanme>DNI</ nanme>
</ organi zati on>
</ publ i sher>
<subj ect Cover age>
<keyword ddns: val ue="Sanpl e Docunment"/ >
<productionMetric ismclassification="U"
i sm owner Producer =" USA"
ddns: subj ect =" FOOD
ddmns: cover age="AFG'/ >
</ subj ect Cover age>
<r esour ceManagenent / >
</ resource>
</ StructuredSt at enent >
</ Assertion>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ St at emrent Met adat a>
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<StructuredSt at enent >
<| CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irnt
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns: pn="urn:us: gov:ic: pn
xm ns:icid="urn:us:gov:ic:id"
xmns:irnE"urn:us:gov:ic:irn
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i rm DESVer si on="201609"/ >
</ Struct uredSt at enent >
</ Assertion>
<Ref er enceVal uePayl oad tdf: uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.4 - RevisionRecall-02.xml

<?xml-model href="__/._./Schematron/ISM/ISM_XML.sch" type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="__/_._./Schematron/NTK/NTK_XML.sch"
type=""application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="._/../Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl_oclc.org/dsdl/
schematron'?><?xml-model href="__./../Schematron/I1C-EDH/IC-EDH_XML.sch"™ type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="__/_._./Schematron/I1C-TDF/IC-
TDF_XML.sch' type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="__/../Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://

purl_oclc.org/dsdl/schematron?><?xml-model href="__/../Schematron/RevRecall/RevRecall_XML.sch™ type="application/xml" schematypens=""http://purl_oclc.org/dsdl/schematron"?><?xml-model
href="__/../Schematron/IC-1D/1C-1D_XML.sch" type="application/xml" schematypens="http://purl_oclc.org/dsdl/schematron"?><?xml-model href="__/._./Schematron/ISMCAT/ISMCAT_ XML .sch"
type=""application/xml" schematypens="http://purl._oclc.org/dsdl/schematron™?><!-- Notices - distEditionBl ockReplace--><l-- Al classification marks in this exanple are --><l-- for
illustrative purposes only, there are no --><l-- actual classified data contained in this example --><!-- An exanpl e docunent fragment. This is exanple file is Schema valid

but does not represent a conplete docunent. It only represents enough to show how

to use the Revision recall indicator in one of the many ways it could be used

- -><! - -[ NTKv5-to- NTKv6] [ I NFQ i r m | CResour ceMet adat aPackage - DESVersion attribute has been incremented to reflect next version nunber.--><!--[1SM/7-to-1SM/8][INFQ i rm | CResourceMet adat aPackage
- DESVersion attribute has been incremented to reflect next version nunber.--><TrustedDataCbj ect xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
tdf:version="201412. 201707"
xsi:schemalLocation="urn:us:gov:ic:irm../../Schema/IRMIC-IRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn: us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/DNI-1</icid:|dentifier>
<Dat al t enCr eat eDat eTi ne>2010-05-25T00:00:00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh:rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconmpliesWth="USGv USIC
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
ismclassification="U"
i sm owner Producer =" USA"
i smresour ceEl enment ="true"
i smcreat ebDat e="2010- 05- 25"/ >
</ Edh>
</ Handl i ngSt at ement >
</ Handl i ngAssertion>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
<Ext ernal Edh xml ns="urn: us: gov:i c: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
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xmns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: ntk="urn: us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/DNI-Doc-1</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2009-11-10T12:00:00-04:00</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zati on>DNI</ Or gani zat i on>
</ Responsi bl eEnti ty>
<External Security xm ns="urn:us:gov:ic:arh"
ismclassification="U'
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ Ext er nal Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="TDO'>
<Handl i ngSt at enent >
<Revi si onRecal | xm ns="urn:us:gov:ic:revrecal "
xm ns:rr="urn:us:gov:ic:revrecal l"
rr: DESVer si on="201412"
rr:id="1"
rr:type="SUBSTANTI VE_REVI SI ON'
rr:dateTi ne="2009-11-10T12: 00: 00. 0- 04: 00"
rr:action="RETAI N WARN" >
<Security xm ns="urn:us:gov:ic:arh"
i smresourceEl enent ="t rue"
i smcreat ebat e="2010- 05- 25"
ismclassification="U"'
i sm owner Pr oducer =" USA"/ >
<ProductTitle ismclassification="U" ismownerProducer="USA">Some Title</ProductTitle>
<Reason ismclassification="U" ism ownerProducer="USA">Some reason.</ Reason>
<POC ismclassification="U" |smownerProducer="USA">John Doe, john.doe@org.gov,
555-555-5555</ POC>
</ Revi si onRecal | >
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
sm DESVer si on="201609. 201707"
sm | SMCATCESVer si on="201709"
smcl assification="U"
sm owner Pr oducer =" USA"

i
i
i
i
i
i smresourceEl enent="true"
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i smcreatebDat e="2010- 05- 25"/ >
</ St at emrent Met adat a>
<StructuredSt at enent >
<resource xm ns="urn:us:ml:ces: netadata: ddns: 5"
xm ns:ddns="urn:us: ml:ces: netadata: ddns: 5"
ddns: conpl i esWth="M N_DI SCOVERABLE" >
<met acar dl nf o>
<identifier ddms:qualifier="1CI1D" ddns: val ue="gui de://9990/ DNl -1"/>
<dat es ddns: creat ed="2010- 05- 25"/ >
<publ i sher >
<organi zati on ddns: acronyn="DNl ">
<nanme>DNI</ nane>
</ organi zati on>
</ publ i sher >
</ met acar dl nf o>
<identifier ddns:qualifier="1CGI1D" ddns:val ue="gui de:// 9990/ DNl - Doc- 1"/ >
<title ismclassification="U" ismownerProducer="USA">Some
Title</title>
<description ismclassification="U" |sm ownerProducer="USA">A nice document</description>
<l anguage ddns: qualifier="urn:us:gov:ic:cvenumirmiso639-2:trigraph"
ddns: val ue="eng"/ >
<dates ddns: created="2009-11-10T12: 00: 00. 0- 04: 00"/ >
<creator>
<or gani zation ddns: acronyn="DNI ">
<name>DNI</ nane>
</ organi zati on>
</creator>
<publ i sher>
<or gani zat i on>
<name>DNI</ nane>
</ organi zati on>
</ publ i sher >
<subj ect Cover age>
<keyword ddns: val ue="Sanpl e Docunment"/ >
<productionMetric ismclassification="U"
i sm owner Producer =" USA"
ddms: subj ect =" FOOD
ddms: cover age="AFG'/ >
</ subj ect Cover age>
<r esour ceManagenent / >
</ resource>
</ Struct uredSt at enent >
</ Assertion>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smclassification="U
i sm owner Producer ="USA"/ >
</ St at enent Met adat a>
<Struct uredSt at enent >
<l CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irn
xm ns:usagency="urn: us: gov:ic:usagency"
xm ns: pmE"urn: us: gov:ic: pnt
xmns:icid="urn:us:gov:ic:id"
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xmns:irnE"urn:us: gov:ic:irnt
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i rm DESVer si on="201609"/ >
</ Struct uredSt at enent >
</ Assertion>
<Ref er enceVal uePayl oad tdf: uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.5 - RevisionRecall-03.xml

<?xml-model href="._./../Schematron/ISM/1SM_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="__./._./Schematron/NTK/NTK_XML.sch"
type=""application/xml" schematypens="http://purl_oclc.org/dsdl/schematron"?><?xml-model href="_._/._./Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl_oclc.org/dsdl/
schematron"?><?xml-model href="._./../Schematron/1C-EDH/IC-EDH_XML.sch™ type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron'?><?xml-model href="._./../Schematron/IC-TDF/IC-
TDF_XML.sch' type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="__/_._./Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://

purl .oclc.org/dsdl/schematron’?><?xml-model href="__./._./Schematron/RevRecall/RevRecall_XML.sch" type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron’?><?xml-model
href="__/../Schematron/1C-1D/1C-1D_XML.sch" type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="__/_./Schematron/1SMCAT/1SMCAT_XML.sch"
type=""application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><!-- Notices - distEditionBl ockReplace--><!-- Al classification marks in this exanple are --><l-- for
illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><l-- An exanpl e docunent fragnent. This is exanple file is Schema valid

but does not represent a conplete docunent. It only represents enough to show how

to use the Revision recall indicator in one of the many ways it could be used

- - ><Trust edDat albj ect xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:version="201412.201707"
xsi:schemalLocati on="urn:us:gov:ic:irm../../Schema/IRMIC|IRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C- TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO" >
<Handl i ngSt at enent >
<Edh xm ns="urn:us: gov:ic:edh"
xm ns: usagency="urn: us: gov:ic:usagency”
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us:gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3" >
<icid:ldentifier>guide://999990/DNI-1</icid: |l dentifier>
<Dat al t enCr eat eDat eTi ne>2006-04-25T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zati on>DNI</ Or gani zat i on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i sm owner Producer =" USA"
ismclassification="8s"
i sm di ssem nati onControl s="NF"
ismderivativel yd assifiedBy="DNI"
i smderivedFron="Mul tiple Sources"
i sm decl assDat e="2031- 05- 04"
i smresourceEl enent="true"
i sm creat eDat e="2006- 05- 04"/ >
</ Edh>
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL" >
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<Handl i ngSt at enent >
<Ext ernal Edh xm ns="urn: us: gov:ic: edh"

xm ns: usagency="urn: us: gov:ic: usagency"

xm ns: edh="urn:us: gov:ic:edh"

xm ns: ntk="urn:us:gov:ic:ntk"

xm ns:arh="urn: us:gov:ic:arh"

xm ns:icid="urn:us:gov:ic:id"

usagency: CESVer si on="201609"

edh: DESVer si on="201609"

i sm DESVer si on="201609. 201707"

i sm | SMCATCESVer si on="201709"

nt k: DESVer si on="201508"

ar h: DESVer si on="3"

i ci d: DESVer si on="1">
<icid:ldentifier>guide://999990/DNI-Doc-1</icid: ldentifier>
<Dat al t enCr eat eDat eTi ne>2009-11-10T12:00:00-04:00</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an">

<Count r y>USA</ Count r y>
<Or gani zati on>DNI</ Or gani zat i on>
</ Responsi bl eEntity>
<External Security xm ns="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ Ext er nal Edh>
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="TDO" >
<Handl i ngSt at enent >
<Revi si onRecal | xm ns="urn:us:gov:ic:revrecall"
xm ns:rr="urn:us:gov:ic:revrecal l"
rr:DESVersion="201412"
rr:id="1"
rr:type="SUBSTANTI VE_REVI SI ON'
rr:dateTi ne="2009-11-10T12: 00: 00. 0- 04: 00"
rr:action="RETAI N WARN" >
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
sm DESVer si on="201609. 201707"
sm | SMCATCESVer si on="201709"
smderivativel yC assifi edBy="DN "
smderivedFronm="Mil tiple Sources"
sm decl assDat e="2031- 05- 04"
sm resour ceEl enent ="true"
sm cr eat eDat e="2006- 05- 04"
smcl assification="8"
sm di ssemi nati onCont r ol s="NF"
i sm owner Producer =" USA"/ >
<ProductTitle ismclassification="U" ism ownerProducer="USA">Some Title</ProductTitle>
<Reason ismclassification="U" ism ownerProducer="USA">Some Reason</ Reason>
<POC ismclassification="U" |smownerProducer="USA">John Doe, john.doe@org.gov,
555-555-5555</ POC>
</ Revi si onRecal | >
</ Handl i ngSt at enent >
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</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i sm owner Producer =" USA"
ismclassification="8"
i smdi ssenm nati onControl s="NF"
i smderivativel yd assifiedBy="DN "
i smderivedFrom="Mil tiple Sources”
i sm decl assbDat e="2031- 05- 04"
i smresourceEl enent="true"
i sm creat eDat e="2006- 05- 04"/ >
</ St at ement Met adat a>
<StructuredSt at enent >
<resource xm ns="urn:us: ml:ces: nmetadata: ddns: 5"
xm ns:ddns="urn: us: ml:ces: netadata: ddns: 5"
ddns: conpl i esWth="M N_DI SCOVERABLE" >
<met acar dl nf o>
<identifier ddnms:qualifier="1CGI1D" ddns: val ue="gui de://9990/DNI -1"/>
<dat es ddns: creat ed="2006- 04- 25"/ >
<publ i sher >
<organi zation ddns: acronyn"DNl ">
<nanme>DNI</ nane>
</ organi zati on>
</ publ i sher >
</ met acar dl nf o>
<identifier ddns:qualifier="1CI1D" ddns:val ue="gui de://9990/ DN - Doc-1"/>
<title ismclassification="U" ismownerProducer="USA">Some
Title</title>
<description ismclassification="U" Ism ownerProducer="USA">A nice document</description>
<l anguage ddns: qualifier="urn:us:gov:ic:cvenumirmiso639-2:trigraph”
ddns: val ue="eng"/ >
<dat es ddns: creat ed="2009-11-10T12: 00: 00. 0- 04: 00"/ >
<creat or >
<or gani zation ddns: acronyn="DNI ">
<nanme>DNI</ nanme>
</ organi zati on>
</ creator>
<publ i sher >
<or gani zati on>
<name>DNI</ nane>
</ organi zati on>
</ publ i sher>
<subj ect Cover age>
<keyword ddns: val ue="Sanpl e Docunent”/ >
<productionMetric ismclassification="U"
i sm owner Producer =" USA"
ddms: subj ect =" FOOD"
ddns: cover age="AFG'/ >
</ subj ect Cover age>
<r esour ceManagenent / >
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</resource>
</ StructuredSt at enent >
</ Assertion>
<Assertion tdf:scope="PAYL" >
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ St at ement Met adat a>
<StructuredSt at enent >
<l CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irnt
xm ns: pmeE"urn: us: gov:ic: pnt
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xmns:irnE"urn:us: gov:ic:irnt
pm CESVer si on="201609"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
i rm DESVer si on="201609"/ >
</ StructuredSt at ement >
</ Assertion>
<Ref er enceVal uePayl oad tdf: uri="guide://9990/test"/>
</ Trust edDat aCbhj ect >
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2.6 - SubDivisionCodes.xml

<?xml-model href="._./../Schematron/ISM/ISM_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="_./../Schematron/NTK/NTK XML.sch"
type=""application/xml" schematypens=""http://purl_oclc.org/dsdl/schematron"?><?xml-model href="_._/._./Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl_oclc.org/dsdl/
schematron'?><?xml-model href="_./../Schematron/IC-EDH/IC-EDH_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="../../Schematron/I1C-TDF/IC-
TDF_XML.sch' type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="__/_._./Schematron/IRM/IRM_XML.sch' type="application/xml" schematypens="http://
purl._oclc.org/dsdl/schematron’?><?xml-model href="__./../Schematron/IC-ID/IC-ID_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="_../../
Schematron/ 1 SMCAT/ ISMCAT_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron”?><!-- Distro Statenent: distEditionBl ockReplace--><!-- All classification marks in
this exanmple are
for illustrative purposes only, there are no
actual classified data contained in this exanple --><TrustedDataCbject xm ns="urn:us:gov:ic:tdf”
xmns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi =" http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:version="201412. 201707"
xsi:schemalLocation="urn:us:gov:ic:irm../../Schema/IRMICIRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns:edh="urn:us:gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/test-metacard-instance2</icid:|dentifier>
<Dat al t enCr eat eDat eTi ne>2011-08-19T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i smresour ceEl enent ="true"
i smcreatebDat e="2011-08-19"
ismclassification="8§"
i sm owner Producer =" USA"
i sm at om cEner gyMar ki ngs="TFNI "
i smderivativel yd assi fi edBy="John Doe"
i smderivedFron="Mil tiple Sources"
i sm decl assExcepti on=" AEA"
i sm di ssem nati onControl s="0OC NF">
<nt k: Access ismclassification="U" ism ownerProducer="USA">
<nt k: Requi resAl | Of >
<nt k: AccessProfil eLi st >
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA" >
<nt k: AccessPol i cy>urn:us:gov:ic:aces:ntk:oc</ntk: AccessPol i cy>
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<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:zagencydissem</ntk: Profil eDes>

<Vocabul aryType xm ns="urn: us: gov:ic:ntk"
nt k: nanme="or gani zat i on: usa- agency"
nt k: sour ceVer si on="201502"/ >

<nt k: AccessProfil eValue ntk:qualifier="originator"

</ ntk: AccessProfil e>
</ ntk: AccessProfileList>
</ ntk: RequiresAl | O >
</ ntk: Access>
</ Security>
</ Edh>

</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL">

<Handl i ngSt at enent >

nt k: vocabul ary="organi zat i on: usa- agency" >CIlA</ nt k: AccessProfi | eval ue>
<nt k: AccessProfileVal ue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa-agency">CIA</ nt k: AccessProfil eVal ue>

<Ext ernal Edh xm ns="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn: us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/test-instance2</icid:|dentifier>
<Dat al t enCr eat eDat eTi ne>2012-07-06T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an" >
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<External Security xm ns="urn:us:gov:ic:arh"
i sm excl udeFr onRol | up="true"
ismclassification="U'
i sm owner Pr oducer =" USA" >
<Ext er nal Access xmm ns="urn: us:gov:ic:ntk"
nt k: ext er nal Ref erence="true"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi r esAnyOf >
<AccessProfil eLi st>
<AccessProfile ismclassification="S"
i sm owner Producer =" USA"
i sm di ssem nati onCont r ol s="RELI DO' >

<AccessPol i cy>urn:us:gov:ic:aces:ntk:permissive</ AccessPol i cy>

<ProfileDes>urn:us:gov:ic:ntk:profile:grp-ind</ Profil eDes>

<Vocabul aryType nt k: nanme="i ndi vi dual : urn: us: gov:ic: aces: ntk: oc"

nt k: source="urn: us:gov:ic:aces: ntk:oc"/>

<AccessProfil eVal ue ntk:vocabul ary="indi vi dual : urn: us: gov:ic: aces: ntk: oc" >user_2321889:Doe_John_H</ AccessProfi | evVal ue>

</ AccessProfil e>
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</ AccessProfil eList>
</ ntk: Requi resAnyf >
</ Ext er nal Access>
<Not i ceExt ernal Li st xm ns="urn:us:gov:ic:isni
ismclassification="U
i sm owner Pr oducer =" USA" >
<Not i ceExternal ism external Notice="true"
i sm noticeType="FRD"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<ism NoticeText ismclassification="U" |smowerProducer="USA">This document contains FRD data.</ism Noti ceText >
</ Not i ceExt er nal >
</ Not i ceExt er nal Li st >
</ Ext er nal Security>
</ Ext er nal Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL" >
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
sm DESVer si on="201609. 201707"
sm | SMCATCESVer si on="201709"
sm resour ceEl enent ="t rue"
sm creat eDat e="2011- 08-19"
smcl assification="8"
sm owner Producer =" USA"
sm di ssem nati onCont r ol s="0OC NF">
<Noti ceLi st xm ns="urn:us:gov:ic:isnt
ismclassification="U"
i sm owner Producer =" USA" >
<Notice ismnoticeType="POC"' ismclassification="U" ism ownerProducer="USA">
<NoticeText ismclassification="U"
i sm owner Producer =" USA"
I sm pocType="1CD 710" >Agency Z 800-555-6573 ext.9935</ Noti ceText >

</ Noti ce>
<Notice ismnoticeType="POC"' ismclassification="U" ism ownerProducer="USA">
<NoticeText Ismclassification="U" |smownerProducer="USA">James Smith 800-555-3719 james.e.smith@agencyz.gov AgencyZ</ Noti ceText >
</ Noti ce>
</ Noti ceLi st >
</ Security>
</ St at ement Met adat a>
<Struct uredSt at enent >
<resource xm ns="urn:us:ml:ces: netadata: ddns: 5"
xm ns:ddns="urn: us: nml:ces: netadata: ddns: 5"
ddns: conpl i esWth="M N_ACCESSI BLE" >
<net acar dl nf o>
<identifier ddms:qualifier="1C1D"
ddns: val ue="gui de: // 9990/ t est - net acar d- i nst ance2"/ >
<dat es ddns: creat ed="2011-08-19" ddns:validTil="2051-08-19"/>
<publ i sher >
<or gani zati on ddns: acronyn=" Q& her USG' >
<nanme>0therUSG</ nane>
<subOrgani zation ismclassification="U" ism ownerProducer="USA">Agency
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Z</ subCrgani zat i on>
</ organi zati on>
</ publ i sher >
<poi nt O Contact ism pocType="1CD- 710" >
<or gani zat i on>
<nane>Agency Z</nane>
<phone>800-555-6573 ext.9935</ phone>
</ organi zati on>
</ poi nt O Cont act >
<poi nt & Cont act >
<per son>
<nanme>James</ nane>
<sur name>Smith</ sur nanme>
<phone>800-555-3719</ phone>
<enui | >jJames.e.smith@agencyz.gov</ enui | >
<affiliation>Agencyz</affiliation>
</ per son>
</ poi nt Of Cont act >
<pr ocessi ngl nfo ddns: dat eProcessed="2011- 08- 19"
ismclassification="U"
I sm owner Producer =" USA" >XSLT Transformation to convert DDMS 2.0 to DDMS
3.1.</processingl nf o>
<recordsManagenent I nfo ddns: vi tal Recordl ndi cat or="true">
<r ecor dKeeper >
<recor dKeeper | D>#289-99202.9</ r ecor dKeeper | D>
<or gani zati on>
<nane>Agency Z</ nane>
</ organi zati on>
</ recor dKeeper >
<applicationSoftware ismclassification="U" |smowerProducer="USA">IRM Generator
2L-9</ appl i cati onSof t war e>
</ recordsManagenent | nf o>
</ net acar dl nf o>
<identifier ddns:qualifier="1CI1D" ddns:val ue="gui de://9990/test-instance2"/>
<identifier ddns:qualifier="FullName" ddns:val ue="Asset HR-832js34"/>
<title ismclassification="U" |smownerProducer="USA">Sample IRM Document - LEAD</title>
<l anguage ddns: qualifier="urn:us:gov:ic:cvenumirmiso639-3:trigraph"
ddns: val ue="eng"/ >
<dates ddns:recei vedOn="2011-08- 19" ddns: creat ed="2012-07-06T00: 00: 00Z"/ >
<type ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:discipline"
ddns: val ue="HUM NT"/ >
<type ismclassification="U
i sm owner Producer =" USA"
ddms: qual i fier="urn:us:gov:ic:cvenumintdis:discipline"
ddns: val ue="MASI NT"/ >
<type ismclassification="U
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:discipline:conponent”
ddns: val ue="MASI NT_GEO'/ >
<type ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:discipline"
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ddns: val ue="ot her: MyDi sci pl i ne"/>
<type ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:discipline: conmponent”
ddns: val ue="ot her: MySubDi sci pl i ne"/ >
<type ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:discipline:conponent:techni que"
ddns: val ue="ot her: MySubTechni que"/ >
<type ddns:qualifier="urn:us:gov:ic:irmintel:reportinglevel" ddns:val ue="2"/>
<creator>
<or gani zation ddns: acronyn="Cl A" >
<name>CIlA</ nane>
</ organi zati on>
</creator>
<creator>
<per son>
<nanme>John</ nane>
<sur nanme>Doe</ sur name>
</ per son>
</creator>
<subj ect Cover age>
<cat egory ddns: | abel ="1 eader shi p"/ >
<productionMetric ismclassification="C"
i sm owner Pr oducer =" USA"
ddns: subj ect =" LEAD"
i sm di ssem nati onCont rol s=" RELI DO’
ddns: cover age="GBR'/ >
<nonSt at eActor ismclassification="U'
i sm owner Producer =" USA"
ddns: qual i fier="urn:i:never:had:a:qualifier"
ddns: or der =" 3" >100043</ nonSt at eAct or >
</ subj ect Cover age>
<geospati al Coverage ismclassification="U
i sm owner Pr oducer =" US
ddms: order="1"
ddms: precedence="Pri mary" >
<geographi cldentifier>
<countryCode ddns: codespace="ge: GENC: 3: ed3" ddns: code="GBR"'/ >
</ geogr aphi cl dentifier>
</ geospat i al Cover age>
<geospati al Coverage ismclassification="U"
i sm owner Producer ="US
ddns: or der ="4"
ddns: precedence="Secondary" >
<geogr aphi cldentifier>
<subDi vi si onCode ddns: codespace="as: GENC: 6: 3-2" ddns: code="GB- BST"/ >
</ geogr aphi cl dentifier>
</ geospati al Cover age>
<geospati al Coverage ismclassification="U" ismownerProducer="USA" ddns: order ="2">
<geogr aphi cl dentifier>
<subDi vi si onCode ddns: codespace="as: GENC: 6: ed3" ddns: code="AD- 03"/ >
</ geogr aphi cl dentifier>
</ geospat i al Cover age>
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<r esour ceManagenent >
<taskinglnfo ismclassification="U" ism ownerProducer="USA">

<requesterinfo ismclassification="U" ism ownerProducer="USA">

<or gani zat i on>
<name>NSA</ name>
</ organi zati on>
</request er| nf o>
<addressee i smclassification="U" ism ownerProducer="USA">
<per son>
<nane>Joseph</ nane>
<sur nanme>Jackson</ sur nane>
<user | D>79812126789</ user | D>
</ per son>
</ addr essee>
<t askl D>Task 2391032</t askl D>
</t aski ngl nf o>
</ resour ceManagenent >
</ resource>
</ StructuredSt at enent >
</ Assertion>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ St at emrent Met adat a>
<StructuredSt at enent >
<| CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irnt
xm ns: usagency="urn: us: gov:ic:usagency”
xm ns: pnE"urn: us: gov:ic: pnt
xm ns:icid="urn:us:gov:ic:id"
xm ns:intdi s="urn:us:gov:ic:intdis"
xmns:irmE"urn:us: gov:ic:irnt
xm ns: genc="urn: us:gov:ic:icgenc"
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i ntdi s: CESVer si on="201707"
i rm DESVer si on="201609"
genc: CESVer si on="201707"/ >
</ StructuredSt at enent >
</ Assertion>
<Ref erenceVal uePayl oad tdf:uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.7 - UnclassCloudMin.xml

<?xml-model href="._/../Schematron/ISM/1SM_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="__./._./Schematron/NTK/NTK_XML.sch"
type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="__/_._./Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/
schematron™?><?xml-model href="._./../Schematron/1C-EDH/IC-EDH_XML.sch™ type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron*?><?xml-model href="._./../Schematron/IC-TDF/IC-
TDF_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron”?><?xml-model href="_._/._/Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://
purl.oclc.org/dsdl/schematron™?><?xml-model href="__/._./Schematron/IC-1D/I1C-ID_XML.sch"™ type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="_../../
Schematron/1SMCAT/ ISMCAT_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron”?><!-- Distro Statenent: distEditionBl ockReplace--><!l-- All classification marks in
this exanple are
for illustrative purposes only, there are no
actual classified data contained in this exanple --><TrustedDataCbhject xm ns="urn:us:gov:ic:tdf”
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi =" http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
tdf:version="201412.201707"
xsi:schemalocati on="urn:us:gov:ic:irm../../Schema/IRMIC|IRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us:gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/4A07150C-CD51-11E0-BODC-FF99F5AFA469</ i cid: | dentifier>
<Dat al t enCr eat eDat eTi ne>2012-03-30T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ O gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
ismclassification="U"
i sm owner Producer =" USA"
i smresourceEl enent ="true"
i smcreatebDat e="2012- 03-30"/ >
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
<Ext er nal Edh xnl ns="urn: us:gov:ic:edh"
xm ns: usagency="urn: us: gov:i c: usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
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xm ns:arh="urn: us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/4A07150C-CD51-11E0-BODC-FF99F5AFA470</icid: | dentifier>
<Dat al t enCr eat eDat eTi ne>2011-08-23T06:29:33Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an" >
<Count r y>USA</ Count r y>
<Or gani zati on>DNI</ Or gani zat i on>
</ Responsi bl eEntity>
<External Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"
i sm excl udeFronRol | up="true"/>
</ Ext er nal Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
sm conpl i esWt h="USGov USI C"'
sm DESVer si on="201609. 201707"
sm | SMCATCESVer si on="201709"
sm resour ceEl enent ="t rue"
sm creat eDat e="2012- 03- 30"
smcl assification="U"
i sm owner Producer =" USA"/ >
</ St at emrent Met adat a>
<Struct uredSt at enent >
<resource xm ns="urn:us: ml:ces: netadata: ddns: 5"
xm ns: ddnms="urn: us: m |l :ces: netadat a: ddns: 5"
ddns: conpl i esWth="M N_ACCESSI BLE" >
<nmetacardlnfo ismclassification="U" ismownerProducer="USA">
<identifier ddms:qualifier="ICI1D"
ddms: val ue="gui de: // 9990/ 4A07150C- CD51- 11E0- BODC- FFO9F5AFA469" / >
<dat es ddms: creat ed="2012-03-30"/>
<publ i sher >
<organi zati on>
<nane>1C-CI0</ nane>
</ organi zati on>
</ publ i sher >
</ met acar dl nf o>
<identifier ddns:qualifier="1CID'
ddns: val ue="gui de: // 9990/ 4A07150C- CD51- 11EO- BODC- FF99F5AFA470" / >
<title ismclassification="U" |ismownerProducer="USA">A document</title>
<dat es ddns: creat ed="2011-08-23T06: 29: 332"/ >
<creator>
<or gani zation ddns: acr onyn=" NSA" >
<nanme>NSA</ nane>
</ organi zati on>

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 32



IRM-Examples

September 9, 2016

</ creator>
<subj ect Cover age>
<cat egory ddns: | abel ="1 abel 0"/>
<keyword ddns: val ue="val ue 3"/ >
<keyword ddns: val ue="val ue 4"/ >
<productionMetric ismclassification="U"
i sm owner Producer =" USA"
ddns: subj ect =" FOOD"
ddns: cover age="AFG'/ >
</ subj ect Cover age>
</ resource>
</ StructuredSt at enent >
</ Assertion>
<Assertion tdf:scope="PAYL" >
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ St at ement Met adat a>
<StructuredSt at enent >
<| CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irnt

xm ns: usagency="urn: us: gov:ic: usagency"

xm ns: pn="urn:us: gov:ic: pn
xm ns:icid="urn:us:gov:ic:id"
xmns:irnE"urn:us: gov:ic:irn
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i rm DESVer si on="201609"/ >
</ Struct uredSt at enent >
</ Assertion>
<Ref er enceVal uePayl oad tdf: uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.8 - UnclassMinAccessibleAboutManyClass.xml

<?xml-model href="._/../Schematron/ISM/1SM_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="__./._./Schematron/NTK/NTK_XML.sch"
type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="__/._./Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/
schematron™?><?xml-model href="._./../Schematron/1C-EDH/IC-EDH_XML.sch™ type=""application/xml" schematypens="http://purl.oclc.org/dsdl/schematron*?><?xml-model href="../../Schematron/IC-TDF/IC-
TDF_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron”?><?xml-model href="._/._./Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://
purl.oclc.org/dsdl/schematron?><?xml-model href="__/._./Schematron/IC-1D/I1C-ID_XML.sch"™ type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="_../../
Schematron/ 1SMCAT/ ISMCAT_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron?><!-- Distro Statenent: distEditionBl ockReplace--><!/-- All classification marks in
this exanmple are
for illustrative purposes only, there are no
actual classified data contained in this exanple --><TrustedDataCbject xm ns="urn:us:gov:ic:tdf”
xmns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:version="201412.201707"
xsi:schemalocation="urn:us:gov:ic:irm../../Schema/IRMICIRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns:edh="urn:us:gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/4A07150C-CD51-11E0-BODC-FF99F5AFA469</ i cid: | dentifier>
<Dat al t enCr eat eDat eTi ne>2012-03-30T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh:rol e="Custodi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
ismclassification="U'
i sm owner Producer =" USA"
i smresourceEl enent ="true"
i smcreatebDat e="2012-03-30"/ >
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
<Ext er nal Edh xnl ns="urn: us:gov:ic:edh"
xm ns: usagency="urn: us: gov:i c: usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 34



IRM-Examples September 9, 2016

xm ns:arh="urn: us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/4A07150C-CD51-11E0-BODC-FF99F5AFA470</icid: | dentifier>
<Dat al t enCr eat eDat eTi ne>2012-03-30T06:29:33Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an" >
<Count r y>USA</ Count r y>
<Or gani zati on>DNI</ Or gani zat i on>
</ Responsi bl eEntity>
<External Security xm ns="urn:us:gov:ic:arh"
smcl assification="TS"
sm owner Pr oducer =" USA"
sm SCl control s="SI SI-G TK"
sm at om cEner gyMar ki ngs="RD RD- CN\VDI "
sm di ssem nati onControl s="0OC REL DI SPLAYONLY"
sm di spl ayOnl yTo=" AFG'
sm rel easabl eTo="USA GBR"
sm excl udeFronRol | up="true">
<nt k: Ext er nal Access ntk: ext ernal Ref erence="true"
ismclassification="U
i sm owner Pr oducer =" USA" >
<nt k: Requi resAl | O >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn:us:gov:ic:aces:ntk:oc</nt k: AccessPol i cy>
<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:agencydissem</ntk: Profi| eDes>
<Vocabul aryType xm ns="urn:us: gov:ic:ntk"
nt k: nane="or gani zati on: usa- agency"
nt k: sour ceVer si on="201502"/ >
<nt k: AccessProfil eValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa- agency" >CIA</ nt k: AccessProfil eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa-agency" >CIlA</nt k: AccessProfi |l eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eList>
</ ntk: Requi resAl | O >
</ nt k: Ext er nal Access>
</ Ext er nal Security>
</ Ext er nal Edh>
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL">
<St at ement Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i smresourceEl enent="true"
i
i
i

sm creat eDat e="2012- 03- 30"
smcl assification="U
sm owner Pr oducer =" USA"/ >
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</ St at enent Met adat a>
<Struct uredSt at enent >
<resource xm ns="urn:us: ml:ces: netadata: ddns: 5"
xm ns: ddns="urn: us: ml:ces: netadat a: ddns: 5"
ddns: conpl i esWth="M N_ACCESSI BLE" >
<netacardlnfo ismclassification="U" i sm ownerProducer="USA">
<identifier ddms:qualifier="ICI1D"
ddns: val ue="gui de: // 9990/ 4A07150C- CD51- 11EO- BODC- FF99F5AFA469" / >
<dat es ddns: created="2012-03-30"/>
<publ i sher >
<or gani zati on>
<name>1C-CI0</ name>
</ organi zati on>
</ publ i sher >
</ met acar dl nf o>
<identifier ddns:qualifier="1CID'
ddms: val ue="gui de: // 9990/ 4A07150C- CD51- 11E0- BODC- FF99F5AFA470" / >
<title ismclassification="U" ismownerProducer="USA">documentTitle</title>
<dat es ddns: created="2012-03-30T06: 29: 332"/ >
<cr eat or >
<or gani zation ddns: acr onyn=" NSA" >
<name>NSA</ nane>
</ organi zati on>
</creator>
<subj ect Cover age>
<cat egory ddns: | abel ="| abel 0"/>
<keyword ddns: val ue="val ue 3"/ >
<keyword ddns: val ue="val ue 4"/ >
<productionMetric ismclassification="U
i sm owner Producer =" USA"
ddmns: subj ect =" FOOD"
ddns: cover age="AFG'/ >
</ subj ect Cover age>
</resource>
</ StructuredSt at enent >
</ Assertion>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ St at emrent Met adat a>
<Struct uredSt at enent >
<l CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irn
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns: pr="urn: us: gov:ic: pnt
xmns:icid="urn:us:gov:ic:id"
xmns:irmE"urn:us: gov:ic:irnt
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i rm DESVer si on="201609"/ >
</ StructuredSt at enent >
</ Assertion>
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<Ref er enceVal uePayl oad tdf: uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.9 - instance1.xml

<?xml-model href="._/../Schematron/ISM/1SM_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron”?><?xml-model href="__./._./Schematron/NTK/NTK_XML.sch"
type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="__/._./Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/
schematron”?><?xml-model href="._./../Schematron/1C-EDH/IC-EDH_XML.sch™ type=""application/xml"” schematypens="http://purl.oclc.org/dsdl/schematron*?><?xml-model href="../../Schematron/IC-TDF/IC-
TDF_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron”?><?xml-model href="_._/._/Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://
purl .oclc.org/dsdl/schematron’?><?xml-model href="__./._./Schematron/RevRecall/RevRecall_XML.sch" type="application/xml" schematypens="http://purl_oclc.org/dsdl/schematron’?><?xml-model
href="__/../Schematron/1C-1D/I1C-1D_XML.sch" type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="__/../Schematron/VIRT/VIRT_XML.sch" type="application/
xml'* schematypens="http://purl._oclc.org/dsdl/schematron”?><?xml-model href="__/../Schematron/MIME/MIME_XML.sch™ type="application/xml" schematypens="http://purl_oclc.org/dsdl/schematron'?><?
xml-model href="_./.._./Schematron/ISMCAT/ISMCAT_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron”?><!-- Notices - distEditionBl ockReplace--><!-- Al
classification marks in this exanple are --><l-- for illustrative purposes only, there are no --><l-- actual classified data contained in this exanple --><TrustedDat albj ect
xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
tdf: version="201412. 201707"
xsi:schemalLocati on="urn:us:gov:ic:irm../../Schema/IRMIC I RM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO" >
<Handl i ngSt at enent >
<Edh xm ns="urn: us: gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns:ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/MetaCardl</icid:|dentifier>
<Dat al t enCr eat eDat eTi ne>2010-05-25T00:00:00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an" >
<Count r y>USA</ Count r y>
<Or gani zati on>DNI</ Or gani zat i on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
sm DESVer si on="201609. 201707"
sm | SMCATCESVer si on="201709"
smcl assification="8"
sm owner Pr oducer =" USA"
sm di sseni nati onControl s="0OC NF'
sm at om cEner gyMar ki ngs="FRD"
sm cl assi fi edBy="Nd C"
sm decl assExcepti on=" AEA"
smcl assificationReason="Atom c Energy Act"
i smresourceEl enent="true"
i smcreatebat e="2011- 05- 25" >
<nt k: Access ismclassification="U" ism ownerProducer="USA" >
<nt k: Requi resAl | O >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
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<nt k: AccessPol i cy>urn:us:gov:ic:aces:ntk:oc</ntk: AccessPol i cy>
<nt k: Profil eDes>urn:us:gov:ic:ntk:profile:agencydissem</ nt k: Profi | eDes>
<Vocabul aryType xm ns="urn:us: gov:ic:ntk"
nt k: nane="or gani zati on: usa- agency"
nt k: sour ceVer si on="201502"/ >
<nt k: AccessProfileValue ntk:qualifier="originator" ntk:vocabul ary="organi zati on: usa-agency">CIA</ntk: AccessProfil eVal ue>
<nt k: AccessProfil eValue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa-agency" >CIA</nt k: AccessProfi |l eVal ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eList>
</ ntk: Requi resAl | O >
</ ntk: Access>
<Not i ceLi st xm ns="urn:us:gov:ic:isnt
ismclassification="U"
i sm owner Producer =" USA" >
<ism Notice ismclassification="U" ismownerProducer="USA" ismnoticeType="DS">
<ism NoticeText ismclassification="U" ismownerProducer="USA"> Distribution
authorized to DoD, IAW 10 U.S.C. 88130 &amp; 455. Release authorized to U.S.
DoD contractors 1AW 48 C.F_.R 8252.245-7000. Refer other requests to:
Headquarters, NGA, ATTN: Release Officer, Mail Stop D-120, 4600 Sangamore
Road, Bethesda, MD 20816-5003. Destroy IAW DoD 5030.59. Removal of this
caveat is prohibited. </ism NoticeText >
</ism Notice>
<ism Notice ismclassification="U" ismownerProducer="USA" i smnoticeType="FRD"'>
<ism NoticeText ismclassification="U" ismownerProducer="USA"> Unauthorized
disclosure subject to administrative and criminal sanctions. Handle as
RESTRICTED DATA in foreign dissemination;</ism NoticeText>
<ism NoticeText ismclassification="U" ismownerProducer="USA"> Section 144b,
Atomic Energy Act of 1954.</ism NoticeText >
</ism Notice>
</ Noti ceLi st >
</ Security>
</ Edh>
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL" >
<Handl i ngSt at enent >
<Ext ernal Edh xm ns="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic: usagency"
xmns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3" >
<icid:ldentifier>guide://999990/Describedlteml</icid:|dentifier>
<Dat al t enCr eat eDat eTi ne>2010-11-10T12:00:00-04:00</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zati on>DNI</ Or gani zat i on>
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</ Responsi bl eEntity>
<External Security xm ns="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Producer =" USA"
i sm nonl Cnar ki ngs="DS"
i sm excl udeFronRol | up="true">
<Ext ernal Access xm ns="urn:us:gov:ic:ntk"
nt k: ext er nal Ref erence="true"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<nt k: Requi r esAnyf >
<AccessProfil eLi st>
<AccessProfile ismclassification="U" ism ownerProducer="USA">
<AccessPol i cy>urn:us:gov:ic:aces:ntk:permissive</ AccessPol i cy>
<ProfileDes>urn:us:gov:ic:ntk:profile:grp-ind</ Profil eDes>
<Vocabul aryType nt k: nanme="group: urn: us: gov:ic: aces: ntk: oc"
nt k: source="urn:us: gov:ic:aces: ntk:oc"/>
<AccessProfileVal ue ntk:vocabul ary="group: urn:us:gov:ic:aces: ntk:oc">WISE/SpecialCompartment</ AccessProfil eVal ue>
</ AccessProfil e>
</ AccessProfil eList>
</ ntk: Requi resAnyf >
</ Ext er nal Access>
<Not i ceExt ernal Li st xm ns="urn:us:gov:ic:isni
ismclassification="U"
i sm owner Pr oducer =" USA" >
<Not i ceExt ernal ism external Notice="true"
i smnoticeType="DS"
ismclassification="U"
i sm owner Producer =" USA" >
<ism NoticeText ismclassification="U" ismownerProducer="USA"> Distribution
authorized to DoD, 1AW 10 U.S.C. 88130 &amp; 455. Release authorized to U.S.
DoD contractors 1AW 48 C.F_.R 8252.245-7000. Refer other requests to:
Headquarters, NGA, ATTN: Release Officer, Mail Stop D-120, 4600 Sangamore
Road, Bethesda, MD 20816-5003. Destroy IAW DoD 5030.59. Removal of this
caveat iIs prohibited. </ism NoticeText >
</ Not i ceExt er nal >
</ Not i ceExt er nal Li st >
</ Ext er nal Security>
</ Ext er nal Edh>
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="TDO" >
<Handl i ngSt at enent >
<Revi si onRecal | xm ns="urn:us:gov:ic:revrecall"
xm ns:rr="urn:us:gov:ic:revrecal l"
rr: DESVersion="201412"
rr:id="7"
rr:type="ADM NI STRATI VE_RECALL"
rr:dateTi me="2010-11-10T12: 00: 00. 0- 04: 00"
rr:action="RETAl N_WARN' >
<Security xm ns="urn:us:gov:ic:arh"
i smresourceEl enent ="true"
i smcreat ebDat e="2010- 05- 25"
ismclassification="U"
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i sm owner Producer =" USA"/ >
<ProductTitle ismclassification="U" |smownerProducer="USA">A cool document you can"t
read</ Product Titl e>
<Reason ismclassification="U" |smownerProducer="USA">asdfasdf. asdfasdf. </ Reason>
<POC ismclassification="U" |smownerProducer="USA">John Doe, john.doe@org.gov,
555-555-5555</ POC>
<Li nk xlink:type="locator"
xlink: href="asdf asdf"
ismclassification="U'
i sm owner Producer =" USA"/ >
</ Revi si onRecal | >
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC
sm DESVer si on="201609. 201707"
sm | SMCATCESVer si on="201709"
smcl assification="8§"
sm owner Pr oducer =" USA"
sm di ssem nati onCont rol s="0C NF"
sm at om cEner gyMar ki ngs="FRD"
sm cl assi fi edBy="Nd C"
sm decl assExcepti on=" AEA"
smclassificati onReason="Atom ¢ Energy Act"”
sm resour ceEl enent ="true"
sm creat eDat e="2010- 05- 25" >
<Noti ceLi st xm ns="urn:us:gov:ic:isnt
ismclassification="U"
i sm owner Producer =" USA" >
<ism Notice ismclassification="U" ismownerProducer="USA" ismnoticeType="DS">
<ism NoticeText ismclassification="U" ismownerProducer="USA"> Distribution
authorized to DoD, IAW 10 U.S.C. 88130 &amp; 455. Release authorized to U.S.
DoD contractors 1AW 48 C.F.R 8252.245-7000. Refer other requests to:
Headquarters, NGA, ATTN: Release Officer, Mail Stop D-120, 4600 Sangamore Road,
Bethesda, MD 20816-5003. Destroy IAW DoD 5030.59. Removal of this caveat is
prohibited. </ism NoticeText>
</ism Notice>
<ism Notice ismclassification="U" ismownerProducer="USA" i sm noticeType="FRD"'>
<ism NoticeText ismclassification="U" ismowerProducer="USA"> Unauthorized
disclosure subject to administrative and criminal sanctions. Handle as
RESTRICTED DATA in foreign dissemination;</ism Noti ceText >
<ism NoticeText ismclassification="U" ismowerProducer="USA"> Section 144b,
Atomic Energy Act of 1954.</ism NoticeText >
</ism Notice>
<Notice ismnoticeType="POC"' i sm owner Producer="USA" ismclassification="U">
<Noti ceText ism ownerProducer="USA" ismclassification="U">Bob Stuart
555-555-5555</ Not i ceText >
</ Not i ce>
</ Noti ceLi st >
</ Security>
</ St at emrent Met adat a>
<Struct uredSt at enent >
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<resource xm ns="urn:us: ml:ces: metadata: ddns: 5"
xm ns:ddns="urn: us: nml:ces: netadata: ddns: 5"
ddns: conpl i esWth="M N_DI SCOVERABLE" >
<met acar dl nf o>
<identifier ddms:qualifier="1C1D" ddns:val ue="gui de://9990/ Met aCar d1"/ >
<dat es ddns: creat ed="2010-05-25" ddns:recei vedOn="2011- 03- 05"/ >
<publ i sher >
<organi zation ddns: acr onyn¥" USA" >
<nanme>ARMY</ nane>
<subOrgani zation ismclassification="U" ismownerProducer="USA">NGIC</ subCr gani zati on>
</ organi zati on>
</ publ i sher >
<creat or >
<or gani zati on>
<name>DIA</ nanme>
</ organi zati on>
</ creator>
<publ i sher >
<or gani zati on>
<nane>Fred</ nane>
</ organi zati on>
</ publ i sher >
</ net acar dl nf o>
<identifier ddns:qualifier="1CID" ddns:val ue="gui de://9990/ Descri bedl teml"/>
<title ismclassification="U" ism owner Producer="USA">A
cool document you can"t read</title>
<description ismclassification="U
i sm owner Producer =" USA"
i smnonl Crar ki ngs="DS">This iIs a nice doc</description>
<l anguage ddns: qualifier="urn:us:gov:ic:cvenumirmiso639-2:trigraph"
ddns: val ue="eng"/ >
<dat es ddns: creat ed="2010-11-10T12: 00: 00. 0- 04: 00" ddns: approvedOn="2010- 01- 20"/ >
<type ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:inteldiscipline"
ddns: val ue="SI G NT"/ >
<type ismclassification="U"
i sm owner Producer =" USA"
ddms: qual i fier="urn:us:gov:ic:cvenumintdis:inteldiscipline:conponent"”
ddns: val ue="MASI NT: Geophysi cal "/ >
<type ismclassification="U
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:inteldiscipline:conponent”
ddns: val ue="MASI NT: Nucl ear Radi ati on"/ >
<type ismclassification="S"
i sm di ssem nati onCont rol s="RELI DO'
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:inteldiscipline:conponent:technique"”
ddns: val ue="ot her: Speci al Secr et Sub"/ >
<type ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:inteldiscipline"
ddns: val ue="MASI NT"/ >
<type ismclassification="U"
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i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:irmproductline"
ddns: val ue="Report"/ >
<type ismclassification="U"
i sm owner Producer =" USA"
ddms: qual i fier="urn:us:gov:ic:cvenumirmactivity
ddns: val ue="crisis">A critical
crisis activity</type>
<creat or >
<or gani zati on ddns: acr onyn=" DEA" >
<name>DEA</ nane>
</ organi zati on>
</ creator>
<publ i sher>
<or gani zati on>
<nane>asdfasdf</ nane>
</ organi zati on>
</ publ i sher>
<publ i sher>
<per son>
<name>BilI</ nane>
<sur name>Smith</ sur nanme>
</ per son>
</ publ i sher >
<contri but or>
<or gani zati on>
<name>No Such Agency</ nane>
</ organi zati on>
</ contri butor >
<creator>
<per son>
<nanme>Fred</ nane>
<sur nanme>Smith</ sur nane>
</ person>
</creator>
<f or mat >
<ddms: m meType>application/dni-irm+xml</ ddns: m neType>
</ format >
<subj ect Cover age>
<cat egory ddns: | abel ="1 abel 0"/ >
<keyword ddns: val ue="val ue3"/ >
<keyword ddmns: val ue="val ue4"/ >
<productionMetric ismclassification="U
i sm owner Producer =" USA"
ddns: subj ect =" FOOD"
ddns: cover age="AFG'/ >

</ subj ect Cover age>
<virtual Coverage xmns:virt="urn:us:gov:ic:virt"
virt:protocol =" HITP"
virt:address="http://ww. appl e. cont'/ >
<t enpor al Cover age>
<st art >Unknown</ st art >
<end>2010-02-16</ end>
</t enpor al Cover age>
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<geospati al Coverage i smclassification="U" ism ownerProducer="USA">
<geographi cldentifier>
<nanme>Bob*"s House</ nanme>
<countryCode ddns: codespace="ge: GENC: 3: ed3" ddns: code="CAN'/ >
<countryCode ddns: codespace="ge: GENC: 3: ed3" ddns: code="AUS"/ >
</ geographi cl dentifier>
</ geospat i al Cover age>
<rel at edResource ddns:rel ationshi p="ads" ddns: qualifier="asdf" ddns:val ue="asdf ">
<link xlink:type="locator"
xlink:href="asdf"
xlink:title="asdf asd"
xlink: |l abel =" asdf"
xl'ink:rol e="asdf"/>
</rel at edResour ce>
<r esour ceManagenent / >
</ resource>
</ StructuredSt at enent >
</ Assertion>
<Assertion tdf:scope="PAYL" >
<St at ement Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" USA"/ >
</ St at emrent Met adat a>
<StructuredSt at enent >
<| CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irnt
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns: pn="urn:us: gov:ic: pnt
xm ns:icid="urn:us:gov:ic:id"
xmns:intdi s="urn:us:gov:ic:intdis"
xm ns: m nme="urn: us:gov:ic:mne"
xm ns:irnE"urn:us: gov:ic:irn
xm ns: genc="urn: us:gov:ic:icgenc"
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i ntdis: CESVersion="201707"
m me: CESVer si on="201609"
i rm DESVer si on="201609"
genc: CESVer si on="201707"/ >
</ StructuredSt at enent >
</ Assertion>
<Ref erenceVal uePayl oad tdf:uri="guide://9990/test"/>
</ Trust edDat aCbj ect >
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2.10 - instance2.xml

<?xml-model href="_._./../Schematron/ISM/ISM_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="_./../Schematron/NTK/NTK XML.sch"
type=""application/xml" schematypens="http://purl_oclc.org/dsdl/schematron"?><?xml-model href="_._/._./Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl_oclc.org/dsdl/
schematron'?><?xml-model href="_./../Schematron/IC-EDH/IC-EDH_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="../../Schematron/IC-TDF/IC-
TDF_XML.sch' type="application/xml" schematypens="http://purl._oclc.org/dsdl/schematron"?><?xml-model href="__/__./Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://
purl_oclc.org/dsdl/schematron’?><?xml-model href="__./../Schematron/IC-ID/IC-ID_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron'?><?xml-model href="_../../
Schematron/1SMCAT/ ISMCAT_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron™?><!-- Distro Statenent: distEditionBl ockReplace--><!-- All classification marks in
this exanmple are
for illustrative purposes only, there are no
actual classified data contained in this exanple --><TrustedDataCbject xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi =" http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:versi on="201412. 201707"
xsi:schemalocation="urn:us:gov:ic:irm../../Schema/IRMIC IRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us: gov:ic:edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns:edh="urn:us:gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/test-metacard-instance2</icid:|dentifier>
<Dat al t enCr eat eDat eTi ne>2011-08-19T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh:rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i smresourceEl enent ="true"
i smcreatebDat e="2011-08-19"
ismclassification="8§"
i sm owner Producer =" USA"
i sm at om cEner gyMar ki ngs="TFNI "
i smderivativel yd assi fi edBy="John Doe"
i smderivedFron="Muil tiple Sources"
i sm decl assExcepti on=" AEA"
i sm di ssem nati onControl s="0OC NF">
<nt k: Access ismclassification="U" ism ownerProducer="USA">
<nt k: Requi resAl | Of >
<nt k: AccessProfil eLi st >
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>urn:us:gov:ic:aces:ntk:oc</ntk: AccessPol i cy>
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<ntk: ProfileDes>urn:us:gov:ic:ntk:profile:zagencydissem</ntk: Profil eDes>

<Vocabul aryType xm ns="urn: us: gov:ic:ntk"
nt k: nanme="or gani zat i on: usa- agency"
nt k: sour ceVer si on="201502"/ >

<nt k: AccessProfil eValue ntk:qualifier="originator"

</ ntk: AccessProfil e>
</ ntk: AccessProfileList>
</ ntk: RequiresAl | O >
</ ntk: Access>
</ Security>
</ Edh>

</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL">

<Handl i ngSt at enent >

nt k: vocabul ary="organi zat i on: usa- agency" >CIlA</ nt k: AccessProfi | eval ue>
<nt k: AccessProfileVal ue ntk:qualifier="dissento" ntk:vocabul ary="organi zati on: usa-agency">CIA</ nt k: AccessProfil eVal ue>

<Ext ernal Edh xm ns="urn: us: gov:ic: edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn: us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/test-instance2</icid:|dentifier>
<Dat al t enCr eat eDat eTi ne>2012-07-06T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an" >
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<External Security xm ns="urn:us:gov:ic:arh"
i sm excl udeFr onRol | up="true"
ismclassification="U'
i sm owner Pr oducer =" USA" >
<Ext er nal Access xmm ns="urn: us:gov:ic:ntk"
nt k: ext er nal Ref erence="true"
ismclassification="U"
i sm owner Producer =" USA" >
<nt k: Requi r esAnyOf >
<AccessProfil eLi st>
<AccessProfile ismclassification="S"
i sm owner Producer =" USA"
i sm di ssem nati onCont r ol s="RELI DO' >

<AccessPol i cy>urn:us:gov:ic:aces:ntk:permissive</ AccessPol i cy>

<ProfileDes>urn:us:gov:ic:ntk:profile:grp-ind</ Profil eDes>

<Vocabul aryType nt k: nanme="i ndi vi dual : urn: us: gov:ic: aces: ntk: oc"

nt k: source="urn: us:gov:ic:aces: ntk:oc"/>

<AccessProfil eVal ue ntk:vocabul ary="indi vi dual : urn: us: gov:ic: aces: ntk: oc" >user_2321889:Doe_John_H</ AccessProfi | evVal ue>

</ AccessProfil e>
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</ AccessProfil eList>
</ ntk: Requi resAnyf >
</ Ext er nal Access>
<Not i ceExt ernal Li st xm ns="urn:us:gov:ic:isni
ismclassification="U
i sm owner Pr oducer =" USA" >
<Not i ceExternal ism external Notice="true"
i sm noticeType="FRD"
ismclassification="U"
i sm owner Pr oducer =" USA" >
<ism NoticeText ismclassification="U" |smowerProducer="USA">This document contains FRD data.</ism Noti ceText >
</ Not i ceExt er nal >
</ Not i ceExt er nal Li st >
</ Ext er nal Security>
</ Ext er nal Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL" >
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
sm DESVer si on="201609. 201707"
sm | SMCATCESVer si on="201709"
sm resour ceEl enent ="t rue"
sm creat eDat e="2011- 08-19"
smcl assification="8"
sm owner Producer =" USA"
sm di ssem nati onCont r ol s="0OC NF">
<Noti ceLi st xm ns="urn:us:gov:ic:isnt
ismclassification="U"
i sm owner Producer =" USA" >
<Notice ismnoticeType="POC"' ismclassification="U" ism ownerProducer="USA">
<NoticeText ismclassification="U"
i sm owner Producer =" USA"
I sm pocType="1CD 710" >Agency Z 800-555-6573 ext.9935</ Noti ceText >

</ Noti ce>
<Notice ismnoticeType="POC"' ismclassification="U" ism ownerProducer="USA">
<NoticeText Ismclassification="U" |smownerProducer="USA">James Smith 800-555-3719 james.e.smith@agencyz.gov AgencyZ</ Noti ceText >
</ Noti ce>
</ Noti ceLi st >
</ Security>
</ St at ement Met adat a>
<Struct uredSt at enent >
<resource xm ns="urn:us:ml:ces: netadata: ddns: 5"
xm ns:ddns="urn: us: nml:ces: netadata: ddns: 5"
ddns: conpl i esWth="M N_ACCESSI BLE" >
<net acar dl nf o>
<identifier ddms:qualifier="1C1D"
ddns: val ue="gui de: // 9990/ t est - net acar d- i nst ance2"/ >
<dat es ddns: creat ed="2011-08-19" ddns:validTil="2051-08-19"/>
<publ i sher >
<or gani zati on ddns: acronyn=" Q& her USG' >
<nanme>0therUSG</ nane>
<subOrgani zation ismclassification="U" ism ownerProducer="USA">Agency
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Z</ subCrgani zat i on>
</ organi zati on>
</ publ i sher >
<poi nt O Contact ism pocType="1CD- 710" >
<or gani zat i on>
<nane>Agency Z</nane>
<phone>800-555-6573 ext.9935</ phone>
</ organi zati on>
</ poi nt O Cont act >
<poi nt & Cont act >
<per son>
<nanme>James</ nane>
<sur name>Smith</ sur nanme>
<phone>800-555-3719</ phone>
<enui | >jJames.e.smith@agencyz.gov</ enui | >
<affiliation>Agencyz</affiliation>
</ per son>
</ poi nt Of Cont act >
<pr ocessi ngl nfo ddns: dat eProcessed="2011- 08- 19"
ismclassification="U"
I sm owner Producer =" USA" >XSLT Transformation to convert DDMS 2.0 to DDMS
3.1.</processingl nf o>
<recordsManagenent I nfo ddns: vi tal Recordl ndi cat or="true">
<r ecor dKeeper >
<recor dKeeper | D>#289-99202.9</ r ecor dKeeper | D>
<or gani zati on>
<nane>Agency Z</ nane>
</ organi zati on>
</ recor dKeeper >
<applicationSoftware ismclassification="U" |smowerProducer="USA">IRM Generator
2L-9</ appl i cati onSof t war e>
</ recordsManagenent | nf o>
</ net acar dl nf o>
<identifier ddns:qualifier="1CI1D" ddns:val ue="gui de://9990/test-instance2"/>
<identifier ddns:qualifier="FullName" ddns:val ue="Asset HR-832js34"/>
<title ismclassification="U" |smownerProducer="USA">Sample IRM Document - LEAD</title>
<l anguage ddns: qualifier="urn:us:gov:ic:cvenumirmiso639-3:trigraph"
ddns: val ue="eng"/ >
<dates ddns:recei vedOn="2011-08- 19" ddns: creat ed="2012-07-06T00: 00: 00Z"/ >
<type ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:inteldiscipline"
ddns: val ue="HUM NT"/ >
<type ismclassification="U
i sm owner Producer =" USA"
ddms: qual i fier="urn:us:gov:ic:cvenumintdis:inteldiscipline"
ddns: val ue="MASI NT"/ >
<type ismclassification="U
i sm owner Pr oducer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:inteldiscipline:conponent”
ddns: val ue="MASI NT: Geophysi cal "/ >
<type ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:us:gov:ic:cvenumintdis:inteldiscipline:conponent:technique"
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ddns: val ue="ot her: MySubTechni que"/ >
<type ddns:qualifier="urn:us:gov:ic:irmintel:reportingleve
<creator>
<or gani zation ddns: acronyn="Cl A" >
<name>CIlA</ nane>
</ organi zati on>
</creator>
<creator>
<per son>
<nanme>John</ nane>
<sur nanme>Doe</ sur name>
</ per son>
</ creator>
<subj ect Cover age>
<cat egory ddns: | abel ="1 eader shi p"/>
<productionMetric ismclassification="C"
i sm owner Producer =" USA"
ddns: subj ect =" LEAD"
i sm di ssem nati onCont rol s="RELI DO'
ddns: cover age="LAOQ'/ >
<nonSt at eActor ismclassification="U"
i sm owner Producer =" USA"
ddns: qual i fier="urn:i:never:had:a:qualifier"
ddns: or der =" 3" >100043</ nonSt at eAct or >
</ subj ect Cover age>
<geospati al Coverage ismclassification="U
i sm owner Producer =" US
ddns: order ="1"
ddms: precedence="Pri mary" >
<geogr aphi cl dentifier>
<countryCode ddns: codespace="ge: GENC: 3: ed3" ddns: code="LAQ'/ >
</ geographi cldentifier>
</ geospat i al Cover age>
<geospati al Coverage ismclassification="U
i sm owner Pr oducer =" US
ddmns: or der ="4"
ddms: precedence="Secondary" >
<geographi cldentifier>
<countryCode ddns: codespace="ge: GENC: 3: ed3" ddns: code="GBR"'/ >
</ geogr aphi cl dentifier>
</ geospat i al Cover age>
<geospati al Coverage ismclassification="U" ism ownerProducer="USA" ddns: order="2">
<geographi cldentifier>
<subDi vi si onCode ddns: codespace="as: GENC: 6: ed3" ddns: code="AD- 03"/ >
</ geogr aphi cl dentifier>
</ geospat i al Cover age>
<r esour ceManagenent >
<taskinglnfo ismclassification="U" ism ownerProducer="USA">
<requesterinfo ismclassification="U" ism ownerProducer="USA">
<or gani zati on>
<nane>NSA</ nanme>
</ organi zati on>
</requesterl nfo>
<addressee ismclassification="U" ism ownerProducer="USA">

ddns: val ue="2"/>
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<per son>
<name>Joseph</ nane>
<sur nanme>Jackson</ sur nane>
<user | D>79812126789</ user | D>
</ per son>
</ addr essee>
<t askl D>Task 2391032</t askl D>
</ t aski ngl nf 0>
</ r esour ceManagenent >
</ resource>
</ Struct uredSt at enent >
</ Assertion>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ St at ement Met adat a>
<StructuredSt at enent >
<l CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irn
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns: pr="urn: us: gov:ic: pnt
xmns:icid="urn:us:gov:ic:id"
xm ns:intdi s="urn:us:gov:ic:intdis"
xm ns:irnE"urn:us:gov:ic:irn
xm ns: genc="urn:us:gov:ic:icgenc"
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i ntdis: CESVersi on="201707"
i rm DESVer si on="201609"
genc: CESVer si on="201707"/ >
</ StructuredSt at enent >
</ Assertion>
<Ref erenceVal uePayl oad tdf:uri="guide://9990/test"/>
</ Trust edDat aChj ect >
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2.11 - sampleEDHtolRM.xml

<?xml-model href="._/../Schematron/ISM/1SM_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="__./._./Schematron/NTK/NTK_XML.sch"
type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xml-model href="__/._./Schematron/ARH/ARH_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/
schematron”?><?xml-model href="._./../Schematron/1C-EDH/IC-EDH_XML.sch™ type="application/xml"” schematypens="http://purl.oclc.org/dsdl/schematron*?><?xml-model href="../../Schematron/IC-TDF/IC-
TDF_XML.sch" type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="_._/._./Schematron/IRM/IRM_XML.sch" type="application/xml" schematypens="http://
purl.oclc.org/dsdl/schematron™?><?xml-model href="__./._./Schematron/IC-1D/I1C-ID_XML.sch"™ type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron’?><?xml-model href="_../../
Schematron/1SMCAT/ ISMCAT_XML.sch™ type="application/xml" schematypens="http://purl.oclc.org/dsdl/schematron?><!-- Distro Statenent: distEditionBl ockReplace--><!/-- All classification marks in
this exanmple are
for illustrative purposes only, there are no
actual classified data contained in this exanple --><TrustedDataCbject xm ns="urn:us:gov:ic:tdf”
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_.Schena- i nst ance"
tdf:version="201412.201707"
xsi:schemalLocation="urn:us:gov:ic:irm../../Schema/IRMIC |IRM xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C TDF. xsd" >
<Handl i ngAssertion tdf:scope="TDO >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn:us:gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/4A07150C-CD51-11E0-BODC-FF99F5AFA469</ i cid: | dentifier>
<Dat al t enCr eat eDat eTi ne>2012-03-30T00:00:00Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh:rol e="Custodi an">
<Count r y>USA</ Count r y>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i
i

smcl assification="8"
sm owner Producer =" USA"
i smdi ssem nati onControl s="RELI DO'
i smderivativel yd assi fi edBy="1234"
i smderivedFron="SomeCl assCGui de"
i smdecl assDat e="2037-12-01"
i smresourceEl ement ="t rue"
i smcreatebate="2012-03-30"/>
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL">
<Handl i ngSt at enent >
<Ext ernal Edh xm ns="urn: us: gov:ic: edh"
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xm ns: usagency="urn: us: gov:ic:usagency"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: ntk="urn: us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
xm ns:icid="urn:us:gov:ic:id"
usagency: CESVer si on="201609"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3"
i ci d: DESVer si on="1">
<icid:ldentifier>guide://999990/4A07150C-CD51-11E0-BODC-FF99F5AFA470</ i cid: | dentifier>
<Dat al t enCr eat eDat eTi ne>2011-08-23T06:29:33Z</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity edh: rol e="Cust odi an" >
<Count r y>USA</ Count ry>
<Or gani zat i on>DNI</ Or gani zati on>
</ Responsi bl eEntity>
<External Security xm ns="urn:us:gov:ic:arh"
ismclassification="TS"
i sm owner Producer =" USA"
ism SClcontrol s="SI'"
ismderivativel yCl assifiedBy="1.4(c)"
i smderivedFronm="nul tipl eSources”
i sm excl udeFr onRol | up="true"
i sm di ssem nati onControl s="RELI DO FI SA">
<Ext ernal Access xm ns="urn:us:gov:ic:ntk"
nt k: ext er nal Ref erence="t rue"
ismclassification="U
i sm owner Pr oducer =" USA" >
<nt k: Requi r esAnyCf >
<nt k: AccessProfil eList>
<nt k: AccessProfile ismclassification="U" ism ownerProducer="USA">
<nt k: AccessPol i cy>1C_Cloud</ nt k: AccessPol i cy>
<nt k: Profil eDes>guide://999990/exampleProfileDES</ nt k: Profi| eDes>
<nt k: Vocabul aryType nt k: nane="dat asphere: | ac" ntk:source="urn:us:gov:ic:nsa:lac"/>
<nt k: Vocabul aryType nt k: nane="dat asphere: naf" ntk: source="urn:us: gov:ic:nsa: maf"/>
<nt k: Vocabul aryType nt k: nane="dat asphere: rgt" ntk: source="urn:us:gov:ic:nsa:.rgt"/>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: | ac">FAA_702_CP</ nt k: AccessProfil evVal ue>
<nt k: AccessProfil evVal ue ntk: vocabul ary="dat aspher e: maf ">SIGINT</ nt k: AccessProfi | eval ue>
<nt k: AccessProfil eVal ue ntk:vocabul ary="dat asphere: rgt">A</ ntk: AccessProfil eval ue>
</ ntk: AccessProfil e>
</ ntk: AccessProfil eList>
</ ntk: Requi resAnyOf >
</ Ext er nal Access>
<Not i ceExternal Li st xm ns="urn:us:gov:ic:isnf
ismclassification="U
i sm owner Producer =" USA" >
<Noti ceExt ernal ism external Notice="true"
i smnoticeType="Fl SA"
ismclassification="8§"
i sm owner Producer =" USA"
i sm di ssem nati onCont rol s="RELI DO' >
<ism NoticeText ismclassification="U" ism ownerProducer="USA">
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Fictionally Secret RELIDO FISA Notice Text
</ism Noti ceText >
</ Not i ceExt er nal >
</ Not i ceExt er nal Li st >
</ Ext er nal Security>
</ Ext er nal Edh>
</ Handl i ngSt at ement >
</ Handl i ngAsserti on>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i smresourceEl ement ="true"
i smcreatebDat e="2012-03- 30"
ismclassification="8"
i sm owner Producer =" USA"
i smderivativel yCd assifi edBy="1234"
i sm di ssem nati onControl s="RELI DO'
i smderivedFron=" SoneC assGui de"
i sm decl assDat e="2037-12-01"/ >
</ St at emrent Met adat a>
<Struct uredSt at enent >
<resource xm ns="urn:us: ml:ces: nmetadata: ddns: 5"
xm ns:ddns="urn: us: ml:ces: netadata: ddns: 5"
ddns: conpl i esWt h="M N_ACCESSI BLE" >
<netacardlnfo ismclassification="U" i sm ownerProducer="USA">
<identifier ddms:qualifier="1CGID
ddns: val ue="gui de: // 9990/ 4A07150C- CD51- 11EO- BODC- FF99F5AFA469" / >
<dat es ddns: created="2012-03-30"/>
<publ i sher>
<or gani zat i on>
<nanme>1C-C10</ nane>
</ organi zati on>
</ publ i sher >
</ met acar dl nf o>
<identifier ddns:qualifier="1CID'
ddns: val ue="gui de: // 9990/ 4A07150C- CD51- 11EO- BODC- FF99F5AFA470" / >
<title ismclassification="U" |smownerProducer="USA">A document with metadata</title>
<dates ddns: created="2011-08-23T06: 29: 332"/ >
<type ddns:qualifier="urn:us:gov:ic:irmmaliciouscodeindicator"
ddns: val ue="Uneval uat ed"/ >
<type ddms: qualifier="urn:us:gov:ic:irm executabl eindicator"
ddns: val ue="Uneval uat ed"/ >
<type ddns: qualifier="urn:us:gov:ic:cvenum aut hori zati onreference"
ddns: val ue="0000EF"/ >
<creat or >
<organi zation ddns: acr onyn¥" NSA" >
<name>NSA</ nanme>
</ organi zati on>
</ creator>
<subj ect Cover age>
<cat egory ddns: | abel ="l abel 0"/>
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<keyword ddns: val ue="val ue 3"/>
<keyword ddns: val ue="val ue 4"/ >
<productionMetric ismclassification="U"
i sm owner Producer =" USA"
ddms: subj ect =" FOOD"
ddns: cover age="AFG'/ >
</ subj ect Cover age>
</resource>
</ Struct uredSt at enent >
</ Assertion>
<Assertion tdf:scope="PAYL">
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ St at emrent Met adat a>
<StructuredSt at enent >
<l CResour ceMet adat aPackage xm ns="urn:us:gov:ic:irn
xm ns: usagency="urn: us: gov:ic: usagency"
xm ns: pm="urn:us: gov:ic: pnt
xmns:icid="urn:us:gov:ic:id"
xm ns:irmE"urn:us: gov:ic:irnt
usagency: CESVer si on="201609"
pm CESVer si on="201609"
i ci d: DESVer si on="1"
i rm DESVer si on="201609"/ >
</ StructuredSt at enent >
</ Assertion>
<Ref er enceVal uePayl oad tdf:uri="guide://9990/test"/>
</ Trust edDat aChj ect >
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