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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for ITS-MS. This document provides concrete examples of XML
files implementing ITS-MS elements and attributes.

1.2 - Overview

Chapter 2 contains the code listings of all example files for ITS-MS.

This document has been approved for Public Release by the Office of the Director of
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Chapter 2 - Example Files Code Listings

2.1 - example1.xml

<?xm -nodel href="../../Schematron/ ARH/ ARH XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schenmatron/ AUD T/ AUDI T_XM.. sch"
t ype="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/1C EDH | C-EDH XM.. sch" type="application/xm " schematypens="http://purl.oclc.org/

dsdl / schemat ron" ?><?xnm -nodel href="../../Schematron/1 G 1D 1C 1D XM.sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|SM
| SM XM_. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/|TS-M/ITS- M5 XM.. sch" type="application/xm" schematypens="http://
purl.ocl c.org/dsdl/schenmat ron" ?><?xm - nodel href="../../Schematron/ NTK/ NTK XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../
Schematron/ | C- TDF/ | C- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?><?xm -nodel href="../../Schematron/ VI RT/VI RT_XM.. sch" type="application/xm"
schemat ypens="http://purl.oclc.org/dsdl/schematron"?><!-- Distro Statenent: distEditionBl ockReplace--><!-- Al classification marks in this exanple are

for illustrative purposes only, there are no

actual classified data contained in this exanple --><TrustedDataCbject xm ns="urn:us:gov:ic:tdf"
xm ns:tdf ="urn:us:gov:ic:tdf"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schene- i nst ance"
tdf:version="201412. 201707"
xsi:schemalocation="urn:us:gov:ic:its ../../Schema/|TS-M5/ |1 TS-Ms. xsd urn:us:gov:ic:tdf ../../Schema/|C TDF/ | C-TDF. xsd urn:us:gov:ic:audit ../../Schema/
AUDI T/ | C- AUDI T- Root . xsd" >
<Handl i ngAssertion tdf:scope="TDO" >
<Handl i ngSt at enent >
<Edh xm ns="urn:us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic: usagency”
xmns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns:ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn:us: gov:ic:arh"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999990/1tsMslnstance</icid:ldentifier>
<Dat al t enCCr eat eDat eTi ne>2016- 01- 08T20: 00: 00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zati on>DNl </ Or gani zat i on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGv USIC
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
i smresourceEl enent ="true"
i smcreat ebat e="2016-02- 21"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Handl i ngAssertion tdf:scope="PAYL">
<Handl i ngSt at enent >
<Edh xm ns="urn:us: gov:ic:edh"
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xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: nt k="urn:us:gov:ic:ntk"
xm ns:arh="urn:us:gov:ic:arh"
i sm | SMCATCESVer si on="201709"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999001/00001</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2010- 10- 26T00: 00: 00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count ry>
<Or gani zati on>DNl </ Or gani zat i on>
</ Responsi bl eEnti ty>
<Security xm ns="urn:us:gov:ic:arh"
i smconmpliesWth="USGov USIC'
i smresourceEl enent ="true"
i smcreatebDat e="2011-03-01"
ismclassification="U"
i sm owner Pr oducer =" USA"/ >
</ Edh>
</ Handl i ngSt at enent >
</ Handl i ngAsserti on>
<Assertion tdf:scope="TDO >
<St at enent Met adat a>
<Security xm ns="urn:us:gov:ic:arh"
sm conpl i esWt h="USGv USIC
sm DESVer si on="201609. 201707"
sm | SMCATCESVer si on="201709"
sm resour ceEl enent ="tr ue"
sm creat eDat e="2012-07-21"
smcl assification="U
i sm owner Producer ="USA"/ >
</ St at enent Met adat a>
<StructuredSt at enent >
<its:Its xmns:its="urn:us:gov:ic:its"
xsi:schemalLocati on="urn:us:gov:ic:its ../../Schema/ | TS M5/ I TS- Ms. xsd"
DESVer si on="201502" >
<its: Messagel d>7874ea40- lalb- 4229- a8e0- d301dbf 145ec</its: Messagel d>
<its:Object Type>AUDI T</its: Obj ect Type>
<its:Priority>ROUTINE</its:Priority>
<its:PublishDateTi ne>2001-12-17T09: 30: 47. 0Z</ it s: Publ i shDat eTi ne>
<its:Originator ismclassification="U" ismownerProducer="USA">
<its:dient ismclassification="U" ism ownerProducer="USA">
<its:dientld>nro-ea</its:Cientld>
</its:Cient>
<its: CreateDat eTi ne>2013-03-25T09: 30: 47. 0Z</its: Creat eDat eTi ne>
<its:OriginatorOhjectI D ismclassification="U" ismownerProducer="USA">I nt ernal | DFor TheTDO- NRO 12341</its: Ori gi nat or Obj ect | D>
<its:POC ismclassification="U" ism ownerProducer="USA">String</its: POC>
</its:Oiginator>
<its:RecipientList ismclassification="U" ismownerProducer="USA">
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<its:dient ismclassification="U" ism ownerProducer="USA">
<its:dientld>nro-ea</its:Cientld>
</its:Cient>
</its:RecipientlList>
<its:Topic ismclassification="U" ismownerProducer="USA">topl</its: Topic>
<its:Topic ismclassification="U" ismownerProducer="USA">top2</its: Topi c>
<its:encrypt TDO>true</its: encrypt TDO>
<its:Description ismclassification="U" ism ownerProducer="USA">TDO onl y</its: Description>
<its:Fabric ismclassification="U" ism ownerProducer="USA">EA- SCl </its: Fabric>
<lits:lts>
</ Struct uredSt at enent >
</ Assertion>
<Struct ur edPayl oad>
<Audi t RecordLi st xm ns="urn: us:gov:ic:audit:root"
xm ns:audi t="urn: us:gov:ic:audit"
xmns:virt="urn:us:gov:ic:virt"
audi t: DESVer si on="201609"
xsi:schemalLocation="urn:us:gov:ic:audit:root ../../Schema/ AUDI T/ | C- AUDI T- Root . xsd"
i sm DESVer si on="201609. 201707"
i sm | SMCATCESVer si on="201709"
virt: DESVersi on="201508. 201707" >
<Edh xm ns="urn: us: gov:ic:edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
xm ns: edh="urn: us: gov:ic:edh"
xm ns: ntk="urn:us:gov:ic:ntk"
xm ns:arh="urn: us:gov:ic:arh"
i sm | SMCATCESVer si on="201709"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1"
edh: DESVer si on="201609"
nt k: DESVer si on="201508"
ar h: DESVer si on="3">
<icid:ldentifier>guide://999001/00001</icid:ldentifier>
<Dat al t enCr eat eDat eTi ne>2012- 10- 26T00: 00: 00Z</ Dat al t enCr eat eDat eTi nme>
<Responsi bl eEntity edh: rol e="Cust odi an">
<Count r y>USA</ Count r y>
<Or gani zati on>DNl </ Or gani zat i on>
</ Responsi bl eEnti ty>
<Security xm ns="urn:us:gov:ic:arh"
i smconpliesWth="USGov USIC'
i smresourceEl enent="true"
i smcreatebDate="2012-11-01"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ Edh>
<Event Aut henti cate xm ns="urn:us:gov:ic:audit">
<Edh xm ns="urn:us:gov:ic:edh”
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="201709"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1">
<icid:ldentifier>guide://999234/ac4c86c2-clbd-40e9-b97b-4c7fe3f5d484</icid:|dentifier>
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<Dat al t enCr eat eDat eTi ne>2012- 09- 30T00: 00: 00. 000Z</ Dat al t enCr eat eDat eTi me>
<Responsi bl eEntity xm ns: edh="urn: us: gov:ic:edh" edh:rol e="Custodi an">
<Count r y>USA</ Count ry>
<Or gani zat i on>NSA</ Or gani zat i on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Pr oducer =" USA"/ >
</ Edh>
<audi t : Audi t Recor dHeader >
<audit:ld>
<audi t: TypeOf Generi cl denti fi er >SREPORTED</ audi t: TypeOf Genericldentifier>
<audi t: GenericldentifierValue>111</audit: GenericldentifierVal ue>
</audit:Id>
<audi t: Acti on>LOG N</ audit: Acti on>
<audit:Actionlnitiator xm ns:uias="urn:us:gov:ic:uias" audit:identityType="Dl STI NGUI SHED NAME">t estdnl</audit: Actionlnitiator>
<audi t: Acti onLocat i onLi st >
<audi t: ActionLocation audit:identityType="DEVI CE_ | D'>2</audit: ActionLocation>
<audi t: ActionLocation audit:identityType="APPLI CATI ON'>THATSYSTEM</ audi t: Acti onLocati on>
<audit: ActionLocation audit:identityType="1P_ADDRESS"'>127.0.0. 1</audit: ActionLocati on>
<audi t: ActionLocation audit:identityType="APPLI CATI ON'>| ocl</audit: Acti onLocati on>
</audit: ActionLocati onLi st >
<audi t : Act i onResul t >SUCCESS</ audi t : Acti onResul t >
<audi t: ActionTargetLi st >
<audit: ActionTarget ismclassification="U"
i sm owner Producer =" USA"
audi t:identityType="HOST_NAVE"
i sm excl udeFronRol | up="true">tgt1l</audit:ActionTarget>
</audit: ActionTarget Li st>
<audi t: Acti onMode>USER | NI TI ATED</ audi t: Acti onMode>
<Agency>NRO</ Agency>
<Count ryOxf Ci ti zenshi pLi st >
<CountryOr Ci ti zenshi p>USA</ CountryOF Ci ti zenshi p>
</ CountryOfCitizenshi pLi st>
</ audi t: Audi t Recor dHeader >
</ Event Aut henti cat e>
<Event Aut henti cate xm ns="urn:us:gov:ic:audit">
<BEdh xm ns="urn:us: gov:ic:edh"
xm ns: usagency="urn: us: gov:i c: usagency"
xmns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="201709"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1">
<icid:ldentifier>guide://999003/c47f2fd7-dde8-49df - 99d9- 8f 53504c51a8</icid: | dentifier>
<Dat al t enCr eat eDat eTi ne>2012- 09- 04T12: 49: 17Z</ Dat al t enCr eat eDat eTi me>
<Responsi bl eEntity xm ns: edh="urn:us:gov:ic:edh" edh:rol e="Custodi an">
<Count r y>USA</ Count ry>
<Or gani zati on>Cl A</ Or gani zat i on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U
i sm owner Pr oducer =" USA"/ >
</ Edh>
<audi t : Audi t Recor dHeader >
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<audi t : Agency>Dl A</ audi t: Agency>
<audi t: Acti on>LOG N</audit: Action>
<audi t: Acti onMode>USER | NI TI ATED</ audi t : Acti onMode>
<audit:Actionlnitiator audit:identityType="Dl STI NGUI SHED NAME">CN=USER JOE D
A123456, OQU=PECPLE, OU=DODI | S, OU=DOD, QU=U. S.
GOVERNMENT, C=US</ audi t : Actionlnitiator>
<audi t : Act i onResul t >SUCCESS</ audi t : Acti onResul t >
<audit: ActionTar get Li st >
<audit: ActionTarget ismclassification="U"
i sm owner Producer =" USA"
audi t:identityType="WORKSTATI ON_I D"
i sm excl udeFronRol | up="true" >TESTSERVER</ audi t : Acti onTar get >
</audit: ActionTargetLi st>
</ audi t : Audi t Recor dHeader >
</ Event Aut hent i cat e>
<Event Aut henti cate xm ns="urn: us:gov:ic:audit">
<Edh xm ns="urn: us:gov:ic:edh"
xm ns: usagency="urn: us: gov:ic:usagency"
xm ns:icid="urn:us:gov:ic:id"
i sm | SMCATCESVer si on="201709"
usagency: CESVer si on="201609"
i ci d: DESVer si on="1">
<icid:ldentifier>guide://999003/ D30F8432- A43E- 41CA4- 9AAF- 5C826AD85BC3</i ci d: | dentifier>
<Dat al t enCr eat eDat eTi ne>2012- 09- 04T18: 32: 12Z</ Dat al t enCr eat eDat eTi me>
<Responsi bl eEntity xnl ns: edh="urn: us:gov:ic:edh" edh:rol e="Custodi an">
<Count r y>USA</ Count r y>
<Or gani zati on>Cl A</ Or gani zat i on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ Edh>
<audi t : Audi t Recor dHeader >
<audi t : Agency>DI A</ audi t: Agency>
<audit: Acti on>LOG N</audit: Action>
<audi t: Acti onMode>USER | NI TI ATED</ audi t : Acti onMode>
<audit:Actionlnitiator audit:identityType="Dl STI NGUI SHED NAME">CN=l SPACE. DODI | S. | C. GOV, OQU=COMPONENTS, OU=DODI | S, QU=DOD, OU=U. S.
GOVERNMENT, C=US</ audi t : Actionlnitiator>
<audi t: Acti onResul t >FAI LURE</ audi t: Acti onResul t >
<audi t: ActionTargetLi st >
<audit: ActionTarget ismclassification="U
i sm owner Producer =" USA"
audit:identityType="1P_ADDRESS"
i sm excl udeFronRol | up="true">10. 168. 1. 1</ audi t: Acti onTar get >
</audit: ActionTarget Li st>
<audi t: Acti onTar get MessagelLi st >
<audi t: Message>ABAC Error. User not authorized to enter.</audit:Mssage>
</ audit: Acti onTar get MessagelLi st >
</ audi t: Audi t Recor dHeader >
</ Event Aut hent i cat e>
<Event Aut henti cate xml ns="urn: us:gov:ic:audit">
<BEdh xm ns="urn: us: gov:ic:edh"
xm ns: usagency="urn: us: gov:i c: usagency"
xmns:icid="urn:us:gov:ic:id"
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i sm | SMCATCESVer si on="201709"

usagency: CESVer si on="201609"

i ci d: DESVer si on="1">
<icid:ldentifier>guide://999642/ D30F8432- A43E- 41CA- 9AAF- 5C826AD85BC3</i ci d: | dentifier>
<Dat al t enCr eat eDat eTi ne>2012- 10- 02T06: 17: 14. 433- 04: 00</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity xnl ns: edh="urn: us:gov:ic:edh" edh:rol e="Custodi an">

<Count r y>USA</ Count r y>
<Or gani zat i on>NGA</ Or gani zat i on>
</ Responsi bl eEntity>
<Security xml ns="urn:us:gov:ic:arh"
ismclassification="U"
i sm owner Producer =" USA"/ >
</ Edh>
<audi t : Audi t Recor dHeader virt: network="JW CS">
<audi t: Acti on>LOG N</ audit: Acti on>
<audit:Creator audit:identityType="USER | D'>user_id</audit:Creator>
<audi t:Actionlnitiator audit:identityType="Dl STI NGU SHED NAVE">user _di sti ngui shed nane</audit: Actionlnitiator>
<audi t: Acti onLocati onLi st >
<audi t: ActionLocation audit:identityType="PHYSI CAL_LOCATI ON'>NGA- EAST</ audi t: Acti onLocati on>
</ audi t: ActionLocati onLi st>
<audi t: ActionTarget Li st >
<audit:ActionTarget ismclassification="U
i sm owner Producer =" USA"
audi t:identityType="HOST_NAME"
i sm excl udeFronRol | up="true">DTE</ audi t: Acti onTar get >
</audit: ActionTarget Li st>
<audi t: Acti onResul t >GRANT</ audi t : Acti onResul t >
<audi t : Act i onMode>USER | NI TI ATED</ audi t : Acti onVbde>
<audi t : Agency>NRO</ audi t : Agency>
<audi t : HoneAgency>Cl A</ audi t : HoneAgency>
</ audi t : Audi t Recor dHeader >
</ Event Aut hent i cat e>
<Event Aut henti cate xm ns="urn: us:gov:ic:audit">
<Edh xm ns="urn: us:gov:ic:edh"

xm ns: usagency="urn: us: gov:ic:usagency"

xm ns:icid="urn:us:gov:ic:id"

i sm | SMCATCESVer si on="201709"

usagency: CESVer si on="201609"

i ci d: DESVer si on="1">
<icid:ldentifier>guide://999342/ a682ef 36-c37c-4288-92bb-5ca0418lac6a</icid:|dentifier>
<Dat al t enCr eat eDat eTi ne>2012- 07- 24T20: 48: 17. 558- 04: 00</ Dat al t enCr eat eDat eTi ne>
<Responsi bl eEntity xnl ns: edh="urn: us:gov:ic:edh" edh:rol e="Custodi an">

<Count r y>USA</ Count r y>

<Or gani zati on>Dl A</ Or gani zati on>
</ Responsi bl eEntity>
<Security xm ns="urn:us:gov:ic:arh"

ismclassification="U"
i sm owner Producer =" USA"/ >
</ Edh>
<audi t : Audi t Recor dHeader >
<audit:ld>
<audit: TypeOf Genericldentifier>Jive Event |D</audit: TypeOf Genericldentifier>

<audi t: CenericldentifierVal ue>1682ef 36-c37c-4288-92bb-5ca0418lac6a</ audit: GenericldentifierVal ue>
</audit:ld>
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<audit: Creator audit:identityType="APPLI CATI ON'>ASpace</audit: Creator>
<audi t : Agency>DI A</ audi t : Agency>
<audi t: CountryOf Citi zenshi pLi st >
<audi t: CountryOf Citi zenshi p>USA</ audi t: Count ryCOf Ci ti zenshi p>
</audit: CountryOfCitizenshipLi st>
<audi t: Acti on>LOG N</audit: Action>
<audit:Actionlnitiator audit:identityType="Dl STI NGUI SHED NAME" >C=US, O=U. S.
CGover nment, OU=ManTech, OU=Aspace, OU=People, CN=Brad G accio
d1079</audit: Actionlnitiator>
<audi t: Acti onLocati onLi st>
<audi t: ActionLocation audit:identityType="1P_ADDRESS"'>127.0.0. 1</ audit: ActionLocati on>
</audit: ActionLocati onLi st >
<audi t : Act i onResul t >SUCCESS</ audi t : Acti onResul t >
<audi t: ActionTargetLi st >
<audit: ActionTarget ismclassification="U"
i sm owner Producer =" USA"
audi t:identityType="1P_ADDRESS"
i sm excl udeFronRol | up="true">127.0. 0. 1</ audi t: Acti onTar get >
<audit:ActionTarget ismclassification="U
i sm owner Pr oducer =" USA"
audit:identityType="USER | D"
i sm excl udeFronRol | up="true">2327</ audi t: Acti onTar get >
</audit: ActionTarget Li st>
<audi t: Acti onMode>USER | NI TI ATED</ audi t : Acti onMode>
</ audi t: Audi t Recor dHeader >
</ Event Aut hent i cat e>
</ Audi t Recor dLi st >
</ Struct uredPayl oad>
</ Trust edDat aCbj ect >
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