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2021 PERSONAL INFORMATION PROTECTION LAW

INTENDED PURPOSE:

o Codifies the privacy rights of PRC citizens
e Requires domestic and foreign (including U.S.)
companies to comply with reviews

IMPLICATIONS:

e Controls handling of personal data within and
outside mainland PRC when providing products
or services to persons within the PRC

e Restricts ability of companies in China to gath-
er and retain personal data

e Authorizes the PRC government to collect
personal data for actions Beijing deems to be in
the public interest

2021 ANTI-FOREIGN SANCTIONS LAW

INTENDED PURPOSE:

e Provides grounds for the PRC to take counter-
measures against foreign sanctions and
authorizes PRC actions against foreign persons
or entities that implement or assist foreign
sanctions against China

IMPLICATIONS:

e Facilitates Beijing's ability to retaliate against
foreign entities that it judges have "assisted” in
implementing foreign sanctions

e Threshold for assisting in implementing foreign
sanctions is unspecified in the law

e May compel U.S. companies to heed PRC regu-
lations rather than U.S. requirements, or face
legal consequences
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2017 CYBERSECURITY LAW

INTENDED PURPOSE:

e Outlines PRC's approach to cybersecurity

e Mandates that critical infrastructure companies
(undefined in the law) retain their data within
China’s borders

e Requires data stored in the PRC to be accessible
to its intelligence services

IMPLICATIONS:

e Companies must localize certain types of data
held within China’s borders, including the data
of foreign (including U.S.) companies working
in undefined critical industries

2015 NATIONAL SECURITY LAW

INTENDED PURPOSE:

e Outlines whole-of-society responsibilities for
the PRC's national security posture

e Stipulates that PRC citizens and private organi-
zations must assist the PRC government and
intelligence services with security issues when
ordered

IMPLICATIONS:

e Mandates that domestic companies and citizens
within China provide assistance to all security
agencies and assist Beijing on national
security issues

e May compel locally employed PRC nationals of
U.S. companies to assist in investigations that
may expose operating elements of U.S. compa-
nies/citizens
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