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Russian intelligence services (RIS) can access the data of US companies and individuals who use software 
from Russian cybersecurity firm Kaspersky Lab (KL) because of Moscow’s data laws and KL’s ties to 
the Russian government. KL’s personal and business alignment with Russian law enforcement and 
intelligence services dates back to at least 2015. KL is the world’s third largest antivirus company, with 
more than 400 million customers globally, including an unspecified number of US critical infrastructure 
entities. Russian law stipulates that Russian and Russia-based companies must assist the Federal Security 
Service (FSB) in its duties and requires entities with telecommunications-related services to provide 
equipment or services for FSB’s operational or technical requirements. 

RIS Access to US Customer Data Facilitated by KL 

Russia views cyber disruptions as critical to its attack, espionage, and influence 
operations to advance what it sees as its own interests and to undermine the 
interests of the US and its allies. Moscow is particularly focused on improving 
its ability to target US and allied critical infrastructure, and RIS relationships 
with KL enable them to compromise US data and information systems. 

RIS to KL Employment Pipeline

Former RIS officers employed 
by KL—which include the 
founder and CEO and a 
number of its executives—use 
their positions and access to 
maintain cooperation and share 
identifying client data with current 
RIS officers. 

Russian Legal Regime

FSB can legally direct KL to 
provide user data, modify 
software or hardware, 
and perform searches on 
end-user systems. 

KL-RIS Contractual Relations

KL provides contract services to 
the Russian Government and 
pursues business decisions that 
serve Moscow’s offensive and 
defensive security interests.

KL Network

KL’s product suite routes all client data through its cloud-based network or 
Russia-based Internet service providers (ISPs). 

US KL Users

KL antivirus software accesses all data on a US user’s system. 
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