SAFEGUARDING OUR FUTURE
Beware of Foreign Gifts with Strings Attached

» City-to-city partnership agreements could be

used by foreign powers to advance a political

goal or influence government decisions » Be aware of the consequences of your
actions—locally and nationally

» Understand your role and the potential press
coverage your acceptance will draw

» What seems good for your city or state may

i : ; » Beware of those who would ask you to
undermine strategic U.S. interests

advance a position or lobby on behalf of another

» You may be manipulated to support a nation or group

foreign malign narrative or hidden agenda » Beware of gifts of “smart” technology with

» A foreign power may seek your support to potential for storing/transferring sensitive data

Sl e e el el e selnife s » Beware of requests for introductions or

» May receive sub-par donations while the endorsements

Slelilols doesltis ol o peigeriel ool » Be vigilant in addressing distorted information

l publicized on social media platforms

For additional information on NCSC awareness materials or publications:

» Follow us on Twitter : @NCSCgov » Visit our Website : www.NCSC.gov

» Email us at : NCSC-Safeguarding-Our-Future@dni.gov

» Follow us on Linkedin : https://www.linkedin.com/company/national-counterintelligence-and-security-center




