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What is EPRM?
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 An automated, web-based tool for assessing risk 

 Housed on Secure Internet Protocol Router Network (SIPRNET)

 Software calculates: Assets x Threats x Vulnerability = Risk

 Assets defined by asset owners

 Threats characterized by National Air and Space Intelligence (NASIC)

 Vulnerability assessment criteria defined by protection program manager

 Risk mitigation strategies selected by commanders/senior leaders
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EPRM Modules

Acquisition 
Program 
Security

Off-Base 
Facility 
Security 

Cyber
Personnel 
Security

Industrial 
Security

Information 
Security

Installation 
Physical 
Security

Unit OPSEC 
Officers

Protection of 
CUI

Operations 
Security

AFI 10-701

Program 
Manager & 

Base IP

Protection 
of Scientific 
& Technical 
Information

AFI 63-101 
DoDI 5200.39 
NIST 800-53

PFPA & SFS

Facility 
Security 

Procedures 
& Controls

Federal ISC 
AFI-31-101

NOSC & 
Installation 

CS

Protection 
of Data & 

Connectivity

NIST 800-53

Information 
Protection

Evaluation 
of Personnel 

Security 
Procedures

AFI 31-501 
DoDI 5200.2

Information 
Protection

Protection of 
Classified 
Materials

AFI 16-1404 
DoDI 5200.01

Information 
Protection

Information 
Protection at 

Contractor 
Sites

AFI 16-1406 
DoD 5220.22

Installation 
SFS

AT 
Protection & 
Installation 
Emergency 
Response

AFI 31-101

Insider 
Threat

Service / 
Agency InT

Leads

Compliance 
with InT

Policy

AFI 16-1402
DoDD

5205.16

Baseline Threat & Hazard Data

Module Development 
In Progress

Fielded Module
Requirements 
Identification

Legend

3



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

DoD Insider Threat (InT) Module

 2016: Office of the Undersecretary of Defense, Intelligence 

sponsors and funds InT module in EPRM

 Compliance-based to assess Services and DoD Components 

compliance with Insider Threat Program implementation

 2017:  Defense Security Service establishes Enterprise 

Program Management Office (EPMO) 

 Begins process to shift module from compliance-based to risk-based

 2018:  Risk-based DoD Insider Threat Module launched


