ACCESSING CT INFORMATION
First responders and public safety personnel, performing homeland security or law enforcement activities on behalf of a state,
local, tribal, or territorial government can access unclassified CT information through US Government Internet-based,
information sharing portals.

HOMELAND SECURITY INFORMATION NETWORK (HSIN)

is a national, secure, and trusted web-based portal for
information sharing and collaboration among federal,
state, local, tribal, territorial, and private-sector partners
engaged in the homeland security mission.

LAW ENFORCEMENT ENTERPRISE PORTAL (LEEP) is a
secure, Internet-based information-sharing system for
agencies involved in law enforcement, first response,
criminal justice, counterterrorism, and intelligence.

TO APPLY

TO APPLY

Email hsin.outreach@hq.dhs.gov and provide your full name, official
email address, and current assignment; organization name, mailing
address, and phone number; supervisor name, email address,
and phone number; and justification for access. For access to the
JCAT page, please request access to the HSIN-ES Community of
Interest (COI).

Go to https://www.cjis.gov and click the “Apply for an Account”
tab. Fill out the highlighted fields using your official email address
and submit. Processing may take up to 14 days, and you will
receive an email once access is approved.

FOR JCAT PRODUCTS GO TO https://hsin.dhs.gov:

STEP 1 – Click on the “SIG” icon
STEP 2 – Click “Browse SIGs”
STEP 3 – Click “Browse by Category” and select “Terrorism”
STEP 4 – Click on the “NCTC-JCAT” icon
STEP 5 – Request membership in JCAT
STEP 6 – Once approved, view available products

STEP 1 – Click on the “Memberships” tab to access your COI
STEP 2 – Choose “Emergency Services” COI
STEP 3 – Click on the “JCAT” tab
STEP 4 – View available products

FOR JCAT PRODUCTS GO TO https://www.cjis.gov:

ACCESSING CT INFORMATION
First responders and public safety personnel, performing homeland security or law enforcement activities on behalf of a state,
local, tribal, or territorial government, can access unclassified CT information through US Government Internet-based,
information sharing portals.

(U) Remote Control Model Aircraft Encounters Near Critical
Infrastructure Highlight Vulnerability to Potential Surveillance by
Adversaries
(U//FOUO) Recent remote control model aircraft (RCMA) overflights of critical infrastructure and sensitive sites
highlight the possibility that illicit actors could circumvent
perimeter
6 December
2013 security for the purpose of conducting
pre-operational surveillance. DHS, FBI, and NCTC assess that RCMA intended for legitimate recreational and
commercial
use could be used
by a range Devices
of adversaries to gain sensitive information, such as the precise location
(U) Improvised
Incendiary
of targets within critical infrastructure facilities, security vulnerabilities of targeted facilities, or security and
UNCLASSIFIED
(U//FOUO)
Improvised
emergency
response
plans.incendiary devices (IIDs)—commonly referred to as fire
bombs, petrol bombs, or Molotov cocktails—are mixtures of flammable liquids and

chemicals. Petroleum products and chemicals commonly used in IIDs are
(U//FOUO)
DHS defines a RCMA as a type of small unmanned aircraft system that is produced commercially or
inexpensive and widely available from chemical, building supply, and
is homemade.
These
platforms
are also referred
to on
as how
radiotocontrol
aircraft or remote control airplanes and
pharmaceutical
retail
outlets. Effective
instructions
build IIDs—including
usually
require
operator
control
at all
times. These
areavailable
typically on
intended
for recreational use and require a
those produced
by known
terrorist
groups—are
openly
the Internet
single
fortooperation.
RCMAs generally have an endurance of less than two hours depending on the type
andperson
are easy
follow.
of RCMA—rotary or fixed wing—and power source (for example, nitromethane, lithium ion, and lithium
» (U)
An individual
in July RCMAs
2013 was
charged
with possession
of an incendiary
polymer
batteries).
Typically,
are
flown within
visual line-of-sight
of the operator; however, we assess
and stolen firearms after police in Seattle discovered two firearms,
there isdevice
an increasing
use of first-person view or global positioning system-enabled technology that allows
multiple incendiary devices, bladed weapons, body armor, and maps of three
operation
of
RCMAs
to
occur
beyond
line-of-sight
and
nearby universities inside his vehicle. The devices were described by police as
at altitudes
in with
excess
of several
hundred
feet. bands, and a liquid inside each
UNCLASSIFIED
bottles
a cloth
wick, duct
tape, rubber
bottle.

REGIONAL INFORMATION SHARING SYSTEMS (RISS)
OFFICER SAFETY WEBSITE is a secure, information-sharing

website for law enforcement, dedicated to providing timely officer
safety information and resources.

TO APPLY
To begin the RISS membership process, contact your in-region RISS
Center. RISS Center contact information is located at http://www.
riss.net. Registered users of the VALOR Web Portal who are sworn
law enforcement are also able to access the RISS Officer Safety
Website and vice versa.
FOR JCAT PRODUCTS GO TO https://officersafety.riss.net:
STEP 1 – Sign into the RISS Portal page
STEP 2 – Click on the “Officer Safety Website”
STEP 3 – Once on the Officer Safety Website, click on
the “Domestic Terrorism” hyperlink on the left
side of the page (beneath the “AWARENESS”
heading) to view NCTC/JCAT products posted
to the site.
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TO APPLY
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responsibilities.
Homeland Security Information Network (HSIN), FBI’s Law Enforcement Online (LEO), SIPR, and JWICs.
(U) Report Suspicious Activity

(U)private
Reportsecurity
Suspicious
Activity
(U) To report suspicious activity, law enforcement, Fire-EMS,
personnel,
and emergency managers should follow established
protocols; all other personnel should call 911 or contact local law enforcement. Suspicious activity reports (SARs) will be forwarded to the appropriate fusion
(U) center
To report
suspicious
activity,
lawForce
enforcement,
security personnel,
and emergency
managers
should follow established protocols;
and FBI
Joint Terrorism
Task
for further Fire-EMS,
action. Forprivate
more information
on the Nationwide
SAR Initiative,
visit http://nsi.ncirc.gov/resources.aspx.
all other personnel should call 911 or contact local law enforcement. Suspicious activity reports (SARs) will be forwarded to the appropriate fusion center and FBI
Joint Terrorism Task Force for further action. For more information on the Nationwide SAR Initiative, visit http://nsi.ncirc.gov/resources.aspx.

IA-0036-14
IA-0255-15

(U) Prepared
by the Office
of Intelligence and
Analysis
(I&A)
Homeland
Counterterrorism
Division,
Analytic
Support
Taskforce,
Counterterrorism
Assessment
Team,
the
(U) Warning:
This document
is UNCLASSIFIED//FOR
OFFICIAL
USE
ONLY
(U//FOUO).
It contains information
thatthe
mayField
be exempt
from
public release
underthe
theJoint
Freedom
of Information Act
(5 U.S.C. 552).
It isand
to be
Federal
Bureau
of Investigation
Directorate
Intelligence.
This product
finished
and information
is intendedand
to assist
state,tolocal,
tribal,the
territorial,
sector
responders
controlled,
stored,
handled,
transmitted, distributed,
andofdisposed
of in accordance
with is
DHS
policy intelligence
relating to FOUO
is not tofederal,
be released
the public,
media, orand
otherprivate
personnel
whofirst
do not
have a valid
in know
effectively
preventing,
preempting,
responding
terrorist
attacks
against
themay
United
States.
Coordinated
with the I&A
Homeland
Counterterrorism
Division
Terrorist
Targets
need to
withoutdeterring,
prior approval
of an authorized
DHSand
official.
State andtolocal
homeland
security
officials
share
this document
with authorized
critical
infrastructure
and key resource
personnel
and private
sector
and
Tactics
Branch;
theapproval
Nationalfrom
Protection
security
officials
without
further
DHS. and Programs Directorate Office of Infrastructure Protection, the Transportation Security Administration Office of Intelligence and Analysis, and the
Federal Emergency Management Agency US Fire Administration.

FOR JCAT PRODUCTS GO TOSPOTLIGHT
http://www.tripwire.dhs.gov:
(U) Sources are available upon request. Should you require these sources, please contact the I&A Production Branch at IA.PM@hq.dhs.gov, IA.PM@dhs.sgov.gov, or IA.PM@dhs.ic.gov.
(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from public release under the Freedom of Information
Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be released to the
public, the media, or other personnel who do not have a valid need to know without prior approval of an authorized DHS official. State and local homeland security officials may share this
UNCLASSIFIED//FOR OFFICIAL USE ONLY
UNCLASSIFIED//FOR OFFICIAL USE ONLY
document with authorized critical
infrastructure and key resource personnel and private sector security officials without further approval from DHS.
NOT FOR PUBLIC RELEASE

A comprehensive look at a current terrorist
leader or group

(U) All US person information has been minimized. Should you require the minimized US person information, please contact the I&A Production Branch at IA.PM@hq.dhs.gov,
IA.PM@dhs.sgov.gov, or IA.PM@dhs.ic.gov.
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(U//FOUO) This section
provides a comprehensive
look at a terrorist
group or leader.

(U//FOUO) This section
consists of in-depth
counterterrorism press
articles including context and
background information.

PROTECTORS

SPOTLIGHT ...................................................................................... 2
(U//FOUO) Khorasan Group Member David Drugeon

ON POINT........................................................................................ 3
1 HOMELAND: (U) Usama Bin Laden Told of Al-Qa‘ida (AQ)
Suspect’s Plot in Letter

2 HOMELAND: (U) Minneapolis Man Charged with Lying to FBI in
Terror Investigation
3 WORLDWIDE: (U) Al-Shabaab Video Calls for Attacks on Western
Shopping Centers Similar to 2013 Westgate Mall Siege

4 UNITED KINGDOM: (U) Teenager Guilty of Plot to Behead Soldier

5 UNITED KINGDOM: (U) Mother Who Went to Syria Arrested at
Heathrow Returning to UK

6 DENMARK: (U) Danish Intelligence Service Says No Sign Gunman
Was Planning Attacks
7 FRANCE: (U) Tracking 400 People Believed to Be in Terror Sleeper
Cells

8 BELGIUM: (U//FOUO) ISIL Fighters Urge French-speaking
Muslims to Emigrate or Attack

9 EGYPT: (U) Embarking on Ambitious Anti-Terror Campaign

10 PAKISTAN: (U) Over 600 “Hardcore Terrorists” Arrested in Seven
Weeks
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may be directed to nctcpao@nctc.gov.
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(U) Denmark Shooting Highlights Links Between Gangs and Radicals
(U//FOUO) Jamaat-ul-Ahrar ( JuA) Claims Responsibility for Lahore
Bombing, Says Attack Avenged Executed Comrades
(U) ISIL Uses Online Surveillance, Warns Members to Take
Precautions on the Internet
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(U) The material contained in this

weekly publication may be subject
to copyright. Further reproduction or
dissemination by any means is subject
to original copyright restrictions and
is generally prohibited without the
copyright holder’s permission. This
weekly publication is intended to assist
readers in their official capacities, and
is not intended to be a replacement
for commercial.

PARTING SHOTS

Short summaries of CT press pieces in a concise
format for rapid consumption
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UNCLASSIFIED//FOR OFFICIAL USE ONLY products such as the Counterterrorism Weekly are available on the
Homeland Security Information Network (HSIN), Law Enforcement Enterprise Portal (LEEP), or on NCTC CURRENT via
SIPRNet. For access to HSIN, please visit https://auth.dhs.gov or contact the HSIN Help Desk at 866-430-0162. For
access to LEEP, please visit https://www.cjis.gov or contact 888-334-4536.
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