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Complex Operating Environment—Shopping Malls

Shopping malls are typically readily accessible by the public, mass transit and delivery
vehicles, they are frequented by large crowds, and they are likely considered appealing soft
targets. The physical attributes, location, and operational and logistical considerations of
shopping malls create security challenges for first responders and security stakeholders.
Common mall characteristics include open-access layout, steady hours of operation, and
crowds of various sizes depending on time of year, sales events, and special activities, such as
concerts, pageants and expos.

Shopping malls in the US and overseas remain potential terrorist targets based on relatively
recent terrorist messaging and plots in the US.

¢ In October 2017, a citizen of Honduras—residing in Miami, Florida, was arrested for
attempting to use a weapon of mass destruction in a planned attack against a local
outdoor shopping mall. The suspect allegedly sketched the food court of the mall, which
he believed would be the most crowded, where he would detonate a bomb.

SCOPE: This product is intended to generate discussion and raise awareness and
understanding of shopping malls across the public-safety community and private
sector to improve emergency response in the event of a terrorist attack.
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e |n September 2017, pro-ISIS channels on a known messaging application shared an
English-language document titled “Knights of Lone Jihad 3,” calling for would-be
attackers to target food stores in shopping malls by posting lists of their locations in
Western Europe, North America, and Australia. The document encouraged would-be
attackers to use syringes to inject cyanide into fruit, vegetables, and tubes of ice cream.

e |n October 2016, Omar Faraj Saeed Al HardanYSPER pleaded guilty to terrorism-related
charges for providing material support to ISIS. Al Hardan planned to target two identified
shopping malls in Houston, Texas, with bombs before he was arrested. He stockpiled
bombmaking material while learning how to make cell phones into detonators for
IEDs. Al Hardan had also reportedly trained to use tactical weapons, including an
AK-47 assault rifle.

TACTICS, TECHNIQUES, & PROCEDURES (TTPs): Terrorists may use a variety of TTPs to
execute an attack, including simple tactics such as edged weapons or small arms, or more
elaborate tactics, such as IEDs, diversions, or secondary attacks. As a result, public safety
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SOFT TARGETS are defined as facilities that are open to the general public whereby
access does not require security screening nor are strict security features in place.
Soft targets include but are not limited to shopping malls, restaurants, hotels, and

sports stadiums.
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and private sector officials are encouraged to remain aware of current or emerging trends
and report behaviors that seem out of the ordinary, while first responders and security
stakeholders should investigate suspicious behaviors that may be indicative of terrorism.
Routine training of mall staff, volunteers, vendors, security officers and transportation
personnel, remains critical and may provide an opportunity to detect threats and prevent
attacks. Public safety and private sector partners are encouraged to plan, train, and exercise
against a variety of TTPs to prepare for potential terrorist attacks.

e |ndividuals with access to restricted areas given the nature of their employment may
take advantage of their positions to exploit security protocols or procedures in support of
an attack.

Inconspicuous items, such as backpacks, boxes, or bags, may be used to conceal a range
of possible weapons particularly through high-traffic areas.

Luring tactics may be used to draw first responders and security personnel into the
intended target area.

Secondary attacks may be employed against first responders, security stakeholders, the
media, and witnesses who may be massing in a specific area.

Diversions, such as hoax calls for service, secondary attacks, hostage taking, and
fire, away from the primary attack area may be used to cause confusion or delay an
emergency response.

Repurposed vehicles, or ones disguised to avoid suspicion, such as delivery trucks to
access internal areas of the mall, may be employed to deliver a VBIED or to ram people
and property.

COMMUNICATIONS: In a crisis situation, communications infrastructure may become
overwhelmed, and interoperability issues may be magnified. A unified communications
plan may include:

e Coordination among public-safety officials and security stakeholders to ensure
communications and appropriate alert processes and mechanisms for both internal and
external (public) messaging.

¢ Implementation of processes and procedures between public-safety and private-sector
partners to reduce response delays, avoid disruptions, prevent crime-scene contamination,
or thwart additional follow-on attacks.

e Establishment of primary and alternate methods of communication among first
responders, security personnel, and other partners, such as mall tenants.

OTHER TECHNOLOGY: Public-safety and private-sector security may consider policies,
procedures, and mechanisms related to technology to detect, assess, and evaluate
potential threats and suspicious activities or to develop situational awareness in a timely
manner. Rapidly evolving technological advancements, in particular related to social
media, make detecting online threats increasingly challenging.

e Maintain a strong online presence through official social-media accounts to counteract
illicit activity and terrorist messaging.

e Use the official online presence to conduct outreach and deliver messages, alerts, and
notifications to the public during both steady and emergency states.

e Establish a single point of service for overseeing and disseminating information received
from incoming calls, online or social-media posts, and other data to ensure that reporting
is properly assessed and reported to first-responder and security stakeholders.

e Use mass notifications via text, e-mail or phone to establish situational awareness among
the public of ongoing threats and activities within and adjacent to the mall.

NOTICE: This product was developed by the Joint Counterterrorism Assessment Team (JCAT), which is a collaboration by NCTC, DHS,
the FBI, and state, local, tribal, and territorial government personnel to improve information sharing and enhance public safety. The
product is intended to promote coordination among intergovernmental authorities and the private sector in identifying, preventing, and
responding to foreign terrorist activities in the US. The product should be considered within the context of existing laws, authorities,
agreements, policies or procedures. For additional information contact us a JCAT@NCTC.GOV.
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e Train personnel on the use of mass-notification systems and tools before a crisis emerges and
ensure that redundant systems are in place, if possible.

e Heighten security measures, such as metal detectors and reconnaissance or K9 teams, during
special events or the potential for large crowds.

e Implement processes and procedures for enhanced credentialing and authentication to mitigate
potential response delays, disruptions, scene contamination, or additional attacks.

e Access CT information provided via US Government information-sharing portals and distribute
the information as broadly as possible within appropriate handling channels to achieve greater
understanding of terrorist TTPs and the current threat environment.

SECURITY AND RESPONSE PREPARATION: First responders and security personnel may consider:

e Establishing relationships and information-sharing agreements among all potential
stakeholders, including state and local (fusion centers and public-safety agencies) and
federal (FBI and DHS) as well as owners and operators of malls, mass transit, delivery
companies, and suppliers.

Establishing agreements with neighboring properties, such as schools, businesses, gyms,
parking structures, stadiums and religious facilities that can accommodate victims, friends,
and family for reunification and members of the media.

Staging, routinely inventorying, and testing emergency medical equipment and providing
instruction to mall staff on its use.

Developing and revising standard operating procedures for special events or as appropriate.

Highlighting that shopping malls are not always a standalone infrastructure and may be
connected to other critical structures such as entertainment venues or mass transit.

Establishing controlled ingress/egress routes to facilitate response and ensure adequate
access to responding vehicles, heavy equipment, and tools.

Providing additional resources and reasonable accommodations that may be required to
assist mall patrons with disabilities or individualized needs.

Using barriers to separate/protect crowds and vehicles from potential ramming.

Jointly assessing routine security postures and communicating any modifications based on

suspicious activity reporting, criminal trends, and all-source information in coordination with =

federal partners.

Maintaining an understanding of a critical infrastructure within a jurisdiction can assist with
security awareness and potential threat detection.

¢ Noting that physical-security considerations may include a multilayered approach including:
— Updated closed-circuit TV to identify not only internal, but external, threats
— Appropriate external lighting of facility
— Signage for public-safety awareness

TRAINING: Perform multi-discipline CT training, exercises, and drills to mall tenants, employees,
staff, and volunteers on a range of topics, such as delivering first aid, identifying suspicious
activities and behaviors, and reporting information potentially indicative of terrorism.

e Be inclusive; using expertise and resources, taking into consideration specific jurisdictional
needs, ensuring interoperability and alerts, and developing common terminology and
understanding of and among first responders, security stakeholders, and mall tenants.

e Cover complex coordinated attacks (multiple attackers and multiple targets), post-incident
actions (recovery and investigation), and opportunistic and basic attack scenarios.

RESOURCES: The following resources may enhance CT preparedness, prevention, protection, response, and recovery:

COMMERCIAL FACILITIES TRAINING—Web-based and classroom sector—specific training, including retail resources and courses,
are available to public and private-sector partners including retail security officer threat recognition and retail cybersecurity.
(https://www.dhs.gov/commercial-facilities-training)

e DHS HOMETOWN SECURITY: TOOLS TO HELP YOUR COMMUNITY PREPARE—Through the Hometown Security Initiative, DHS
provides free tools and resources to communities because the Department recognizes that communities are the first line of
defense in keeping the public safe and secure. DHS encourages businesses to connect, plan, train, and report. Applying these
four steps in advance of an incident or attack can help better prepare businesses and their employees to proactively think about
the role they play in the safety and security of their businesses and communities. (https://www.dhs.gov/hometown-security)

e DHS SECURITY OF SOFT TARGETS AND CROWDED PLACES—RESOURCE GUIDE—The following resource provides a range of training,
informational materials, tools, and guides on various topics such as identifying suspicious behaviors, protecting against unmanned
aircraft systems, and protecting, screening, and allowing access to facilities to businesses, government, and first responders.
(https://www.dhs.gov/sites/default/files/publications/Soft_Targets_Crowded%20Places_Resource_ GUIDE_042018_508.PDF)

e ACTIVE SHOOTER RESOURCES—The following resources are available to assist law enforcement in better understanding and
responding to violent situations:

— FBI Active Shooter Study (https:/www.fbi.gov/news/stories/fbi-releases-study-on-active-shooter-incidents)
— DHS Active Shooter Resources (https://www.dhs.gov/active-shooter-preparedness)

e COUNTER-IED RESOURCES AND TRAINING—The DHS Office for Bombing Prevention provides a wide array of awareness
products—including cards, posters, checklists, guides, videos, briefings, and applications—that share counter-IED awareness
information with the general public and across the public and private sectors to prevent, protect against, respond to, and
mitigate bombing incidents. (https://www.dhs.gov/mjiedsp and https://www.dhs.gov/bombing-prevention-training)
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NOTICE: This product was developed by the Joint Counterterrorism Assessment Team (JCAT), which is a collaboration by NCTC, DHS,
the FBI, and state, local, tribal, and territorial government personnel to improve information sharing and enhance public safety. The
product is intended to promote coordination among intergovernmental authorities and the private sector in identifying, preventing, and
responding to foreign terrorist activities in the US. The product should be considered within the context of existing laws, authorities,
agreements, policies or procedures. For additional information contact us a JCAT@NCTC.GOV.
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(U) JCAT MISSION: To improve information sharing and enhance public safety. In coordination with the FBI and DHS,
collaborate with other members of the IC to research, produce, and disseminate counterterrorism (CT) intelligence products
for federal, state, local, tribal and territorial government agencies and the private sector. Advocate for the CT intelligence
requirements and needs of these partners throughout the IC.
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ADDITIONAL COMMENTS, SUGGESTIONS, OR QUESTIONS. HOW DOES JCAT MAKE PRODUCTS BETTER?

WHAT TOPICS DO YOU RECOMMEND?
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