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Memorandum of Understanding
between the
Financial Crimes Enforcement Nelwork
and the
National Countertesrorism Center

'I'th Memoraudum of Understanding (the "MOUY) is between the Financlal Crimes
Enlbmement Neiwork {"PinCEN™, a burean within the U.S. Department of the Treasury, and
the National Counterterrorism Center (NCTC"). This MOU states the terms under which
NCTC participates in the program that FinCBN malntans to permit qualifyinp organizations to
obtain direct electronic access o information collested pursuant to the reporing authority
contained in the Bank Secreoy Act (the “BSA”), 31 U.S.C, § 5311 ef seq,

L ESA Information. This MOU concerns aceess fo “BSA {nformation,” which
consjsts of the following haformahon when NCTC oblslns lhal mfonnaﬁou duml]y from the

tansfer of BSA Information:
(7)  Information contained in reports filed with FmCBN pursuant to its auihonty under
the BSA, including the f‘ollo\mg calegories of reporls, any successors fo such categories of

repotts, and such other categories of reporis as EinCBN reay make available in the future:

i T (0)(3)
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(b}3}

(b)(3)
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(b)  Information concerning whether any particular person or transaction Is named or
reforred to in any report covered by Section 1{g), and if so, information ¢conceming the specific
form or type of form in which such person or transaction is nanted or oferred fo. Whether the
msult.s of a query arv 2 null sel or identify speoific individuals as being named in one or more
reporis in (b)@) the query reslls constitule BSA Information subjest to this MOU,

2, Access to BSA Information: Limitations.

(s}  Purpose, Authorized personne] of NCTC (“Authorized NCTC Personnel”), solely
on behalf of NCTC (including in NCTC’s capaoity a;s a partieipant in & multi-agency lask force If
applicable) and not on the behalf of any olﬂerpmon (including without Jimitation eny other
federal, stale or focal agenoy for non-NCTC purposes), may make queries to retrieve BSA
Information, elther directly fromor from the BSA Information that FinCEN provides fo
NCTC through a bulk downioad, and may uso BSA Information obiained from any such queries:
(1) consistent with NCTC’s legal suthorily as described {n the National Security Act of 1947, as
emended, Executive Order 13354 and the Intelligence Reform and Terrorism Prevention Act of
2004, and the Memorandum of Agreemenl between the Aftorney General and the Director of
National Inteligence, issued pursvant to seotion 102A of the Netional Security Acl of 1947, as
amended; a;td (2) for the purpose of conducting of Intelligence or counferintelligence, inoluding
analysis, to prolect agalnst intornational terrorism, as set forth in the BSA, as amendod. Se¢ 31
U.8.C. 5311, 5318 and 5319, NCTC’s aulhnri_{y to receive and use bulk datasets that may
contaln lergo mmounts of U.S. person information is explalned in greater detall in section 2(g).
NCTC undersiands that due to technological constraints, the system for providing NCTC with

B ccess 1o BSA Information is unable to support classified queries.
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(b)  Search Limitations, In generat, Authorized NCTC Personnel shall make best
efforis to limit the BSA Information they obfain through 2 query to that BSA Information which
is immediately ;Jseful in connection with the specific matter prompting the query, Best effords in
this confext include, but are not Limfted to, the use of as much information as Is reasonably
available to Authorized NCTC Personnel in framing and narrowing any query,

i) Inadditon to -tho limitations confalned elsswhere in this Section 2(b), Authorzed
NCTC Personnel, when making quertes concemning specific persons or entities {cach
a “Subject”), shall use identifying information in order to efiminate insofar as
possible the reirieval of information not relating lo the Subject,

i) NCTC will make best ¢fforts to oblain and maintain srom [(J[&Nonly that BSA
Information which is of value in connection with the specific metter prompting the
duery through swhich the BSA Information was obtained, NCTC will premplly
destroy all documents or summaies that it has obieined or generaled from
which contain BSA Information that {s (A) known to have been obtalned in emor, or
(B) dupllcative of BSA Information aiready obiained by NCYC and scasonably
ascessible fo NCTC.

iii) In addition to the limJtaﬁons.contained elsawhers i this Section 2(b), Authorized
NCTC Pe;sénnul shall make best efforts fo obtain approvat from FinCBN in'advance
before copying BSA Information info a format that can be secessed outside of
(other than the initial NCTC database that will houss BSA Iiifo:mation that NCTC
receives by bulk transfer and one other NCTC databass that will house BSA

Information thet NCTC has deterrined has a torrorism nexus), when such copy will



UNCLASSIFIED//FOR OFFICIAL USE ONLY -
contaln or consist of 5000 or more unique reports covered by Section 1(a) or
substantiatly all of the information contained in such reports, The approval described
herein is required whelber such copy is an electronic fife containing images of the
reports, an electronic file conlaining BSA Information in spreadsheet form, a printed
document, or a copy in any other format or medium. In the event obiaining prior
approval Js jmpractical, Authorized NCTC Pesonnel shall nolify FinCEN before the
end of the first business day afier the copying of records as described in this
paragraph, Approval will be required whether such copy is an electronic file
contafning images of the reporis, an e]ec-!mniu file contajning BSA Information in
spreadsheel form, a printed documnent, or a copy In any other formal or medjum. The
purpose of this limflation Is to protect BSA Information from being stored outside of
the othcr than as necessary tnder the lerms of this MOU. Any BSA
lnfcrmaiion stored ovtside of the (b)(?’) whether consisting of 5000 or more reporfs
ornot, shall be subject 1o the ferms of this MOU, including, but not limited 1o, the

provisiens relating to sudiling and re-dissemination.

(¢) -FinCEN Scarch Targeling Resources. FinCBN will usc its best efforts lo make
available to NCTC, from Hme {0 fime, cilher m; FinCEN'’s own initiative or in response lo
requests from NCTC, analytical 10513 and BSA Information seviews (collectively " Analytical
Maferials”) intended to help Awtkorized NCTC Personnel useweiﬁcienuy, maximize the
value of BSA Information they obtain through queries, and minimize obtaining BSA Information
of!ime‘of no valite in connection with the spesific malters prompling qu.m'&e. NCTC will

ensure that Authorized NCTC Personnel (1) are prompily made aware of NCTC’s recelp! of
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Analylial Materials and (i) use Analytical Materials fo the fullest extent possible in making
queries and evaluating BSA Information oblained lhrough

(9  Diseretiopary Conditions of Aceess. In addition to the terms, conditions and
fimilations stated elsewhere In this MOU, FinCEN may, impose one or more ¢onditions of azcess
7 (D)(3) intluding t;ul ot [imited to possible requirements that Authorized NCTC Porsonnel ()
enter into fndividual user agreements acknowledging the terms and conditions under which trey
ean oblain access lo and/or (i) begin (Y& queries of BSA Information pursuant to this
MOU with the fll completion of [IEJFomputer access sereens (the “Access Soreens”) for the
relevant data file, bafore obtaining access to BSA Information. If any condition of access iz
'imposed, no information may be retrieved from any data file hereunder untess such condition of

access has been complied with, -
(&)  Coptinuing Representation and Werranty. Each query under this MOU, including

if applicable completion of any Access Sereen-in connestion swith such guery, shall be deemed to
constitute a continuing representation and warranty by NCTC that tho request for retricval or use
complies with, and any use of retrieved or analyzed information will comply with, the ferms of
thfs MOU and applicable Jaws Bxeontive Orders, regulations and direstives ‘

(0  Disclaimer of Liability. FInCBN wili make all reasonzble effosts o make BSA
Iiformation available to NCTC upon NCTC’s request, consistent with the texms of this MOU,
However, FinCBN expressly disclaims any liability for any consequence of the non-availability
of BSA Information 'lhmughor whatcver reason.

(%)  DBulk Trapsfer of BSA Information. In addition {o [[J]R)]zccess to BSA
Information, FinCEN will provide a bulk transfer lo NCTC of BSA Information, Upon signature
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of this MOU, FinCEN will provide NCTC a three-month tranche of sample data with schema lo
provide NCTC with an overview of how bulk data is provided so L-hey may ynake any inlemel
changes to NCTC systems that 2re necessary bo recsive it. FinCEN will thereafter })rovidc an
initial bulk transfer of historical data followed by perfodic updates. BinCEN will make best
e:ﬂ“oﬂs to enswre that updates are provided on a monthly basis.

) (UIFOUO) NCTC’s analytic and integration efforts conceming terrorism and
conrlerterrorism, is well as ils role as the central and shared knowledge bank for
mown and suspected lerrorists require it (o have sccess and review datasets that
are identified es including non-terrorism informetion and information pertaining

* exclusively fo domestic terorism in order to identify and obtain temrorism
information. This includes information pertaining to U.S. parson lnformation.
Thus, pursuant to the National Sgourlty Aol of 1947, as amended, and Bxeoutive
Qrder 1338!;, NCTC is authorized (o access and review such datasels, to include
those that conlain U1.8, person information. This zufhorily i‘s implemented in the
Memorandum of Agreement betwesn the AHomney Generel and the Direstor of
Natlonal Inteiligence, issued pm's;lanl fo segtlon 1024 of the Natlonal Security Act
of 1947, as amended, That agreement provides not only the authority for NCTC to
access information that s confained wilhin datasels thal are ideniiﬁed as including
non-lerrorism informnh'c;n and Information periaining exelusively to domestic
.!ermn'sm, but also establishes res_m'cii:'aps reparding Lhe use, protections, and

dissemination of such information,
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i) (UNEOUO) The bulk transfers will be used for authorized NCTC anslytic
purposes which fnclude threat siream and all sonrce analysis, Terrprist Identities
Dalamart Eavironment (TIDE) enhancemeal, and comparison with the
e [ _(b)(S)._:_. TR e BRand other identity resolution

tools for any counterferrorism nexus,

iif) (UFFOUO) NCTC intends to enhance TIDE records wilh information contained
in the BSA reports, NCTC will update TIDR holdings when BSA information
provides new or updated data on known or suspected terrorists, To the extent that
it provides data on known or suspecied terrorist idmlliﬁcs not already included In
TIDR, NCTC will use this dals (o ¢seato anew TIDE identity. TIDE exporls aio
prepared and pagsed on 1o the Terrorist Screening Center for walchlisting
purposes, .

Iv) (UHFOU0) NCTC is creating an indox of selected counteHerrorism data
elemenis on known and suspected terrorists and tervorist activity exirasted from
intelligence commumnity data sets, The fndex, known as (b)3) will become the
basjs against which any data set available to the United States Government,
including BSA data, wHi b compared, eslablishing an sppropriate

. counterierrorism nexus, This eﬁ'or_t was approved by the While House
Counterterrorism Secucity Group on March 31,2008,

v) (UNTOUO) Ifa comparison batween the BSA data and thelimasamlndex roveals
amatch, an[JRNRERRRNRIRRR U G RRRIERIEIARNN - ]yt will review that record

to determine (hat it is acourate and contains a nexus to {errorism. These records



UNCLASSIFIED/FOR OFFICIAL USE ONLY
will be used for CT analysis, to enhanee existing records in the TIDE database,
and to aler others for walchlisting and scrcening. Only records containing a
match for terrorism information will be flagged by [[(RI&I for further evatuation.
Non-matching data will not be added to QL)

vi) (UHFOUO) In sddition, threat stream and all-source analysis ase key NCTC
missions. Analysts perform all-source analysis for inclusion in 2 varety of
finished intelilgence products, some of which are extremely sensitive. Designa!ed
primary analysis have full access (o dala sources based on their areas of
responsibility st NCTC, Additionally, non-U.S. person dala contained in the bulk
data transfer will be refained and used by anelysts conducting terrorism-related
enalytic research. A select group of NCTC's all-source analysts will sereen BSA
data against NCTC iaolch'ngs of information relaling to known or suspected
lenrorists with the objective of identifying persons with a previously undetested
nexus to {errorisi. .

3. Redissemination of mformation Derved from a-BSA Reporf. Information
derived from a BSA Report, including, but not limited to, information revealing the exi.sience of
a BsA Report may be disseminated by NCTC to a domestic agency oulsids NCTC without
FﬁnCBN’s prior approval ifthe dissernin alion'wwld further 2 permissible purpose undeslying the
initfal query of BSA In'f‘omalion, as s;t forth in section 2 of this MOU, and as consistent with
NCTC’s authorities. In such an instance, PinCEN.pﬁor approvel is not necessary so fong as the
NCTG abides by the following conditions:

(a)  NCTC must record end mainlain an audit tail of any such dissemination;
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()  NCTC must Include FisCEN's Office of Intetligente Support (OIS) on the

distributlon line of any report written that contains BSA information;

(¢) 'NCTC must clte the kind of BSA Report [N
information was derved from;

(d)  Bach such dissemination mustinolude the BSA warming language attached at Tab
A; and

(e)  NCTC must explicitly provide fo the resipient an explanation as to how
disseminzliop of the inforration may further a counterlemorism purpose.

4, Information abow Inquires of the NCTC, FinCEN may maintain as part of its
Infernnl databases iﬁomaﬁon concerningueﬁes made by NCTC, including wilhout
limitation (1) information contained on the Access Screcns completed by Authorized NCTC
Personnel herennder, if applicable, and (if) 2 record of the information in the relevant data files
searched, refricved, or both, by such Authorized NCTC Personnel using (b){_:” NCTC will
separately mainfain & record of dals retricved from queries made of bulk date. .

5.  Networking. FinCEN secks to facilitate networking among agencies that may be
investigating the same matters, However, the inherent sensitive nature of countertemorism
queries may often preciude the releass of information pertaining fo NCTC queries o other 7
enfities. 11 the Subject of'a qdery under this MOU has hefen.or subsequently becomes the Subfect
of anrother query o FinCEN by anolher entity, FinCBN at ils discretion and withoul obtaining.
prior permission may concurrently notify the entities making the two qﬁen'es concerning the
nslch of‘information about the swo quedes, provided that (i) such concurrent notification will

involve only the name of the Subject queried, sufficient additional information about the Subject

10
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1o demonstrate the fact of the malch, and information about relevant officials {o conlagl al the
two entiries, and (i) no concurrent notification of & mateh will be made in a particutar case to the
extent that the Access Soreen completed by elther relovant enlity with respect !'.;: that ¢ase is
specifically marked to indicate the entily’s decision not to penmit congurrent notification due to
the sensitive nature of the query involved. As the financial intelligence vnit ("FIUY) of the
United States and the representative of the United States to the Bgmont Group, an crganization
of pational FIUs comunitted to the exchange of information relevant to anti-money laundering
and counter-temrorist financing fnvestigations, FinCEN may glso, al its discretion but subject o
provisions (i) and (i1} of the previous sentence, concurrently notify NCTC and any foreig.n FIU
w}wn thero is a mateh of information between a query by NCTC and & query by the forelgn FIU,

6. Audit Tiaif and Reports,

‘(a) NCTC shall ensure that s audil trail is mainlainsd with respect 10 s compliance
with this MOU. Such audit trail shalf allow an appropriate auditing component of or for NCTC
to verify that NCTC's aceess and use of BSA Information Is consistent with the terms of this
MOU, In addition, NCTC shal] ensurs that an audit to verify that RSA Information has been
recessed and used appropriately is conducted no Jess than twice a year, and shall further provide
FitCEN with m-i.tlcn confirmation of any such audit and any derogatory informaﬁon micovered
by any such audit, |

(4)  NCTCalso may make mpf;;rts fo FInCBN, at its option or el the request of
FinCBN, to assist FinCEN in uuderslanding' and analyzing the value of BSA Information,

7 Security.

1!
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(8}  NCTC agrees fo follow the steps outlined in the Scourily Plan aftached to this
MOU at Tab B, such Security Plan may be amended by FinCEN from time to lime. NCTC will
supply FinCBN with the nemes of af] Authorized NCTC Personnel, fogether wilh an;y additional
identifying information for such individuals as FinCEN shall require, for the purposes of -
controlling and monitoring access fo BSA Information and obsérvance of the terms of this MOU.
Alt Authorized NCTC Personns] shatl have been the subject of a satisfzelory background
investigation comploted in accordance with NCTC's policles. At FinCEN's dlscretion,
Authorized NCTC Personnel may nol be eligible for access ummh'l after they have been
trained by FInCEN concerning the use of (_b)__(3) the data files containing BSA nformation, and
compliance with the ferms of 1his MOU. i

(b}  The NCTC shall notify FinCEN when it revokes avcess privileges wnder this
MdU o'f Authorized NCTC Personnel, inc_luding but not limited fo (i) revocetions of access
privileges assotiated with routine personnet actions such as retirement or othes changes in

- employment stalus, and (if) revocations of access privi'leges astociated with non-routine
disolplinary action.

{(®)  NCTC shall notify FinCEN immediately if the Center (i) Imposes sanctions upon
any Authorized NCTC Personnel or (ii) or discév:rs any unamhorized use of or access lo BSA
Information, whether by Authonzed NCTC Personnel or otherwise,

8. Training, FinCEN will train, as resources permif, Authorized NCTC Personnel in
ke uso of (RIS ths data files containing BSA Information, and compliance with the ferms of

this MOU.

12
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9. nirol of Records: Hon and Privacy Laws, Information oblained
from any data file pursuant (o this MOU in the custody of NCTC will be deemed to constitule a
record under the contro] of FinCEN for purposes of (i} the Freedom of Information Act
(“FOIA™), 5 US.C. § 552, (if) the Pﬁvacyz;xcf, 5 U.S.C, § 5524, (iil} any other laws, tepulations
aud policies applicable lo the sources, use, disclosure or dissemination of BSA Information in the
custody of the Center (collectively, "Olhec Open Information and Privacy Laws™), and (ivy any
requests or demands for BSA Information made to NCTC, whsther or not such requests or
demands are mads consistent with ROIA, the Privany Act, or Other Open Information and
Priva.c.y'l.a\;fs. NCT(; represonts that it does not know of any Other Open Information and
Privaoy Laws In force on the date of this MOU ths grant any right of eccess to BSA Information
in the custody of NCTC on the part of any person that s greafer than the Hghts granted to such
persons under FOIA, the Privasy Act snd this MOU, NCTC wil fnform FInCEN within ten (10) .
Suslness days afler NCTC becomes aware of the possibllity that any new of exlsting Other Open
Inforreation and Privacy Laws will grant any such grealer right o;‘ access, To the fuliest exient

: pepnilied under law, NCTC wili notify FiI;CBN‘s Office of Chief Counsel if NCTC is served
with a subpoena or other Tequies for BSA Information oblained by NC'I" C hergunder,

10.  Costs. NCTC is vesponsible for costs to NCTC that may ariss in conncetion
with its compliance with this MOU, its use of BSA Information consistent with this MOU, and
its receipt of training as contemplated by this MOU, 'inclucting but not liﬁﬁled to travel expenses
of Authorized NCTC Personnel for the pwipose of receiving tralning, FinCEN imposes no .
charges for access of Authorized NCTC Personnel to BSA Information hereunder and no

charges with respect to the travel expenses of FinCEN personnel for the purposes of exercising

13
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FinCBN's inspection rights or providing training as contemplated by this MOU. Shoufd FinCBN
determine the need for a payment by NCTC of a fee that reflesls equitable cost:sharing
arrangements between FinCEN and NCIC fo acoess BSA Information at some futwe date, a new
MOU will ba drafied to reflect stich payment agreement.

H.  Authority to Sign: Bffeclive Date: Termination, The persons identified below as
signing on behall of FinCEN and NCTC have the suthority to commit FinCEN and NCTC (o

the undertakings contained in this MOU for the period during which this MOU s effective. This
MOU shall become effestiva as of the first Monday immediatefy following the date on which it
is signed on behal{ of FInCEN (the “Bffective Date"), This MOU may be tenminafed by ejther
party upon writlen notice fo the other, effective 30 days from the date that notice of fermination
{s sent (the “;I‘emﬁnal{on Date"), NCTC's acpess rights to BSA Information undet this MOU
will ferminate on the Termination Date. FinCEN reserves the right without notice lo suspend
N-CTC access lo dala files contalning BSA Inforn;aﬁon if, in FinCEN’s discretion, such
suspension {s necassary for reasons of security or for fallurs o observe ths terms of this MOU.
-FinCBN will notify NCTC of any suspension within 48 hours of such action. Any such

suspension does not constitute notice of termination of this MOU,

{THE REMAINDER OF THIS PAGE INTENTIONALLY LEFT BLANK)

14
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Accepled and agreed to:

FINANCIAL CRIMES BNFORCEBMBNT NETWORK

By:

Jarnes H, Freis,
Director

Date: e el /?/ L& JO

NATIONAL COUNTERTERRORISM CENTER

By:

Russoll Travers o .

Deputy Director, Information Sharing and Know{edge Development
National Counterterrorism Center

Date: }i A 2‘0 19

Atlachments:

Tab A:BSA Waming Languspe
Tab B: Security Plan

{5



WARNING STATEMENT TO BE AFFIXED TO BSA
REPORT INFORMATION DISCLOSED TO OTHER AGENCIES

The enclosed informistion was collected and dissenyinated under provisions of the Bank Secrecy
Act {the BSA) and U.S, Department of the Tressury regulations implementing the BSA, See 3]
US.C. 5311, e1seq.; 31 CFR Part 103. The information Is sensitive in mature and is to be treated
accordingly. The information may be used only for a purpose related lo a ciminal, fax, or
regulatory investigation or proceeding, or in the conduct of intelligence o counterintelligence
aclivitfes to protect apalast Iniemationat terrorism, or for a natlonal security matter, See 31
US.C.5311. The information eannol be furthered refeased, disseminaed, disclosed, or
transmitted without prior approval of the Direcior of Financial Crimes Bnforcement Nelwork or
his authorized delegate, Suspiclous activity reports filed under the BSA must be treated with
paticular care given that they confaln wnsubstentipted sllegations of possible criminal activity,
ekin to confldentlal informant tips. Such reporis, or ihe fact they have beea filed, many nol be
disclosed by a government employee to dny pesson involved in the transaclion, “ather than 8
necessary lo fulfl} the official duties of such officer or employes” 31 U.S.C. 5318 (p)(2)(1iy.
Unauthorized release of informalion collecied under the BSA may resullin eriminal of clvil
sancilons.
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BANK SECRECY ACT
INFORMATION ACCESS SECURITY PLAN
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