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Why This stuoy?

The conclusions of the Intelligence
Community Assessment (ICA),
“Russian Influence Cempaign
Targeting the 2016 US Presidential
Election,” raised concerns about
Russian attempts to undermine

confidence in the US election system,
prompting 2 comprehensive
examination of the ICA’s analysis.

Investigators compared the ICA
analytic tradecraft against the
standards prescribed in Intelligence
Community Directive (ICD) 203,
“Analytic Standards,” the primary
guiding document for evaluation of
analytic products for the Intelligence
Community (IC)B Investigators spent
over 2,300 hours reviewing the 1CA
and its source reports, mostly at CIA
Headquarters in the compartmented
reports vault, and on outside related
research. In addition, 20 interviews
were conducted of intelligence
officers or FBl agents who were
associated with managing or drafting
the ICA ar the production of raw
reporting cited as ICA sources,
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comimang

STl

1. Improve peer review of
controversial assessments involving
limited-access intelligence.

2. Require political appointees to
recuse themselves from managing
such assessments during a
presidential transition,

3. Mandate that finished analysis
citing substandard raw intelligence
reports include a context footnote
explaining all factors that reduce
confidence in the information.

B e R S P B

Most ICA judgments on Russia’s activities in the US
election employed proper analytic tradecraft and were
consistent with observed Russian behavior. The key
judgments found to be credible include: 1) President Putin
ordered conventional and cyber influence operations,
notably by leaking politically sensitive emails obtained from
computer intrusions; 2) Putin’s principal motivations in these
operations were to undermine faith in the US democratic

process and to weaken what the Russians considered to be
an inevitable Clinton presidency; and 3) Putin held back
leaking some compromising material for post-election use
against the expected Clinton administration,

In contrast to the rest of the ICA, the judgment that Putin
developed “a clear preference” for candidate Trump and
“aspired to help his chances of victory” did not adhere to the
tenets of the ICD, Analytic Standards:

e . The Directar of CIA (DCIA) ordered the post-
election publication of 15 reports containing
previously collected but unpublished intelligence,
three of which were substandard—containing
information that was unclear, of uncertain origin,
potentially biased, or implausible—and those
became foundational sources for the ICA judgments
that Putin preferred Trump over Clinton. The ICA
misrepresented these reports as reliable, without
mentioning their significant underlying flaws. 8

o One scant, unclear, and unverifiable fragment of
a sentence from one of the substandard reports

constitutes the only classified information cited to
suggest Putin “aspired” to help Trump win®

a The ICA ignored or selectively quoted reliahle
intelligence reports that challenged—and in some
cases undermined—judgments that Putin sought to
elect Trump#®

o The ICA failed to consider plausible alternative

explanations of Putin’s intentions indicated by
reliable intelligence and observed Russian actions.

® DCIA picked five CIA analysts to write the ICA,
and rushed its production in order ta publish two
weeks before President-elect Trump was sworn-in.
Hurried coordination and limited access to the draft
reduced opportunities for the IC to discover
misquoting of sources and other tradecraft errors.
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This is the unredacted, fully-sourced, limited-
access investigation report that was drafted and
stored in a limited-access vault at ClA
Headquarters.

e . ' Although the principal findings of this
report are identical to the Top Secret

downgraded version prepared for
members of Congress, this version
contains significantly more detailed
quotations from sensitive reports—to
include source descriptions from raw
intelligence—and extensive footnotes
citing raw intelligence reparts and
interviews of IC officers.

® . .. The names of IC officers quoted in the
main text were omitted by prior
agreement with the agencies, but are
available in the footnotes of the original
sourced copy.

'+ Finding #1: The Bulk of ICA Judgments on
Russia’s Election Operations Were Sound and
Employed Proper Analytic Tradecraft

The majority found most ICA judgments on
Russia’s election activities to be well reasoned,

consistent with observed Russian actions,
properly documented, and—particularly on the

cyber intrusion sections—employed appropriate
caveats on sources and identified assumptions.
The key ICA judgments that the Majority found
credible are summarized below: =

e Russian efforts to influence the 2016
US presidential election represent the
most recent expression of Moscow’s
longstanding desire to undermine the US
liberal democratic order

¢ °  Russian intelligence services, acting
on the orders of Russian President

EThe ONI describes Intelligence Community Directive
(ICD) 203 Analytic Standards as the document that

Vladimir Putin, launched conventional
and cyber influence aperations—notably
by leaking politically sensitive emails
obtained from computer intrusions—
during the 2016 election,

o Putin's principal motivations in these
influence operations were to advance
Moscow’s longstanding desire to
undermine faith in US democracy, and ta
weaken from the start what the Russians

considered to be an inevitable Clinton
presidency. .

o ' Putin held back leaking some
compromising material to use against the
expected Clinton Administration after
they took office. IR

The operations officers at CIA and NSA who
produced the raw intelligence cited in the ICA
showed great professionalism.

o CIA Collection Management Officers
(CMQs) in particular, did an excellent job
of employing detailed context statements
that spelled-out evidentiary problems
affecting the reliability of raw
intelligence.

o The drafters of ICA did not accurately
cite the most critical context statements
(addressed in detail later in this study)
but the original raw reports were
2onetheiess professionally prepared.-

Finding #2: Significant Tradecraft Fallings
Cas: Doubt on iCA judgrnanis of Putin's
Intentions

In contrast to the ICA’s other judgments, the
sections addressing Putin’s intentions for
influencing the US election did not observe
professional criteria set forth in /CD 203, Analytic
Stondardsf§

"establishes the Intelligence Community {IC) analytic
standards that govern the production and evaluation
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@ " These failures were serious enough to
call into question judgments that allege
Putin “developed a clear preference for
candidate Trump” and “aspired to help
his chances of victory” and that “Russian
leaders never entirely abandoned hope
for a defeat of Secretary Clinton. Sl

s The ICA defined these as “high
confidence” judgments based on a “body
of reporting from multiple sources” (see
box “Putin’s Intentions)

What the ICA Says: Putin’s Intentions

"We further assess Putin and the
Russian goveinment develaped a clear
preference for [candidate Trump]. We

have high confidence in these judgments”
(emphasis added). [ica p. ili, ICA-U p. ii]

“CIA and FB1 also assess with high
confidence that Putin and the Russian
Government aspired to help [candidate
Trump's] chances of victory when possible
by discrediting Secretary Clinton”
(emphasis added). fica p. 1, 1CA-U p.il

“We assess that Russian leadz=rs never
entirely abandonad hape for a defeat of
Secretary Clinton.” “"When it appeared
Secretary Clinton was likely to win the
election, the Russian influence campaign
began to focus more on undermining her
future presidency.” |ica pag=: 1ca-Up.2]

The ICA judgments on Putin’s intentions failed
to adhere to the following analytic standards
within ICD 203:

o " "Properly describe guality and
credibility of underlying sources."

e . “Properly express and explain
uncertainties associated with major
analytic judgments."l

of analytic products; articulates the responsibility of
intelligence analyst to strive for excellence, integrity,
and rigor in their analytic thinking and work practices.”

o Base confidence assessments on “the
quantity and quality of source
material "Ml

2 “Be informed by all relevant

information available."®

3 “Consider alternative perspectives
and contrary information,"#

s  "Beindependent of palitical
considerations, "l

Despite the ICA’s significant tradecraft
failures, the assessment demonstrated

awareness of the ICD standards in a section
describing analytic process:

a “These standards include describing
sources (including their reliability and
access to information), clearly expressing
uncertainty, distinguishing between
underlying information and analysts’

judgments and assumptions, exploring
alternatives ...”

o A critical part of the analyst’s task is
to explain uncertainties associated with
major judgments based on the guantity
and quality of the source material”
(emphasis added)®

Unlike routine IC analysis, the ICA was a high-
profile product ordered by the Prasident,
directed by senior IC agency heads, and created
by just five CIA analysts, using one principal
drafter. Production of the ICA was subject to
unusual directives from the President and senior
political appointees, and particularly DCIA. The
draft was not properly coardinated within CIA or
the IC, ensuring it would be published without
significant challenges to its conclusions.

The tradecraft failures identified in this
review are limited to sections of the ICA
addressing Putin’s intentions only, Because the
ICA did not follow standard procedures for
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drafting or coordination within CIA and the IC, A ordered the Fuoii

they should not be seen as an indication of 2 sarts— Which Failad ta vlee

systemic problems with analysis from CIA, NSA or liapiiity or Cio OF SUBS20 .81

311 | 2 ICA Citations on Putin 'z intzatioes In
response to direction from the President to make

' Finding #3: The ICA Failad to Acknow!2dzs all information available, CIA officers said the
That Key Judgments on Putin’s Intentions Wers DCIA ordered the publication in early December
Basad on Raw Intelligence That DI Not Meat 2016 of 15 new or revised CIA HUMINT reports
Tradecraft Standards containing infarmation on Russian activities

collected prior to the election, that CIA
- ICD 203 instructs that intelligence tradecraft professionals had decided not to publish for
“properly describes quality and credibility of various reasons having to do with tradecraft
underlying sources” to include factors affecting standards.

the reliability of their information, such as & Most of the 15 were unremarkable
“source access, motivation, possible bias or but three contained flawed information

deception, tio_n and accuracy and completeness com leteness” and these three became foundational
(emphasis added). Accurate citation of raw sources the ICA cited to claim Putin's

intelligence reporting is critical to explaining to aspired to help Trump win
the reader the reliability of the evidence used to

drive judgments, yet the ICA disregarded these ° Senior CIA officers said some of the
fundamentals in sections that claimed Putin information in these reports had been
intended for Trump to win 1l judged to have not met various
longstanding IC standards for publication,
.. Key classified reports, cited by the ICA In and that is why they had not been
support of judgments that Putin developed “a pubklished when first acquired. Two
clear preference” for candidate Trump and sensitive repart were not published on
“aspired to help his chances of victory” contained DCIA's orders (see footnote at bottom of
flaws in terms of clarity or reliability. The ICA page).’ Nl
omitted or obscured such information from o The three reports were published
context statements—that the CIA’s Directorate of after the election on DCIA orders, despite
Operations had properly added to raw human veteran CIA officer judgments that they
source intelligence (HUMINT) reports—thus contained substandard information that
failing to warn the reader of significant flaws in was unclear, of uncertain origin,
the quality or credibility of foundational potentially biased, implausible, or in the
sources words of senior operations officers,
f.‘-oﬂ-n
° I C'A officers also said that DCIA personally noted that publishing a written report creates a formal
directed that two of the most important reports not record copy, vetted by expert collection management
be formally disseminated when he first learned of officers (CMOs) and linguists. Unclear or poorly
them, ostensibly because they were too sensitive to sourced information would normally be removed or
create printed copies. We were unable to obtain a else explained in the context statement. Reading a
convincing explanation, however, for why DCIA did published report ensures a consistent message to all
this, since the CIA has a special reporting channel (the recipients. By briefing the information orally,
- series) whereby sensitive reports are however, DCIA could have tailored his message to
restricted to only the President or as small a “by different officials, unconstrained by a consistent
name” group as desired. Experienced CIA officers record copy.
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o " " The three reports became
foundational sources for the ICA
judgments on Putin preferring Trump.

f ulctory when possibiz.” The ICA did
not cite any report where Putin directly indicated
helping Trump win was the objective. That
judgment rested on a questionable interpretation
of this one unclear fragment of a sentence ™

. The unclear fragment (shown in bold) is part

of a sentence in a | -t

reads:

o N -.tin had made

this decision [to leak DNC emails] after he
had come to believe that the Democratic
nominee had better odds of winning the
U.S. presidential election, and that
[candidate Trump), whose victory Putin
was counting on, most likely would not
be able to pull off a convincing victory.”
=

= - Asenior CIA operations officer said of
the fragment, “We don’t know what was

meant by that” and “five people read it
five wa gs."-

. The significance of this fragment to the ICA
case that Putin “aspired” for candidate Trump to
win cannot be overstated. The major “high
confidence” judgment of the ICA rests on one
opinion about a text fragment with uncertain
meaning, that may be a garble, and for which it is
not clear how it was obtained. This text—which
would not have been published without DCIA's
orders to do so—is cited using only one
interpretation of its meaning and without
considering alternative interpretations.-

L]

The report containing the fragment
did not directly say or imply that Putin
“developed a preference for Trump” nor
did it say Putin ordered his intelligence
services to “assist Trump's chances of
victory when possible.”®

The ICA presented only one
interpretation of the unclear fragment,
and does so without following ICD 203
directives to “properly distinguish
between underlying intelligence
information and analysts’ assumptions
and judgments” and without
“incorporating analysis of alternative
explanations.

I The ICA does
not address the source’s motivations,
which were in part driven by a strong
dislike for Putin and his regime, and that
the source had an anti-Trump bias,
according to CIA officers. [l

The ICA judgment on Putin’s thoughts
about helping candidate Trump does not
stand if the single interpretation of the
fragment is wrong, because there is no
other intelligence corroborating it, and in
any case, viable—perhaps more likely—
alternative interpretations of the
fragment exist.

None of the confirmed Russian

activities—leaks, public statements,
social media messaging, and traditional

propaganda—corroborate the ICA
interpretation of the fragment, because
these activities were all consistent with
Putin’s objectives to undermine faith in
US democracy, without regard for
candidate Trump’s fate.




-+" DCIA Overruled ClA Professioncis to Fublis
ana Cite the Ambiguous Fragment. CIA officers
in the component running Russia operations
described how two versions of the report—one
without the fragment and one with—were

published as the ICA was being written.

e - Experienced CIA officers responsible
for Russia reporting—evaluating raw
intelligence and ensuring that HUMINT
reporting meets the threshold for

publication—initially omitted the
confusing fragment from the first version
of the repart, which was published on 20
December 2016

° DCIA countermanded their decision,
however, and ordered that the fragment
be included so that it could be cited in
the ICA. A revised report was published
on 28 December 2016

A senior CIA operations officer described
concerns about relying upon unclear reporting as
the only evidence for the significant judgment
that Putin “aspired” to help Trump.

° . The officer explained that, while mast
of the ICA was well done, “ideally they
should have eliminated the political
judgment” because the fragment lacked
the clarity needed to support such a
significant claim @

= [l The same officer said that,
together with another senior colleague,
the two officers argued to DCIA that “We
don’t have direct information that Putin
wanted to get Trump elected” and
therefore the judgment that Putin was
counting on Trump’s victory should be
removed from the ICA or the ICA should
be changed.”®

"+ The ICA Text Failed to Acknowledge the
Ambiguity and Uncertain Origin of the
Fragment. Despite the “single source”
significance of the fragment to the thesis on

Putin's intentions, the ICA fails to “properly
express and explain uncertainties ussociated with
major analytic judgments” as required by ICD
203. This judgment had serious implications for
confidence in US democracy, and would be
considered a “major analytic judgment” by IC
standards

* “The ICA used an abbreviated description of
the source that, without further mention of the
problems associated with the fragment, misleads
leads the reader to conclude that that Putin
wanted Trump to win. Contrary to /CD 203
guidance, the ICA fails to explain the misgivings of
CIA professionals about the lack of clarity of the
fragment, the possibility of other interpretations
of it, that fragment does not actually say Putin
“aspired to help Trump” or that it is not known
how the information was acquired .

- N e |CA text

“We assess the influence campaign
aspired to help [Trump’s] chances of
victory when possible” is supported using
an abbreviated source description: “The
established source with secondhand
access reported that Putin was counting
on the President-elect’s victory ...”

o ' This citation
leaves out clear and important context
flags from the raw intelligence report
(see box “Context Warnings”).

What the Raw Intelligence 5ays: Context ]g
Warnings |

I« identifed

subsource of paragraphs two and three

had authoritative insight into [ N

B but the exact circumstances in
which the subsource obtained the
information on Putin’s plans and wer

explicitly clear.” SR
[ )




The context statement opens up a number of
possibilities affecting reliability of the information
that ICD 203 directs should be explained to the
reader. The ICA failed to clarify;®

o NG source did
not say that President Putin preferred
candidate Trump or that he wanted to
help him win.

o I is not known

how the subsource obtained the

information and thus whether the
fragment reflected the subsource’s
opinion of Putin’s inner thoughts, Putin’s
actual statements made to the
subsource, or some third-person’s
opinions relayed to the subsource wha
then relayed these to the established
source

o [N T - Koy sentence

fragment used to make the judgment was
ambiguous (“counting on” could equate to
“expected” instead of the ICA
interpretation of “preferred”) and that
without further clarification, did not
suggest or imply that Putin’s orders were
intended to help Trump win.®

- N o ot mention
tha, [, : a5 ot

possible to have the established source
ask the subsource to clarify what they
meant by the puzzling fragment.

Tne ICA Fai!

Interpretations

Suggested by Events At the Th Was
Collected. ICD 203 directs that analysis must
“consider alternative perspectives and contrary
information.” Yet despite the misgivings of
experienced CIA operations officers over the
ambiguity of the fragment, the ICA only considers
one “single source” interpretation of its
meaning—that Putin wanted Trump to win—
when events suggested another, more plausible
explanation..

I Even assuming that the
fragment was not a garble between any of the
subsource or established source [} and
discounting the unknown circumstances under
which the subsource obtained the information,
the ICA made no effort to explain how the
fragment’s ambiguous wording indicated that
Putin “aspired” to elect Trump. The original
report does not directly say, as the ICA implies,
that Putin launched leak operations to help
Trump win.

A e (CA also fails to

consider alternative, more plausible, explanations
for the fragment’s meaning suggested by the
context of events during early July, when the
information was acquired.

- I "« irsgment
could instead be read that Putin expected
(“counted on”) @ Trump victory at the
Republican convention, which was only
two weeks away at the time of Putin’s
WikilLeaks decision.

> (R T fragment

referred to decisions made by Putin in
early July, when the Republican
convention's outcome was still uncertain
due to active efforts to deny Trump a
majority of convention delegates. This
was a headline issue for US palitical
media at the time, although many

pundits nonetheless expected—or
“counted on”—a Trump victcry.-

- [ r2sment
thus may reflected the subsource’s view
that Putin “counted on” a Trump victory
in the Republican July primary, but not in
the November general election against
Clinton.

This alternate interpretation would suggest
that the fragment says nothing about Putin’s
thoughts—positive or negative—of Trump or
whether Russia gught to help him win or not. It
would not support a judgment that Putin
“preferred” Trump, nor one that Putin “aspired”



to help him win, Given the importance of this
major judgment, policymaker readers deserved
to know of all viable alternative interpretations of
the unclear fragment.

Tne ICA M

Aischaracterized the Fragmen

Supporting “High Confidence” ludgments

To judge with “high confidence” —as the ICA
does—that Putin’s goal was to help Trump win
would, per ICD 203 guidance, require “clear and
reliable reports from muitiple sources.”
Moreover, these reports would need to be of
sufficient quality to confidently explain Russian
actions that were not consistent with helping
Trump win, and to also rule out alternative
explanations for the Russian influence
operations. The ICA failed to meet these
standards, and the highly compartmented nature
of the raw reporting made it difficult or
impossible for most readers to see the
foundational sources (see box “Confidence
Definitions).

What the ICA Says: Confidence
Definitions

High confidence generally indicates
that judgments are based on high-quality
information from multiple sources.

Moderate confidence generally means
that the information is credibly sourced
and plausible but not of sufficient quality

or corroborated sufficiently to warrant a
higher level of confidence.

Low confidence generally means that
the information’s credibility or plausibility
is uncertain, that the information is too
fragmented or poorly corroborated to
make solid analytic inferences, or that

reliability of the sources is questionable,
ficap13]

. .. The NSA justification for not signing on with
the CIA-FBI “high confidence” judgment on
Putin’s intentions to help candidate Trump (NSA
preferred “medium”) highlights the weakness of
the evidence for this major judgment: 88

moderate confidence in this assessment
given a limited source base, lack of
corroborating intelligence, and the
possibility for an alternative judgment. M

o NN The Director of

NSA, Admiral Rogers, testified: “It
ultimately boils down to a HUMINT
source that did not have direct access ... |
didn’t find the level of corroboration that
led me to high [confidence]... | didn’t see

multiple sources.”®

The ICA includes a “Scope and.Sourcing”
statement describing the reliability of the key CIA
HUMINT reporting that is misleading (see box
“Scope and Sourcing”).

What the ICA Says: “Scope and Sourcing”

The ICA notes that key judgments are
based on a single “well established” source.

I, /< make some

judgments based on the reporting of an
established clandestine source with
secondhand access through identified
subsources. The source is well
established, and other examples of [
reporting have been corroborated through
other streams of human and signals
intelligence. [ICA p.i]

The established
source with secondhand access provided
us our only specific information on
President Viadimir Putin’s order to pass
collected material to WikiLeaks; the timing
of the formal influence campaign; the
existence of specific, planned Russian
Foreign Intelligence Service (SVR) efforts;
some specific details of Putin’s views of
Secretary Clinton; and the reported role of
the Federal Security Service (FSB) hacking
operations related to the US election. (ica
p.iil
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o [N . though the ICA

correctly describes the primary source’s
reporting history, it does not explain that
information a primary source passes on
from a subsource is only as good as the
subsource’s access, knowledge, and bias.
If those factars are unknown, then
confidence in the information is affected
accordingly.

° - ' When a source sends a report that is
unclear, the utility of the information is

limited until it can be clarified, and
particularly for a major judgment.

o N - e cose of

the ICA’s foundational reports from the
established source, it was not possible [l
— to clarify the
meaning of report language or identify
how it was obtained by the subsource. @

. DCiA Ordzred th=
Substandard R

he ICA to Allege Thor Puri
Preferred Trump. Th:s information was both
unverified and implausible and, like the unclear
fragment, CIA professionals originally declined to
publish it when it was first collected. it was only
published on DCIA’s orders after the election on
16 December 2016 and was subsequently used,
without caveats, to source the first bullet of

evidence for the judgment that Putin “developed

a clear preference” for candidate Trump (see box
“First Bullet”),

2Hasource

What the ICA Says: The First Bullet of
Evidence on Putin’s “clear preference” for
Trump

° N - carly as

February 2016, a Russian political
2xpert possessed a plan that
recommended engazement with
[Trump’s] team because of the
prospects for improved US-Russian
relations, according to reporting from
government

servica.” (icap 2)

The ICA bullet text is alarming, implying the
existence of a Russian plan for engagement with
the Trump campaign that most readers would see
as strong evidence of President Putin showing a
“clear preference” for candidate Trump. But the
ICA omits critical report context which, had it
been made available to the reader, would show
the report to be implausible—if not ridiculous—
and missing so many key details as to be
unusable.

o [N C . oocations

officers declined to publish the report
when it was acquired [N in

February 2016, considering it “odd” and
“lacking authoritativeness.”ll

o I ' s only

disseminated in December 2016, on
DCIA’s post-election “full review” order
to put out previously unpublished
information, and experienced CIA officers
said that it “would not have met the
threshold” for dissemination otherwise B

® . The ICA fails to clarify that “the plan”
was just an email with no date, no
identified sender, no clear recipient, and
no classification. CIA could not vouch for
the ultimate source’s vetting, validation,
or access,

o N - tion officers

were unable to obtain further
clarification of this report from the

I scrvice (see box “Second

Report’s Contaxt Warning”).H

What the Raw Intelligence Says: Sezond
Report’s Context Warning

I O TEXT: The CIA

can naither independently vouch for [
vatting or
validation of the ultimate sourcs nor thz
ultimate source’s access to the rzportad
infermation. Thz documsnt contains no
classification. The document did not carry a

siecifir, date or identify the originator.” [N




" ICA Analysis Cizs
“rominently, But
Would Cast Doubt on the Veracity and Anti-
Trump Blas of the Source. The ICA obscures the
implausibility of the report, by vaguely referring
to “a plan” without describing its details, The
details were impartant, because they were so

peculiar as to fikely cause readers to question the
report’s legitimacy. The ICA also obscured the
source of the report, which had an anti-Trump
bias, when ICD 203 specifically notes that analytic
products should “describe factors affecting
source quality and credibility” such as
“motivation” and “possible bias,” W

o [ \\/hat the ICA

calls a Russian “plan” for engagement
with Trump was actually an anonymous

email proposal to place [ NN

o~ Trump’s “election team” In
order to formulate a mutually acceptable

agenda between Trump and Putin, S

- [N e is no

explanation of how this would be done or
why candidate Trump would want a well-
known pro-Kremlin official on his
campaign team and to endure the media
furor that would likely result.

- NN T (CA bullet

obscured the source as “an [}
B scrvice” when it actually came

from the | S<vice. Had

the bullet clarified that it was from the
B ;o e readers might have
known of i} anti-Trump bias at that
time, which would further undermine the
judgment.

o [ e re was no

security justification for obscuring the

identity of the [ service. as the
ICA was written for the President, who is

cleared for everything.

o —The ICA made
no mention of Kiev's documented
objections to candidate Trump. The
Ukrainian Ambassador in Washington,
Valeriy Chaly, took the unusual step (for a
serving Ambassador) during the
campaign of publishing an open letter in
a US publication entitled, “Trump’s
Comments Send Wrong Message to
World.” The letter expressed Kiev's fears
that candidate Trump was misinformed

and, if elected, might hurt Ukraine by
improving US relations with Russia. @

Subsource

Prefarance for Trump. To support the topic
sentence, “Putin, his advisers, and the Russian
Government developed a clear preference for
{Trump]” the ICA quotes information from an
“established saurce” but without clarifying that
the ultimate source of the information is

unknown {see box “The Established Saurce”).

What the ICA Says: The “Established
Source”

T ——

source with secondhand access ... noted
that several members of Putin’s inner

circle strongly preferred Republican over
Democratic candidates because they

judged that Republicans had historically
been less focused on democracy and

human rights ...” [ica p. 2-3)

The ICA describes the information in terms
that most readers would view as more evidence
that President Putin would have a “clear
preferance” for candidate Trump. But this is only
accomplished by omitting key context details.

e Aswith the other two substandard
reports, CIA professionals originally
declined to publish this information when
it was acquired and only did so in



response to DCIA’s post-election “full
review” order 8

- I  formstion

was acquired from the source via a
secondhand source in [ 2015,
but was not published until 19 December
20168

o . The ultimate source of the
infarmation is unknown.

o I . e

established source received it from an
identified subsource, the ultimate saurce
of the information is not known, which
the ICA failed to clarify.

° —It is unclear if
the original source actually had access to
Putin’s private statements or those of his
inner circle, or if this was the subsource’s
personal opinions of Putin’s personal
thoughts, if this was a garble or
misunderstanding, or if this reflected
some other unknown person’s opinions
(see box Third Report Context \Warning).

What the Raw Intelligence Says: The
Third Report Context Warning

While the source obtainad the information
from an identified subsource, the uitimate
source of this information was unknown.

Additionally. the dagree to which the ultimate

source was aware nf ths private comments
and views of Russian President Vladimir Putin

and Putin’s inner circle was unciear.” [l

'
—_ }
J

The ICA also misguotes the report to indicate
that Putin and his inner circle “strongly preferred
Republicans.”

» I T vhos:
“strongly preferred Republicans” does
not appear in the raw intelligence report.

> N uknow
subsource said that “historically” the
“Kremlin had found it easier to reach

agreements with US Presidents from the
Republican Party” and that this was
because Republicans were “less
concerned with issues that were
unpleasant for Russia such as democracy
and human rights.”

o [N - (cA did not
take the basic analytic step, however, of
comparing the plausibility of the
unknown subsource claims to the

documented policies of the past three
Republican Presidents, all of whom
featured democracy and human rights as
cornerstones of their foreign policies. It
brings to mind President Reagan’s
famous quote, “Mr, Gorbachev, tear
down this wall” or President George W.
Bush’s comments on “the axis of evil.”

° The information does not appear to
make sense in the historical context,
further raising the question of the
reliability of the unknown subsource.

By both obscuring that the reporting is from
an unknown source with unknown access and
that the information does not make sense, the
ICA leaves the reader unaware of the weakness
of the evidence cited to support the major
judgment on Putin's intentions.

3 : Even part of the ICA's
own classified text—based on reliable
reporting—contradicts the information contained
in the third substandard report. This raised
further questions about why, contrary to /CD 203
criteria, the third report was cited as evidence of
Putin's intentions without further explanation.

officials worried a Trump administration would
bring hardline [l security advisers or that a
Republican controlled Congress would not
support measures that would be beneficial to

s, A .
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cautioned about the risks to Russia of a
Republican Administration, noting that

“those who would hold positions in [a

Trump] Administration should he win will

likely adhere to conservative anti-Russian

positions.” N

I - i iitionally, both the

historical record and source materials for the
ICA’s “Annex D: Historical Patterns of Russian
Influence in US Elections” indicate that the ICA
“strongly preferred Republicans” judgment
glossed over details in the Annex—from reliable
sources—that contradict the claims from the
unknown source on Russia’s historical preference
for Republicans EEl

o [ There are no [Russian] plans to
target any Democratic presidential
candidate for active measures because

any Democratic candidate is preferable
to President Reagan”, D

Ii

e . Despite unknown sourcing, reliable
contrary evidence, and implausible
claims, the then Director of National
Intelligence, James Clapper, responding
to a request to double check the sourcing
behind the judgment, responded in a

letter to the Committee that he
nonetheless endorsed the ICA judgment

(see box “DNI").

DNI Clapper Comments on ICA Citation of
the Third Report

“I have reviewed the underlying source
material myself and entirely concur in the
judgment of the analysts, which | believe is
consistent with standards of analytical
tradecraft and objectivity.” [Letter to HPSCI, 12

January 2017)

sody of Other Rep The ICA text is
misleadingly drafted to suggest that some of the
qualities of candidate Trump aligned with Putin’s
preferences for international partners, citing the
third substandard report as evidence for the ICA
judgment that “Putin developed a clear
preference” for candidate Trump.

®  The ICA further claimed information
from the third report was corroborated
by liaison, diplomatic, and press
reporting, as well as sensitive signals
intelligence (SIGINT).

o . Butin following-up every citation,
none were found to corroborate the ICA
claims.

I - (CA also used the

third substandard report to claim that members
of Putin’s “inner circle” had compared Trump to
other leaders with “business interests” that Putin
could work with, using this a part of the
supporting evidence for the judgment that Putin
“aspired” to help Trump win.

o I e cited liaison

reporting didn’t mention Trump at all,

and was from 2014, before Trump was a
candidate ™

o I e cited SIGINT

also didn’t mention Trump, and was

nothing more than an NS

__

o [ The cited diplomatic report is a
post-election overview of Moscow from
the US Ambassador that references a
media opinion item by a Russian pundit
suggesting that Trump and Putin should
“work together like businessmen” which
is hardly a corroboration of Putin’s “inner
circle” preferring Republicans or

businessmen Il

11



o [ ircnically, the same Embassy
cable quotes Deputy Foreign Minister
Ryabkov as saying of Trump’s election,
“We do not feel any euphoria” citing a
“bipartisan anti-Russian consensus”,

which directly contradicts the ICA
judgment that the Russians preferred

Trump.
Finding #4; The ICA Excludad Significant
Intelligence That Contradicted I35 Judsmenis
That Putin Aspired to Help Trumn Win

ICD 203 also instructs that intelligence
analysts “must perform their functions with
objectivity and that judgments “must consider
alternative perspectives and contrary
information.” It further directs that “analysis
should be informed by all relevant information

available” (emphasis added).

' The ICA selectively omitted quotes from key
HUMINT and SIGINT reports that contradicted
the judgments on Putin’s intentions while,
conversely, it included quotes—from those same
HUMINT and SIGINT reports—that supported the
ICA thesis. This was done multiple times, to
include citations of two foundational sources for
the ICA.

- This cherry picking of reports is an important
indicator for evaluating ICA tradecraft. By
selectively quoting a repot repeatedly, the
authors both demonstrated their regard for the
value of the source, while simultaneocusly
providing evidence of disregard for /CD 203
criteria on objectivity and consideration of
contrary information.,

valv Quoted o Kev Rzr
SVEIV U020 0 KEeY

l| m

udgimer .‘-"a""‘ Inte ~~‘...,
Although the ICA qucted the reliable report four
times, it omitted the most critical element of the
repart that strongly conflicted with the ICA major

judgments on Putin’s intentions

I 15 701 the ICA

was significant intelligence that [

. : 'ongtime Putin confidant, told a

sensitive contact || that:
o [N P utin told him

he did not care who won the election”;

o I i o

often outlined the weaknesses of both
major candidates,”

> I - i =5sered

that, in either case, “Russia was
strategically placed to outmaneuver
either one.”

I - .:'s ambivalence

about the two candidates is further supported by

B -0 omitted from the ICA—N
R -t

made no positive mention of Trump. Instead, it
revealed his pessimism that neither Trump nor
Clinton would be able to correct the strained
relationship. Although he indicated that there
could be opportunities to gradually improve
relations, he made clear that he didn’t have a
preference for either candidate, [

I e orcing his

ambivalence about the two candidatec,
Putin was pessimistic that either one

could overcome strong anti-Russian
political sentiment in Washington in the
near term, but seemed willing to work
with either Clinton or Trump, noting that,
“repardless of the election’s outcome”
there could be room to “gradually rid the
bilateral dialogue of irritants.” il

I T s theme was
echoed oy I

| TR

noted that, “Regardless of who wins the
election, Russra will be able to begin a

12



fresh dialogue with the new
administration” and that “Russiaisin a
stronger paosition than 8 years ago.“-

o [ A Russian
[ ==
Russia was planning for candidate
Clintan’s victary because “they knew
where [she] stood and despite media
stories, Russia could work with her”,

according to [ -
“collaborative source with excellent

access” but whose reporting had not
been corroborated

ORI . o SISO s,
preoccupation of Russian officials and analysts
was that neither Trump nor Clinton would
respect Russia’s strategic interests or treat Russia
as an equal on the world stage, and it would take

years to repair the relationship, [ NG

o [ B oot
B :ned that, “regardless of
the party affiliation” of the next

President, the US would “not view Russia
as an equal partner.”ll

o [ - i s B
B c:utioned, “Russia understands
that it should not labor under the illusion
that relations will get better soon after
the November US Presidential election”

and that it is “unlikel u will be
le to take st re ions Il

- - ti"'s top USA
experts echoed that view, noting it would
take vears for Trump or Clinton to fix the
relationship. EEG_N

.= The ICA Omitted Rellable Evidence Thart
Butin's Key Advisers Saw Significant Downsides
to o Trump Presidency. The ICA selectively
excluded information from reliable intelligence
sources that senior Russian officials had serious
reservation about how a potential Trump
administration could be bad for Moscow and
complicate repairing relations with Washington.

The significance of that omission becomes
apparent when reading the ICA’s judgment of
what Russian officials thought, which pushed the
“clear preference for Trump” judgment that was
directly contradicted by the raw reports cited by
the [CA as sources (see box “Russian Views”).

What the ICA Says: Russian Views of
Trump

To support the judgment, “Putin, his
advisers, and the Russian Government

developed a clear preference for [Trump] over
Secretary Clinton” the ICA stated:

“In late | I orepared an analysis

for Russia’s senior-maost America experts in
which he said the [Trump's] positive
attributes—such as his perceived
unwillingness to criticize Putin, his
background as a businessman, and the
presence of advisers viewed as positively
inclined toward Russian interasts—
outweighed potential negatives such as

perceived unpredictability,
JicA p.1-2)

I - - unc 2016 Moscow

conference on US politics, President Putin and
two prominent Russian experts on US politics—
Head of the USA-Canada Institute Sergey Rogov
and Ambassador to Washington Sergey Kislyak—
gave speeches on the implications for Russia of

the US election. The format was an examination
of the pros and cons of a Trump victory,

R —
I - (CA focused on the

“pros” of Russian attitudes towards Trump, while
ignoring the “cons” the Russians worried about in
the event of a Trump victory. The Russian
officials and America experts were thinking hard
about all implications, including that a Trump win
might keep the House and Senate in Republican
hands, and how that would be bad for Russia,

13



By omitting the below evidence, the ICA
denied the reader access to significant
intelligence that undermines the major judgment
that Putin preferred Trump:

o I W o

senior officials that, “...it is important to
be mindful that those who would hold

positions in [a Trump] Administration

should he win will likelvy adhere to

conservative anti-Russian positions.”**¢
[ e

that, “the implications of a [Trump]
victory and an ability to maintain control
over both the House and Senate are
serious. Legislatively, a conservative
victory would probably be a dead-end for
developing Russian-US relations.” NN

N |  JUERERRER
that he "took exception” to a “favorable

view” of candidate Trump. He cautioned
that there was “no basis for enthusiasm”
simply because Trump refrained from
using anti-Russian and anti-Putin
rhetoric

o [ i s
I <o<cifically noted that it is
“unlikely Trump will be able to take steps
to correct relations” while [ N
B 2zre<d that Trump was unlikely to
win and would be unable to improve US-
Russia relations if he did.

° I - s B
B ottributed his pessimism to
factors beyond the control of Trump or
Clinton, such as “Washington’s inertia”
and “a consensus among Washington
politicians on the need to continue

pressuring Russia.”iview echoed by

I - from showing a

consensus “clear preference for Trump”, the

evidence indicates Putin and Russian officials saw
downsides to a potential Trump administration.

The intelligence also showed, that regardiess of

who won, Moscow expected a prolonged struggle
to repair strained relations with Washington.

1ous ano U

WNas Excluded From Consideration. Investigators
as well as the |CA authors were denied access to
a trove of information on grounds of executive or
congressional privilege. The ICA glosses over the
likely significance of the unexamined additional

material to ICA judgments (see box
Unexamined”).

! What the ICA Says: Unexamined Russian
| Material
|
|

‘S is in possession of

| additional SVR cyber-enabled collection,
exfiltrated from US Government and think

‘ tank entities and dated at least [l
which may further inform the judgments

‘ in this assessment. To date, [ and

|

|

the IC have not reviewed this data.”
[Footnote “b" ICA, 0.5]

I This intelligence consisted of cyber

data exfiltrated by the Russians, beginning in
2014, from computer systemns at [ N

and political groups and think tanks.

(U} The ICA footnote affords the reader no
insight, however, into why this evidence was not
reviewed or the potential significance of the
additional material to ICA judgments.

= [N - scnior FBl analyst told
investigators that there were “many
victims” from these Russlan hacks.

o [ The same analyst said that
he argued that this intelligence should
have been shared with the Directors’
Fusion Cell analysts because it might have
clarified the scope of Moscow's
operational capabilities and potential
leverage from additional influence
leaks I
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o [ The analyst explained that the
Obama Administration denied ICA
drafters access to this intelligence on
grounds of Executive or Congressional
privilege. I

it Finding #5: The ICA Disregarded Russian
Bahavior That Undermined Its Judgment Tha®
Putin Aspired to Help Trump Win

ICD 203 notes that analysis requiras “clear
and logical argumentation” and that all analytic
judgments should be effectively supported by
relevant intelligence information and “coherent

reasoning” (emphasis added).

e . “Clear and logical argumentation”
would require the ICA to explain actions
Putin took that damaged Trump, which
were contrary to the ICA’s judgments.

e . Similarly, “coherent” reasoning
demands a thorough analysis of why, if
Putin “aspired” to help Trump win, he did
not take actions available to him at
critical moments in the campaign that
were caonsistent with those objectives.

e i "The ICA also should have examined
the full scope of covert influence options
available to Putin, and what his action
and inaction say about his true
intentions.

. !'The ICA lgnored Thot Putin's Decision Nor tc
Heip Trump in the Closing Weeks of the
Campaign Was Not Consistent With ICA
Judgments. The ICA judged that Putin wanted to
“help Trump's chances of victory when possible
by discrediting Secretary Clinton” and that he
“never abandoned this objective.”

Yet when the race evolved to the point that it
became passible for Putin to help Trump win—
the polls narrowed dramatically as Election Day
approached—the ICA did not address why Putin
chose not to leak more discrediting material on

Clinton in order to “help Trump’s chances of
victory, "

N - :cicty of intelligence
sources indicate that Russian experts on US
politics were following the election polls, briefing
Putin on the status of the race, and providing
analysis of where the candidates were heading,
according to CIA analysts

» N - GRu
warned Putin in early September that
Trump would lose the election without
the intervention of “remarkable”

derogatory information on Clinton,

sccorcing to SR ___

° As the election entered the decisive
final stages in October, Putin possessed
proven, low-risk, cut-out platforms for
leaking documents via_DCLeaks.com
WikiLeaks, and “Guccifer 2.0 and an
arsenal of material on Clinton

o —The SVR held
particularly damaging information that
likely would have created greater
scandals than material already leaked by

the GRU, [
I —

o | O e el ol
B C A analysts confirmed

that Moscow was receiving reports of US
election polling.
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" Clinton’s strong (+7.0 percent) lead in mid-
October gradually fell by over half (to +3.1
percent) by the end of the month, according to
the Real Clear Politics average of key election
polls. The lowest point came five days before the
election, when her lead was down to just +1.3
percent. During those decisive final three weeks
of the election, new scandals might have been
expected to stand a good chance of sinking
Clinton’s struggling campaign (se2 box “Final
Three Weeks of the Campaign) i

The Final Three Weels of the
Campaign: Real Clear Politics Poll Average
Date Clinton | Trump t Clinton |
17 0ct 48.8 41.8 Clinton +7.0
18 Oct 49.0 41.9 Clinton +7.1
19 Oct 48.6 42.1 Clinton +6.5
20 Oct 485 1421 | Clinton+6.4
21 Oct 48.1 41.9 | Clinton +6.2
22 Oct 48.0 41.9 Clinton +6.1
23 Oct 47.9 42.0 Clinton +5.9
24 Oct 47.8 423 Clinton +5.5 |
25 Oct 48.3 i 43.2 Clinton +5.1 E
26 Oct 484 430 | Clinton+54 .
27 Oct 478 1422 | Clinton+56 !
28 Oct 47.1 | 425 Clinton +4.6 |
_2?_(_Jct i 47.1_ B ] 4_2_; B __C{inton +4.6
30 Oct 47.6 | 43.3 Clinton +4.3
31 Oct 48.0 44.9 Clinton +3.1
01 Nov 47.5 453 Clinton +2.2
02 Nov 47.0 453 ! Clinton +1.7 |
04 Nov 46.4 | 448 l Clinton +1.6
05 Nov 465 1450 | Clinton+1.5
06 Nov 466 | 448 | Clinton+1.8 |
07 Nov 47.0 1438 | Clinton+32
08 Mov ELECTION DAY i |
*Clinton shown in (B Jas Pait ., T
0 Putin’s decision not to leak additional

derogatory information on Secretary
Clintan as the polls narrowed undermines
the ICA’s claim that he “aspired” to help
Trump win and “never entirely

abandoned hope for a defeat of Secretary
Clinton.”

o N i decision
to stop leaking is consistent with
alternative explanations—omitted by the
|CA—that Putin didn’t care who wan
because he saw weaknesses for Russia in
both candidates.

vrzrin.. The ICA mentioned that Moscow
refrained from using “additional information.”
But it did so without addressing the strategic
implications of what was held back, versus what
was leaked, and how this speaks to Putin’s
objectives (see box "Woscow Could Have Done
Mare.”).

E What the ICA Says: Moscow Could Have
| Done More

. N !/ o5co had

additional information it obtained from
| cyber collecticn against US government and
nongovernment targets—such as reports on
Secretary Clinton’s health~that it could
have used against a Clinton Admiration’s
policias and nomineas, based on [N

|
! g

““We assess that

i Moscow refrained from tha full spectrum of
| actions it could hava takan to affect the US

| elzction. We judge that the Kremlin could

| hav= disciosed additional material ...." [ica

I At

I The [CA'S generic

description of the material Putin held back makes
the reader unaware of significant information
available to Moscow to denigrate Secretary
Clinton. This viclated /CD 203 directives that
analysis “be informed by all relevant information
available” given that documents leaked during
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the election were far less damaging to Secretary
Clinten than those Putin chose not to leak.-

- I /s o 5¢stermber

2016, the Russian Foreign Intelligence
Service (SVR) had Democratic National
Committee (DNC) information that

President Obama and party leaders found
the state of Secretary Clinton’s health to
be “extraordinarily alarming” and felt it
could have “serious negative impact” on
her election prospects. Her health
information was being kept in “strictest
secrecy” and even close advisors were
not being fully informed 1

» N - VR possessed
DNC communications that Clinton was
suffering from “intensified psycho-
emotional problems, including
uncontrolled fits of anger, aggression,

and cheerfulness.” Clinton was placed on

a daily regimen of “heavy tranquilizers”
and while afraid of losing, she remained

“obsessed with a thirst for power.”

o NN, The SVR also had

information that Clinton suffered from
“Type 2 diabetes, Ischemic heart disease,
deep vein thrombosis, and chranic
obstructive pulmonary disease.” 8

* SN The SVR possessed

a campaign email discussing a plan

approved by Secretary Clinton to link

Putin and Russian hackers to candidate
Trump in order to “distract the

_ The Russian Federal Security

Service (FSB) published a report in early September
quoting “European government experts” that noted
candidate Clinton was building her lead in
battleground states, and that candidate Trump would
have “only minimal chances” of winning unless he was
“... able to take advantage of yet more revelations
concerning CLINTON's work as Secretary of State and,
in particular, the growing scandal surrounding her use
of her government position to attract large donors to
the Clinton Family Foundation.” The text suggests that
Russian intelligence services were aware of candidate

[American] public” from the Clinton email
server scandal 1S

- [ e Russian Federal

Security Service (FSB) in August had
details of secret meetings with multiple
named US religious organizations, in
which US State Department
representatives offered—in exchange for
supporting Secretary Clinton—
“significant increases in financing” from

Department funds and “the patronage”

of State in dealing with “post-Soviet”
countries.,

o [ : Director James

Comey testified to the Committee that, in
August 2016, the SVR had DNC emails in
which the head of the DNC “was telling

people that [former Attornev General]

Lynch was working to control me and
keeping a named member of the Clinton
campaign informed on what the FBIl was
doing in the [Clinton] email

investigation "M

° —The SVR also had
information that the DNC leadership and
Clinton’s foreign policy advisors had
heard that US allies “in London, Berlin,
Paris, and Rome” were not optimistic
about a Clinton Presidency. They had
“expressed notes of doubt regarding her
ability to perform the functions of head-
of-state” and her election would “create

Clinton’s potential vulnerability to ethical issues, which
would highlighted the potential value of leaking the
details of the secret meetings offering State
Department patronage to religious groups in exchange
for suppaort to the Clinton campaign. The CIA redacted
source details of this report, however, so it is difficult
to assess the value of this intelligence without
clarification of source access, reliability, or motivation.
It is also not clear, because of redactions, if this
information went to President Putin or his Presidential
Administration staff. The ICA did not quote this
report,
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unfavorable conditions for advancing the
foreign policy interest of the US.” -

o —The SVR reported in
January 2016 that it had information
taken from a US think tank indicating that
a high ranking official in the Democratic
National Committee (DNC) knew about
the application of political pressure on
the FBI in the Clinton email investigation
by a high ranking official of the US

Department of Justice I
o I - Viarch 2016, the

SVR had intercepted discussions between
a high-ranking DNC official and a US non-
governmental organization indicating
that a Clinton staffer was receiving
updates on the FBl's Clinton emall
investigation from a high ranking
Department of Justice official. 1l

It is difficult to justify the ICA judgment that
Putin “aspired” to help Trump win by discrediting
Secretary Clinton, given that in the closing weeks
of the campaign—when such devastating leaks
could have been decisive—President Putin
elected not to inject this material into the
campaign.

At a minimum, the ICA should have identified
this contrary evidence and addressed it. By not
including this significant intelligence, the CIA
violated /CD 203 directives that analysis “should

be informed by all relevant information available”

and that assessments “must not be distorted by,
nor shaped for, advocacy of a particular audience
oragenda.

While the ICA did
not address the significant strategic implications
of what was held back, it does speculate on
possible SVR tactical motives to explain Putin's
decision to stop leaking after October (see box
Speculation on Tactical Priorities).

18

What the ICA Says: Speculation on
Tactical Priorities

I < o fice

were protective of the accesses they used to
derive intelligence reports for Putin ... and
may have argued to prevent the disclosure of
non-public material ... that, if disclosed, would

| dacisionmalking” (emphasis added). [icap.11]

have endangered continued collection on US

The ICA speculation abhout §VR tactical
priorities doesn’t make sense, given that the
media had already reported on Russian intrusions
into DNC servers by June,

v ko demaiae v/ e |
I, heir accesses were

already blown by the GRU leaks and
subsequent media reports and forensic
investigations by private US companies,
_15? 158
o The cyber security company
CrowdStrike had done an analysis of the
attacks on DNC servers, and company
officials testified that security measures
had been improved.-

The ICA
pointed out that politically sensitive decisions to
leak or not were made by President Putin
personally. So it still would have been his call—

regardless of ICA speculation on what the SVR
might have argued—to hold back material during

the critical final three weeks of the election.
Putin’s strategic priorities would have trumﬁed
any SVR tactical concerns about accesses.



-,—-;1__', ICA Did NAat dtrasmnt: +n B
R il ICA VId (NOL ALLETmDT

Leaks to Dam age

With ICA Judgn n Putin’s Intentions. ThE
ICA does not dlrectly address the GRU’s
September leaks of emails that were
embarrassing to Trump and highly critical of his
character. /CD 203 tradecraft standards indicate
that the reader is owed an explanation for such
contrary evidence, which is at odds with ICA
assumptions behind the thesis that Putin
“aspired” for Trump to win.

. The GRU-associated DCLeaks.com in
September 2016 leaked emails belonging to Colin
Powell, the former Republican Secretary of State
under President George W. Bush, according to
media reports and forensic information. In the
leaked emails, Secretary Powell attacked the
character of candidate Trump:

° *Donald Trump is “a national disgrace
and an international pariah. All his lies
and nonsense just pile up ... | just go back
to the unforgivable one. Trying to
destroy the President elected by the
American people with his fictitious
investigation into his source of birth.

Absolutely disgraceful.”

e . "Trump is taking on water, He
doesn’t have a GOP philosophy or even a
conservative philosophy.”HN

These leaks were contrary to the ICA
judgments about Putin’s intentions to help
Trump. Yetinstead of addressing the issue, the
ICA only acknowledged that additional Russian
compromises of US systems accurred, without
tackling the significant implications of why Putin
would want to hurt Trump. The ICA only notes
that additional Russian compromises of US
systems “may have” occurred (see box “Targeting
Republicans”).

What the ICA Says: Targeting
Republicans

B The GRU may have

compromised additional personal email
accounts of leading US political figures
from both parties, judging from [

on the
extent of its spearphishing campaign from
March through June” (emphasis).(ica p.11]

R  though we saw

Russian collection on some Republican-
affiliated organizations, we have no
reporting on whether Moscow collected
similarly damaging Republican Party-
related information.fica, p.7)

If Putin wanted Trump to win, it would seem
logical that he would not have leaked anti-Trump
material.

e .. Leaking the Powell emails that
discredited Trump would make sense,
however, if Putin didn't care who won.

° Discrediting Trump would also be
consistent with Putin’s objectives to
undermine faith in the US democratic
process and to fuel divisions in the
country.

AVOIVir t The ICA 5tops with
Slmphf statmg the fact that this cccurred (see box
“Additional Compromises of US Political

Figures."”).

What the ICA Says: Additional
Compromises of US Political Figures

I v 2ssess

that the SVR and GRU both conducted
cyber operations against targets
associated with the 2016 US presidential
election, including targets associated with
both major US political parties.”[ica, p. 4]
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The ICA leaves the reader to assume Russia’s
unequal leak activates were another data point
confirming the thesis that Putin aspired to help
Trump win. But the ICA fails to consider that
Moscow likely had substantially fewer documents
available on Trump.

o _ Clinton’s communications profile was
larger and more exposed, as she ran a
well-funded conventional campaign,
connected to the Democratic National

Committee (DNC).

° + Trump's smaller staff and
unconventional campaign, by contrast,
was less integrated with the Republican
National Committee, and presented a
smaller footprint and fewer opportunities
for Putin to breach than was the case
with Clinton’s more traditional campaign.

o . Clinton was also likely to have been a
priority Russian intelligence caliection
target for a much longer time than Trump
(this was her second run for President
and she was a high profile political
personality for some 25 years). The ICA
notes, by contrast, that Moscow only
considered Trump a “fringe candidate”
prior to the summer of 2016.

ar

11}

55 Lhe

O

to Adeguarely A

nar Kussian Intelligence Services r

2y Veluminous—Damaogin:

i fio: = The ICA details
the methods Russia employed to leak emails, but
does not give sufficient consideration to Clinton’s
vulnerability to other collection, or the
capabilities of Russian intelligence services to
collect non-tyber sources, such as audio or video
surveillance of private meetings or intercepts of
her private calls with foreign |leaders, Obama
Administration officials, campaign managers or
advisers, or other sensitive conversations.

fosrrratron on Saecretary Clintgn

@ " Secretary Clinton would have been a
Russian intelligence collection target for
some 25 years, first as a politically active
First Lady, then as a Senator on the

Armed Services Committee, the Secretary
of State, and as a two-time presidential
candidate,

o - Her extensive travel overseas as
Secretary of State—including to Russia—
would have created situations where she
was more vulnerable to various Russian
intelligence surveillance and monitoring
capabhilities.

° FBI Director Comey stated publicly in
July 2016 that Secretary Clinton’s careless

security practices increased her
vulnerability to intelligence collection.

We know that Putin held back significant
derogatory material that he had on Secretary
Clinton. But it is probable that he had more that
what was contained in the ICA source material.

ICD 203 states that proper tradecraft “makes
accurate judgments and assessments.” Accurate
judgments require that raw reports be correctly
quoted, and significant “contrary information”
that does not support the judgments be included
and explained.

Significant reports cited in support of
judgments of Putin’s intentions were not quoted
accurately, were not quoted in context, or were
selectively quoted to omit evidence that
undermined ICA major judgments. Moreover,
critical information that undermined source
credibility and veracity of key reporting was
omitted from both the ICA text and the
subseguent briefings of the document to the
President-elect, the US Congress, and the White
House staff.
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-+ A Key Russion Political Assessment Was
Incorrectly Cited As Supporting the ICA
Judgment That Putin Aspired to Help Trumpg
Win. The ICA falsely cited an analysis of the US
elections by Russian experts on American politics
as evidence of Putin’s intentions. On closer
examination of the raw intelligence, however, the
report was not only badly misquoted, it provided
additional evidence that Putin didn’t care if
Trump won or not, the opposite of the |CA key

judgment that it was alleged to support
I I -2 ysts following

American politics sent their
assessment of the final two months of the US
electior N |
examined the prospects for candidates Trump
and Clinton, and various factors that could
influence the outcome.

_ This report revealed
what Putin was being told by [N
. which might have influenced his thinking. It
was obtained from [N
O o SR - |

T —_—

© | | )
analysts speculated that Republican
Speaker Ryan wanted candidate Trump
to lose, so Ryan could run against
President Clinton in 2020, and that

“traditional Republican supporters” were
refusing to assist candidate Trump 8

o (NN e assessment

predicted Trump would lose the election,
based on a host of factors, and that the
only way he might win was if he obtained
“remarkable compromising material” on
Secretary Clinton.

assessed with a high degree of
probability that, “regardless of who won”
neither candidate would view Russia as
an equal partner.

The ICA cites this report using a misleading
topic sentence, “We assess that Russian leaders
never entirely abandoned hopa for a defeat of
Secretary Clinton” (see box “Misrepresenting a
Key Russian Assessment").-

What the ICA Says: Misrepresenting a
Key Russian Assessment

There were four bullets of evidence under
the ICA judgment that the Russian influence
campaign “aspired” to help candidate Trump

win. The third bullet—citing the Russian
analytic report—says:

"We assess

that Russian leaders never entirely

abandoned hope for a defeat of Secretary
Clinton. [ 2ssessed for Russian

leadership in RN the only way

to improve [Trump’s] chances was if his
campaign had sufficiently derogatory
information at its disposal about Secretary

O, | b s O
I (= mphasis added) (ica, p.

3]

_ The wording implies that reliable reporting
supports the judgment. But the actual cited
intelligence says something quite different.
Specifically, the raw report:

- [ 0o ot

state—nor does it infer—that Russian
leaders “never abandoned hope” for

defeating Clinton, nor does it even use
the word “hope” or similar phrasing.

o [N 0oc s not in any

way describe the aspirations, plans or
intentions of Putin or other Russian
leaders

o [N Oocs not describe

Putin’s “aspiration to help Trump's
chances of victory” nor does it propose
contrasting Clinton unfavorably to
Trump. 1B



I The cited analytic

report is nothing more than a clinical analysis of
factors affecting the election contest, written by
Bl volitical analysts. Bl
-: The assessment is intended to inform
Butin of factors that might affect the
election, not to tell him what his
objectives ought to be.

The ICA points
out that sensitive decisions on Russia’s
covert influence policy are made by Putin
personally, and it would thus be
inappropriate in the Russian system for
- intelligence analysts to tell the

President what his goals ought to be
regarding candidate Ciinton i

-+ The ICA cites no other classified
report to make the case that Putin “never
entirely abandoned hope for a defeat of
Secretary Clinton.”

- The Russian analytic report actually

undermines the broader ICA judgment that Putin
“aspired” to help Trump win, to include the
secondary judgment _that Putin “never
abandoned hope” for defeating Clinton:

o I ot
demonstrated that Putin’s intelligence
analysts warned him that candidate
Trump was likely to lose without

“remarkable compromising material” on

Secretary Clinton that would “discredit

her completely.” 1B

o N - ioscribed

earlier in this investigation report, Putin
did possess “remarkable” compromising
material on candidate Clinton, and not
only did he hold it back, he did so when it
mattered most, in the closing weeks of
the campaign as the polls narrowed.

The ICA thus not only misquotes the report,
but fails to adhere to /CD 203 directive to address
“contrary information” such as why Putin chose
not to help Trump when intelligence indicatad

such help would be critical to Trump having any

chance of winning the election.

N s Russian analytic report

also provides evidence—supported by other
classified reports from multiple sources—that
some Russian officials and experts believed there
was little difference between candidates Trump
and Clinton in terms of helping Moscow’s
strategic interests.

o | e M reoort
concludes by noting “with a high degree
of confidence” that US-Russia relations

are unlikely to improve ”regargiiess of
which candidate” were to win.

- s

pessimistic assessment that neither
candidate would improve relations with
Maoscow would hardly be likely to cause
Putin to take action favor one candidate
over anather, and thus does not bolster
the ICA claim that Moscow had a “clear
preference” for Trump.

The conclusion
that neither candidate would be good for Russia
appears to be a consistent theme among Russian
intelligence and diplomatic experts, according to

other HUMINT, SIGINT and diplomatic reporting
detailed in this assessment.h

¢ a Jinrzazs 5 The ICA included
a two-page summary of a series of anti-Trump
political opposition research reparts—which have
collectively come to be known as “the dossier” in
the media—that was produced on behalf of the
Democratic National Committee (DNC) and the
Clinton campaign—by former British intelligence
officer, Christopher Steele. The dossier's most
significant claims—that Russia launched cyber
activities to leak political emails—were little
more than a regurgitation of stories previously
published by multiple media outlets prior to the
creation of the dossier. Other dossier reports
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