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82, (U) Generat Goungel, The Gereral Coungel shall:

; a. Provide légal advics and assistance ta all elements of the USSS regarding SIGINT activilles.

Requests for legal advice on any aspect of thasa procedures shouldt sent by CRITICOMHM ta DBIXD!, or
by NSACSS SEr:ura'te{ephcne'963~f31»?.1:.ﬂr .- .

b, Prepareand process alf applications for Foreign Intalligence Surveiltance Court ordges and
reoussis Jor Atorney General approvals raguirad by these procedures.

c. Advisa tha tnspector General in Inspections and oversight of USSS activities.

d. Review and assess for legal implicalions as requested by the DIRNSA/CHCSS, Depuly

Director, Inspector Ganaral or Kay Components Chiaf, alt naw major requiremants and nternally generatad
U883 zctivitias.

& Adviza USSH personnel of new legislatian and asefaw that may alfect USES rissions,
functions, opar atlons, activitizg,ar praclices.

I, Aeport as raquirad to lhe Altormey General and the President’s (ntelligence Ouersight Board
and provida copies-of such reports fo the DIRMNSA/CHCSS and affested agency alaments.

N g. Process requasis from any Dol intetllgence component for autharity i usz signals as
daseribed in Progedure 3, Part 5, of DoD 5240.1-8, for periods 1n excess of 90 days in tha devalopmeit, tast,

or- calinration of ELECTROMIC SURVEILLANCE equipment and other equipmant that can Intarcept
gammunications.

3.3, (U) Dsputy Director for Cparations (BDQ).
The DDG shali:

a. Ersure that alb SIGINT production parsorret understand and mairtain a Woh dagras of
awareness and sensitivity Lo tha requirements of this U3sSID.

b, Apply the provisions of this USSIO e alf SIGINT preduction activities. Tha DOQ staff facal
goint for USSID 18 matters is P02 (use CRITICOMM DD XACS,

o, Conducl necessary revigws of SIGINT produstion activities and gracticss ¢ ensurg
consistancy with this USSID.

4. Ensure that all new malcr requirerents fevigd on the USSS or intarnalky genacatzd activities
ara considacad for raview by the Gereral Gounsat. All activitles that raise questicns of faw or ths propar
interpratation of this USSID must ba raviawsad by the Ganaral Counsel prior to accaptance or axecution.

3.4, (U) Al Elemenis of the USSS. Al elaments of the LUSSS shall

a. tmplament this dicactive upon racaipl.

b. Frepare new procedures or amend or supplement aisting procedurss as ranulrad ta ensura
adhsranse to this USSID. A copy of such procadures shall 9 forwarded to NSASCSS, Afine POA.
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i3, Immadiataly Inform ha<DDCG of any tasking or insteuclipns thee appadr to requice actons at
varance with this USSID.

d. Promptiy raport Lo the NSA Inspector Ganeral and consult wilh the NSA Genaral Courdisal
on sl activities that may raise 4 question of conplianca with this USSID,

'SECTION 9 — DEFINITIONS

9.1, ~{5-666) AGENT OF & FOREIGN POWER means:
3, Anyperson, olhef than.a U.S, PERSON, who:

{11 Agls in the UMITED STATES as an afiicar of employse of a FOREIGN POWER, ar 43
a membes of 4 group engaged in INTERNATIOMAL TERRORAISK or activities in preparativmiberglor or

{2) -Acisiaor oroa behalf of, a FOREIGM POWER that engages in clandasting Intelig ance

zolivities in the UNITED STATES contrary 1o the interesls of the UNITED STATES, when the cireumstancas

oF such p2eson's presznce inthe UNITED STATES indicats that such ugr=on may engadein suctvactivities

inthe UNITED:STATES, or whan such persen knowingly aids or abets. any pPrSOﬂ In the conduct.of such
acfiviliza o knovdngly conspires with any person to-engage In such acthvities;

b Any person, including & U.S. PERSON, who

{1} Knowingly sngages in clandssting intelligance gathering activities-for, or on behaif of,
a FOREIGN POWER, whish activitias inveive, or may lnvolva, a violation of the crimingl statutes o7 the
UNITED STATES: er

() Pursuarttothe ditection of an intalligance.setvice of network.of 2 FOREIGM POWER,
kaawingly engages in any ather clandesting irteligencs activitles for, of on behalf of, such FOREIGM
POWER, which sctvities Involve o ara atiout to Invalvs, a violation of the crimingl statutas of the UNITED
STATES; ¢r

{9y Knowingly enganesin sabotage or INTERNATIONAL TERRORISM, or activities that
ara in preparation therefor, for or on berall of 2 FOREIGN FOWER: or

(4 Knawingly aids or sbets any persen in the condust of 2clivitizs described in paragraghs
8.1.0.{1) through (3) or knowingly conspires with any person to engage in thoss activities,

¢. For alf purposes othier than thg conduct of ELECTRONIC SURVEILLANCE as defined by
tha Fareign Inteliigence Suneilfance Act (see Annex A}, the phrass "AGENT OF A FOREIGN POWER" also
meaans any persan, including U.S. PERSONS outside the UNITED STATES, who ara officers ar umptoyaas
ol a FOREIGN POWER, ar who act unlawiully for or pursuant to the dicaction of a FQREIGN POWER
Wi e in sontact with or acting in coilaboration with an Inteligencea or security sarvica ot a FORE GN
POWER for the purpose of praviding acsess to information ar materal classified by tha UNITED 5TATE
Government and g which the persen has or has had accesa. The mera lact that a parsen's astivities may
banefiv or fyrthar the alms of @ FOREIGN PCAWER is nat snough fo bring that parson under this provig e,
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abisent avidence that the parson is taking direction from or acting i knowing concart with. & FOREIGH
POWER;

9.2 ~{6y COLLECTION means [nientional taskitg of SELECTION of identified nanpublic
adrtmynicatians for subssquerit progagsing aimid st reporting or retention as  {ife record,

9.3, (U) COMMUMICANT maans a sender of interded recipient of & communication.

9. (U} COMMUNICATIONS ABOUT A LS, PERSON are these in which the UG, PERSCN i3
ideatifiei i the communication. A U.S. PERSON isidentified when the persan's name, unique fitli, address,
or other persanal identifier s revealed in tha eommunication i the context af activitles gondueted by that
pefson of zctivities conducted by ofhars and related to that parson, A mera raferenca to a product by rand
nams of manufaclurers nama, 2.9.. "Boeing 707" is ot an identificatian of a U.S, parson.

3.5.  (Uy CONSENT, for SIGINT purposes, means an agreement by a pasgon.or arganization Yo p2rrrit
the USES to fake particufar actions that affect tha parsen or organization. An agrésment.by anorganization
with {ha National Security Agercy to permit COLLECTION of Information shall be deemed valid CONGEMT
it givan on benalf of such erganizatian by an etficial or goverming bedy. determinse by the General Counssl,
Natioral Security Agancy, to have actual ar apparet autharity to make sucky an agreement.

9.8, (U} CORPORATIOMS, for purposes af this USSID, ars ertities legally retognized as separdis
from tha parsons who formed, ewn, or rua e, CORPORATIONS have the nationality af the nalion state
under whose Jaws thay were formed. Thus, CORPORATIONS incomporaied undar LINITED STATES federal
or state law are U.S, PERSONS,

8.7, (W) ELECTROMNIC SURVEILLANGE maans!

a. Inths oasa of an elzctronic communisadion, tha acaulsifion of a nanpubliz communication
oy stecironic means without the CONSENT of a parsen wha s & pady to the communicatian.

b, Intha.casa of a nonelectronic communication, ihe acquisition af a nonpubliz communicaticn
by efectropic maans without tha CONSENT of a parson wha is visibly presant at the place of communication.

a. The lerm ELECTRONIC SURVEILLANGE doas rol inglude the use of radia dicaction {inding
saquiament solely to detantling the location of a fransmitter.

9.8. ~S. FOREIGN COMMUNIGATION means a cemmunication that has at lsast cne
COMMUNICANT oulside of the UNITED STATES, or that is anfirely among FOREIGM POWERS or bebwaen
a FOREIGN POWER and cfiicials of a FOREIGH POWER, bul dess act Includs comimunications intarceotsd
by ELEGTRQNIC SURVEILLANCE directed at premises in the UNITED STATES used peedominantty for
residential purposss.

9.9. (U} FOREIGM INTELLIGENCE maans infgsmiation relating to {he capabilities, Intaailens, and
activities of EOREIGN POWERS, organizations, or persens, and for purposes af this USSIR incledes aoth
positive FOREIGN IMTELLIGENGE and caumarintelligence.

$,10. (U} FOREIGN POWER azans:

O e .
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a. A lorelgn govemment or any componegal thareal, whether or not recegnized by ths UNITED

~ b, Aaction of a foreign naticn or fations, not substantially composad of UMITED STATES
PERSOMS,.

c. An entity that Is openly acknowlsdged by a foreign gevernment or goveraments 1 be

‘diraeied and controllad by such (oreigr government or governments,

d, A groug engaged in INTERNATIOMAL TERRORISM or activitles i preparation thecelar;

e, A fareign-basad pofitical organization, not substantislly compesed of UNITED STATES
PEASONS, or

1. Ananlity that fs:directed and contralled by a lersign geveroment or governmants.

911, Uy INTERCEPRTION means the gequisition by the USSS rrongh slectronic means of a
nonpubiz cammunicalinn {o which it is net art Interdad party, and the processing of the contents of thay
communication irto aé intelfigibie form, dut doss nat insluds tha display of signals on viseal gjsplay devites
intendad to permit the axamination of the teshnical characteristics of the signals without rafaranca ts g
infoemabon content carrizg iy the slgnal

9,12, (U} INTERNATICNAL TERROSAISM means zctivities that

.

Tnviive viglent acts or acts danderdus to human lifz that are & violation of tha crimingl faws
of g LINET ED STATES or of any Siate, of that vauld be a criminat Volation f committed withia the jurisdiction
o the UNITED STATES or any Sizta, ang

b, Appearto bentande:

(1)  iointimidate orcosrea a clvilian gopulation,

(2) teinfiuance the policy of a govarnimeant by inlimidatlon or coarcion, or

{3y toaffect the cenduct of a gavernment by assassinatico or Kdnapping. and

&, Cleeur totally oulside the UNITED STATES, or transtend nalicnal bountfarizs in terms of tha
maans by which they ara accompiished, the pa .%cn; they appear intended lo cosrce ar Intimidate, or he
lacate In which their perpetralors eperate or sesk agylum,

913, {U) PUBLICLY AVAILABLE INFORMATION means informailon that has besen publishec or

broadeast for ganeral public corumm,nnn Is available on requast to.a mamber of the general public, has baen
sgen ar heard Dy 3 casual obsarver, or is made avdilable st 8 meeting open o the ganaral public,

.14, —(V)-SELPGTION aaaooh g _mpianyal g edrarie, oron ”:wnwli%, means {he

:me's&aiﬁr?g_ ol
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918, {C) SELECTION TERM mgang the compasite of individual terms. usad to eifsct or defeat
SELEGTION of particufar communicalions for the purpose of INTERCEPTION. It comprises the andlre tenn
or serles of terms so-used, but not any segregablaterm contained therain. It applies to Lath elzetronic and
manual processing.

§.16. (U) TARGET, OR TARGETING: Sse COLLECTION.
9.f7. {U) UNITED STATES, when Used qeodraphically, includes the 50 statss and ke Disirict of
Columbla, Puerto Rico, Giramn, Amarican Samog. ha U.8. Virgin [ Slands, the Nefihern Manana Istands, aad
any other temritery or possassion over which the URITED STATES exercisas sovareigily.
9,18, —6}FUNITED STATES PERSON:
a, Acilizen of the UNITED . STSRES,

b An atien lawully admittad for patmanent residence in the UNITED STATES,

¢, Urincarporaiad groups and assceiaiions a substantial nurmber of the members-aof bl
gonslitute a.0r 0. abova, or

4 GORPOAATIONS ircorporated In tHe WMITED STATES, including US. flag
nongavarnmantal aitcrall or vessels, bul not incleding ihose entties which are opsnly acknowledged by a
fareign govarnment or govérnments to be directed and sontrofled by them.

2. The following guldsines apply In determining whather a person is-a .8, BER3OM:
(13 A persen known ig ke gurrenlly in the Unitad Statas will b2 lreated as @ U8, PERSCOM

unless that pedson is reasonably Idartilied as an alizn who has not been admiied for parmansrk ragsidence
of if the-nalure of the peeson's commuricalions or.cthar indicia in the sontenis or slreumstances of such

connunications give rise toa reazonable hatial that such persan is nata .S, PERSOM.

(8 A persan known tg be cureantly outside the URITED'STATES, or whoge Iecation is ot
kenowr, wilk not g vredted 2s a U5, PEASOMN unless such persons reasanably identified as such or the
nature of Ihe parson's communications or other indicia i e contents or éirsurnstances of such
compiunications give rise to 2 reasonable belisl that such parsen s a U.S, FERGON.

(3y & person known to be an afian admittad for permanent rasidence may ba assuned 1o
have lost stalus as 2 U.S. PERSCN if the parson leaves the UNITED STATES and it is known that tha parsen
i3 not in compliance with the admimstrative formalities provided by law (8 U.S.C. Section 1203} trat anable
sich parsons to reenter the UNITED STATES without regac] fo tive. provisions of lww that would otarwise
reatint an alien's antey Inle the UNITED STATES. Tha faitue 10 fellove tha statutory procedures provides a
raqsanable Dasis (o conciuds that such alies has abanconed any intention ol maintzining status as a
permanent ragidant alien,

{4} An unincorporaled assosiation whoss headquacters. are located qutside the UNITED
STATES may be peesumed not toba 2 U3, PERSOMN unless the USSS has Information indicating that a
stbsfartial numbee of members afs citkzens af tha UMITED STATES o aliens lawdully adrmitied for permarniant
rasidencs,
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{5) COHFORATIC‘N‘-: haye the nationaily of the natign- state I which {hey are
incorperated, CORPORATIONS farmed under LLS. fadaral or state [dw are thus LS. parsans, aven-if the

enrporate stosk is foreign-owned. Tha only exception set forth above is CORPORATIONS which arg opanly

acﬂnovedged to be directzd and contralled by forsign govarsments, Corversely, CORPORAATIONS

incorparated In-forgign couritries are not U.8. FERoONS aven if that CORPORATION Is a subsidiary ofa

U.5. CORPORATIOH..

{8) Nongovemimsntal ships and aircralt are tagal entitiss and have the naticnallty of the
country imwhich they are registerad. Ships and aircraft ty tha flag and are subjectto ths Taw of their place
of registration,
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~S#E). REVIEW OF THE PARTICIPATION OF THE
OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
IN THE PRESIDENT’S SURVEILLANCE PROGRAM

L (U) EXECUTIVE SUMMARY

(TSHSTE A The Office of [nspector General (OIG), Office of the
Director of National Intelligence (ODNI), was one of five Intelligence Community
Tnspectors General that conducted a review of their agency’s participation in the
President’s Surveillance Program (hereafter “the Program”), a top secret National

Scéuﬁty Agency (NSA) electronic surveillance. activity undertaken at the direction of the

President. The Program became operational on October4, 2001, three-weeks after the
deadly terrorist attacks of September 11, 2001. The review examined the ODNI’s
involvement it the Program from the period beginning with the stand-up ofthe ODNI in

April 2005 through the termination of the Program in January 2007.

: v The ODNI’s primary role in the Program was the
preparation:of the threat assessments that summarized the al Qaeda terrorist threat to the.
TUnited States and were used to support the periodic reauthorization of the Program. That
tole began in April 2005, shortly after the ODNI stand-tip and contemporaneous with the:
arrival of General Michael Hayden as the first Principal Deputy Director of National
Inteiligence (PDDNI). Prior to his ODNI appointiment, Hayden was Director of NSA,

Tn April 2005, ODNI personnel in the National Counterterrorism Center (NCTC) began
to. prepare the first of 12 Program threat assessments. In coordination with the
Department of Justice (DOJ), then D irector of National Intelligence (DNT) John
Negroponte or PDDNI Hayden approved 12 ODNI-prepared threat assessments over an
18-month period. Once approved by the DNI or PDDNI, the Program threat assessments
were reviewed and approved by the Secretary of Defense, and were subsequently used by
DOIJ, NS4, and White House personnel in support of the Program reauthorization. In

' tion of the threat assessments, we found that NCTC used Program

: During the review, we made several related findings
and observations. We learned that the ODNI usage of Program-detived information in
ODNI intelligence products was consistent with the standard rules and procedures for
handling NSA intelligence. We learned that ODt I personnel were not involved in
nominating specific targets for c i qugh the Proeram. While ODNI personnel
were identified as having contac ‘
Program, we found that those communications were limited in frequency and scope. We
also found that the ODNI intelligence oversight components -- the Civil Liberties
Protection Officer (CLPO), Office of General Counsel (OGC), and the OIG -- had little
ivolvement in oversight of the Program and had limited opportunity to participate in
Program oversight due to delays in ODNI oversight personnel being granted access to the

T
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Program and temporary resource limitations attendant to the stand-up of the ODNIL,
Finally, we found that the 2008 amendmients to Executive Order 12333 and the-current
‘ODNI staffing levels provide the ODNT oversight components with sufficient resources
and authority to fulfill their current oversight responsibilities, assuming timely
tiotification.

I, (U) INTRODUCTION

—~(ESHSTEWHSHOERY The Foreign Intelligence Surveillance Act Amendments
Aet of 2008, Pub L. No. 110-261, 122 Stat. 2438 (hereafter “FISA Amendiments Act”)
required the [Gs of the DOJ, ODNI, NSA, Department of Defenses (DOD), and any other
clement of the intelligence.community that participated in the President’s Surveillance
Program to conduct a comprehensive review of the Program,' The FISA- Amendments
Act defined the “President’s Surveillance Program” as the “intelligence activity involving

communications authorized by the President during the period beginning.on September

11,2001, and énding on January 17, 2007, including the program referred to by the
P.ljcsident in a radio address on December 17, 2005.” In response to this-tasking, the [Gs
oF the following five agencies were identified as hiaving a role in Program review: DOJ,

‘ODNL NSA, DOD, and thie Central Intelligence Agency (CIA).

—(SHNE)- The participating IGs organized-the review in a manner where each o1G
conducted & review of its own agency’s involvement in the Program. CIA 1G John
Helgerson was initially designated by the IGs to coordinate the teview and oversee the
preparation of an interim report due within 60 days after the enactment ofthe Act, and a
later final report due not later than 1 year after the enactment of the Act? Because of IG
Helgerson’s.recent retirement, DOJ [G Glenn Fine was selected to coordinate the
preparation of the final report. This report contains the results of the ODNI OIG review.

IIL (U) SCOPE AND METHODOLOGY

: We sought to identify the role of the ODNI in
implementing the Program beginning with the stand-up of the ODNI in April 2005
through the Program’s termination in January 2007, This review examined the:

A. Role of the ODNI and its component the National Counterterrorisn Center
(NCTC) in drafting and coordinating the threat assessments that supported the
periodic reauthorization of the Program;

L{S/ﬂw‘?)"'[he Progrum is also known within the [ntelligence Commiunity by the cover term STELLARWIND.
The Program is a Top Secre/Sensitive Compartmented Information (SCI) program.

: (U) The participaling [Gs submitted an interim report, dated September 10, 2008, to the Chairman and Ranking
rmember of the Senate Select Commiiter on Inteligence (SSCI) and a reévised intetim report, dated November 24, 2008,
to thie Cliairman and Ranking member of the House of Representatives Permanent Select Committce on Intelligence
(HPSCI):
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B. NCTC’s iise of Program information to. support counterterrofism analysis;

dentifying Program targets and tasking Pro gﬁﬁtcoﬂla_dﬁén;

f. Role-of the ODNI in providing compliance oversight of the Program.

TSHSE NE)- During the review, we interviewed 23 euirentor
former ODNI officials and employees involved in the Program. The ODNI persornel we

interviewed were cooperative and helpful. Our interviews included the following ODNI
senior offieials:

John Negropente, former Director of National Intelligence
Michael McConnell, former Director of National Intelligence
Michael V. Hayden; foriner Principal Deputy Director of National Intelligence
Ronald Burgess, former Acting Principal Deputy Director of National Intelligence
David R. Shedd, Deputy Director of National Intelligence for
Policy, Plans, and Requirements
Alexander W. Joel, Civil Liberties Protection Officer
Edward Maguire, former Tnspector General
Benjatin Powell, former General Counsel
Corin Stone, Deputy General Counsel and Acting General Counsel
Joel Brenner, former ‘National Counterintelligence Executive’
John Scott Redd, former NCTC Director
Michael Leiter, NCTC Director

SIAFEY- In addition to the interviews noted above, we reviewed Program-telated.
documents made available by the NSA 0IG, the DOJ OIG, and the ODNI 0GC.

IV. (U) DISCUSSION OF FINDINGS

: » NET The following discussion contains our findings
regarding the topics identified above. F irst, we briefly describe the terrorist attacks of
September 11, 2001, and the initial government response to the attacks, including the
authorization of the President’s Surveillance Program. Next, we discuss the ODNI and
NCTC role in implementing the Program. Finally, we set forth our conclusions and
observations.

A. (U) Initial Response by the President and Congress
to the Terrorist Attacks of September 11, 2001

(U) The devastating al Qaeda terrorist attacks against the United States quickly
triggered an unprecedented military and intelligence community response to protect the

3{U) Brenner was the NSA Inspector General before joining the ODNL
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country from additional attacks. The following quote describes the initial tervorist attacks

and the intended al Qaeda goal to deliver a decapitating strike against our political
institutions.

(U) OnSeptember 11, 2001, the al Qaeda terrorist network launched a set.of
coordinated attacks along the Fast Coast of the United States. Four commercial
airliners; each-carefiilly-selected to be fully loaded with jet fuel for a
transcontinental flight, were hijacked by al Qaeda operatives. Two of the jetliners
were targeted at the Nation’s financial center in New York and were deliberitely
flown into the Twin Towers of the World Trade Center. The third was targeted at
the-headquarters of the Nation’s Armed Forces, the Pentagon. The fourth was
apparently lieaded toward Washington, D.C., when passengers struggled with the
hijackers and the plane crashed in Shankswlle Pennsylvania, The intended target
of this fourth jetliner was evidently the White Hause or the Capitol, strongly
suggesting that its intended mission was to strile a decapitation blow on the
Government of the United States — to kill the President, the Vice President, or
Members of Congress. The attacks of September 11" resulted in approxnnately
3,000 deaths — the highest single-day death toll from hostile foreign attacks in the
Nation’s history.*

(U) On September 14, 2001, in response to the attacks, the President issued a
Declaration of National Emergency by Reason of Certain Terrorist Altacks stating that

“(a) national emergency exists by reason of the terrorist attacks at the World Trade

Center; New York, New York, and the Pentagon, and continuing immediate threat of
further attacks on the United States.”™

(U) On September 18, 2001, by an overwhelming majority in both the Senate
and House of Representatives, a joint resolution was passed that authorized the use of
United States military force against those responsible for the terrorist attacks launched

-against the United States. Thc joint resolution, also known as the Authorization for Use

of Military Force (AUMEF), is often cited by White House and DOJ officials as one of the
principal le°a1 anthorities upon which the Program is based. In relevant part, the AUMF
provides:®

(a) IN GENERAL -~ That the President is authorized to use all
necessary and appropriate force against those nations,
organizations, or persons he determines planned, authorized,
cominitted or aided the terrorist attacks that occurred on September
11, 2001, or harbored such organization or persons, in order to

4 (U) This:summary of the events of September 11, 2001, was prepared by DOJ personnel and is set forth in the
unclassified DO “White Paper” entitled Legal Authorities Supporting the Activities of tfie National Security Agency
Described by the President, dated January 19, 2006.

*(U) Praclamation 7463, 66 Fed. Reg. No. 181, September 14, 2001,

6 (Uy Authorization for Use of Military Force, Section 2(a), Pub, L. No. 17040, 115 Stat. 224, September 18, 2001.
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prevent any future acts of international terrofisin against-the United
States by such nations, organizations or persons.

THSE €A~ On October 4, 2001, three days before the start of overt
military action against the al Qaeda-and Taliban terrorist camps, the President authorized
the Secretary of Defense to implement the President’s Surveillance Program.” The
Program, a closely held top-secret NSA electronic surveillarice project, authorized the
Secretary of Defense to employ within:the United States the capabilities of the DOD,
including but not limited to the signals intelligence capabilities of the NSA, to collect
international terrorism-related foreign intelligence information under certain speciﬁed
circumstances. Bach Program reauthorization was supported by a written threat
assessment, approved by a senior Intelligence Community official, that described the
threat of a terrorist attack against the United States. '

(U) On October 7, 2001, ina national television broadcast, the President
annotnced the start of military operations against al Qaeda-and Taliban terrorist camps in
Afghanvistan.3

: On April 22, 2005, the ODNI began operations as. the
newest member of the Intelligence Community. The ODNI was created, in part, in
response to the findings of the Independent National Commission-on Terrorist Anacks
Upon the United States (hereafter 9/11 Commission) that recommended the creation of a
national “Director of National Intelligence” to oversee and coordinate the planning,
policy, and budgets of the Tritelligence Community.” In late. April 2005, ODNI personnel
began to prepare the threat assessments used in the periodic reauthorization of the
Program. In June 2005, ODNI officials began to approve the-fhreat assessments.

B. (ESHSTEWHSTHOE/H) ODNI Role in Preparing Threat Assessments
in Support of the Program Reauthorizations

ST Prior to the ODNI’s involvement in the Program, the
Program was periodically reauthorized approximately every 30 to 45 days pursuant io a
reauthorization process overseen by DO, NSA, and White House personnel, Each
reauthorization relied, in part, on a written threat assessment approved by a senior
Intelligence Community official that described the current threat of a terrorist attack
against the United States and contained the approving official’s recommendation
regarding the need to reauthorize the Program. Before the ODNT’s involvement in the

LCESHSTLWAHSHOEAHE) The NSA mateals we reviewed identified October 4, 2001, as the date of the tirst Program
aulhorization.

8.(U) The CNN.com webpage article entitled President annaunces opening-of attack, dated, October 7, 2001, provides
a summary of the President’s announcement.and describes the national television broadcast.

% (U). While the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) that created the ODNI was.
signed by the President on December 17, 2004, the actual ODNI stand-np.oceurred montlis later, The official ODNI
histary, A Brief History.of the ODNI's Founding, sets April 22,2005, as the date when the. ODNI commenced
operations.
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Program; every threat assessment prepared by the Intelligence Community in support of
the Program reauthorization identified the threat of a terrorist attack against the United
States and récommended that the Program be reauthorized. Accordingly, the Program
was regularly reauthorized during the approximately 3-year period prior to the
involvement of the ODNI. During that penocl the Director of Central Intelligence or his
designee approved 3 1 threat assessments in support of the reauthorization of the Program.

—TSHSTEWHSHOEAE- In reviewing the circumstances that led to the decision

to transfer responsibility for preparing the Program threat assessments to the ODNI, we
found that the ODNY does not have identifiable records regarding that decision. Senior
ODNI officials involved with the Progiam told us that after the merger of the Terrorist
Threat Integration Center (TTIC) into the NCTC, and the later incorporation of NCTC

into the ODNI, it made sense for the ODNI to take responsibility for preparing the

Program threat assessments as both TTIC and NCTC previously handled that task.
Former PDDNI Hayden told us that the primary reasort that the ODNI become involved
in the Program was the statutory creation of the new DNI position as the senior
Intelligence Community adviser to the President. When Ambassador Negroponte was
confirmed as the first DNI, Hayden and other senior intelligence officials believed that
DNI Negroponte, as the President’s new senior intelligence advisor, should make the
Intelligence Community’s recomimendation to the President Legardmg the need to renew

the Program. Hayden commented that the new DNI’s involvement in this important

intelligence program enhanced the DNI’s role as the leader of the Intelligence

‘Community and gave immediate credibility to the ODNI as a new intelligence agency.

—(ESHSTEWHSHOEAT)— Once the ODNI became involved in the Program, the:

preparation and approval of the threat assessments became the ODNI’s primary Program
role." Beginning in Aprll 2005, and continuing at about 30 to 45 day intervals until the
Program’s termination in January 2007, ODNI personnel prepared and approved 12
written threat assessments in support of the periodic reauthorization of the Program. We
found that the ODNI threat assessments were drafted by experienced NCTC personnel
who prepared the documents following an established DOJ format used in earlier
Program reauthorizations. NCTC analysts prepaled the threat assessments in a
memorandum format, usually 12 to 14 pages in length. Senior ODNI and NCTC officials
told us that each threat assessment was intended to set forth the ODNT's view regarding

_the cuirent threat of an al Qaeda attack against the United States and to provide the DNT's

recommendation whether to continue the Program. NCTC personnel involved in
preparing the threat assessments told us that the danger of a terrorist attack described in
the threat assessments was sobering and “scary,” resulting in the threat assessments
becoming known by ODNI and Intelligence Community personnel involved in the
Program as the “scary memos.”

P RHITEWHSHAOEAEY The joint interim report prepared by the participating IGs notified congressional

oversight committees that the review would examine the ODNI's involvement in preparing “threat assessments and
legal certifications™ submitted in suppoxtofthe Program. Because we did not identity any ODNI officials executing a
legal certification, we treated our review of the legal certifications to be the same as the review of the threat
nssessments, The Altormey General made legal certifications in support of the Program that are addressed in the DOJ
OIG report.




—(ESHSTEWASTHOGATE)Y- During interviews, ODNI personnel said they were
aware that the threat assessments were relied upon by DOJ and tlie White House as the
basis for continuing the Program and further understood that if a threat assessment
identified a threat against the United States, the Program was likely to be reauthorized.
NCTC analysts also said that on a less frequent basis they prepared a related document
that set forth a list of al Qaeda-affiliated groups that they understood were targets ofthe
Program. Both the threat assessments and the less frequent list of al Qaeda-affiliated
groups underwent the same ODNI approval process.

—(ESHSTLWHSIHOC/NE). We examined the ODNI process for preparing the
Program documents, particularly the threat assessments, and found that the documents
were drafted by experienced NCTC analysts under the supervision of the NCTC Director
and his management staff, who were ultimately responsible for the accuracy of the
information in the documents. We determined that the ODNI thireat assessments were
prepared using evaluated intelligence information chosen from a wide-variety of
Intelligence Community sources. ODNI personnel told us that during the period when
the ODNI prepared the threat assessments, the Intelligence Community had access to
fully evaluated intelligence that readily supported the. ODNI assessments that al Qaeda
terrorists remained a significant threat to the United States.

| (TSYSTLW//SUIQCNE)- Once the ODNI threat assessients were approved
within NCTC and by the NCTC Director, the documents were forwarded through an
established approval chain to senior ODNI personnel who independently satisfied
theniselves that the documents were accurate, properly prepared, and in the appropriate
format. Throughout the ODNI preparation and approval process, the threat assessments
were also subject to varying degrees of review and comment by DOJ and OGC attorneys,
including then General Counsel Benjamin Powell and Deputy General Counsel Corin
Stone. Powell said his review of the threat assessments was not a legal review, but was
focused on spotting issues that might merit further review or analysis. Powell said he
velied on DOJ to conduct the legal review. Once the draft threat assessments were
subjected to this systematic and multi-layered management and legal review, the
documents were provided to the DNI or PDDNI for consideration and, if appropriate,
approval. Overall, we found the process used by the ODNI to prepare and obtain
approval of the threat assessments was straightforward, reasonable, and consistent with
the preparation of other documents requiring DNT or PDDNI approval.

: . Negroponte told us that because of time-sensitive
issues present in 2005 relating to the ongoing ODNT start-up as a new agency and other
Intelligence Community matters requiring his attention, he tasked his deputy, then
PDDNI Hayden, to oversee the ODNI approval of the threat assessments and related
documents. Negroponte told us that when making this decision, he was aware of
Hayden’s prior experience with the Program during Hayden'’s earlier assignment as
Director of NSA. In June 2003, shortly after his arrival at ODNI, Hayden received and
approved the first ODNI threat assessment. Hayden later approved the next six ODNI
{hreat assessments. After Hayden left the ODNI in May 2006 to become Director of
CIA, Negroponle approved the next five ODNI threat assessments, including a December
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2006 threat:assessment used in the final reanthorization of the Program. In total,

‘Negroponte and Hayden approved 12 ODNI threat assessments prepared in support of the

Program reauthornizations. h

—(ESASTEW/STHOCINEY In discussing the ODNI process used to prepare and

. approve the threat assessments, Negroponte told us he was “extremely satisfied” with the.
quality and content of the threat assessments provided for his approval. He did not recall

any inaccuracies or problems relating to preparation of the ODNI threat assessments,
Negioporite said the a1 Qaeda threat information described in the Program threat
assessments was consistent with the terrorism threat information found in The President’s
Daily Briefing and other senior-level Intelligence Community products he had read.
Hayden had a similar view. Negroponte and Hayden separately told us that when they
approved the threat assessments, credible intelligence was readily available to the
Intelligence Community that demonstrated the ongoing and dangerous al Qaeda terrorist
threat to the United States. Similarly, Negroponte and Hayden each told us that the
nature and scope of the al Qaeda terrorist threat to the United States was well
documented and easily supported the ODNI threat assessments used in the Program
reauthorizations.

—(ESHSTEWASTHOCAIE). Because of questions raised in the media about the

legal basis for the Program, we asked the ODNI personuiel involved in the preparation ot
approval of the threat assessments about their concerns, if any, regarding the legal basis
for thé Program, We found that ODNI personnel involved in the Program generally
understood that the Program had been in operation for several years and was approved by
senior Intelligence Community and DOJ officials. During our interviews, ODNI officials
told us-they were satisfied with the legal basis for the Program, primarily because of their
kriowledge that the Attomey General and senior DOJ attorneys had petsonally approved
the Program-and remained directly involved in the Program reauthorization process, We
did not identify any ODNI personnel who believed that the program was unlawful.

—~(ESHSTEWHSHOEATY Former ODNI General Counsel Powell told us that after

his Program briefings in carly 2006, he had questions regarding the DOJ descr 1pt10n of
the legal authorlty for the Program buit lacked the time to conduct his own legal review of
the issue given the many time-sensitive ODNI legal issues that required his aftention.
Powell said he understood the rationale of DOJ’s legal opinion that the Program was
lawful and described the DOJ opinion as a “deeply complex issue” with “legal
scholarship on both sides.” Powell said he recoguized that he was a latecomer to a
complex legal issue that was previously and continuously approved by DOJ, personally
supported by the Attorney General, and was being transitioned to judicial oversight —an
idea he strongly supported. Powell said he relied on the DOJ legal opinion regarding the
Program and directed his efforts to supporting the Program’s transition to judicial
oversight under traditional FISA, the 2007 Protect America Act, and the subsequent FISA
Amendments Act of 2008.

" CrSHSTEWHSTHOCANE The DNIand PDDNI together approved 12 of the 43 threat assessments used in suppott
of the Program reauthorizations. CIA. officials approved the other 31 threat assessments,




; ; B) Negroponte recalled having regular contact with senior
NSA and DOJ fficials who raised no legal concerns to him about the Program. He said
he remembered attending a Program-related meeting that included members of the FISA
Court who did not raise any legal concems to him about the authority for the Program
-and seemed generally supportive of the Program. Negroponte also recalled attending
meetings in which the Programwas briefed to congressional leadership who not did raise
legal concerns to him. Overall, the direct involvement of DOJ and other senior
Tntelligence Community officials in the Program resulted in Negroponte and other ODNI
personnel having few, if any, concemms about the legal basis for the Program.

C. (FSHSTEWHSHHEEMATI-NCTC Use of Program Information to Support
Counterterrorism Analysis

ST EAEY- The Program information was closely held within the
ODNI and was made available t¢ no more than 15 NCTC analysts for review and, if
: i byt 12 Generally, the NCTC analysts

handling of ] A intelligence. They said they han led the NSA inteiligence, including
Program information, consistent with the standard rules and procedures for handling NSA
intelligence information, including the minimization of U.S. person identities;

Hayden told us that during his tenure as Director of

During our review, NCTC analysts told us they often

did not know if the NSA intellizence available to then was derived from the Program.

2LSHSTEWHSTHOEAEY The aumber of NCTC analysts réad into the Program ranged from 5 to 15 analysts.
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knew that# articular NSA mtelllgence product was derived fromi the Program, the
-analysts: said they reviewed the Program information in the same manner as other NSA

intelligence products and, if appropriate, incorporated tlie Program. information into
analytical products being prepared for the DNI and cther senior intelligence officials.
They-identified the President s Terrorisim Threat Report and the Senior Executive
Terrorism Report as examplés of the types of finished intelligence products that would, at
hmea., contain Program information.

—CESHSTEWHSHEOEAT)~ NCTC analysts with Program aecess said they had

broad access to a- wide variety of high quality and fully evaluated terrorism related
intelligence, Tn particular, NCTC analysts told us that by virtue of their NCTC
assignments, they had access to some of the most sensitive and valuable terrorism
intelligence available to the Intelligence Commiinity. NCTC analysts cliaracterized the
Program information as being a useful tool, but also noted that the Program information
was only one of several valuable sources of information available to them from numerous:
collection sources and methods. During llltCLVLGWb NCTC analysts and otlier ODNI
gersonnel described the Program information as “one tool in the tool box,” “one arrow in
the quiver,” or in other similar phrases to-connote that the Program information was not
of greater value than other sources of intelligence. The NCTC analysts we interviewed.
said: they could uot 1dent1fy prClﬁC ewnples whew the Plogram mtmmatlon plowded

“The NCTC,amlysts uni ormly told us that during’
the pBI'lOd. when NCTC pr epared the threat agsessment memoranda, the intelligence
demonstrating the al Qaeda threat to the United States was overwhelming and readily
-avdilable to the Intelligence Community.

—CESHSTLWASTHOC/NE). When asked about the value of the Program, Hayden

said “without the Program as a skimish line you wouldn’t know what you don’t know.”
He explained that by using the Program to look at a “quadrant of communications” the
Intelligeiice Community was able to assess the threat arising from those communications,
which allowed Intelligerice Community leaders to make valuable judgments regarding the
allocation of national security resources. He said looking at the terrorist threat in this
manner was similar to soldiers on a combat patrol who look in all directions for the threat
and assign resources based on what they learn. Hayden said that NSA General Counsel
Vito Potenza often described the Program as an “early waming system” for terrorist
threats, which Flayden thought was an acculate desurlptlon of the Program. Hayden told
us the Program was extrens
terrorist attack. Hayden
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L . sexamples where
the Program iniformation was effectively used to-disrupt al Qaeda o‘perat'wes.13
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E. —(LFS#SLPH’WSWG&‘NF‘) Nn NCTC Rolein [denhfymg Program Targets

and Tasking Collection

~FSHSTEWHSTHOEAFr We did not. identify any information that indicated that

ODNI or NCTC personnel were involved in identifying or nominating targets for
collection within the Program, ODNI personnel told us-that ODNI.and NCTCare noi-
operational elements of the Intelligence Community and wete-not involved in nominating
targets-for Program collection. '

F.~5AHH- ODNI Oversight of the Program

~(ESHSFLW/STHOCINE). We examined the role of the ODNI oversight
components -- CLPO, OIG; and OGC -~ in providing compliance oversight for the
Program, We foiind that while the Program was subject to oversight by the NSA OIG,
the-:ODNI oversight components had a limited role-in proyiding oversight for the
Program During the review, we leamed that within the first year of the Program, then
NSA Director Hayden obtained White House approval allowing the NSA IG and
designated NSA OIG ofﬁc1als to be read into the Program to provide compliance
oversight foi the Program. In furtherance of the NSA oversight program, the NSA IG
provided compliance reports and briefings to the- NSA Director, NSA Gencrﬂl Counsel,
:and cleared White House personnel, including the Counsel to the President.'

LESHSTENWHSHOEAN In reviewing the ODNI oversight role régarding the

Program, we found that the ODNT oversight components had limited invelvement in
oversight of the Program. We found that the opportunity for the ODNT to participate in
Program oversight was limited by the fact that ODNI oversight. personnel were not

and staff weie not read into the Program and did not receive compliance reports from the: NSA LG
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granted timely access to the Program by the White House personnel responsible for
approving access. In addition, we found that the newly formed ODNI oversight offices
were in varying stages of agency stand-up and lacked the necessary.experienced staff and
resources to effectively participate in oversight of the Program.

, Torrs T E/NT) For example, General Counsel Powell received
Prograin access after his arrival in January 2006, but his predecessor, then Acting
General Counsel Corin Store, was not read into the Program until a few days before
Powell in January 2006, several months after the Program becamie operational within
ODNI and only after she had read about the Program in a December 2005 newspaper
article.'” Similaily, CLPO Alexander Joel, who is responsible for reviewing the privacy

‘and civil liberties implications of intelligence activities, requested but did not receive
Program access until Octaber 2006, shortly before the Program terminated.'® Joeltold us
that Negroponte and Hayden supported his request for Program access, but White House
staff delayed approval for several months. Joel said that while waiting for approval of his
Program access, Hayden gave him some insight about the Program that did not require
the disclosure of compartmented information. Joel found this information helpful in
planning his later review, Finally, then ODNI Inspector General Edward Maguire.and

“his oversight staff did not obtain Program access until 2008, long after the Program had
terminated. '

; ; Y- Once read into the Program, Powell and Joel were
provided with reasonable access to NSA compliance reports and briefings relating to the
NSA OIG oversight program. Powell told us that he was satisfied that the NSA 1G
provided a reasonable degree of Program oversight. Similarly, Joel said he believed that
he had received full disclosure regarding the NSA oversight program and found the NSA
oversight effort to be reasonable.

' 5] We also learned that the members of the President’s
Privacy and Civil Liberties Oversight Board (PCLOB) reviewed the Program, in part, in-
association with JToel.?® The PCLOB review was contemporaneous with Joel’'s review

17 (U//FOHE) Powell was appointed General Counsel in January 2006 and served in that position as a recess
appointment until hiis Senate confirmation in April 2006. Prior to his appointment, Powell was an Associate Counsel to
the President and Special Assistant to the President where he worked on Initiatives related to the Intelligence
Comununity. However, Powell was not read into the Program while serving at the White House.

S (UJAFOTO) Joel is the Civil Libertics Protection Officer (CLPO) with the responsibility for ensuring that the
pratection of privacy and civil liberties is incorporated in the policies and procedures of the Intelligence Community.
The CLPO responsibilities arc set forth in the Section 103d of Intelligence Reform and Terrorism Prevention Act of
2004,

2 £8/mI-While OIG personnel were not read into the Program until 2008, OIG officials were alerted ta the existence
of the NSA collection prograim through a December 2005 newspaper report. Shortly after that report, the NSA G told
ODNI OIG officials that the NSA OIG was conducting oversight of that NSA program. PDDNI Hayden also told IG
Magyiire that the NSA. program was subject to NSA OIG oversight.

u (U) ThePCLOB. was created by the fintelligence Reform and Terrorisn Prevention Act.of 2004 (IRTPA), which
requires the Board to “ensure that concerns with respect to privacy and civil liberties arc appropriately considered in the
implementation of laws, regulations, and execulive branch policies related to efforts to protect the Nation against
terrorism (P.L. 103-458, 2004).
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;and resulted in-an independent and generally favorable finding regarding the' NSA.
implementation of the Program. After the PCLOB review, a PCLOB board meniber
published:an editorial article, in part, quoted below, that summarized his observations
tegarding the NSA effort in implementing the Program.

There were times, including when the Board was “read into” and given
complete access to the operation of the Terrorist Surveillance Program that
I wonderéd whether the individuals doing,this difficult job on behalf of all
of us weré not being too careful, too concemed, about going over'the
privacy and liberties lines — so-concerned, with so many interal checks
and balances, that they could miss catching or preventing the bad guys
from another attack. And I remember walking out ofthese briefing
sessions in some dark and super-secret ageiicy with the thought: I wish the
Amencan people could meet these people and observe what thiey are.
doing "

—SANFY- In sum, the ODNI oversight components had limited and belated
involvement in the oversight of the Program. However, once read into the Program,
Powell and Joel deterrnined that the Program was subject to reasonable oversight by the
NSA OIG. Moreover, the initial White House delay in granting ODNI oversight
personnel access to the Program occurred prior to the 2008 revision to. Executive Otder
(EO) 12333, which expressly.grantsODNI oversight components. broad access to any
information necessary to performing their oversight duties. In particular, EO 12333
provides in relevant part that:

Section 1.6 Heads of Elements of the Intelligence Community, The heads
of elements of the Intelligenceé Comniunity shall:

(h) Ensure that the inspectors general, general counsels, and agency
officials responsible for privacy and civil liberties protection for their
respective organizations have access to any information or intelligence
necessary to perform their duties.

—(FSHSTEWAHSTHOCATF) EO 12333, as amended, clarifies and strengthens the

ODNT’s ability to provide compliance oversight. In light of the recent change to EO
12333, and with current staffing, we believe that ODNI's oversight components have
sufficient resources and authority to perform their responsibilities to conduct oversight of
clogely held intelligence activities, assuming timely notification.

3 (U) The quote is taken from a May 5, 2007, article by former PCLOB member Lanny Davis, entitled, “Why !
Resigined From The President’s: Privacy and Civil Liberties Oversight Board - Aud Where We Go From Fere, " The
article was published on webpage of Thie Huffington Post, wiwvw.huffingtonpost.com.
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V.  (U)CONCLUSION

S IOEAF We found that the ODNIs primary role in the Program
was the preparation of 12 ODNI threat assessments approved by the DNT or PDDNI for
use in the Program reauthorizations. The ODNI-prepared threat-assessments set forth the
ODNU’s view regarding the existing threat of-an al'Qaeda terrorist attack agdinst the
United States and provided the DNI's recommendation regarding the need to reauthorize
the Program. We found that the ODNI threat assessments were drafted by gxperienced
NCTC personnel under the supervision of knowledgeable NCTC supervisors. We. noted
that the threat assessments were subject to review by OGC and DOJ attorneys before
approval. Additionally, we found that the process used by the ODNI to prepare and
obtdin approval of the threat agsessments was straightforward, reasonable, and consistent
with the preparation of other documents requiring DN approval. Overall, we found the
ODNI process for the preparation and approval of the threat assessmerts was responsible
and effective.

; _ NE—We also found that the ODNI oversight components
played.a limited role in oversight of the Program. The limited ODNI oversight role was
due to delays in obtaining Program access for ODNI oversight persopnel and to
femporary resouice limitations related to the stand-up of the agency. However, we
believe that the 2008 amendments to EO 12333.and improved staffing levels provide the
ODNT oversight components with sufficient resources and authority to fulfill their current
oversight responsibilities, assuming timely notification.
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