and improved the handling of Stellar Wind-related discovery issues in
international terrorism prosecutions. At SR et

Second, we do not bélieve that reading in a few additional Department
attorneys during the first 2 years of the program would have jeopardized
national security as suggested by Gonzales, especially given the hundreds of
Q‘pgrational personnel who were cleared into the program during the same
period (see'Chart 4.1). In fact, as noted above, we think the highly classified
nature of the program, rather than constituting an argument for limiting the
OLC read-ins to a single attorney, made the need for careful analysis and
review within the Department and by the NSA only more compelling.

In sum, we concluded that the departure from established OLC and
Department practices resulted in legal opinions to support the program that
were later determined to be flawed. We believe the strict control over the
Department’s access to the program undermined the role of the Department
to ensure the legality of Executive Branch actions, and as discussed below,
contributed to the March 2004 crisis that nearly resulted in the mass
resignation of the Department’s leadership. {BS/A-SH-ANFY

. We recommend that when the Justice Department is involved with
such programs in the future, the Attorney General should carefully assess
whether the Department has been given adequate resources to carry out its
vital function as legal advisor to the President and should aggressively seek
additional resources if they are found to be insufficient. We also believe that
the White House should allow the Department a sufficient number of
read-ins when requested, consistent with national security considerations,
to ensure that sensitive programs receive 4 full and careful legal review. (U)

B. The Hospital Visit (U)

The Department’s reassessment of Yoo's analysis led Comey, who was
exercising the powers of the Attorney General while Ashcroft was
hospitalized in March 2004, to conclude that he could not certify the legality
of the Stellar Wind program. In response, the President sent Gonzales and
Chief of Staff Andrew Card to visit Ashcroft in the hospital to seek his
certification of the program, an action Ashcroft refused to take. We believe
that the way the White House handled its dispute with the Department
about the program — particularly in dispatching Gonzales and Card to
Ashcroft’s hospital room to override Comey’s decision — was troubling for

several reasons. {FS/SH-NF-

As discussed in this chapter, by March 2004, when the Presidential
Authorization was set to expire again, Goldsmith had placed Gonzales and
Addington on notice for several months of the Department’s doubts about




After Attorney General Ashcroft was hospitalized and unable to fulfill
This duties, the White House was informed that Deputy Attorney General
Comey had assumed the Attorney General’s responsibilities. We found that
the assertion by some in the White House at the time that they had not been
informed of the situation was subsequently contradicted by the facts, In
particular, Gonzales later acknowledged that he was aware that Comey was
acting as the Attorney General 231 (U)

Before the Presidential Authorization was set to expire on March 11,
Comey, who was exercising the powers of the Attorney General at the time,
told top officials in the White House — Including Vice President Cheney and
White House Counsel Gonzales — that the Justice Department could not
recertlfy the legality of the program as it was presently opérating. The White
House disagreed with the Justice Department’s position, and on March 10,
2004, convened a meeting of eight congressional leaders to brief them on
the Just1ce Department’s seemingly sudden reluctance to. recertify the
program. and on the need to continue the program. The White House did
not inyvite anyone from the Department to this briefing to describe the: basis
for its advice about the legality of the program;, nor did it inform the
Department of its intention to hold the meeting.232 {TS// ST/ NE}—

Following this briefing, Gonzales and Card went to the hospital to ask
Attorney General Ashcroft, who was in the intensive care unit recovering

230 Qur conclusion that Goldsmith advised Gonzales and Addington of the
Department’s concerns in December 2003 is supported by his contemporaneous notes of
these events. In addltlon, although Gonzales told us that the first time he recalled hearing
of these concerns in detail was in early March 2004, he did not dispute that Goldsmith had
first begun to advise him of the Department’s general concerns months earlier.. (U)

231 During his congressional testimony, when questioned about whether he knew
that Attorney General Ashcroft’s powers had been transferred to Comey, Gonzales
responded, “I think that there were newspaper accounts, and that fact that Mr. Comey was
the acting Attorney General is probably something T knew of.” {U)

232 On the advice of White House counsel, Genzales declined to provide a reason to
the OIG why the Department was not asked to participate in the briefing. However, when
Gonzales commented on a draft of this report he stated that the purpose of the meetmg

meetlng was not fo have a “debate” between the Whlte House and the Department
concernmg the legality of the programi, but rather to explore just such a legislative “fix.”




from surgery and according to witnesses appeared heavily medicated, to
certify the program, notwithstanding Comey’s stated opposition. Yet, they
did not notify Comey or aryone ¢lse in the Department that they intended to
take this action. Their attempt to have Ashcroft recertify the program did
not succeed. Asheroft told them from his hospital bed that he supported
the Department’s legal position, but that in any event he was not the
Attorney General at the time — Comey was. (U)

Gon"z'ales-stated that even if he knew that Ashcroft was aware of
Comey'’s opposition to recertifying the program, Gonzales would still have
wanted to speak with Ashcroft because he believed Ashcroft still retained
the authority to certify the program. Gonzales testified before the Senate
Judiciary Committee in July 2007 that although there was concern over
Ashcroft’s condition, “We would not have sought nor did we intend to get
any approval from General Ashcroft if in fact he wasn’t fully competent to
make that decision.” Gonzales also testified, “There’s no governing legal
prineiple that says that Mr. Ashcroft, if he decided he felt better, could
‘decide, T'm feeling better and I can make this decision, and I'm going to
make this decision.” (U)

We found this explanation and the way the White House handled the
dispute to be troubling. Rather, we agree with Director Mueller’s
observation, as recorded in his program log following his meeting with Card
on March 11, 2004, that the failure to have Department of Justice
represéntation at the congressional briefing and the attempt to have
Ashcroft certify the Authorization by overruling Comey “gave the strong
perception that the [White House| was trying to do an end run around the
Acting [Attorney General] whom they knew to have serious concerns as to

the legality of portions of the program.” AFS//8H7/NF)—

At a minimum, we would have expected the White House to alert
Comey directly that it planned to brief the congressional leaders on the
Department’s position and that it intended to seek Ashcroft’s approval of the
program despite Comey and Goldsmith’s stated legal position against
continuing certain activities under the program. Instead, White House
officials briefed congressional leaders and sought to have Attorney General
Ashcroft recertify the program from his hospital bed without any notice to
Comey or anyone else at the Department. We believe these actions gave the
appearance of an “end run” around the ranking Justice Department official

with whom they disagreed. {FS7/3H1NF)-

C. Recertification of the Presidex_ntial Authorization and
Modification of the Program (U)

As described in this chapter, the Department had notified Gonzales
and Addington of its concerns about the legality of aspects of the program




for several months. In fact, the Department had made clear to the White
House in December 2003 and more emphatically in a series: of meetings.in
March 2004 that it believed that aspects of the program could not be legally
supported in their existing form. Comey and Goldsmith were clear i in their
advice to the President and other White House officials. At the hospital,
Asheroft also expressed deep concermn
and told Gonzales and Card that he supported the position of his
subordmates We beheve that Ashcroft acted admirably under arduous
circumstances. -{F - ;

Despite the legal concerns uniformly expressed By senior:Department
of Justice leaders, the White House, through White House Counsel
Gongzales, recer tified the Authorization, allowing the program to continue

substantively unchanged. {ES17/SH-/NF—

Only after Mueller, Comey, and other senior Department and FBI
officials made known their intent to resign if the White House continued the
program unchariged, despite the Department’s conclusion that aspects of
the program could not be legally supported, did the President direct that the
issue be resolved, and the program be modified to address the Department’s
legal concerns. Because we were unable to interview key White House
officials, we could not determine for certain what caused the White House to
change its position and modify the program, although the prospect of mass
resignations at the Department and the FBI appears to-have been a
significant factor in this decision. 233 According to Corhey, the President
raisec a concern that he was hearing about these problems at the last
minute, and the President thought it was not fair that he was not told
earlier about the Department’s legal position. In fact, as Comey informed
the President, the President’s staff had been advised of these issues “for

weeks.” {FS/SH/NE-

Finally, we believe that the Department and FBI officials who resisted
the pressure to recertify the Stellar Wind program because of their belief
that aspects of the program were not legally supportable acted courageously
and at significant professional risk. We believe that this action by
Department and FBI officials - particularly Ashcroft, Comey, Mueller,

233 Por instance, we found it significant that on March 16, 2004, White House
Counsel Gonzales who had to make a recommendatlon to the Presadent about how to
» \ ; : enaLteD 's conclus1on that legal support for




Goldsmith, Philbin, and Baker — was in- accord Wlth the highest professional
standards- of the Justice Department. L :







CHAPTER FIVE
STELLAR WIND PROGRAM’S TRANSITION TO FISA
© AUTHORITY
(JUNE 2004 THROUGH AUGUST 2007)

In this chapter we examine the transition in stages of the Stellar Wind
programi from presidential authority to FISA authority. We first describe the
FISA Court’s approval in July 2004 of the government’s application to ‘
acquire foreign intelligence information through the collection of bulk e-mail
meta data (basket 3 information). This application was based on a legal
theory related to FISA’s pen register and trap and trace device provisions,
We next discuss. the government’s successful May 2006 application to the
FISA Court for an order to obtain bulk telephony meta data (basket 2
information) by the production of business records by certain
telecommunications carriers. We then describe the government’s
interaction with the FISA Court to place under FISA the government’s }
authority to intercept the content of certain communications involving both
domestic and foreign telephone numbers and e-mail addreésses (basket 1
information). Finally, we summarize legislation enacted in August 2007 and
July 2008 to amend FISA to address, among other concerns, the difficulty
the government encountered in obtaining FISA authority for content
collection, as well as the government’s contention that certain provisions of
FISA had failed to keep pace with changes in telecommunications
technology. £ ’

I ‘E-Mail Meta Data Collection Under FISA {ESHSHHNE)

Decision to Seek a Pen Register and Trap and Trace
(PR/TT) Order from the FISA Court {FS{SH-NF—




P 'lbm told us that he encountered some opposition to the FISA
approach from. Counsel to the Vice President David Addington, who argued
that the FISA" Court was unconstitutional arid questioned the need to seek
its-authorization for e-mail meta data collection. Philbin said that he
responded that obtaining an order from the FISA Court was “ironclad safe.”
Baker recalled attending at least one meeting at the White House with White
House Counsel Gonzales and Addington to discuss whether to seek an order
from the FISA Court based on FISA’s pen register and trap and trace device
provisions (a PR/TT Order) and how the FISA Court should be approached
to obtain such an order. Baker stated that during the meeting Addington
said, “We are one bomb away from getting rid of this obnoxious Court.”
Baker said Addington also stressed to him that there “is a lot riding on your

[Baker's] relatlonshlp with this Court.” {FS/HASTEWHSHAOSHNE

In contrast, Hayden told us that he did not have any concerns about
transitioning the bulk e-mail meta data collection to FISA authority and was
enthusiastic about the move. Hayden stated that while he believed the
President had the authority to collect the bulk meta data for the NSA to
conduct meta data analysis, he believes that involving an additional branch
of governmerit in the activity provided some clarity on this subject.

Gonzales told us that he did not recall much about the process of
filing the application with the FISA Court to obtain e-mail meta data
through a PR/TT Order, but stated that there may have been individuals at
the Wh1te House who expressed concern that seeklno the Order from the

; proessmnals told hland that he would not have supported the PR / TT
apphcatlon if NSA D11‘ector I-Iayden and others did not believe the collection




also told us that there was concern at the White House that filing the PR/TT
,applic?ati‘qn' could lead to an unauthorized disclosure of the program.

2. 'Birie'fing for Judge Kollar-Kotelly (U)

' || Baker, Philbin, and Goldsmith met with Gonzales
and Addmgton at the White House 'to discuss how to approach Judge
Kollar-Kotelly concermng the proposed PR/ TT apphcatlon and it was.
decided to give her a “presentation” aboyt 0 The
was provided to Judge Kollar-Kotelly on
were Attorney: General Ashcroft, Centre Intelhgence Agency D1rector George
Tenet, FBI Director Mueller, Hayden, Gonzales, OLC Assistant Attorney
General Goldsmith, Philbin, Baker, and Director of the Terrorist Threat
Integlatlon Center (TTIC) John Brennan. According to an agenda of the
brlefing, and as conflrmed to the 0lG, the presentatlon was g1ven in three

.collectmn 1nclud1ng how the. 1nformat10n was to be collected arch1ved
quened and minimized. This portion of the presentat1on stressed that the
NSA required the collection of meta data in bulk-to maximize analytic
capabilities through contact chainingfl E  toidentify
terrorist communications.23* Third, Philbin explamed ‘the governmerit’s
legal argument that FISA authorized the Court to approve a broad

appllcatmn to collect e~ma11 meta data under the statute s pen register and

3. The PR/TT Application {ES//8H/RF)—

Philbin, Baker, and at least two Office of Legal Counsel attorneys
assumed primary respon51b111ty for drafting the PR/TT application to the
FISA Court and a memorandum of law in support of the application.235

234 The agenda refers to the “needle in haystack” metaphor to illustrate the need for
bulk collection, noting “must transform streams of hay into haystack that can later be

searched.” AF&/-+SH-NFH-

. v . conszsted of the apphcatlon,
proposecl order authon71ng the collection actmty and secondary orders mandating carriers.

to cooperate; a declaration of NSA Director Hayden explaining the technical aspects of the
(Cont’d.)




Baker said that Judge Kollar-Kotelly was given a “read-ahead copy” of the
application, since it was standard practice to give the FISA Court draft

-applications for review. ~ES//SHNF—

n to

“sought authoriz

The objective of the application was to s¢

-commumcatmns llnks between such oera 3
products_would then be tipped out as leads to the FBI and other elements of

the Intelligence Community to find members of T -
: disrupt their activities, and prevent future terrorlst attacks in the

United States.236 (FS/HSTEW/ASH/OC/NE).-

The Justice Department constructed its legal argument for this novel
use of pen register and trap and trace devices around traditional authorities
provided under FISA. Specifically, 50 U.S.C. § 1842(a)(1) authorizes the
Attorney General or other designated government attorney to apply

for an order or an extension of an order authorizing or
approving the installation and use of a pen register or trap and
trace device for any investigation to obtain foreign intelligence
information not concerning a United States person or to protect

proposed e-mail meta data collection and identifying the government official seeking to use
the pen register and trap and trace devices covered by the application for purposes of 50
U.S.C. § 1842(c)(1); a declaration of Dlrector of Central Intelligence Tenet describing the
threat posed byf - ; a certification from Attorney
General Ashcxo t stating that the information hkely to be obtained from the pen register
and trap and trace devices was relevant to an ongoing investigation to protect against
international terrorism, as required by 50 U.S.C. § 1842(c); and a memorandum of law and

fact in support of the application, {8778/ NFI

236 T icati nphasized that Internet e-mail is one of the primary methods
by wh1cl commumcate The memorandurn of law in sy port of the




against international terrorism or clandestine intelligence
activities, provided that such investigation of & United States
person is not conducted solely upon the basis of activities
protected by the first amendment to the Constitution which is
being conducted by the Federal Bureau of Investigation under
such guidelines as the Attorney General approves pursuant to
Executive Order No. 12333, or a successor order. (F377/8H/N

FISA incorporated the definitions of the terms “pen register” and “trap and.
trace device” from 18 U.S.C. § 3127, Thus, FISA adopted as the definition of
a “pen register”

a device or process which records or decodes dialing, routing,
addressing, or signaling information transmitted by an
instrument or facility from which a wire or electronic
commurication is transmitted, provided, however, that such
information shall nét include the contents of any
comirhunication. ~(FS/-SH-ANE]

18 U.8.C. § 3127(3). FISA also adopted as the definition of a “trap and trace
device”

a device or process which captures the incoming electronic or
other impulses which identify the originating number or other
dialing, routing, addressing, and signaling information
reasonably likely to identify the source of a wire or electronic

. communication, provided, however, that such information shall
not include the contents of any communication. (TS//SI//NE)-

18 U.S.C. § 3127(4).

In-its application the government argued that the NSA’s proposed
collection of meta data met the requirements of FISA by noting that the
ricta data sought comported with the “dialing, routing, addressing, or
signaling information” type of data described in FISA’s definitions of pen
registers and trap and trace devices. The government also noted that
nothing in these definitions required that the “instrument” or “facility” on
which the device is placed carry communications of only a single user rather
than multiple users.

The government next argued that the information likely to be obtained
from the pen register and trap and trace devices was relevant to an ongoing
investigation to protect against international terrorism, as certified by the
Attorney General under 50 U.S.C. § 1842(c). In support of this “certification

of re LNE POVCLLL




The government acknowledged that “the overwhelming majority of

comniunications from which meta data will be collected will not be
associated withf @ 2 . ” However, the government

maintairied that FISA did not. 1mpose ariy requirement to tailor collection
precisely to obtain only communications that are strictly relevant to the
investigation. The government argued that, in any event, “the tailoring
analys1s muist be informed by the balarice between the overwhelming
national secunty interest at stake . . , and the minimal intrusion into
privacy interests that will be 1mp11cated by collecting meta data — especially
meta data that will niever be seen by a human being unless a connection to
a terrorist-associated e-mail is found.” RS SN

The government also stated that the NSA needed to collect meta data
in bulk in order to.effectively use analytic tools such as contact chaining
that would enable the NSA to discover enemy
“communications. Thisargument echoed a premise many officials told us
about the nature of intelligence gathering in general. For example, Baker
likened the search for useful intelligence, particularly in the meta data
context, to fmdmg a rieedle in a haystack, stating, “the only way to find the
needle is to have the haystack.” Gonzales argued that “to connect the dots

you first have to collect the dots.” (FS/AFSLLNE]




) represented that for most of the proposed collection on

| it was “overwhelmingly hkely” that at least one end of the
transmitted. cominunication either originated in or was destined for
locations outside the United States, and that in some cases both ends of the
commumcatlon were. entlrel. overseas.?37 Hovvever the government




‘As discussed below, the government argued and the FISA
"timately agreed that the above-described collectio
: satisfied the definitions of pen register and trap and trace devices
under FISA and Title 18. See 50 U.S.C. § 1841(2); 18 U.S.C. § 3127(3) & (4).
{ES/SHHNE

The application also explained the proposed archiving and querying
process. According to the application, the collected meta data would be
stored in a secure NSA network accessible only through two administrative
login accounts and by specially-cleared meta data archive system
administrators. Each time the ddatabase was accessed, the retrieval request
would be recorded for auditing purposes. (FS7//8H7/NF—




The application proposed allowing 10 NSA analysts access to the
database.238 The NSA analysts were to be briefed by the NSA Office of
General Counsel concerning the circumstances under which the database
could be queried, and all queries would have to be approved by one of seven

senior NSA officials, 239 {FSH-SH-NF—

 The application explained that the bulk collection would be
with particular e-mail addresses in order to conduct chainingff

proposed that queries of the e-mail meta data archive would be performed

when the e-mail address met the following standard:

based on the factual and practical considerations of everyday
life on which reasonable and prudent persons act, there are.
facts giving rise to a reasonable articulable suspicion that a
particular known e-mail address is associated with

In addition, the NSA proposed applying the minimization procedures
in the United States Signals Intelligence Directive 18 (USSID 18) to minimize
the information reported concerning U.S. persons. According to the
application, compliance with these minimization procedures would be

238 At the governmen{s s : ymber of NSA analysts was increased to 15
when the Order was renewed T s

239 When it granted the government’s application, the FISA Court noted that in
conventional pen register and trap and trace surveillances a court first reviews the
application before a particular e-mail account can be targeted. The FISA Court stressed the
importance of the NSA Office of General Counsel’s obligation to ensure that the legal

adequacy for such queries was met. {F87//8H/N¥F—




monitored by the NSA's Inspector General and General Counsel. The
government also proposed that in each renewal application the NSA would
report to the FISA Court on queries that were made during the prior period
and the application of the reasonable articulable suspicion standard for
determining that queried addresses were terrorist-related. TS/} SHNEY

The application and supporting documents explained how the NSA
intended to use the collected meta data. The NSA sought to use the meta

application, the N that through external intelligence gathering
and internal analysis it would meet the proposed querying standard on
average less than once a day. The NSA further estimated that these queries
woulld generate approximately 400 tips to the FBI and CIA per year.24! Of
these tips to the FBI and CIA, the NSA projected that 25 percent would
include U.S. person information, amounting to leads including information
on about “four to five U.S. persons each month.” {ES/1SH-AF)

4.

Application {TS//SL//NF}-

On— Judge Kollar-Kotelly wrote Baker to inform him

that she was considering the application and was in the process of
preparing an Qpillion'-and order in response to it. She wrote that before the
opinion and Order could be completed, however, she required written
résponses to two questions:

Judge Kollar-Kotelly Raises Questions about PR/TT

(1) Apart from the First Amendment proviso in the statute (S0
U.S.C. § 1842(a)(1), (c)(2)), what are the general First
Amendment implications of collecting and retaining this
large volume of information that is derived, in part, from the
communications of U.S. persons?

(2) For how long would the information collected under this

authority continue to be of operational value to the
counter-terrorism investigation(s) for which it would be

collected? {FS/4/SLLNE)

Baker responded in a letter to the FISA Court on
Concerning the first question, Baker’s letter asserted that the proposed

240 These analytic tools are discussed in Chapter Three. (U)

241 The NSA arrived at this estimate based on the assumption that each query could
be expected to generatglle-mail addresses “one level out,” anHaddresses “two levels
out.” The overall number of direct and indirect contacts with the initial seed address would
be significantly reduced using “analytical tradecraft.” TS LA SN}




collection activity was consistent with the First Amendment and that he
could find no reported decisions holding that the use of pen register and
trap and trace devices violated the First Amendment. PSASHHANE)

In his létter, Baker argued that although the meta data collection
would include entirely innocent communications, a good ~faith mves’ugahon
does not violate the First Amendment simply because it is “broald] in
scope™ (quoting Laird v, Tatum, 408 U.8. 1, 10 (1972)). He also wrote that
the use. of the collected meta data would be “narrowly constramed” because
the querying standard for the meta 2 “reasonable
articulable suspicion” of a nexus ¢ - , (TSYSHHD)

Regarding Judge Kollar-Kotelly’s second question concerning how
long the collected meta data would continue to be of operatmnal value,
Baker wrote that, based on the analytic judgment of the No o SHCH
information woéuld continue to be relevant tof il . forat
least 18 months. Baker also advised that the NSA be, ved the e-mail meta
data would continue to retain operational value beyond 18 months, but that
it should be stored “off-line” and be accessible to queries only by a
‘spec1ally—cleared administrator, Baker proposed that 3 years after the -
18-month timeframe, or 4% years after it is first collected, the meta data

cotild be destroyed.242 (FS/+SH-NE)

5. FISA Court Order (U)

In response to the application and follow-up questions, on July 14,
2004, Judge Kollar-Kotelly signed a Pen Register and Trap and Trace
Oplmon and Order based on her findings that the proposed collection of

e-mail meta data and the government’s proposed controls over and
dissemination of this information satisfied the requirements of FISA.

The Order granted the government’s application in all key respects. It
approved for a period of 90 days the collectlon Wltl'nn the United States of
e-mail meta dataf @ - , .| The Order
also required the government to comply w1th certam add1t1onal restrictions
and procedures either adapted from or not originally proposed in the

application. {FS//HCS//SLL/NE)

In the Order, the Court found that the information to be collected was
“dialing, routing, addressing, or signaling information” that did not include

242 0 the FISA Court issued an order authorizing the NSA to
maintain bulk ‘meta data on-line for 4% years after which time it must be destroyed.
According to the NSA Office of General Counsel, the NSA still follows this retention

procedure, FSAHECS/HSH/NE-




the contents of any communpication. The Court stressed that it was on'l'y
authorizing collection of the céategories of information delineated in the
application, but acknowledged that addltlonal information * could be
gleaned” from that meta dataj ’ - . -
| The Court found that the means by wh thel || Elcategories
of meta data were to be collected met the FISA dﬁflIllthl’l of a “pen register,”
and that the means for collecting th category of meta data satisfied the
FISA definition of a “trap and trace device.” See 18 U S.C. § 3127(3) & (4),

as incorperated in FISA at 50 U.S.C. § 1841(2). TR #3

The Court further found that the government satisfied FISA’s
requlremcnt that the apphcatlon certify that the information likely to be
obtained is relevant to an ongoing investigation to protect against
international terrorism. The Court concluded that, “under the
¢ircumstances of this case, the applicable relevance standard does not
requ1re a statlstlcal “4ight fit’ between the volume of proposed collection and

: ller proportion of information that will be directly relevant to

| FBI investigations.”243 {FSHESHSHHNE-

The Court also agreed with the government’s position that the privacy
interest at stake in the collection of e-mail meta data did not rise.to the
“stature protected by the Fourth Amendment,” and that the nature of the
intrusion was mitigated by the restrictions on accessing. and disseminating
the 1nformat10n, only a small percentage of which would be seen: by any
persomn. :

In sum, the Court concluded that the use of pen register and trap and
trace devices to collect e-mail meta data would not violate the First
Amendment, stating that

the bulk collection proposed in this case is analogous to
suspicionless searches or seizures that have been upheld under
the Fourth Amendment in that the Government’s need is
compelling and immediate, the intrusion on individual privacy
interests is limited, and bulk collection appears to be a_
reasonably effective means of detecting and monitoringf

243 The Court cautioned that its ruling with regard to the breadth of the meta data
collection should not be corstrued as precedent for similar collections of the full content of
communications under the electronic surveillance provisions of FISA. The Court noted
important differences in the two types of collection, including the fact that overbroad
electronic surveillance requires a showing of probable cause to believe the target is an agent
of a foreign power, while the bulk meta data c‘ollectlon under FISA’s pen register and trap
and trace device provisions merely requires a_ L the overbroad collection is.
justified as necessary to discover unknowr{Z T . persons. The Court also
contrasted the high pr1vacy interests at stake w1th respect to content communications with
the absence of a privacy interest in meta data. {FS/SHNF—




However, the Court also was concerned that “the extremely broad
nature of this collection carries with it a heightened risk that collected
information could be subject to various forms of misuse, potentially
involving abridgement of First Amendment rights of innocent persons.” The
Court noted that under 50 U,S.C. § 1842(c)(2), pen register and trap and
trace information about the communications of a .S, person cannot be
targeted for collection unless it is relevarnt to an investigation that is not
solely based upon the First Amendment, Therefore, the Court ordered that
the NSA modify its criterion for querying the archived data by inserting the
following underlined language, as shown below:

prudent persons act, there are facts giving rise to a reasonable
articulable suspicion thata p articiilar known e-mail address is.
associated withp - =
er, that anf

solely on the
st Amendment to

basisof ac tha cted by th
the Constitution. {FS/HESHSH-AF-

Regarding the storage, accessing, and disseminating of the e-mail
meta data obtained by the NSA, the Court ordered that the NSA must store
the information in a manner that ensures it is not commingled with other
data, and must “generate a log of auditing information for each occasion
when the information is accessed, to include the . . . retrieval request.” The
Court further ordered that the e-mail meta data all be accessed only
through queries using the contact chainingfh . as
described by the NSA in the government’s application. {FS+HHESH/SH/7/NF)

The Court noted the “distinctive legal considerations” involved in
implementing the authority the Court was vesting in the NSA. Specifically,
the Court observed that conventional pen register and trap and trace
surveillance required judicial review before any particular e-mail account
could be targeted. However, by granting the government’s application, the
Court noted that the 's decision to target an e-mail address (sometimes
referred to as a “see ") would be made without judicial review.
Therefore, the Court ordéred that the NSA's Office of General Counsel would
be responsible for training analysts to comply with querying standards and




‘ , P
Kollar—Kotelly s inguiry regarding T the collected data the
Court ordered that the e-mail meta data shall be available for 18 months for
querying. The Court further ordered that after the 18-month period, the
data must be transferred to an “off-line” tape system from which it could
still be accessed for querying upon approval of the NSA officials authorized
to approve queries, and that such meta data must be destreyed 4%, years
after initially collected. {F :

The Court’s Order was set to expire after 90 days. The Court required
that any application to renew or reinstate the authorlty granted in the Order
must include: a report discussing queries made since the prior applrcauon
and. ihe NSA s apphcatmn of the rc‘u131te legal 8 ndard to those queries;

- ~.oposed to be added to the
r; any c‘hanges to rth,e-de'scr’i'ption of the

means of ccllectmn
of the pen register and

Finally, the Court issued separate orders to
assist the NSA with the installation and use of the pen reglster and trap and
trace devices and to maintain the secrecy of the NSA’s act ’
called “secondary orders,”
The NSA was directed to compensate: the carriers for all

assistance prov1ded in connection with the PR/TT Order.
_\L"[‘C\ / /U(“Ql JST//NE)

T

Baker and other witnesses told us that obtaining the Order was seen
by the Department as a great success, and that there was general
agreement that the government had secured all the authorl it sought to
conduct the bulk e- -mail meta data collecti - "‘

= ... : = "Comey told us thaL
‘obtammg the Order from the FISA Court also prov1ded an “air of legitimacy”
to the program.?% {FSHSTEW/18H/OC/NF—

244 Comey and others informally referred to the PR/TT Order as “the mother of all
pen registers.” {TS/HSH-ANF—




We discuss below the President’s directive and the OLC memorandum

that was drafted to analyze its legality. (TS ASTLW /ST /QC/NE)

1. The President’s August ©, 2004, Memorandum to the
Secretary of Defense —(—?—S++SHH}F)—

On August 9, 2004, the same day a routine Presidential Authorization
was issued to continue Stellar Wind, the Pres1dent sent a separate
memorandur’n to t . erdinethe 1las of the e-mail

Augu ; 9 2004 Presuientlal Authonzatmn
Avthorizations), the NSA was authorized tof

party tothe commumcatmn belonged to
(2) the purpose of the search was to produce forelgn 1ntelh-ence 1nformauon

245 The President’s Memorandum provided that the authority to canduct such
searches was to terminate on September 23, 2004, In the September 17, 2004, Presidential
Authorlzatlon this authority was extended until November 18, 2004.




‘Jack Goldsmith resigned as Assistant Attorney General for the Office
of Legal Counsel on July 30, 2004, Goldsmith was replaced by Daniel
Levin, who served as the Acting Assistant Attorney General for OLC until
February 2005. (U)

t the request of Comey and Ashcroft, Levin began

b1, b3,
h7E

246 Thel |

: e-mail meta data fas since been placed on tape and is being held
by the NSA Office ¢

seneral Counsel pursuant to a preservation order.

‘ 247 The final version of the OLC memorandum was signed by Levin on February 4,
| 2005. Levin told the OIG that a “policy decision” was made to limit application of the
memorandum to the specific purposeffil = - = s
However, Levin stated that, based on his analysis of the issue, he believed thatf




_ Thus, the President asserted extrajudicial authority to order the
further use of e-mail meta data collected under Stellar Wind for the limited

purpose-described in his Auguist 9 memorandum. The FISA Court was
notified of this action, although the government did not seek its permission.

)
¢. Non-Compliance with PR/TT Order {FS{/SH-/NF}

As with other orders issued under FISA, the PR/TT Order was
renewed every 90 days. During the early renewals, two major instances of
Hon-compliance were brought te-the RISA Court’s attentiori. As described
below, these violations of the Order resulted primarily from the NSA senior
officials’ failure to adequately communicate the technical requiréments of
the Order to the NSA operators tasked with implementing them, and from

miscommunications among the FISA Court, the Justice Department, and
the NSA concerning certain legal issues. {F877/8H/7/NF)

1.  Filtering Violations {TS//SH//N¥F}
. OIPR filed a Notice of Compliance Incidents with

the FISA Court. In the Notice, Baker stated that the com liance incidents
cited in the Notice “raise compliance issues with about:w& the

collection authorized by the Court.”2# The Notice included asan
attachment a letter from NSA Gernieral Counsel Robert Deitz to Baker

03)(1) b?(3) . - ould be queried for any purpose. Levin told
us that, other than Addington, no one else was pushing to broaden the memorandum’s
application_ (_TQ ’/ l/ Q7T "X/I/ l, ST ’/ ,/f\("ll 1\;[}1‘_)__

248 Subsequent filings indicate tha .{b) of overall collections under the Order

were affected by the violations. (FSHSH/3H

249 QOne tipper that was based on this unauthorized collection was disseminated as
a lead to the FBI but was subsequently retracted, {ESFSHNFY




Bake1 told us. that Jtde Rollar {oteﬂy was not nappy about the
' i 1ed an Order Regarding

. Comphance Order)

were attested to by its Director and, at the Government s mVJtatlon adopted
as provisions of the orders of this Court.” The Court found that the
violations “resulted from deliberate actions by NSA personnel,” as
dlstmgtushed frorn technical failures. The Court stated it was also troubled
ation of the violations, which extended from July 14 through
- and that the Court was reluctant to issue a renewal of

t same. day, the Court issued an Order to address}| »
1o Reauijred Information for Authorities Involvmg

- requmng that ani aiihcatmn

‘a sworn declaration by the Secretary of Defense attestm'g to the state- of
compliance with the PR/TT Order and a description of the procedures that

would be used to ensure comphance AFSHSHINF

A _ad moved to a
thr ough

contact cha_m g dabase using only properly obtalned meta data and
purged the unauthorized meta data from the system. {FS/A/SLLNE)

A declaration by NSA Director Hayden accompanying the
government’s motion stated a total ofjgg)e- -mail addresses were tipped as
leads to the FBI and CIA during the violation period and that] of these
leads.-may have come from the unauthorized collection. Hayden wrote that




this lead was purged from the FBI's and CIA’s databases on

The NSA Office of the Inspector General subsequently issued a report
on its investigation of the unauthorized collections. The NSA OIG report
stated that the filtering violations “probably led to actual unauthorized
collection, but we have not been able to determine the extent of such
_and we are not certain that we will be able to do g0.” The report

The report conclu - “th stemic management failures
within both (IS -
within the Signals Intelligence Directorate (SID}], and & complete lack of
program management with regard to collection.” The report stated that
while the training provided by the NSA Office of General Counsel was
“Vigorous,,Co‘nS’cie‘:nt’»ious, and compliant with the July 14 Order, it was
inadequate in scope.” FSEEWHHES 7S ]

>

Acéording to the report, the NSA removed as much of the tainted
collection from the PR/TT database as hossible. The NSA was unable to
segregate unauthotized collection from e Iso it rebuilt
that portion of the PR/TT database from (b)(1) (b)m _ (the day after
the violation was discovered), forward. Moreover, according to the NSA OIG
report, analytical personriel were restricted from accessing the unauthorized
meta data.

2. FISA Court Renews PR/TT Order (TS//SU//UF)

The FISA Court’s PR/TT Order expired on )Of)l" ('b)r(k)') . On that
on. The Renewal

P 0B
d fully complied with the PR/TT Order
with respect to{QI0R ment did not seek
reauthorization for collection ' . duetoavariety of
operatiorial reasons which the app ation did not specify. {FS/AFSH-/E

date the government filed its first renewal applicati
_Application sought authorization to collect e-mail meta data o

T

and stated tha




Renewal Order nd the orlglnal Order Were similar in most respects
However, in the Renewal Order the. Court requlred the NSA to submit

,reports every 30 days concermnuuermes made smce the pnor report and
_describing any -anes made tol 7  land the_

Baker told us that during one of his “over31ght” visits to the NSA
following the FISA Court’s PR/TT Order, he was given a demonstration of
how the NSA analysts processed the e-mail meta data, including an
explanation of how e-mail meta data is collected and queried. Baker said he
was. infor: 18 among the pleces of data that mlght be used to meet the
reasonable ar - querying the e-mail meta datal@

251 Iny the initial PR/TT Order, the Court required such a report only upon the
government’s submission of a renewal application every 90 days. ~FS/+SH-NF-

252 As noted above, seed are e-mail addresse mbers for
which a reasenable artlcula.ble sus cion exists to believe the . ‘
to a terrorist entity. See & arc used to query the meta data database to reveal

links with other addresses or numbers. {FS/4/SLANEL
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D. Subsequent PR/TT Appl

As described above, the PR/TT Order was first renewed o

) and was renewed by subsequent orders of the FISA Court at
Ppro mat_ely 90—day inter'valsv.%‘* {TS//S1//NE)

. || {he FISA Court issued a Supplemental Order
requiring the governmert to enhance its reporting to the Court of the foreign
intelligence benefits realized under the PR/TT Orders. Writing for the FISA
Court; Judge Kollar-Kotelly stated that the authority granted under these
orders allowed the NSA “to collect vast amounts of i’nforma;tiOna}bQut,eamajl
| communications[,]” but that “the Court is unable on the
1 d to ascertain the extent to which information so collected has
actually resulted in the foreign intelligence benefits originally anticipated.”
Supplemental Order at 1-2. The government responded with a motion
requesting that, in light of prior briefings it had given the FISA Court, it not
be required to fully comply with the Supplemental Order. Itis not clear
what if any specific action the FISA Court took in response to this motion,
althotigh based on the OIG’s review of the PR/TT docket the government

continued to submit regular reports to the FISA Court.

Rolue o

bl,
b3,
b7E

254 |n these renewals,l 11 @ 8 |were added and dropped fronf
| that were approved in the July 14, 2004, PR/TT Order. FS/+8H1¥F—
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il.  Telephony Meta Data Collection Under FISA {TS/SH-NF-
The second part of the Stellar Wind program brought under FISA
authority was the NSA’s bulk collection of telephony meta data (basket 2).
As described in Chapter Three, under this aspect of the Stellar Wind
program the SA obtained the call detail records of telephone calls
domestic and international B2l o
| As with W:inall meta /VcAlata,e lk o
b7E

niimber of each call, and the date, time, and duration ol each call. The cail
do niof includé the substantive content of any communication or the name, address, or

financial information of a subscriber or customer. (TS L4 SLLANE)

bl, b3,



nature of the telephony collection provided the NSA the ability to conduct
. i - contactchaininggl

The transition of bulk telephony meta data collection from
Presidential Authorization under the Stellar Wind program to FISA authority
relied on a provision in the FISA statute that authorized the FBI to seek an
order from the FISA Court compelling the. production of “any tangible
things” from any business, organization, or entity, provided the items-are for
an authorized investigation to protect against international terrorism or
clandestine intelligence activities. See 50 U.S.C. § 1861. Orders under this
provision commonly are referred to as “Section 2157 orders in reference to
Section 215 of the USA PATRIOT ACT, which amended the “business
records” provision in title V of FISA.258 The “tangible things” the goverriment
sought in the Section 215 application described in this section were the call
detail recordsf e . WusSEEA SLLLOCINE)

We describe below the circumstances that led to the government’s
decision to transition the bulk collection of telephony meta data from’
presidential authority to FISA Authority. We then summarize the
government's initial application and the related Court Order.

A. Decision to Seek Order Compelling Production of Call detail
records {FS//SL/NF—

The timing of the Department’s decision in May 2006 to seek a FISA
Court order for the bulk collection of telephony meta data was driven
primarily by external events. On December 16, 2005, The New York Times
published an article entitled, “Bush Lets U.S. Spy on Callers Without
Courts.” The article, which we discuss in more detail in Chapter Eight,
described in broad terms the content collection aspect of the Stellar Wind
program, stating that the NSA had “menitored the international telephone
calls of hundreds, perhaps thousands, of people inside the United States
without warrants over the past threg in_an c possible

ATAWA NI
LA OGN

I

258 The term “USA PATRIOT Act” is an acronym for the Uniting and Strengthening
America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of
2001, Pub. L. No. 107-56, 115 Stat. 272 (2001). It is commonly referred to as “the Patriot
Act.” (U)

b1, b3,
b7E



On December 17, 2005, in response to the article, President Bush
publicly confirmed that he had authorized the NSA to intercept the
international communications of people with “known links” to al Qaeda and
related terrorist organizations (basket 1). On January 19, 2006, the Justice.
Department issued a document entitled “Legal Authorities Supporting the
Activities of the National Security Agency Described by the President” and
informally referred to as a “White Paper,” that addressed in an unclassified
form the legal basis for the collection activities that were described:in the
New York Times article and corifirmed by the President.

According to Steven Bradbury, the
analysis contained in the White Pape

Times article did not-
Today were asking ab
BradbuyEE e
Today story would at
published:2%9 (LSS

bl,
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259 On May 11, 2006, USA Today published the results of its investigation. The
article, entitled “NSA Has Massive Database of American Phone Calls,” reported that the
NSA “had been secretly collecting the phone call records of tens of millions of Americans,
using data provided by AT&T, Verizon, and BellSouth.” The article stated that the program,
launiched shortly after the September 11 attacks, collected the records of hillions of
domestic calls in order to analyze calling patterns to detect terrorist activity, The article
reported that the records provided to the NSA did not include customer names, street
addresses, and other personal information, but noted that such information was readily
available by cross-checking the telephone numbers against other databases.
bl,
b3,

b7E




B. Summary of Department’s Application and Related FISA
Court Oxder {S/NF}—

As noted previously, applications to the FISA Court that seek an order
compelling the production of “tangible things” are commonly referred to as
“Section 215” applications, in reference to Section 215 of the USA PATRIOT
ACT. Section 215 authorizes the FBI to request a FISA Court order

requiring the production of any tangible things (including
books, records, papers, documents, and other items) for an
investigation to obtain foreign intelligence information not
concernirig a United States person or to protect against
international terrorism or clandestine intelligence activities,
provided that such investigation of a United States person is riot
conducted solely upon the basis-of activities protected by the
first amendment to the Constitution. (U)

50 U.S.C..§ 1861(a)(1).26! Section 215 does not require that the items
sought pertain to the subject of an investigation; the government need only
demonstrate that the items are relevant to an authorized investigation.262
(0)

On May 23, 2006, the FBI filed with the FISA Court a Section 215
application seeking authority to collect telephony meta data to assist the ;
' inding and identifying known and unknown members or agents ol

, , lin support of thel . related FBI
investigations then pending and other Intelligence Community operations. b1, b3,
The application requested an order compelling v to b7E
produce (for the duration of the 90-day order) call detail records relating to
all telephone communications maintained by the carriers. The application
described call detail records as routing information that included the

261 “Upited States person” is defined in FISA as a citizen, legal permanent resident,
or unincorporated association in which a “substantial number” of members are citizens or
legal permanent residents, and corporations incorporated in the United States as long as
such associations or corporations are not themselves “foreign powers.” 50 U.S.C.

§ 1801(i}{2005). (U)

262 Pricr to the enactment of Section 215, the FISA statute’s “business records”
provisions were limited to obtaining information about a specific person or entity under
irivestigation. Also, information could be obtained only from ¢ommon carriers, public
accommodation facilities, physical storage facilities, and vehicle rental facilities. (U)




originating and terminating telephone number of each call, and the date,
time, and duration of each call. The application stated that telephony meta
data did not include the substantive content of any communication or the
name, address, or financidl information of a subscriber or customer.
According to the application, the majority of the telephony meta data
provided to the NSA was expected to involve communications that were (1)
betiween the United States and abroad, or (2) wholly within the United
States, including local telephone calls. EREEEEEEEE

The application acknowledged that th collection would include
records of communications of U.S. persons located within the United States
who were not the subject of any FBI investigation. However, relying on the
precedent established by the PR/TT Order, the application asserted that the
collecti needed for the NSA to perform analysis to find known

- | and to identify unknown operatives, some of whom may be
“in the United States or in communication with U.S. persons. The '
application stated that it was not possible to determ:ine in advance which
particular piece of meta data will identify a terrorist. The application stated
that obtaining such bulk data increases the NSA's ability, through
contact-chaining | to detect and identify members -o]f-
- , - other words, according to the application,
meta data analysis is possible only if the NSA “has collected and archived a
broad set of metadata that contains within it the subset of communications
that can later be identified as terrorist-related.”265 {FS//SH-F—

064
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265 The FISA Court had stated in its July 2004 PR/TT Order that the FISA statute’s

“relevance” requirement is a relatively low standard and that in evaluating whether bulk
meta data is “relevant” to an investigation intod “deference
should be given to the fully considered judgment of the executive branch in assessing and
responding to national security threats and in determining the potential significance of
intélligence-related information.” The government cited this precedent in the Section 215
application, stating, “[j tion of e-mail meta data was relevant to FBI
investigations intof |so is the bulk collection of telephony

metadata described h




coneiderations of" every'dayv life on which reasonable and "p’ru'derlt perfspn's-
act there are facts,glvmg r1se to a reasonable articulable suspicion that the

regarded as assoc1ated w1th . .
solely on the basis of activities that are protected by the First Amendment to

the Constitution.” {FS/SH/NF-

Accordmg to the application, the NSA estimated that only a tiny
fraction (1 in 4 million, or 0.000025 percent) of the call detail records
.mcluded in the database were expected to be analyzed The results of any

The application also-proposed restrictions on access to, and the
processing and dissemination of, the data collected that were essentially
identical to those included in the PR/TT Order. These included the
requirement that queries be approved by one of seven NSA officials or
managers and that the NSA’s Office of the General Counsel would review
and approve proposed queries of telephone numbers reasonably believed to

be used by U.S. persons.267 {FS/+SH-NF}

of meta data, such as controls on the dissemination of any U.S. person information, the
creation of a capability to audit NSA analysts with access to the meta data, the destruction
of collected meta data after a period of 5 years (the destruction period for e-mail meta data
! was 4% years), and a review by the NSA's Inspector General and General Counsel
t conducted within 45 days of implementing the FISA Court order that assessed the
A {Cont’d.)




‘215 Orders did not require the NSA to modlfy 1ts use of the telephony meta

On May 24, 2006, the FISA Court approved the Section 215

apphcatlon The Court's Order stated that there were réasonable grounds to
believe that the telephony meta data records. sought were relevant to
authorized investigations being conducted by the FBI to protect against

international terrorism. The Order incorporated each of the procedures
proposed in the government’s application relating to access to and use of
the meta data. These procedures included a requirement that any

application to-renew or reinstate the authorlty for the bulk collection

contain:a report descrlbmg {1) the queries made since the Order was

granted; (2) the manner in which the procedures relating to access and use
of the meta data were applied; and (3) any proposed changes in the way in

which the call detail records would be received from the communications
cartiers. The Order also requires the Justice Department to review, at least
every 90 days, a sample of the NSA’s justifications for querying the call

detail records. {FS/HASTLNE).

Through March 2009, the FISA Court renewed the authorities granted
in the: May 24 Order at apprommately 90-day 111tervals W1th some
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data from an analytical perspective. However, as discussed below, the FISA
Court drastically changed the authority contained in its March 2009 Section
715 Order following the government’s disclosure of incidents involving the
NSA’s failure to comply with the terms of the Court’s prior orders.

adequacy of the management controls for the processing and dissemination of U.S. person
information. -{FS/SH-ANF

268 Ag noted above, the Court granted an identical motion at the same time in

_connection with the bulk collection of e-mail meta data. ~AFSHSHF-




