€. Non-Compliance with Section 215 Orders {TS//SHHNF

On January 9, 2009, representatives from the Departments National
Security Division attcnded a briefing at the NSA concerning the telephony
meta data collection. During the course of this briefing, and as confirmed
by the NSA in the days that followed, the Department came to understand
that the NSA was querying the telephony meta data in a manner that was
riot authorized by the FISA Court’s Section 215 Orders. Specifically, the
NSA was.on a daily basis automatically querying the meta data with
thousands of telephone identifiers from an “alert list” that had not been
determiined to satisfy the reasonable articulable suspicion (RAS) standard
the Court requu'ed be met before the NSA was authorized to “access.the
archived data” for search or analysis purposes. 269 PGS/ ST/ NE)

The alert llst contamed telephone 1clent1f1ers that were. of 1nterest to

bl,
b3,
b7E

nerated from RAS- ap'pro ;
conduct contact chainingf @

However, automated analys erierated by non-RAS approved
identifiers were not permitted; instead, the alerts were sent to analysts to-
determine whether chaining was warranted in

accordance with the RAS standard. (RS//SH-/NE)

On January 15, 2009, the Justice Department notlﬁed the FISA Court
that the NSA had been accessm thetelehon et ) non-RAS bl, b3,
approved 1dent1f1ers | . ' : ' ' ' b7E

0 On January 28,‘ e

269 The term “telephone identifier” used by the government means a telephone
number as well as other unique identifiers associated with a particular user or
telecommunications device for purposes of billing or routing communi cations.

—{FS7 7SN

270 Pollowing the Department’s notice to the Court, the NSA attempted to complete
a software fix to the alert process so that “hits” against the telephony meta data generated
by non-RAS-approved telephone identifiers were deleted and that only “hits” generated by
RAS-approved identifiers were sent to NSA analysts for further analysis. The NSA also
attempted to construct a new alert list consisting of only RAS-approved telephone
identifiers, However, the implementation of these modifications was unsuccessful and on
January 24, 2009, the NSA shut down the alert process completely, —(fPSf—/S-I-f-fN-F-}




TOP SECRET/ /STLW

‘Court issued an-order stating that it was “exceptionally concerried about
what appears to be a flagrant violation of its Order in this matter[.]* The
Court required the government to file a brief to “help the Court assess
whether the Orders in this docket should be modified or rescinded; whether
other remedial steps should be:directed; and whether the Court should take
action regarding persons responsible for any misrepresentations to the
Court of violation of its Orders, either through its coritémpt powers or by
referral to appropriate investigative offices.” The Court alsa required the
government to address several additional specific issues, including who
knew that the alert list being used to query the meta data included
identifiers that had not been determined to meet the reasonable and
articulable suspicion standard, how long the “Unauthorized querying” had
been conducted, and why none of the entities the Court directed to conduct
reviews of the meéta data collection program identified the problem earlier.271

On February 17, 2009, the government responded to the Court’s
Ordeér and acknowledged that the NSA’s previous descriptions to the Court
of the alert list process were inaccurate and that the Section 215 Order did
not ‘authorize the government to use the alert list in the manner that it did.
The government described for the Court in detail how the NSA developed
procedures in May 2006 to implement the Section 2 15 authority that
resulted in the NSA querying the telephony meta data with fion-RAS
approved telephone identifiers for over 2 years in violation of the Court’s
Orders, and how those procedures came to be described incorrectly to the
Court. According to the government, the situation resulted from the NSA’s
interpretation of the term “archived data” used in the Court’s Orders and
the NSA’s mistaken belief that the alert process under the Section 215
-authority operated the same as the alert process under the Pen
Register/Trap and Trace authority.2’2 The government told the Court that
“there was never a complete understanding among key personnel” who
reviewed the initial report to the Court describing the alert process about

271 The entities directed to conduct such reviews under the Section 215 Orders were
the NSA’s Inspector General, General Counsel, and Signals Intelligence Directorate
Oversight and Compliance Office. (U//EOHO)

372 The NSA understood the term “archived data” in the Court’s Order to refer to the
t}..

“archived,” repository of telephony meta data. For this reason, in the NSA's view, it was not
required to limit the alert list to RAS-approved identifiers. ATS /STy




hat certain terminology was intended to mean, and that “there was no
smgle person who had completé technical understanding of the BR FISA

system architecture.” {FS/+8H-F—

The government ar gued that the Section 215 Orders should not be
rescirided or modified “in light of the significant steps that the Government
has already taken to remedy the alert list compliance incident and its
effects, the sighificant oversight modifications the Government is.in the
process of implementing, and the value. of the telephony metadata collection
‘to the Government’s national security mission. 1278 Among the several
measures the government highlighted to the Court was the NSA Director’s
decision to.order “end-to-end system engineering-and process reviews
(technical and operational) of NSA’s handling of [telephony] metadata,” Less
than two weeks after the government filed the response summarized above,
the government informed the Court that the NSA had identified additional
compliance incidents during these reviews.27* {FS//SH/NE}-

In Orders dated March 2 and 5, 2009, the FISA Court addressed the
compliance incidents reported by the government and imposed drastic
changes to the Section 215 authorities prev1ously granted. The Court first
addressed the NSA’s interpretation of the term “archived ‘data.” The Court
said the interpretation “strains credulity” and observed that an
mterpretatlon that turns on whether the meta data being accessed has been
“grchived” in a particular database at the timie of the access would “render
compliance with the RAS requirerment merely optional.” (RS ST/NE)-

data for a report, the identifier was either already the subject of a FISA: Court order or had )
been reviewed by the NSA’s Office of General Counsel to ensure the RAS determination was
not based solely on a U.S. person’s First Amendment-protected activities, TS LLSLANE}-

274 The additional compliance incidents involved the NSA’s handling of the
telephony meta data in an unauthorized manner. The first incident involved the NSA’s use
of an analytical tool to query (usually automatically) the meta data with non-RAS approved
telephone identifiers. The tool determined if a record of a telephone identifier was present
in NSA databases and, if so, provided analysts with information about the calling activity
associated with that identifier, The second incident involved three analysts who conducted
chaining-analyses in the telephony meta data using 14 non- RAS approved identifiers.
According to the government’s riotice to the Court, the analysts conducted queries of
non-FISA authorized telephony meta data and were unaware their queries also ran against
the FISA-authorized meta data. The government stated that none of the queries used an
identifier associated with a U.S. person or telephone identifier and none of the queries.

resulted in intelligence reporting. {FS{/SH-NF—




The Court next addressed the misrepresentations the governiment
made to the Court from August 2006 to December 2008 in reports that
ihaccurately described the alert list process. The Court recounted the
specific misrepresentations and summarized the government’s explanation
for their oceurrence: The Court then concluded,

Regarc_lich of what factors contributed to making these
misrepresentations, the Court finds that the government’s
failure toensure-that responsible officials adequately
understood the NSA's alert list process, and to accurately report
its implementation to the Court, has prevented, for more than
two years., both the government and the FISC from taking steps
to remedy daily violations of the minimization procedures set
forth in FISC orders and designed to protect_can
detail records pertaining to telephone communications-of U.S.
persons located within the United States who are not the
subject of any FBI investigations and whose call detail
information could not otherwise have been legally captured in

The Court also addressed the additional non-compliance incidents
that were: identified during the initial review ordered by the NSA Director,
observing that the incidents occurred despite the NSA implementing
measures specifically intended to prevent their occurrence. In view of the
record of compliance incidents the government had reported to date, the
Court stated, :

[I]t has finally come to light that the FISC’s authorizations of
this vast collection program have been premised on a flawed
depiction of how the NSA uses BR metadata. This
misperception by the FISC existed from the inception of its
atithorized collection in May 2006, buttressed by repeated
inaccurate statements made in the government’s submissions,
and despite a government-devised and Court-mandated
oversight regime. The minimization procedures proposed by the
government in each successive application and approved and
adopted as binding by the orders of the FISC have been so
frequently and systemically violated that it can fairly be said
that this critical element of the overall BR regime has never
functioned effectively. — :

Despite the Court’s concerns with the telephony meta data program,
and its lack of confidence “that the government is doing its utmost to ensure
that those responsible for implementation fully comply with the Court’s
orders,” it authorized the government to continue collecting telephony meta
data under the Section 215 Orders. The Court explained that in light of the




government s repeated representations that the collection of the telephony
meta data is vital to national security, taken together with the Court’s prior
determiination that the collection pr operly administered conforms with the
FISA statute, “it would not be prudent” to order the government to cease the

bulk collection. {FS/FSH-NF}

However, believing that “more is needed to protect the privacy of U.S.
person information acqulred and retained” pursuant to the Section 215
Orders, the Court prohibited the government from accessing the meta data
collected “until such time as the government is able to restore the Court’s
confidence that the govemrnent can and will comply with previously
approved procedures for accessing such data. ”275 The government may, on
a case-by-case basis, request authority from the Court to query the meta
data to obtain foreign intelligence.276 Such & request must specify the
telephone identifier to be used and the factual basis for the NSA’s RAS
determination. (FS//SH-/NH-

The Court ordered that upon cornpletlon of the NSA’s end to- end
descrlbes the results of revrews dlscusses thc Steps taken to rcmedy
non-complianice incidents, and proposés minimization and oversight
procedures to employ should the Court.authorize resumption of regular
access to the telephony meta data. The government’s réport also must
inchide an affidavit from the FBI Director and any other government
natiorial security official deemed appropriate describing the value of the

telephony meta data to U.S. national security. {FS5//SH/NF—

Additionally, the Court ordered the government to implement
oversight mechanisms proposed in the government’s response to the
compliance incidents. These mechanisins generally require the Justice
Department’s National Security Division to assume a more prominent role in
the NSA’s administration of the bulk collection program. For example, the
NSA’s Office of General Counsel must now consult with the National

275 The Court also stated, “Given the Executive Branch's responsibility for and
expertise in determining how best to protect our national security, and in light of the scale
of this bulk collection program, the Court must rely heavily on the government to monitor
this program to ensure that it continues to be justified, in the view of those responsible for
our national security, and that it is being implemented in a manner that protects the
privacy interests of U.S. persons|.]”—{F8//58t//MF}

276 The Court authorized the government to query the meta data without Court
approval to protect against an imminent threat to-human life, with netice to the Court
within the next business day of the query being conducted, The-Court also authorized the
government to access the meta data to ensure “data integrity” and to develop and test
technological measures designed to enable to the NSA to comply with previously approved

procedures for accessing the meta data. —FSH-SH-HH-




Securlty Division on all 31gn1ﬂcant legal opinions. that relate to the
initerpretation, scope, or implemeéntation of past, cur rent, and future Section
215 01 ders related to the telephony bulk meta data collection.

On May 29, 2009, the Court authorized the government to continue
collecting telephony meta data under the Section 215 Orders for 43 days
'subject t0 the same limitations:set out in its orders of March 2 and 5, 2009.

III. Content Collection under FISA {TS//SHNF})-

The third and last part of the Stellar Wind program brought under
FISA authorlty was conitent collection (basket 1). The effort to accomplish
this transition was legally and operationally complex, and our discussion in
this section does not address each statutory element or the full chronology
of. the governrnent s applications and related FISA Court: orders. Rather, we
Oe ’he c1rcumstanccs SUrroundlng the government’s decxslon to

“Court's: response to the govemment’s content: colIectlon proposals and the
rs it issued. In this section, we describe one FISA Court judge’s
16_] jection of the government’s legal approach to conterit collection; a decision
that hastened the enactment of legislation that significantly amended the
FISA statute and provided the government: survel]lance authorltles broader
than those authorized under Stellar Wind. -

A. Decision to Seek Content Order {FS//SLA/NF}-

The Department first began work on bringing Stellar Wind’s content
collection activity (basket 1) under FISA in March 2005, shortly after Alberto
Gonzales became Attorney General, Gonzales told us that he initiated
discussions about making this change with OLC Principal Deputy Assistant
Attorney General Bradbury. Gonzales said that he had questions about how
the NSA was conducting the collection in terms of audits and checks being
performed, and he wanted to ensure that the agency was running the
program properly. Gonzales told us that placing content collection under
FISA authority would also eliminate the constitutional debate about the
activity and would reassure people that the President was actlng accordmg
to the Constitution and the law. Gonzales said that, in his view, it is better
to conduct activities such as content collection without a direct order from
the President when possible. Gonzales added that in 2001 nobody thought
it was poss1ble to bring Stellar Wind under FISA authority. ‘




When Gonzales became Attorney General in early 2005, however, he
also kriew there had been a leak to The New York Times about the NSA’s
content collection activity under Stellar Wind and that the paper was
actively investigating the story. In November 2004, Gonzales (then the
White House Counsel), together with Deputy Attorney General Comey and
his Chief of Staff, had met with New York Times reporters to discuss the

potential article. 277 ~(£S 1 STEWS1-SHOE€/NF-

In response to Gonzales’s request, Bradbury, working with attorneys
in OLC and the Office of Intelligence and Policy Review {(OIPR) as well as
with NSA personnel, devised a legal theory, summarized below, for bringing
under FISA the Stellar Wind program’s content collection activities while
preserving the “speed and agility” many Intelligence Commumty officials
cited as the chief advantage of the NSA program. In June 2005, Bradbury,
together with Associate Deputy Attorney General Patrick Philbin, presented
the legal theory to White House officials David Addington, Harriet Miers, and
Daniel Levin and received their approval to continue work on a draft FISA

application.278 (FS/HSTEW/H-SHAOCNF—

Bradbury told the OIG that he also spoke to the Director of National
Intelligence and to NSA officials about bringing Stellar Wind’s: content
collection under FISA. According to Bradbury, the Director of National
Iritelligence responded positively to the proposal, but the NSA was skeptical
as to whether a FISA approach would be feasible, in view of the substantial
administrative requirements under the FISA Court’s PR/TT Order. The NSA
also believed that the FISA Court would be reluctant to grant the NSA the
opera’tional flexibility it would insist on in any content application, resulting
if1 less surveillance coverage of telephone numbers and e-mail addresses

used by persons outside the United States. {FS/H-STEWHSHAOC/NF—

As discussed in detail in Chapter Eight of this report, in December
2005 The New York Times published its series of articles on the content
collection portion of the Stellar Wind program, resulting in considerable
controversy and public criticism of the NSA program. Through the spring of
2006, the Department continued work on the content application. In May
2006, at the first of the FISA Court’s semiannual meetings that year, the
Department provided the Court a draft of the application for content
collection to obtain feedback on the government’s unconventional approach
to the FISA statute. None of FISA Court judges indicated whether the

277 The New York Times held the article until December 2005, when it published a
series of articles on the content collection portion of Stellar Wind. {TS/ASHANE)-

278 After serving as Acting Assistant Attorney General for OLC from June 2004 to
February 2005, Levin joined the National Security Council, where he remained until
approximately November 2005, (U)




application would be granted if filed, but some 1dent1f1ed concerns with
certairi.aspects of the proposal. (F87 '

At this time, Congress dand the Administration were also discussing
how to modernize the FISA statute to authorize the. type of electronic
surveﬂlance that the content application sought. Work on the. application
was temporarily suspended as the Department focused its attention on
working with Congress to craft this legislation. However, this suspension of
worlk on the content application was brief. Bradbury said he concluded by
the fall of 2006, as Congress was headmg for recess; that there would be no
legislative reform of the FISA statute in the foreseeable future that would
‘address content collection as it was being conducted under Stellar Wind. ‘As
a result, the Department pressed forward with the draft content application

to the FISA Court. (FSHSTEWSHAOCNF—
B. Summary of Department’s. December 13, 2006, Content

Applncatlon +ESHSHHNF—

In November 2006, at the second of the Court’s semiannual meetings,
the Department presernted an updated draft of the apphcatlon that
1ncorporated feedback received from members of the Court during the
previous semiannual meeting. On December 13, 2006, the Department
formally filed the content application with the Court. (IS

‘The government’s December 13 application sought authority to,
mterce pt. the content of tele homc and electromc commun tions. of

bl, b3,
b7E

“application stated:

fl

Commumty to be able qulckly and efficiently to acqulre
communications to or from individuals reasonably believed to

279 The content application included the following caveat:

By filing this application, the United States does not in any way suggest that
the President lacks constitutional or statutory authority to conduct the
electromc survéillance detailed herein without Court authorization.




be members or agents of 'the.,sﬁe-‘fél“eigll POWETS..

Accordmg to the apphcatlon, the goal ‘was to estabhsh an early

bl, b3,
b7E

'1nd1v1duals w1t ) : : system” SOught to:
replace the conventlonal practlce under FISA of filing individual applications
each time the government had- probable cause to believe thata partlcular
phone number or e-mail address, referred to by the NSA as a “selector,” was
‘bemg used or about to be used by members or agents of a foreign power.

In the place of this individualized process, the application proposed
that the FISA Court establish broad parameters for the iriterception of
communications ~ spemﬁcally,ﬁthat-can be targeted and the
locations where the surveillance can bé conducted —and that NSA officials,
rather than FISA Court Judges determine within these parameters the

par i ular selectors Whose commumca S the NSA would mterce pt_f

| albeit w th FISA Court

v and supervis

The legal arguments underlying the governmerit’s approach are
complex and involve substantial communications termlnology They also
require lengthy disciission of the FISA statute and prev1ous FISA Coutt
decisions. Rather than describe at length these issues, in this section we
detail the two main components of the government’s approach to content
collection in the FISA application that are critical for understanding orne
judge’s-approval of the application and another judge’s later rejection of

essentially the same application. (ES/1SH-NE)-

First, the government proposed an interpretation of the term “facility”
in the FISA statute that was broader than how the term was ordinarily, but

280 The Department’s application provided an example to illustrate the risks
associated with the existing requirement that FISA Court approval or Attorney General
emergency authorization be.obtained each time. the overnment secks totarpet a artlcular
tele phone number or e-mail address <

. . : , ‘ : rding- to the appl1cat10n,valuable
“intelligence: cou]d be lost in the {ime 1‘: would take to receive FISA Court authorization or
Attorney Géneral emergency authorization to target the new address. S AT NEY




riot always, applied.?81 Section 1805(a)(3)(B) of FISA provides that the Court
may order electronic surveillance only upon finding that there is probable
cause to believe that “each of the facilities or places at which the electronic
surveillance is directed is being used, or is about to be used, by” a group
involved in international terrorism. The term “facilities” generally was
interpreted to refer to individual telephone numbers or e-mail addresses at

which surveillance is “directed.”—{FS+SH1¥F-

~ Thegovernment proposed in its content application that the term
“Pacilities” be interpreted broadly ’ |

commuricate telephonically or by e-mail ;283

Second, the government’s application requested that senior NSA
officials be authorized to make individualized findings of probable cause
about whether a particular telephone number or e-mail address was being
used by a member or agent of one of the application’s targets. Ordinarily, a
FISA Court judge makes this probable cause determination. {FS/+SHN -

To implement this transfer of authority, the government proposed that
NSA officials make the probable cause determinations as part of
requirements called “minimization procedures,” which are detailed rules

281 The governmerit’s-Memorandum of Law filed in support of the content
application described several instances where the FISA Court authorized surveillance of
faci ‘that was not limited to particular telephone numbers and e-mail addresses.

O LE AT

The governmént’s proposed interpretation of the term in the content application was far
broader than previously authorized by the Court. (ESFSHNTF)

bl,

b3,
b7E

. o e o o bl,
application iricluded a declaration from the NSA Director that addressed] ] by
bi}s‘e» of the international telephone system and - b7E

communications. (ES7FSH7HF




that govern how the government must handle communications that it
intercepts pertaining to U.S. persons. The FISA statute provides that each
FISA application must include, and the FISA Court must approve,
minimization procedures that the agency will follow with respect to
communications intercepted pursuant to a FISA Court order. '

Minimization procedures, in the FISA context, ordinarily govern the
handling of intercepted communications involving U.S. persons after the
acquisition has been appro‘ved by the FISA Court. In other ‘WOrdé,'iafF‘ISA
Court authorizes the agency to intercept the communications of particular
selectors, and the agency follows the minimization procedures with respect
to how it retains, uses, and disseminates any U.S. person information it
collects under the Court’s order. {FSA-SH/NF—

However, the government proposed as part of the content application
that the minimization procedures also encompass how the NSA acquires the
communications.?84 Specifically, the application proposed that the NSA
conld intercept the communications of specific selectors if agency officials
determined there was probable cause to believe that (1) the selector is being,
used by a member or agerit.of - ' |
B ond (2) the communication {
application referred to this as the “min

standard."285 (TS ST/ /NE)}—

Thus, the content application had a two-prong “minimization probable.
cause standard”: (1) probable cause to helieve a selector is being used by a
member or agent of a targeted group, and (2) probable cause, to believe the
communication intercepted is to or from a foreign country, |

b1, b3,
b7E

28¢ Bradbury told the OIG that this argument was based on the text of the FISA
statute, which states that minimization procedures apply to the “acquisition” of
communications in addition to their retention and dissemination. See 50 U.S.C.
§ 1801(h)(1). Indeed, the government’s Memorandum of Law filed in support of the content
application described several cases in which the FISA Court authorized the governinent to
conduct electronic surveillance that included minimization at the time of acquisition.
: ding-to the application, the cases involved survei broadly targeted El, b3,

285 The proposed “minimization probable cause standard” was in addition to the
standard minimization procedures that accompany every FISA application submitted by the
povernment and that have been long-approved by the FISA Court, ~FS{-ASHANE—




For the first prong — probable cause to believe a selector is being used
by a member or agent of a targeted group ~ NSA analysts would assess
‘sources of “reliable intelligence,” defined in the application as information
from a variety of domestic and foreign intelligence and law enforcement
activities. Under the terms of the application, positive findings of probable
cause would be recorded in a database and the assessment process would
be subject to periodic internal review by NSA officials, including the NSA
General Counsel and Inspector General. {FS/#8H-/2F)

"
b

bl,
b3,
b7E

bl,
b3,
b7E

Tiercepiea. 1a
accordarice with NSA’s standard tinimization procedures that apply to all of the agency’s
electronic surveillance activities, {TS//S0//NF) ‘

287 As it did with telephorie communications, the application acknowledged that the
manmer in which e-mail communications are routed would cause the NSA to collect some
e-mail comrmunications that in fact are between communicants wholly within the United

{Cont’d.)




Thus, viewing the government’s approach to both “facilities” and
“rmmmlzatmn procedures" together the Decembel 13 2006 content

bl, b3,
b7E
| _ Under the terms of the application, communications acquired by the
| NSA could be retained for 5 years, unless the Court approved retention for a
: bl,
b3,
| b7E

An additional aspect of the content application is important to
understand. The “early warning system” the government propeosed applied

>

both to “domestic selectors” and “foreign selectors.” Domestic selectors are
telephone numbers and e-mail addresses reasonably believed to be used by
individuals in the United States; foreign selectors are telephone numbers
and e-mail addresses reasonably believed to be used by individuals outside
the United States. Under Stellar Wind, the NSA intercepted the
communications of both categories of selectors, although the NSA tasked far

more foreign selectors than domestic selectors. {FS//STEW//SHAOCNFY

States, even though the NSA had probable cause to believe the communication was to-or
from a foreign country. The application stated that the NSA would handle any such
communications in accordance with its standard minimization procedures. (TS/fSH-/NF)




~ The government proposed in its content application that the domestic
selectors would be subject to more rigorous targeting approval and more
frequent reporting to the FISA Court than foreign selectors, but the
application sought to preserve NSA officials’ authority to make the probable
cause determinations as to each.?8% As we describe below, the first FISA.
Court judge to consider the content application, Judge Malcolm Howard,
was unwilling to extend this authority to domestic selectors. {FS77SH/NF)

C. Judge Howard Grants Application in Part{TS//SL//NF}

The Department’s December 13, 2006, content application was
assigned to Judge Howard, because he was the “duty” judge that week
responsible for considering new applications,28% Judge Howard advised the
Department orally that he would not authorize, on the terms proposed in

the application, the electronic surveillance of selectors to be used by

persons ini the United States (domestic selectors). He did not issue a written
opinion or order concerning this decision. The Department, in response to

‘Judge Howard’s oral advisement, filed a separate application requesting

authority to conduct electronic surveillance on domestic selectors. This

application, summarized below, was filed on January 9, 2007, and is

considered the first “domestic selectors application”; the December 13
application is considered the first “foreign selectors application.”

sted additional briefing

Departmenit on the subject of whether

and whether the surveillance authority sought in the go
_appli‘cationjwould in fact be “directed” not at these “facilities” but rather at
the particular telephone numbers and ‘e—'mail addresses the government

would task for collection. {FS/ASHNE-

In response, the Department filed a supplemental memorandum of
law on January 2, 2007, arguing that the government’s construction of the

288 Under the terms of the original content application, domestic selectors tasked by
the government would subsequently be reported to the Court for approval. The Court
either had to approve each domestic selector within 48 hours of receiving the government’s
report or, if the Court did not agree there was probable cause to believe the selector was
being used by a member or agent of a target of the application, provide the government 24
hours to submit additional information establishing probable cause. Foreign selectors
tasked by the government did not require subsequent approval by the Court, although the
Court could direct that the surveillance of any selector cease. N

289 The Department offered to submit the application to the FISA Presiding Judge,
Judge Kollar-Kotelly, but she said that it should be filed in the normal fashion, which
meant it would be assigned to the FISA duty judge that week. RSO}

bl,
b3,
b7E



emergency authorization coveringj

furthe1 explamed Why the tradltlonal approach to survelllance under FISA
Would not provide the speed and agility necessary for the “early warning

system” the application sought to create.290 {TS//SLAANE)

On January 10, 2007, Judge Howard approved the Department’s
content appllcatlon as to foreign selectors, endorsing the legal framework on
which the coritent application for foreign selectors was based, including the
broad construction of the term “facility” and the use of minimization
procedures to empower NSA officials to make targeting decisions.about
particular selectors. Judge Howard’s Order authorized the government to
conduct electromc surveﬂlance for a perlod of 90 days at the “fac:1ht1es

bl,
b3,
b7E

Judge Howard’s Order also required that an attorney from the Justice
Department’s National Security Division review the NSA’s justifications for
targeting particular foreign selectors. The Order required the government to
submiit reports to the FISA Court every 30 days hstmg new selectors tasked
during the previous 30 days and briefly summarizing the basis for the NSA’s
determination that the first prong of the minimization probable cause

'standa.r_dhas been met for each new selector.?292 The Order preserved thie

Court’s authority to direct that surveillance cease on any selectors for which

290 On this point, the memorandum cited the government’s limited resources as
preseriting a significant obstacle to filing'a separate FISA application for each selector it
wanted to place under surveillance. The government stated that it anticipated m1t1at1ng
collection or ‘new selectors each month, a figure that translates to filj
motion to amend a FISA order or seeking Attorney General emergency authority
times per day (or, alternatively, fili

bl,b3,
b7E

o one motion or seeking one Attorney General
a1 new selectors each day). The government
stated that if the government proceeded under any of these options, valuable intélligence

would be lost. F&/HSHNF-

291 As noted earlier, the Order compelled ‘ The Order
also required that with each request for reauthorization, the govemment prescnt a list of
current selectors previously reported to the Court that the government intended te continue bl,b3,b7E
tasking, identify any selectors reasonably beheved to be used by U.S, persons outside the
United States, and assgss the eff ection of comimunications that mentioned a
tasked e-mail address - | but that were not to or from that
selectot. H*

b1, b3, b7E




the Court found that the first prong of the standard has not been satisfied.
In addition, the Order required the NSA Inspector General, General Counsel,
and Signals Intelligence Directorate to periodically review the authorized
collection activities. These NSA offices were required to submit a report to
the Court 60 days after the collection was initiated under the Order that
would address the adequacy of management controls and whether U.,S.
person information was being handled properly. ~FS/-SH-NE})-

According to several Department and NSA officials, the effort to.

bl, b3,
b7E

As a result of the Order, the Department and NSA submitted to the
FISA Court for its review the factual basis for each selector supporting the
governirent’s determination that the “minimization probable cause bl
standard” had been satisfied, The Department accomplished this pursuant b3’

pproved by Judge Howard under which the Department filed b7iE
oreign selectors every(days for the duration of the

"90-day Order. {TS//SL-NF)

The probable cause explanation for each foreign selector filed with the
Court typically was described in several senternces. According to Bradbury,
he impressed upon the NSA that Judge Howard would review each
submission and inquire about how recently the NSA had acquired
comrnunications relating to a particular selector. According to Matthew
Olsen, the Deputy Assistant Attorney General in the Department’s National
Security Division who was responsible for overseeing intelligence matters,
Judge Howard did in some cases inquire about the government’s factual
basis for believing the minimization probable cause standard has been
met.2%% Bradbury also said he stressed that the Court would scrutinize the
NSA’s probable cause determinations more rigorously than the agency had
been doing itself and that the Court was more likely to approve a selector
where the surveillance was current than it would a selector that has

“remained dormant for months.”294 (FS/F+SHNF—

203 QOlsen was involved in the drafting and presentation to the FISA Court of the
cq:;tent application and the government’s implementation of the related FISA Court Orders.

294 However, Bradbury noted that the FISA Court’s “tendency to lock for recent
ing. whet he probable catise st i




Olsen told us thatl . eign selectors ultimately
were filed with the FISA Court under the terms of J udge Howard’s Order.
Olsen. said that the NSA strived to submit selectors that were deemed high
priority; that had a well-documented nexus to R foreign powers,
and that had recent communications activity. Attornieys from OIPR, who
under the terms of the Order were required to review the NSA’s justification
for each foreign selector that it tasked, worked with the NSA omn this
large-scale review process. According to Olsen, OIPR attorneys
“double-checked” the NSA’s probable cause determination for each selector,
but did not conduct independent probable cause inquiries. This review
identificd BB «c]octors that in OIPR's judgment required.
additional documentation before they could be submitted to the Court.?95
Olsen described the back-and-forth between OIPR and the NSA as
“constant,” and said the NSA was receptive to OIPR’s involvement, Olsen
stated that the NSA committed significant resources to the transition of

foréign selectors. {FS/SH/NFf

Both Bradbury and Olsen observed that the transition of content
collection of foreign selectors to FISA required:somie adjustment by the NSA
in its approach to establishing probable cause. For example, while an NSA
analyst might base a probable cause determination to seme extent on
intuition, similar to a “cop on the beat,” it wasa differerit proposition when
that probable cause determination had to be reviewed by several OIPR
attorneys trying to anticipate how the FISA Court might view the judgment,
Olsen stated that it was also “new” for the NSA to document the probable
cause to the level OIPR believed the FISA Court would require. According to
. Bradbury, the effort sought an equilibrium between “the necessary speed
and agility” and the “multiple layers of probable cause determination.”
Bradbury and Olsen both told the OIG that the NSA had concerns about
whether the FISA approach to content collection would work and the extent
to which a measure of effectiveness would be lost under FISA Court

supervision. (F8/75HNF
D. Domestic Selectors Application and Order—{FS//8H//NF)—

In contrast to foreign selectors, Judge Howard advised the Justice
Department that requests for surveillance of the international calls of
domestic selectors — telephone numbers or e-mail addresses reasonably
believed to be used by individuals in the United States — should be filed with

. 295 Olsen told the OIG that he believes the NSA de-tasked some of these foreign
selectors, {ES/SHAN—
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the Court in a separate application. Judge Howard also advised OIPR
officials that ary such application should take a more traditional approach
to FISA, meaning the “facilities” targeted by the application should be
particular telephone numbers and e-mail addresses and that the probable
cause determination for tasking a selector would reside with the FISA Court,
not with NSA officials pursuant to minimization procedures. {FS/4SH-/NE}-

On January 9, 2007, the Department filed the first domestic selectors
application. The application sought two things, First, the application
requested authority to intercept the international communications of
e specific domestic selectors.296 Second, the application b1 b3
‘sought, for purposes of future applications, approval to use a “streamlined b7,E ’
version” of the emergency authorization procedures available under FISA.
These emergenicy procedures authorize the use of electronic surveillance for
-aperiod of up to 72 hours without a Court order when the Attorney General
reasonably determined that an emergency situation exists. See 50 U.S.C.
§ 1805(f). The procedures required the Attorney General to inform the FISA
Court that the surveillance has been initiated and required the Department
to file with the Court an emergency application to continue the surveillance
not more that 72 hours after the surveillance was authorized. {F8/8H-NE}

The goal of the Department’s proposed streamlined emergency
application procedures, referred to in the January 9, 2007, application as a
“Verified Application,” was to ensure that the emergency surveillance
process be completed as swiftly as possible for qualifying domestic selectors.
The proposal allowed the Verified Application to incorporate by reference the
reasons or facts contained in the original domestic selectors application
necessary to satisfy some of the statutory requirements under FISA, instead
of reestablishing in each application for a new domestic selector that each of
the requirements of FISA were met. The only new substantive information
contained in a Verified Application would be the identity of the target, if
known, the telephone number the target was using or was about to use and
the factual basis sup ing probable cause to believe the target ish;
- - .= |andisusingorisabout
to use the identified telephone number. {FS//SH-NF}

Judge Howard granted the domestic selectors application on
January 10, 2007, for a period of 90 days. His Order also approved the

296 Unlike the December 13, 2006 _appli
did not seek authority totargetagentsoffp 2 22 0 |
mor did the application seek authority to conduct content surveillance of bl,
e-mail cormmunications, The declaration summarized for each of the domestic selectors, b3,
generally in two to three paragraphs, the facts that supported the government’s belief that __ b7E
t to be used by a known or unknown agent oif '
| located in the United States. (TS//SI//NF)




streamlined emergency authorization procedures proposed in the »
application for any additional domestic selectors whose communications the
government sought to intercept during the 90-day period for which

surveillance was authorized.?97 {FSHSH-AE}-

NSD Deputy Assistant Attorney General Olsen told the OIG that in
comparison with foreign selectors, the Department conducted a more
rigorous review of the initial domestic selectors submitted to the FISA Court
to ensure that probable cause was met. Olsen said a few domestic selector
packages “on [their] face” lacked sufficienit documentation and that these
deficiencies were apparent to OIPR attorneys reviewing the information
because the attorneys were looking at the information for the first time. He
said that the NSA analysts responsible for the selectors, in contrast, were
very familiar with the numbers and knowledgeable of details about the
users that might not have been evident to persons reviewing documentation

‘de novo. According to Olsen, for selector packages that were considered

deficient, the NSA either provided the Justice Department attorneys with
additional information or de-tasked the selector.?98 +{TS//SH-/NF}—

E. Last Stellar Wind Presidential Authorization Expires

On December 8, 2006, the President signed what would become the
final Presidential Authorization for the Stellar Wind program. The
December 8 Authorization was scheduled to expire on February 1, 2007.
However, Judge Howard’s January 10, 2007, Orders relating to foreign and
domestic selectors completed the transition of Stellar Wind'’s

297 On January 22, 2007, the Department filed, and Judge Howard approved, the
first Verified Application with the FISA Court using the streamlined procedures approved in

the Order. 1ESHSH-NR)—

298 Qlsen and OIPR Deputy Counsel Margaret Skelly-Nolen told the OIG that during
the application for and implementation of the domestic sélectors Order, it became apparent
that there were coordination problems between the FBI and the NSA. They noted that in
many instances a domestic selector the NSA sought to task was already targeted by an FBI
FISA order. According to Skelly-Nolen, in those cases problems can arise in providing
accurate, current, and consistent information to the FISA Court about such selectors. She
said the NSA’s practice has been to consult with the FBI analysts assigned to the NSA and
to request from them the most current information the FBI has about a particular
telephone number or user of that number. The FBI analysts at the NSA have access to FBI
databases to search for such information, although the most current information frequently
can only be obtained from the operational personnel at FBI Headquarters. Asa
consequence, according to Skelly-Nolen, the FISA Court has on some limited occasions.
been provided inconsistent information concerning domestic telephone numbers or the
users of those numbers. Olsen told the OIG that the domestic selectors Order has required
a higher level of coordination between the FBI and NSA and that the National Security
Division has worked to address this issue. {FS7/SH7NE—




Stellar Wind program officially expired.?9?

communications and meta data collection activities from Presidential

Authorization to FISA authority. Bradbury told the OIG that because it was
believed that Judge Howard’s Orders, particularly the foreign selectors

“Order, provided the NSA. sufficient flexibility to conduct content collection; it

was not necessary to renew the December 8, 2006, Presidential
Authorization. {FSf T

Therefore, on February 1, 2007, the Presidential Authorization for the

F. First Domestic and Foreign Selectors FISA Renewal

Applications T SHSHHNF-

Judge Howard’s January 10, 2007, Orders were set to expire after 90
days. During the week of March 20, 2007, the government filed renewal
applications to extend the authorities both as to domestic and foreign
selectors. These applications were filed with Judge Roger Vinson, the FISA

Court duty judge that week. {FSHFSHFRFI—

The domestic selectors application, filed March 22, 2007, was in all
material respects identical to the go’vernment’s original application, Judge
Vinson granted the application on April 5, 2007,300 4TS/ LS NE)

The foreign selectors application was filed on March 20, 2007. The
conterit and construction of the March 20 application was substantially
identical to the government’s original application, and advanced the same
broad construction of the term “facilities™ and the use of minimization
procedures to authorize NSA officials, instead of judges, to make probable
cause-determinations (subsequently reviewed by the FISA Court) about
particular selectors. {355

On March 29, 2007, Judge Vinson orally advised the Department that
he could not grant the foreign selectors application. His decision validated
some concerns within the Justice Department that Judge Howard’s original

299 Qn January 17, 2007, Attorney General Gonzales sent a letter to Senators Leahy
arid Specter, the Chairman and Ranking Member of the Senate Judiciary Committee,
informing them of Judge Howard’s Orders. Gonzales’s letter stated that as a result of the
January 10, 2007, FISA Court Orders, any electroni¢ surveillance that was occurririg under
the Terrorist Surveillance Program would now be conducted under FISA, and that “the
President determined not to reauthorize the Terrorist Surveillance Program when the

current authorization expires.” {FS{HSTHNE—

300 As noted previously, the domestic selectors QOrder presented special coordination
issues betweén the FBI and the NSA, and EEEE s e
foooeaos e e e § The Order was renewed for the final time infEEE ]

| 2nd has since expired. (FS//SHNG-




Order might not be a sustainable long-term strategy for intercepting the
commiunications of foreign selectors: J udge Vinson’s decision also
accelerated the Department’s efforts to obtain legislation-amending the FISA
statute to authorize the type of surveillance conducted under Stellar Wind
and that was approved by Judge Howard. TS/ /SLLINE

On April 3, 2007, Judge Vinson issued an Order:and Memorandum
Opinion explaining the reasoning for his conclusion that he could not grant
the foreign selectors application. However, Judge Vinson did not deny the
govérnment’s application. Instead, he enicouraged the Departrment to file a
motion with Judge Howard requesting a 60-day extension of the existing
January 10, 2007, foreign selectors:Order. In explaining why he was:
encouraging the Department of file the motion with Judge Howard, Judge
Vinson wrote, | |

I have concluded that an extension for this purpose. is
appropriate, in view of the following circumstances: that the
government has commendably devoted substantial resources to
bring the NSA’s surveillance program, which had been
conducted under the President’s assertion of non-FISA
authorities, within the purview of FISA; that a judge of this
Coutt previously authorized this surveillance in [the

January 10, 2007, foreign sélectors Ordet], on substantially the
same terms as the govérnment now proposes; that it-would be
impl tter for the government to terminate surveillance
off l phone numbers and e-mail addresses under b1, b3, b7E
FISA authotity, and to decide whether and how it. should
continue somie or all of the surveillance under non-FISA
authority; and, importantly, that within the-allotted time the
government may be able to submit an application that would
permit me to authorize at least part of the surveillance in a
mantier consistent with this order and opinion. {(FS/SHHNE—

Judge Vinson wrote that the Department’s foreign selectors renewal
application concerns an “extremely important issue” regarding who may
make probable cause findings that determine the individuals and the
communications that can be subjected to electronic surveillance under
FISA. In Judge Vinson’s view, the question was whether probable cause
determinations are required to be made by the FISA Court through
procedures established by statute, or whether the NSA may make such
determinations under an alternative mechanism cast as “minimization
procedures.” Judge Vinson concluded, based on past practice under FISA
and the congressional intent underlying the statuts, that probable cause
determinations must be made by the FISA Court. {FSfSH-NF—




_ In explaining his reasoning, Judge Vinson first rejected the
Departmerit’s broad construction of the term “facilities,” concluding that'the
“elect'r,qnic,surveill;ance” under the government’s application — the
acquisition of the content of communications — was directed at particular
telephone. numbers.and e-mail addresses _and not at broad, swaths of

government contended. Judge VInson disunguisned prior cases that the
government cited for its broad interpretation of “facilities,” observing;
“[t]ellingly, none of the cited cases stand for the proposition on which this.
application rests — that €lectronic surveillance is not ‘directed’ at particular

hon numb 1d e-mail addresses,

Judge Vinson wrote that his conclusion was also supported by the
government’s and the Court’s past practice, as well as the legislative history
of FISA, which, according to Judge Vinson, made clear that “Congress '
intended the pre-surveillance judicial warrant procedure,” and particularly
the judge’s probable cause findings, to provide an ‘external check’ on
executive branch decisions to conduct surveillance » He wrote that the
sovernment’s proposal that “the Court assess .
... & and moke a hichly abstract and genera
probable-cause findingf " removed from the
Court’s pre-surveillance purview the question o wheéther the
commurnications to be acquired will relate to the targeted foreign powers.30!
Judge Vinson rejected the government’s “minimization probable cause
standard,” stating that “[m]inimization does not provide a substitute for, or
a mechanism for overriding, the other requirements of FISA.” Judge Vinson
concluded that government’s proposed minimization procedures, by
authorizing the NSA to make probable cause decisions, conflicted with
specific provisions of FISA that govern electronic surveillance, such the

requirement that only the Attorney General can grant emergency approvals
to conduct surveillance (followed within 72 hours by an application to the

301 Stated another way, “[the application] represented that NSA will make the
required probable cause finding for each such facility before commencing surveillance.”
Judge Vision wrote, “[t/he application seeks, in effect, to delegate to the NSA the Court’s
responsibility to make such findings based on the totality of circumstances.’ Obviously,
this would be inconsistent with the statutory requirement and the congressional intent that
the Court make such findings prior to issuing the order (emphasis in original).”

LSS

bl, b3,
b7E



FISA Court), and that renewals for surveillance coverage must be based on
“new findings” of probable cause by a judge. Judge Vinson summarized his
position:

The clear purpose of these statutory provisions:is to ensure
that, as a general rule, surveillances are supported by judicial
determinations of probable cause before they commence; that
demsmns to initiate surveillance prior to judicial review in
emergency circumstances are made at politically accountable
levels; that judicial review of such emeérgency authorizations.
follows swiftly; and that decisions to continue surveillance
receive the same degree of scrutiny as decisions to initiate. The
law does not permit me, under the rubric of minimization, to
approve or authorize alternatlve procedures to relieve the
government of burdensome safeguards expressly imposed by

the statute. {FSF/SH/NF—

Judge Vinson wrote that he was mindful of the government’s
argument that the proposed minimization procedures were necessary to
provide or enhance the “speed and flexibility” with which the NSA responds
to threats, and that foreign intelligence information may be lost in the time
it takes to obtain Attorney General emergency authorizations. However, in
Judge Vinson’s view, FISA’s requiremerits reflected a balance struck by
Congress between prlvacy interests and the need to obtain foreign
intelligence information, and until Congress took legislative action on FISA
to respond to the government’s concerns, the Court must apply the statute’s
procedures.?92 He concluded that the government’s application sought to
strike a different balance for the surveillance of foreign telephone numbers
and e-mail addresses. Vinson rejected this position, stating, “provided that
the surveillance is'within FISA at all, the statute applies the same
requirements to surveillance of fac111t1es used overseas as it does to
surveillance of facilities used in the United States,”303 {F8/781//NFJ

302 Judge Vinson stated that he recognized that the government maintained the
President may have constitutional or statutory authority to conduct the surveillance
requested in the renewal application, Judge Vinson stated, “[n]othirng in this order and
opinion is intended to address the existence or scope of such authority, or this Court’s

jurisdiction over such matters.” {FS+#8H7NF—

303 Judge Vinson wrote in a footnote that the status of the proposed surveillance as
being within. the scope of FISA was “assumed, but not decided, for purposes of this.order
and opinion.” He continued, “I believe that there are jurisdictional issues regarding the
application of FISA to comthunications that-are between or among parties who are all
located outside the United States.” Judge Vinson suggested that “Congress should also
consider clarifying or modifying the scope of FISA and of this Court’s jurisdiction with
regard to such facilities . . . .” Bradbury told the OIG that Judge Vinsorn's suggestion was
an important spur to Congress’s willingness to consider FISA modernization legislation in

(Comt’d.)




: Attorney General Gonzales told us that his. reaction to Judge Vinson’s.
decision was one of “disappointment” and that the decision “confirmed our
concern about going to the [FISA Court].” Gonzales also said he believed the
decision was ‘_troubhng for purposes.of the national security ‘of ouir country.”

Bradbury told us the government considered several options after
Judge Vinson’s ruling, including appealing the decision to the FISA Court of
Review, However, he said the decision was made to attempt to work with
Judge Vinson to craft a revised. application and also.separately to renew the
Adrmmstratlon s efforts to obtain legislation to modernize FISA..

G. Revised Renewal Applica‘tmn for Foreign Selectors and
Order -

As suggested by Judge Vinson, in April 2007 the Justice Department.
obtained from Judge Howard an- extension of the. existing foreign selectors
Order until May 31, 2007, to prepare a revised foreign, selectors application.
In-the interim, the Department filed two reports with Judge Vinson
deSCrlbmg a new approach to foreign selectors that addressed the concerns
expressed in his Opinion, and that sought input from the Court about how
best to facilitate the submission.olan, apphcatwn that would seek authority
to direct surveillance al ' c selectors ‘

On May 24, 2007, the Department filed & revised renewal application
seeking to renew, with. modifications, the: authorities granted in Judge
Howard’s Jariuary 10, 2007, Order. However, the application did not
include the broad construction of “facilities” and instead sought authority to
conduct electronic suryeillance. of conventional facilities — telephone
numbers and “e-mail ‘ »304 The application
also did not include the * probable cause minimizati 'n standard”™ approve_d

the summer of 2007. In Section IV below, we summarize this legislation, the Protect
America Act, and its successor, the FISA Amendments Act of 2008. (F&H/SHNE)}—

304 Accordmg to the May 24, 2007, application, such uses incl de Int met 7 4
; Lhatare sent ta and fromataretede -mail ‘address, ... .

“The May 24 apphcatmn was the
‘touse. the: term e—ma11

directed;
However; accordmg to:the apphcanon, 16 O
authorizes, electronic survexllance using [the e~ma _ ] descript‘or
to identify this type of facility.” > '




by Judge Howard that had the effect of shifting from the FISA Court to the
NSA the probable cause determinations about particular sélectors.

However, the targets of the government’s revised applicatiorn remained
selectors (telephone number and e-mail facilities) reasonably believed to be
used-outmde the Umted States and for Wthh there is robable cause to

bl, b3,
b7E

Shecifically, the application requested authority to- direct surveillance
categories of foreign selectors:

o Foreign telephone number and e-mail selectors presently known
to the government, This category accounted for a portion of the
foreign selectors alreadsy under surveillance

a0s. The May 24 2007 apphcatmn explicitly stated that the government was not
seeking surveﬂlance authonty for any new facilities reasonably believed by the NSA to be
used by U.S. persons. ‘The: apphcatmn stated that sutveillance-of those facilities would be
initiated only through FISA’s emergengy authorlzahon pro isions and the str eamlmcd FISA
apphcahons approved :for domestxc selectors, TS

bl,
_ overnment s itted an appendix with the revised renewal application
that identified] | facilities and contained the factual basis for the NSA’s
belief that each of the facilities was being used by a person outside the United States and
for which there was probable cause to believe were being used or about to-be used by a
member or agent of one of the targeted foreign powers. The government had provided
Judge Vinson these facilities on a rolling basis during May 2007 for his consideration. The bl.b3
NSA discontinued the surveillance of facilities that were targeted under Judge Howard’s b7’E
Order, but that wére not included amerng the facilities submitted te Judge Vinson for

& roval The NSA told the OIG that the decision to discontinue surveﬂlance on these
“facﬂmes largely was a resource decision: and that
was the amount the NSA could timely process for filing with the Court. @S—,‘—/—SI—H—NF—)—




Foreign e-mail 'selectors (not telephone number selectors)
presently unknown to the government but that “refer to” or are
“about” known foreign e-mail selectors. This category of
surveillance, which the NSA had been conducting under Judge
Howard’s Order, includes situations where an already targeted
¢-mail facility is mentioned in the body of a message between
two third-party, non-targeted facilities.308 {FS/7SH/NF)

According to the application, th
surveillance would enable the NSA to 1 = T Tl D
discovered facilities “with the speed and agility necessary to obtain vital
intelligence and to detect and prevent terrorist attacks.” The application

The collection authorities requested in the renewal application that
pertained to currently unknown facilities would, according to the
application, address this limitation.30? {FS/SH/NE}-

‘ Judge Vinson granted the government’s revised renewal application
on May 31, 2007, His Order authorized, for a period of 90 days, each of the
categories of electronic surveillance described above, although the

308 The category presented an issue under FISA in that communications are being
acquired because they contain the targeted e-mail selector, and not because there was
probable cause to believe the e-mail accounts sending or receiving the communications are
used or about to be used by an international terrorist group. In such cases, the
surveillance is not “directed at” the targeted e-mail selector. The government argued that
such acquisition was still consistent with FISA because, “at the time of acquisition, the NSA

has probable cause to believe that the facilities at which the NSA is directing surveillance
are being used by the foreign power target.”

309 The government argued that the FISA Court’s authority to authorize subsequent
collection against new selectors unknown to the government at the time an application was
approved is rooted in section 1805(c)(3) of FISA. That provision imposes specific reporting
requirements on the government where the FISA Court approves an electronic surveillance
in circumstarices where the nature and location of each of the facilities at which
surveillance will be directed is unknown at the time of the application. FSASH-NFY




Order defined the precise circumstances under which the NSA could acquire

communications falling within the[lERllcategory of surveillan
Order also included reporting schedules with respect to thel :
Wcategcries of surveillance, for which the government was required to
‘submit newly discovered selectors to the Court. F8; 5T

310 The

Judge Vinson initially approved foreign selectors
under the terms of his May 31, 2007, Order (these selectors were submitted
with the government’s-May 24, 2007, application). Shortly after the Order
was issued, the FISA Court decided that the weekly reports filed by the
g‘o}v‘ernment‘notifying the Court of newly discovered selectors, as well as the
government's motions seeking approval to conduct surveillance on
additional selectors, could be filed for review with any member of the Court.
As the government received feedback from judges on the first reports and
motions that were filed, it observed that judges were applying a more
rigorous standard of review to the factual basis supg : urveillance
for each selector than Judge Vinson applied to th: selectors he
approved. The government consequently adjusted the amotnt of factual
information it provid B in subsequent reports and motions
and ultimately added
Vinsoen'’s Order. {557

According to Bradbury, the more rigorous: scrutiny applied by FISA
Court judges after Judge Vinson’s initial approval | foreign selectors
caused the NSA place only a fraction of the foreign selectors under coverage

than it wanted to. This concern, combined with the comparatively laborious
process for targeting foreign selectors under Judge Vinson’s Order,
accelerated the government’s efforts to obtain legislation that would amend
FISA to address the government’s sutveillance capabilities within the United
States directed at persons located outside the United States. The Protect
America Act, signed into law on August 5, 2007, accomplished this objective

e-mail messages containing a targeted e-matl accoun only when the NSA defermined,
based on the acquired communication and other intelligence ot publicly available
information, that there was probable cause to believe the e-mail facility was being used, or
was about to be used, by one of the targeted foreign powers. Judge Vinson agreed with the
government’s position that there was probable cause to believe that Internet
communications relating to a previously targeted e-mail facility were themselves being sent
or received by one of the targeted foreign powers and could be acquired. Judge Vinson
called this holding “novel,” but concluded that the decision was “consistent with the overall
statutory requirements; it requires the government to promptly report and provide
appropriate justification to the Court; and it supplies the Government with a necessary
degree of agility and flexibility in tracking the targeted foreign powers.” {F3//5H-/NF-
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- and effectively superseded Judge Vinson’s foreign selectors Order. The
government therefore did not-seek to renew the ‘Order when it expired on
- August 24, 2007, {BS/SH7N]

In the next s_ectiop, we Su’mmariz‘e the effect of the Pr-o_tect' America
Act and successor legislation, the FISA Amendments Act of 2008. (U)

IV. The Protect America Act and the FISA Amendments Act of
2008 (U)

~ In August 2007, the Protect America Act was enacted, amending FISA
to address the government’s ability to conduct electronic surveillance in the
United States of persons reasonably believed to be located outside the

United States. This legislation expired on February 1, 2008, but was

extended by Congress to February 16, 2008. In July 2008, the FISA
Amendments Act of 2008 was enacted, which, among other things, created
acomprehensive process under FISA for content collection directed at
foreign targets. These two laws modernized the FISA statute as it applied to
the acquisition in the United States of communications of persons
reasonably believed to be outside the United States. 10}

As discussed in Chapter Three, FISA was enacted in 1978 when most
international calls were carried by satellite. The interception of such calls
constituted «electronic surveillance” for purposes of FISA only if the
acquisition intentionally targeted a U.S. person in the United States, or if all
participants to the commiunication were located in the United States.. Thus,
government surveillance of satellite communications that targeted foreign
persons. outside the United States generally was not considered electronic
surveillance, and the government was not required to obtain a FISA Court
order authorizing the surveillance even if one of the parties to the
communication was in the United States. However, in the mid-1980s, fiber
optic technology began to replace satellites as the primary means for
trahsmitting interriational (and doriestic) telephone communications. This
change brought within FISA’s definition of “electronic surveillance” the
acquisition of telephone calls to or from a person in the United States if the
acquisition occurred in the United States, thereby triggering the
requirement that the government obtain FISA Court orders to conduct
suiveillance that it previously conducted outside of FISA. {FS/SH-/NFY

Under the Stellar Wind program, the NSA ¢ lected international
commuhicaion. = b1, b3,
by targeting facilities (telephone b7E
numbers and e-mail addresses) located outside the United States (foreign




selectors):31! As noted in Chapters Three and Four, the Administration
_contended that FISA, as supplemented by a subsequent legislative
enactment (the AUMF), did not preclude the surveillance activities under
Stellar Wind, or in the alternative represented an unconstitutional
infringement on the President’s Article I authority as Commander in Chief
to the extent it conflicted with these collection activities.

The Justice Department’s effort to transfer content collection from
presidential authority under Stellar Wind to FISA raised the issue of FISA’s
application to the acquisition in the United States of cominunications to or
from targeted foreign selectors. The Protect America Act and the FISA
Amendments Act, in slightly different ways, addressed this issue by treating
the communications of persons reasonably believed to be located outside
the United States differently from communications of persons located in the

United States.312 FS#STEW//SHHLOC/NID—
A. The Protect America Act (U)

The Protect America Act of 2007, Pub. L. No. 110-55, was a temporary
measure signed into law on August 5, 2007.313 The Protect America Act’s
chief objective was to exclude from the requirements of FISA the
interception ifi the United States of communications of persons located
outside the United States, the category of communications referred to abave
as “foreign selectors.” (U)

The Protect America Act amended FISA so that the interception of
foreign selector communications fell outside the statute’s definition of

«slectronic surveillance.” Under the original definition of “electronic
surveillance,” FISA generally applied to any communication to or from a
known United States person inside the United States if the communication
is acquired by targeting the known United States person.314 FISA also

31l The NSA also targeted under Stellar Wind a much smaller number of facilities

located inside the United States (domestic selectors). {PS/HSTEWHSHHOCANE)-

312 The two laws did not substantially affect the provisions of FISA relating to pen
register and trap and trace surveillance or to the production of “tangible things.” The
government continues to collect bull e-mail and telephone meta data under the PR/TT and
Section 215 Orders described in Sections I and II of this chapter. PSS

313 The Protect America Act was set to expire 180 days after its enactment, or on
February 1, 2008. However, Congress passed and on January 31, 2008, the President
signed a bill to extend the Protect America Act for 15 days while further discussions on new
legislation occurred. However, 1no agreement was reached on new legislation and the Act
expired on February 16, 2008. (U)

314 The original FISA definition of “electronic surveillance” included:

(Cont'd))




‘applie)d to the acquisition of other communications (such as

k I3

Gormmunications acquired by targeting persons outside the United States) if

the communication was a “wire communication” and the acquisition
occurred inside the United States. (U)

The Protect America Act amenided FISA by stating: “Nothing in the
definition of electronic surveillance , . . shall be construed to encompass.
surveillance directed at a person reasonably believed to be located outside

the United States.” The effect of this amendment was to exclide from the

requirements of FISA any communication acquired by targeting a foreign
selector, regardless of where the commumnication wasintercepted or whether
the communication traveled by wire. As a result, the Act eliminated the

need for Judge Vinson’s May 2007 foreign selectors Order, because the
collection of communications targeted under that Order no longer
constituted “electronic surveillance” under FISA and therefore no longer
required FISA Court orders.315 {F8/-SH-¥F}

(1) the dcquisition by an electronic, mechanical, or other surveillance device:
of the contents of any wire or radio communication sent.by or intended to be
received by a particular, known United States person who'is in the United
States, if the tontents are acquired by intentionally. targeting that United
States person, under circumstances-in which a persori has areasonable
expectation of privacy'and a warrant would be required for'law enforcement
purposes;

(2) the acquisition by an electronic, mechanical, or other surveillatice device
of the cantents of any wire communication to or from a person in the United
States, without the consent of:any party thereto; if such acquisition eccurs
in. the United States, but does:not include the acguisition of those
communications of computer trespassers that would be-permissible under
section 2511(20(i) of Title 18;

(3) the intentional acquisition by an electronic, mechanical, or other
surveillance device of the contents of any radio communication, under
citeumstances in which a person has a reasonable expectation of privacy
and a warrant would be required for law enforcement purposes, and if both
the sender and all intended recipients are located within the United States;
or

(4) the installation or use of an electronic, mechanical, or other surveillance
device in the United States for monitoring to acquire information, other than
from a wire or radio communication, under circumstances in which a person
has a reasonable expectation of privacy and a warrant would be required for
law enforcement purposes.

50 U.S.C. § 1801{f). (U)




1In the place of individualized FISA Court orders, the Protect America
Act also inserted several provisions into the FISA statute to-govern the
acquisition of communications from persons “reasonably believed to be
outside the United States.” These provisions authorized the Attorney
General and the Director of National Intelligence to.acquire foreign
intelligence information concerning such persons for up to one year,
provided these officials certified that there are reasonable procedures in
place for the government to determine thata target is reasonably believed to
be outside the United States and that the acquisition of the foreign
intelligenice therefore is not “electronic surveillance” under the amended
definition of the term,316 The targeting procedures accompanying the
certification had to be submitted to the FISA Court for approval, based on
the clearly erroneous standard, within 120 days of the Protect America Act’s
enactment. However, the certification was not required to identify specific
facilities or places at which the acquisition of foreign intelligence
information would be directed.317 (U}

In addition, the Protect America Act authorized the Attorney Gerieral
and the Director of National Intelligence to direct a person
(telecommunications carriers) to provide the government with “all
information, facilities, and assistarnce necessary to accomplish the
acquisition in such a manner as will protect the secrecy of the
acquisition. . . .” Protect America Act, Sec. 2(€). The Protect America Act
also authorized the Attorney General and the Director of N ational

‘The Protect America Act addressed this issue by excluding all
“surveillance directed at persons reasonably believed to be outside the United States.

316 The Attorney General and the Director of National Intelligence also had to certify
that the acquisition involves the assistance ofa communications service provider; that a
“significant purpose” of the acquisition to obtain foreign intelligence information is for
foreign intelligence purposes; and the minimization procedures to be used with the
acquisition activity comport with 50.U.S:C. § 1801(h). Protect America Act, Sec: 2, codified
in FISA at 50 U.S.C. § 1805B(a)(1)-(5). (U)

317 The Protect America Act left unchanged the procedures for acquiring foreign
intelligence information by targeting foreign powers or agents of foreign power inside the
United States, as well as the procedures under Executive Order 12333 Sec. 2.5 to obtain
Attorney General approval before acquiring foreign intelligence information against a U.S.
person outside the United States, Thus, FISA orders issued prior to the enactment of the
Protect America Act, and FISA orders, including applications for renewals, sought after
enactment of the Protect America Act but not pursuant fo the Act’s amendments
(acquisition of foreign intelligence informatien from targets outside the United States) were
still subject to FISA as it existed prior to the Protect America Act, The Protect America Act
also provided, by means of an “opt-out” clause, that the government did not have to use the
new procedures for new applications and could instead file applications under the
provisions of FISA as it existed before the Protect America Act. See Protect America Act,
Sec, 6(b). (U)




Intelligence to seck the assistance of the FISA Court to compel compliance
with such directives, and implemented procedures for the
telecommunications carriers to challenge the legality of any such
directives.318 (U) ‘

The Protect America Act authorized the Attorney General and.the
‘Director of National Intelligence to issue orders without individualized FISA
Court approval for up to one yéar targeting persons reasonably believed to
be outside the Utiited States. These orders ‘r’.eme’i‘inqd*i_ri ¢ffect beyond the
expiration of the Protect America Act on February 16, 2008. 1))

On August 10, 2007, the Attorney General and the Director of
National Intelligence filed a certification with the FISA Court, as required
under the Protect America Act, relating to surveillance of persons.
reasonably believed to be outside the United States likels Jole ‘
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information concerning bl,

e b3,
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; Iforeign selectors under Judge Vinson’s Order

were “rolled over” to the new Protect America Act authority. A Deputy

Assistant Attorney General in the National Security Division familiar with b1

the transition of Stellar Wind to FISA Court authority told us that the b3,

goverriment also began to “build new selectors” under the Protect America b7:E

Act and worked toward restoring the universe of foreign selectors that were
first authorized for tasking under Judge Howard’s January 2007 Otder
when content collection under Stellar Wind initially had. migrated. to FISA
Court authority. {ES//SLLL

Although the Department viewed the Protect America Act as an
adequate temporary fix to those provisions of FISA seen as outdated
because of changes in telecommunications technology, Department officials
continued to press Congress for more permanent modernization legislation.
(U)

318 The Protect America Act also stated that any person providing assistance to the
government pursuant to a governmental directive would not be subject to any cause of
action for providing such assistance. However, the Protect America Act did net grant
retroactive legal immunity to any “person,” a term defined in FISA to include “any group,
entity, association, corporation, or foreign power.” 50 U.S.C. § 1801{m). On August 22,
2008, the FISA Court of Review upheld as constitutional the Protect America Act provision
authorizing the Director of National Intelligence and the Attorney General to direct a person
to assist the government in implementing the Act. See In Re: Directives [redacted text|
Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, No. 08-01. {U)




B. The FISA Amendments Act of 2008 (U)

On July 11, 2008, the President signed the Foreign Intelligence
Surveillance Act of 1978 Amendments Act of 2008 (FISA Amendments Act).
This legislation, composed of four titles, replaced the Protect America Act
with similar but more comprehensive surveillance authority. The provisions
~ of the FISA Amendments Act expire; with limited exceptions, on
Décember 31, 2012, (U)

A chief objective of the FISA Amendments Act was to change the rules
for intercepting the electronic communications of persons reasonably
believed to be outside the United States when the acquisition occurs i1 the
United States. As discussed above, the Protect America Act accomplished
this by amending FISA’s definition of “slectronic surveillance” to exclude this
activity from FISA requirements. The FISA Amendments Act took a different
approach. Instead of excluding the activity from the statute’s definition of
“electronic. surveillance,” the FISA Amendments Act created a new title in
FISA to govern how the government may conduct this electronic
surveillance. Under this approach, the FISA Amendments Act, unlike the
Protect America Act, distinguishes between the targeting of non-U.S, and
U.S. personsreasonably believed to be outside the United States.312 (U)

For non-U.S. persons, the new title created by the FISA Amendments
Act provides for surveillance authority similar to the Protect America Act.
Instead of requiring the government to obtain individualized orders from the
FISA Court to intercept c,ommunications of non-U.S. persons reasonably
believed to be outside the United States, the FISA Amendments Act
authorized the government to conduct any such interceptions for a period of
up to one year provided that it adopts, and the FISA Court approves, general
targeting procedures designed to ensure that the new authority is not used

319 The Senate Select Committee on Intelligence (SSCI) prepared a
section-by-section analysis of the FISA Amendments Act of 2008 explaining the significance
of the FISA Amendment Act’s approach. According to the SSCI report, the goal of the
Protect America Act in redefining the term “electronic surveillance” was to exclude the
surveillance of persons outside the United States from the individualized order
requirements of FISA. However, a consequence of the term’s redefinition was to broadly
exempt foreign surveillance activities both of non-U.S. and U.S. persons outside the United
States, The FISA Amendments Act of 2008, instead of adopting the Protect America Act’s
modified.definition of “electronic surveillance,” explicitly stated that the targeting of
non-U.8S. persons outside the United States shall be conducted under the new FISA
procedures, which does not require an -application for a FISA order. In this way, the FISA
Amendments Act accomplished the same goal as the Protect America Act without
exempting the targeting of U.S. persons outside the United States from FISA's
individualized order requirements. {U)




to direct surveillance-at persons within the United States or at U.S. persons
ouitside the United States.20 (U)

Tn contrast, to conduct U.S.-based surveillance of U.S; persons
reasonably believed to be located outside the United States, the FISA
Amendments Act requires the government to obtain individualized FISA
Court orders for 90-day periods based on a showing of probable cause to
‘believe that the U.S. person is outside the United States and is a foreign
power or an agent, officer, or employee of a foreign power. Such
‘surveillance previously was governed by Executive Order 12333, and
required only a certification from the Attorney General, not the FISA Court.
(V)

Compared to Stellar Wind, the FISA Amendments Act provides the
government broader authority to acquire in the United States, with Court
supetvision, the communications of non-U.S. persons reasonably believed to
be located outside the United States. Under Stellar Wind, the NSA was
authorized to collect communications where there was probable cause to
believe the communications originated or terminated outside the United
States and a party to the communications was al Qaeda or & group affiliated
with al Qaeda. Under the FISA Amendments Act, the NSA is authorized to

collect in the United States any communications of non-U.S. persons
reasonably believed to be located outside the United States; provided g
significant purpose of the acquisition pertains to foreign intelligence,

320 Like the Protéct America Act, in addition to these targeting procedures the
certification the government is required to file with the FISA Court must also contain
minimization procedures and state that a significant purpose of the acquisition that will be
conducted is to obtain foreign intelligence information. However, unlike the Protect
America Act the FISA Amendments Act does not limit the FISA Court’s review of the
targeting procedures to a “clearly erroneous” standard. On August 5, 2008; the
goverriment submitted to the FISA Court a certification pursuant to the FISA Amendments
Act. On September 5, 2008, the Court approved the certification and the use of the
targeting and minimization procedures the government submitted. {S//NF-

321 Qn the other hand, the FISA Amendments Act does not similarly broaden the
government’s authority to conduct surveillance of U.S, persons reasonably believed to be
located outside the United States, The Presidential Authorizations did not distinguish
between U.S. and non:U.S. persons, and the NSA was authorized under Stellar Wind to
intercept the communications of U.S, persons’ (domestic selectors) provided the
comrmunications originated or terminated outside the United States.




nder Stellar Wind, and the government described the issue
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