V. OIG Analysis (U)

As discussed in this chapter, the government’s effort to transition
Stellar Wind from presidential authority to FISA, which began in March
2004, eventually resulted in all three baskets of collection being authorized
by FISA. While the legal theories supporting this transition were aggressive,
we believe that the Department could have and should have pursued
transition to FISA as a viable legal alternative earlier than it did, rather than
operate aspects of the Stellar Wind program solely under presidential
authority for several years. 4FS; L/ SHHO

In Chapters Three and Four we discussed John Yoo’s 2001 and 2002
memoranda concerning the legality of Stellar Wind and his contention that
FISA represented an unconstitutional infringement on the President’s
Commander-in-Chief authority under Article II of the Constitution to
conduct electronic surveillance during wartime. We recognize that Yoo’s
analysis was to some extent a response to the extraordinary circumstances
that confronted the federal government immediately after the September 11
terrorist attacks and its effort to take emergency steps to thwart what many
officials believed was an imminent second wave of attacks. Yet, even if one
agrees with Yoo’s Article IT analysis and supports the decision to enhance
outside the judicial or legislative process the NSA’s signals intelligence
collection capabilities, we believe there are strong countervailing
considerations that favored attermnpting to transition the program to FISA,
especially as Stellar Wind became less a temporary response to the
September 11 attacks and more a permanent surveillance tool.

Chief among these considerations was the Stellar Wind program’s.
substantial effect on privacy interests of U.S. persons. Under Stellar Wind,
the government engaged in an unprecedented collection of information
concerning U.S. persons. The President authorized the NSA to intercept,
without judicial approval or oversight, the content of international
communications involving many U.S. persons and the NSA collected large
amounts of non-content data about U.S. persons’ domestic and
international telephone calls and to a lesser extent e-mail communications
for possible analysis consistent with the extant Presidential Authorization.
We believe the FISA Court, as an Article III court and the judicial authority
charged by statute to oversee U.S.-based electronic surveillance and other
collection activities affecting U.S. persons for foreign intelligence purposes,
was the appropriate entity to monitor and approve such broad acquisitions




of‘U;S‘,ffpe;sop_ig’fo;matign conducted under Stellar Wind, 322

‘Second, as several Justice Department and NSA officials commented
the FISA statute offered a “firmer footing” for the NSA’s collection activities
under Stellar Wind, As discussed in Chapter Three and Four, the
aggressive assertion of Article T authorlty on which Stellar Wmd was based
largely reﬂected the legal reasoning of a single Justice Department attorney
working alone, without-adequate review or scrutiny of his analysis, As we
also concluded this led to a flawed legal analysis on which the program
rested for several years, This approach also led to a contentious dispute
between Department and White House officials in 2004 involving renewal of
aspects of the program. By contrast, the FISA statute provided an
alternative basis for Stellar Wind-like collection activities that we believe
should have been considered, and pursued, much earlier by the

Administration. —(iPSﬁSiFEJoLH—S{—/—yLQG%}

In this regard, the White House’s strlct control over the Justice
Departiment’s access to the program lessened the opportumty for lawyers
with relevant expertise to advise the Administration on the viability of
workmg within the FISA statute to achieve the same operational objectives
as the Stellar Wind program. Moreover, as the limited number of
Department read-ins persisted, meaningful consideration of FISA asan
alterna‘uve ta pres1dent1al authonty for the program was limited.323

322 For instance, under Stellar Wind the meta data querying standards did not
include restrictions on acquiring data that may have been based solely on the exercise.of
First Amendment rights. When these activities were placed under the FISA Court’s
supervision, the Court required that this intelligence-gathering activity adhere to the FISA.
standard that an e-mail address or telephone number cannot be targeted for acquisition

based solely on activities protected by the First Amendment. _(ﬂ;S,L/SfPWJ—ffSWGGfN‘F)




‘ We also found there were operational benefits to transitioning Stellar
Wind to FISA. The PR/TT and Section 215 Orders to collect e-mail and
: F . o % e 5 - [
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‘The transition of Stellar Wind to FISA authority, together with the
passage of the Protect America Act, allowed the N SA to begin the process to
close, or “de-compartment,” the Stellar Wind program. This change, which
was not completed until mid-2008, has allowed agents in FBI field offices
r access to information about the telephone numbers and e-mail
esses being provided as leads. As described in Chapter Thre b,
ip: plaint of agents who were assigned and b3,
eads was the lack of detail provided about the nature of the. b7E

international contacts and the foreign entity allegedly involved with
terrorism that was one of the communicants. These details often were not
provided because of the highly classified and compartmented nature of the
Stellar Wind program. Now that such information is gathered under FISA
authority and not compartmented as it was under Stellar Wind, it is
classified at a level that allows agents in FBI field offices to gain access to
additional-details upon request.32 P8/ ' Y/ NF

We recognize that Stellar Wind'’s transition to FISA resulted in the
imposition of new responsibilities and conditions on the exercise of these:
unprecedented collection authorities. In the PR/TT and Section 215 Orders,
the FISA Court imposed significant oversight measures that were not
required under Stellar Wind. To be sure, the government, particularly the
NSA, must devote substantial resources to ensure compliance with these
oversight measures. Yet, we believe that such requirements are
appropriate, given the massive amounts of data collected and the potential

impact on the privacy interests of U.S. persons. (LSALSTLW/SHOE/NF)

We also recognize that the transition of content collection from
presidential authority to statutory authority under FISA resulted in
significant diminution in authorized surveillance activity of the content of
communications. We described in this chapter how first under Judge
Howard’s Order, and then more significantly under Judge Vinson’s revised

324 Chapter Six of this report discusses FBI agents’ improved access to
program-derived information under FISA after the Stellar Wind program was closed.




forelgn selectors under Stellar Wm e b1, b3,
ion in December 2006, but placed _fore1gn selectors urider b7E
irice coverage under Judge Vinson’s May 2007 Order. National
Division officials told us that they: sticoessfully added
pproxime foreign selectors under the terms of the
Court’s Order 0€;

However, we believe that such broad surveillance and:collection
activities conducted in the United" States, particularly for a significant period
of time, should be conducted pursuant to statute and judicial oversight,
evern though this resulted in a diminution of foreign selectors due to
resource issues. We also believe that placing the activities.under Court
supervision provides an important measure of. accountab111ty for the
government’s conduct that is less assured when the activities are both
'authorlzed and superv1sed by the Executive Branch alone.325

in suin, we concluded there were compelling reasons to pursue
beginning the process of transitioning the collection activities of Stellar
Wind to FISA authority earlier thanhfZOO&L These inicluded the
program’s large collection of information about U.S, persons, which
warranted judicial oversight; the instability of the legal reasoning on which
the program rested for several years; and the substantial restrictions placed
on FBEI agents’ access to and use of program-derived information due to
Stellar Wind’s highly classified status. We-acknowledge that transitioning
Stellar Wind’s collection activities to FISA would have been an enormously
complex and time-consuming éffort that rested upon novel interpretations.
and uses of FISA that not all FISA Court judges would authorize.
Nevertheless, the events described in this chapter demonstrate that a full
transition to PISA authority was achievable and, and in-our judgment,

should have been pursued earlier. {ES/H-STEWH/STHHOGHNE—

application,f . . ‘ . . _was not
without benefit. Judge Vinson’s-decision reflected what some mtelhgence off1c1als
considered limitations in the FISA statute as it applied to the acquisition of
communications in the United States of persons located outside the United States,
especially non-U.S. persons. In this way, transitioning Stellar Wind'’s content. collection to
FISA helped the government make its case to Congress in concrete, non-hypothietical terms

for modernization legislation amending the statute. —(?SHSQ%%%—/—SH—/—OG#I—E)—
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The preceding chapters examined the evolution of the Stellar Wind
program and its transition from Presidential Authorization to FISA
authority. In this-chapter, we examine more closely the FBI’s involvement
in Stellar Wind and the impact the program had on FBI counterterrorism
efforts. - - 7B

is the codename for the project, classified at the Secret
level, that the FBI 1 itiated in September 2002 to disseminate Stellar Wind
information to FBI field offices in a manner that did not disclose the source
of the information or the means by which it was acquired. The FBI
originally opened as an administrative file to serve as the
:epbsiﬁory for all commiunications FBI Headquarters disseminated to FBI
field offices relating to Stellar Wind information, as well as all
cornmunications FBI Headquarters received from: field offices reporting the
restilts of any investigation conducted in response to the “tipped”
information originating from Stellar Wind. 1o Hos =r 2006, the FBI
opened an investigative file under the nam 26
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Section I of his chapter summarizes how the FBI used
disseminate Stellar Wind information to FBI field offices. Section I
describes the FBI’s decision in mid-2003 to make its headquarters-based b1, b3,
Comimunications Analysis Unit (CAU), instead of FBI field offices, b7E
responsible for issuing National Security Letters (NSL) to ebtain subscriber
information for telephone numbers (basket 2 of Stellar Wind) disseminated
un - 327 Section III discusses the role the FBI played,
beginning in approximately March 2004, in the process to “scrub”
international terrorism FISA applications for Stellar Wind information.

Section IV of this chapter examines the impact of the information
obtained from Stellar Wind on FBI counterterrorism efforts. It first provides
statistics concerning the number of tippers the NSA derived from Stellar
Wind information — telephony, e-mail, and content - disseminated to FBI

:s preceded by thelld L0 bl, b3,
= and disseminate Stellar b7E

327 The CAU is the successor to the Téelephone Analysis Unit (TAU), which the FBI
created after the Septemnber 11 terrorist attacks to analyze telephone communications. The
CAU assumed TAU’s responsibilities in late 2002. {S//NFy




field offices through
field offices generally investigated 1ppers and thc—: typ1ca1 results
of the investigations. The section then summan izes two- statistical surveys

of meta data tippers the FBI conducted in 2006 to assess the value of Stellar

Wind to FBI operations, and. describes observations about the prograrns
contribution and value prov1ded by FBI officials and employees in OIG
interviews. and contained in documents the OIG obtained during the course
of this review. In addition, the section examines five FBI international
terrorism investigations commonly cited as examples of Stellar Wind’s

contl 1but10n to. counterterronsm efforts in the United States.:328

Lastly, Section V of this chapter contains the OIG's analysis ¢
pact on FBI operations. (S/ANE—

process was: managed by a group of FBL employees.
from CAU, designated as “Team 10,” who in February 2003 were assigned
full-time to the NSA to'work on the Stellar Wind program.32? Team 10 was
described to us as-a. “conduit” and a “curtain” between Stellar Wind ‘and the
FBI, in that Team 10’s chief respons1b111ty was to disseminate Stellar
Wind-derived information to FBI field offices for: mvestlgatmn without
disclosing that the NSA was the source of the mformatmn 6r how the NSA
acquired the information. {57+ S N

Team 10 initially was staffed with two FBI spemal agerits (oné of
whom served as supervisor) and two analysts: The CAU subsequently
replaced one agent position with a third analyst and later: added a fourth
analyst. At the NSA, Team 10 was co-located in a large open space with
dozens of NSA and other Intelligenice Community personnel assigned to the
Stellar Wind program. Each team member was provided a computer with
direct access to NSA information associated with Stellar Wind. The NSA
told the OIG that Team 10 members worked at the NSA under the authority
of the NSA Director and as such were required to adhere to NSA
minimization rules and attend the same training as NSA employees. Team
10 members also were provided access to Stellar Wind-related systems and

328 Ag noted above, our report examines the FBI's role in the Stellar Wind program.
and does not review the use of the program by other agéncies, such as the CIA. -(SH-N—F'}

329 The CAU is organized into ten teams, nine.of which are responsible for providing
communications analysis support to specific field offices and FBI Legal Attaches (Legat).
According to an FBI organizational chart, Team 10 supports “Off-gite. lntelhgence
Com mumty Spemal Projects.” Team 10 was exclusively responsible for managin
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. databases, and had access from thelr com
b7E

Avitomated Case Support (ACS) system and

The process under o disseminate Stellar Wind
nformation was similar to the process the FBI established under th
: described in Chapter Three. In short, the NSA provided T
Secret, conipar ented Stellar Wind reports to Team 10, which in turn
converted the information into Secret, non-compartmented
electronic communications (EC) and disseminated the communications,
referred to as “tippers,” to FBI field offices for appropriate
action.3%0 Th | process was applied, with some differences, to
each of Stellar Wind’s three “baskets” of information. The vast majority of
Stellar Wind reports involved the NSA’s analysis of telephony meta data —

bl, b3,
b7E

that is, basic information such as date, time, and duration, about contacts
between foreign and domestic telephone numbers for which the NSA
determined there was a reasonable articulable ‘s‘uspicion to‘_belie_ve were

related to al Qaeda or an affiliated group.33! {F5//8T

_ |EC included a paragraph that summarized the
| project and explained that the CAU could not disclose the
“source of the information contained in the EC, but that the information
came from: '

a “sensitive and highly reliable” source. Each EC also included & p p3
h advising the field offices that the information provided by the b7E ’
ource could be used for “lead purposes only” and could not be '

'orpo:atd into any affidavit, court proceeding, FISA application or

e




unclassified investigative file.” In addition, each C assigr
“lead” that instructed the field office what investigative actio , if any, should b7E

taken regarding the information provided, We further descrlbe
ds and. FBI fleld ofﬁces handhng of them in Section IV of this

pter

Before Team 10 disseminated Stellar Wind-derived information to field
offices, an analyst queried FBI databases for relevant information about the
telephone number, e-mail address, or individual (in the case of a content
report) identified in the Stellar Wmd report. Theése queries often identified,
for example, subscriber information the FBI previously obtained for Stellar
Wind telephone numbers as part of a prior FBI investigation, or active

counterterrorism investigations in which thé subscriber to a Stellar bl,
Wind-targeted number was the subject or in which the number; and b3,
sometimes the subscriber, were referenced. Team 10 analysts also checked b7E

public and commercial databases, most commeonly in connection with
-mall addresses _These checks sometimes identified the specific , ‘
- and an domam names theuser of an e—maﬂ

inchuded in the EC as a “CAU Comment” or an "Analyst
Comment” to differentiate the FBI mformatwn from the mforma‘aon
provided by the Stellar Wind source.332 '

Over time, Team 10 began to do more than receive and disseminate:
program-derived information. For example, Team 10 occasionally submitted
telephone nurnbers to the NSA for possible querying against the database
containing the bulk telephony meta data collected under Stellar Wind.333

332 In this respect Team 10 handled Stellar Wind content reports differently from
meta data reports, Team 10 analysts. typically did niot perform additional analytical work bl, b3,
on the information provided in Stellar Wind content reports other than to identify any FBI b7E
cases to which the information was relevant. For example, a content report might
summarize 1ntercepted communications indicating that an acquaintance of the subject of
an FBI investigation is traveling to or from the United States. The connection between this
ar Wind information and the relevant FBI investigation would be reported in the

C. (S STEW//SH-OC/NE)

333 As described in previous chapters, the purpose of the bulk collection of meta
data under Stellar Wmd was to allow the NSA to use analytical tools such as contact
chainingll ' . 10 identify known and unknown individuals associated with

: al Qaeda or an. al Qaeda affihate The technique involves querylng the telephony or e-mail
‘\ database with a number or address for which an analyst had a “reasonable articulable
| suspicion” to believe was used by persons involved in al Qaeda or.an al Qaeda affiliate, and

then examining any contacts with that number or address. {FS/+STEWHSHHOS/




The telephone numbers Team 10 provided typically were obtdined from the

FBI’s domestic and international counterterrorism operations; such as a

riumber identified during a phone conversation monitored under FISA or a
number found in the address book of a subject arrested abroad. The NSA
conducted independent analysis to determine whether telephone numbers
(or e-mail addresses) provided by Team 10 met the querying standard
established by the Presidential Authorizations that governed Stellar Wind
(that is, a reasonable articulable suspicion to believe that communications
from the telephone number relate to al Qaeda or an affiliated group).33+

Team 10 also contributed to the NSA’s drafting process for Stellar
Wind reports. Telephone numbers and e-mail addresses identified through
queries of the databases that contained the bulk telephony and e-mail meta
data were reviewed by NSA analysts to determine whether the contacts
should be reported to the FBI in a Stellar Wind report. Team 10
participated in this process by reviewing draft reports and providing any
information from FBI databases that might be relevant to this
determination.335 i LAOCHNR

‘We were told that one of the benefits of Team 10’s presence at the
NSA arid its involvement in the Stellar Wind report drafting process was an
improvement in the quality of the information disseminated to FBI field
offices. For example, the FBI Supervisory Special Agerit (SSA) who
supervised Team 10 from April 2005 to July 5006 told the OIG that he tried b1, b3,
to reduce the NSA’s reporting of telephone numbers that were several hops b7E
removed from the telephone humber linked to al Qaeda or an affiliated
terrorist group. He said that he wanted Team 10 to disseminate: “solid
numbers with value,” not numbers with questionable value.such as “high
volume numbers” {public telephones, for example) and
The FBI SSA said that the NSA expressed the concern

334 Team 10 analysts submitted such telephone numbers to the NSA electronically
through “Requests for Information,” or RFIs, which is the formal process by which the FBI
and other agencies provide leads and request information from the Stellar Wind database.
FBI records indicate that from April 2002 to January 2006 the FBI directed| -

to NSA analysts for possible analysis under Stellar Wind. The records'do not
indicate the disposition of each RFIL —{ : ; i

335 The NSA developed formal “checklists” to guide the Stellar Wind report drafting
process for telephony and e-mail tippers. The checklists include over 30 steps that NSA
analysts were required to complete, and a supervisor had to approve, before a report could
be distributed to the FBI or any other Stellar Wind customers (the CIA and National
Counterterrorism Center). A significant feature of the checklist from the FBI's perspective
was the requirement that NSA analysts check any telephone numbers and e-mail addresses
in a draft report with the FBI and “make best effort to include FBI . . . data in [the] tipper.”




that it could not foresee whether any particular contact, although remote,
mright prevent the next terrorist attack, and did not want to find itself in the
position of defending its decision not to pass that number to the FBI.
However, he said the NSA took: several ste ps to imiprove the guality of
infformation such asf@ for the domestic contacts that
were reported and incl analytical ju 3““&§fﬁénts about the contacts. 336

As discussed in Chapter Five, the government: transitioned Stellar
Wind’s bulk e-mail meta data collection (basket 3) to FISA authority in July
2004 with the Pen Reglster /Trap and Trace Order, bulk telephony meta
data collection (basket 2) in May 2006 with the Section 215 Business
Records Order, and content collection (basket 1) in January 2007 when the
FISA Court granted the govemment’s domestic and foreign selectors
applications. STE '

However, after the transition was completed the NSA continued to
produce repoits: within the Stellar Wind compartierit to the FBI and other
program customers, even though the information contained in the report
was derived from the FISA-authorized collection activities. Co
the FBI continued to disseminate the information under the
process. The current Team 10 supervisor told us that this decision, 1
after consultation with the FBI's Office of the General Counsel (QGC), was
made to adhere to the FISA Court’s continuing requirement that
international terrorism FISA apphcatlons be scrubbed for Stellar Wind
information (the procedure for Wthh is described in Section HI of this
chapter). - -

The NSA received permission to begin the process to close, or
“de- -compartrment, ” the Stellar Wind program after the Protect Amer1ca Act
was passed in August 2007. In mid-2008, the NSA oiﬁmally closed the
program and discontinued issuing “Stellar Wind” re 1ber
2008, the FBI initiated a new investigative file,f
disseminate the NSA’s FISA-derived information,

37 The Team 10 upervisor

336 The NSA told us that one of the difficulties it faced with the Stellar Wind
program was that the NSA was serving two customers — the FBI and the CIA - but had _]LISt
one set of reporting guldehnes This was so because the NSA tradm'

o the:
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told us that
NSA under
‘However, one notable

ination process and the FBD's cgordination with the.
similar to what ‘occurred under| j
| v difference is that the NSA’s F
while classitied at the Top Secret/Sensitive Compartmented Information
(TS/SCI) level, are not subje the hi _
compartment desig is significant from an operational
standpoint. ; I £Cs, canonly include
information classified Secret or lower because the FBI’s primary computer
network for disseminating commurni s cannot be used for Top Secret
formatiol ik el agents in field .offices can NoOW
request access to additional information abe leads because
agents have the appropriate clearar ces. As discussed in Chapter Three and
addressed below, the chief criticism ol leads was the lack-of
detailed information that could be pro ded to field agents about tippers
because of the highly compartmented nature of Stellar Wind.

bl, b3, b7E

bl, b3,

1L b7E

’s Decision to Issue National Security Letters unde
to Obtain Telephone Subsecriber Information -(S/4NF)-

From August 2003 to November 2006, as part of the
process the Communications Analysis Unit (CAU) assumed respo ty
from the field offices for requesting National Security Letters (NSL) to obtain b1, b3,
‘subscriber information fc \tclephorie nuimber tippers;338 Tk b7E
NSLs were authorized by the FBI's OGC and issued pu suant to the
project. As discussed below, however, this practice was.contrary to
applicable FBI investigative guidelines because

non-investigative file and therefore under FBI policy should not have been
used as the basis for issuing NSLs. ~(S/-NF)—

The FBI uses NSLs to obtain information from third parties such as
telephone companies, financial institutions, Internet service providers, and
consumer credit agencies. NSLs, authorized by five specific provisiens
comtained in four federal statutes, direct third parties to provide -customer
account information and transactional records such as telephone toll billing

a0 b associatod vitt DR =
[ G bl, b3,

338 Field offices remained .'responsibie for issuing NSLs in connection with e-mail b7E
address tippers, which was likely attributablé to the comparatively low volume. of e~thail
tippers and the ability of field offices to handle them expeditiously: {8/




records, 3% The OIG issued two reviews in 2007 and 2008 examining the:

FBI’s use of NSLs:30 (U)

Justice Department investigative guidelines issued by the Attorney
General govern the circumstances under which the FBI may use NSLs. The

Attorney General guidelines in effect during the Stellar Wind program

authorized the FBI to issue NSLs relevant to and in the course of an
authorized national security investigation.341 Further, FBI internal policy
distinguishes between “investigative files” and non-investigative
“administrative files” (commonly referred to as “control files”). This
distinction is niot 4 mere techmicality. Investigative files, in the national
security context, are opened based on evidence that a person, group, or
organization is involved in international terrorism. From October 2003 to
September 2008, the Attorney General Guidelines required the FBI to
provide summary reports to the Justice Department at the end of each year

4 »3‘39‘ ‘The four federal statutes are the Right to Financial Privacy Act, 12 U.8.C.
§§'3401-3422; the Electronic Communications Privacy Act. (ECPA), 18 U.S.C. § 2709; the

Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq.; and the National Security Act, 50

UiS.C. § 436(a)(1) (2000). NSLs issued underf] Irelied on the ECPA statute, which

provides that the FBL may obtain subscriber information from a communications service
provider if the FBI certifies that the information sought is

televant to an authorized investigation to protect against international
terrorism or claridestine intelligence activities: provided that.such an
investigation of a United States person is not coniducted solely on the basis
of activities protected by the first amendment to the Constitution of the
United States.

18 U.S.C. § 2709(b)(2) (2000 & Supp. IV 2005). The statute also permits access to “toll
billing records” or “electronic communication transactional records;” 18 U.S.C. § 2709(a),
but requires a warrant:for access to the content of telephone communications. See 18
U.S.C. § 2511 (Wiretap Act) and 3121 (Pen Register Act); see also 18 U.S.C. § 2702(b)(8).
(v ,

340 The OIQ’s first report on NSLs, issued in March 2007, was entitled, A Review of
the Federal Bureai of Investigation’s Use of National Security Letters. The OIG’s second
report, issued in March 2008, was entitled, A Review of the FBI's Use of Nufional Security
Letters: Assessment of Corrective Actions and Examination of ‘NSL Usage in 2006. {U)

34 Prom March 8, 1999, through October 31, 2003, national security investigations
were governed by the Attormey General’s Guidelines for FBI Foreign Intelligence Collection
arid Foreign Counterintelligence Investigations (FCI Guidelines). The FCI Guidelines were
replaced, effective October 31, 2003, with the Attorney General’s Guidelines for FBI
National Security Investigations and Foreign Intelligence Collection (NSI Guidelines). (U)

“Inquiry,” under the FCI guidelines) requires OnI S.

of siich involvement. See NSI Guidelines, Section IL.C. (October 31, 2003); FCI Guidelines,
Section TILB. (March 8, 1999). TS7/NE}
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a fuill nationial security investigation continues. These requirements helped
ensure that there was sufficient, documented pred1cat10n for investigative
activities FBI agents sought to conduct such as requesting NSLs. S /NE)

Control files, in contrast, are “separate files established for the
purpose of administering specrﬁc phases of an 1nvest1gat1ve matter or
program.” The files do not require any predication and remain open b1, b3,
indefinitely without any reporting requiremernts for national security b7E

' le, the September 2002 EC requestmg that a

45 dedicated control file for th1s pr o_]ect w1ll better serve the spec1f1c needs of
the special project and will add an- additional layer of security for the
source.” The file has remamed open smce September 2002 without any

‘ » (As d1scussed below 111

the FBI opened an
control file was not closed.at that time.)

impropet for the FBI to issue NSLs from contr ol files duri ing the Stellar Wind
program. ~(S/7/NF-

The OIG’s March 2007 NSL report identified th pro_]ect as
orie of two circumstances where the FBI was using con files rather than
investigative files to issue NSLs. The OIG report concluded that thisuse Eliabl
7

was contrary to FBI policy. However, our report also founid that the CAU
officials involved in the demsmn to issue NSLs from the
file- concluded i
connect the]

‘ N SLS with emstmg prellmmary' or full 1nvest1gat1ons

of al Qaeda and affiliated groups or to open new preliminary or full
investigations in compliance with Justice Department investigative

guidelines. S/ NF}—




As part of our review of the FBI’s participation in Stell: '
sought additional explanation for the uise of NSLs under We
were told the purpose of having the CAU instead of the field offices obtain
approval for the issuance of such NSLs was to make the telephony tippers
more “actionable” by ensuring that field offices at a minimum knew the b1, b3,
subscphers for the nyimbers.  As described ih Chapter Three, the mermibérs  b7E
(the predecessor t had received

-agents in FBI ﬁeld offices that[, leads lacked
direction about how to make investigative use -of the telephone numbers and
did not provide sufficient information to open national security

investigations. ‘This was problematic becayse le isseminated under the
and for a time unde nstructed field
offices to obtain subseriber information for tipped telephone numbers,
Thus, if agents could not locate the information in FBI or commercial
databases, they faced a dilemma about how to proceed in the absence of

what they viewed as sufficient predication. - :

The: CAU’s first Unit Chief (who served in an Acting capacity) bl, b3,
' roblem in an EC distributed in January 2003 that addressed b7E
project. The EC stated,

_on the nature of the information provided [in an
ead), field offices-may determine this intelligence

used to predicate either a criminal investigation or an b1, b3,
nt e investigation of someone in their territory. Some of b7E
thel eads may contain a request for a field office to

confirm a subscriber in their territory, if possible, in addition to
providing intelligence. The identification of some subscribers
might actually require a National Segurity Letter (NSL) or a
Grand Jury subpoena; however, the __ controlfile
would not be the appropriate legal authority for these requests.

The Acting Unit ChiePs supervision of the CAU ended in February
2003. In March 2003, another FBI Supervisory Special Agent (SSA) was b1, b3,
appointed as the CAU’s first permanent Unit Chief. He told us that when he  b7E
joined the CAU he was aware that field offices sometimes did not obtain
i information on tippers because some agents did not believe
| ECs provided sufficient information to open a national security
investigation. The Unit Chief disagreed, based in part on his insider
knowledge about how Stellar Wind operated. He said that he believed the




Wind progfam to proces

ppers contained sufficient information to open preliminary bl, b3, b7E

The Unit Chief wanted field offices at a minimum to know the identity

of subscribers of tipped telephone numbers. He also said it was important
to ascertain the correct identities of the subscribers at the time the tipped

calls were placed. The Unit Chief stated that if the field office did not issue
an NSL for subscriber information promptly, or if the field office relied only .
on publicly available information, the passage of time could cause the user
of the phone to be misidentified. In addition, the Unit Chief said that even if
a tipper did not result in any investigative value at the time of the tip, it
nevertheless was important to identify the subscriber in the event the tipper
became relevant in the future or to another investigation. For all of these
reasons, the Unit Chief said he took steps to make the CAU, instead of the
FBI field offices, responsible for issuing NSLs for telephone number tippers
under the Stellar Wind program.34* AFT877/51% KHSHE ‘

AU analyst was read into the Stellar

g ” NSLs. The analyst told us she bl
questioned the Unit Chief and the Team 10 supervisor about whether it was b3’
permissible to issue NSLs out of a control file; The Unit Chisf tald us that b7i€
he was not aware at this time that a control file such asf sould

not be used to issue NSLs. {FSH-STEW/SHFOENF-

The analyst volunteered to approach FBI OGC and met with Marion
“Spike” Bowman of the OGC'’s National Security Law Unit to discuss this
concern. She said she told Bowman that the CAU wanted to know if it bl,
could issue NSLs under] in view of its status as a control file. b3,
NSLs would seek subscriber information b7E
only and that field offices would be responsible for seeking related toll billing
records if warranted by additional investigation. —(FSHHSTEW/SHFOCTNF)

According to the Bowman said that it would be permissible to
issue NSLs out of thelis A file as long as only subscriber information p; p3
was sought. The analyst said she could not recall whether Bowman b7ii ’
affirmatively stated that issuing NSLs from a control file would be

In approximately Ju

She said she told Bowman that the.

343 On January 16, 2003, 2 months before the FBI SSA was appointed Unit Chief of
the CAU, Attorney General Ashcroft authorized the FBI to issue NSLs during preliminary
investigations, Prior to this time, the FCI guidelines authorized the FBI to issue NSLs only
as part of a “full investigation.” —{&//NH

344 The Unit Chief told us that he did not believe it was critical at the preliminary
stage to also obtain telephone subscribers’ calling records, or “toll records,” identifying all
outgoing and incoming calls. \




permissible or whether he merely agreed that it would be permissible under

the conditions the analyst presented.345 {FS/HSTLWH/SHHOCHNF—

Shortly after the meeting, the CAU implemented procedures for
caquesting that OGC issue NSLs to obtain subseriber information for each
ephone number tipper disseminated to field offices that the
slready aware of or for which it did not have subscriber
Under these procedures, the CAU analyst received a copy of bl, b3,
chi EC with telephone number tippers as they were issued by b7E
Team 10 and drafted a separate approval EC to the NSLB that repeated this
information and requested that the NSLB issue NSLs for the numbers listed.
NSLB attorneys were responsible for determining whether the NSL requests
were “relevant to an authorized investigation,” as required by statute. Ifthe
attorneys determined that they were, NSLs were drafted and signed by the
Deputy General Counsel for NSLB and forwarded to the CAU for service on
the appropriate communications service providers. The providers returned
the responsive records to the: CAU, which in turn disseminated the
information. to the appropriate FBI field offices. From ¢
‘November 2006, the CAU issued over 500 NSLs under|

issuance practices under Thomas was read into Stellar Wind
shortly after joining the October 2004. She was responsible for b1, b3,
reviewing and authorizin, NSLs requested by the CAU. Thomas
: familiar with the operational reasons the CAU began issuing
but stated that it was not until the OIG was

. |'was acontrol file and the significance of this status as it related
o issuing NSLs. Thomas said that the CAU’s requests to NSLB to authorize
NSLs under . \always identified the specific file number associated
with the project and indicated that the CAU had initiated a preliminary
inquiry in connection with the NSL request. Thus, in Thomas’s view, the
NSL being requested was “relevant to” an authorized investigation, as

345 FBI General Counsel Valerie Caproni told the OIG that she believes Bowman
based his guidance to the CAU on the understanding that the NSA, by reporting a tipper fo
the FBI, already had established a reasonable articulable suspicion that the foreign end of bl, b3,
the contact was related to al Qaeda or an affiliated group. Caproni said that in view of the b7E
hundreds of al Qaeda investigations the EB conducting, Bowman likely concluded it
was permissible to issue NSLs unde for the subscriber information of tippers
even il at the time there was not a specific investigation to which each NSL could be
connected. The Team 10 supervisor at this time told the OIG that he recalled the decision
toissue NSLs from was based on close relationship to the FBIs
ongoing investigations of al Qaeda and affiliated groups.




required 'by‘;st‘atute and Justice Department investigative guidelines.346

However, Thomas said she did not believe t g ot
improper even though they were issued from a control file. Thomas stated
that the NSLs in fact were relevant to authorized international terrorism b1
vanBStlgathI’lS in that the FBI was conducting hundreds of investigations of b3,
-al Qaeda and its affiliates at the time the NSLs issued. Thomas told the: OIG b7ii
ithstanding this position, in November 2006 the FBI converted
to an “umbrella investigative file” to reflect the program’s
relationship to international terrorism investigations. PSS/ NEY—

The OIG reviewed the comimunication from the CAU opening this

investigative file. It stated that a member of the U.S. Intelligence
Community [the NSA] reported to the FBI that al Qaeda members and
‘associates are using telecommunications systems to facilitate their terrorist
activities, that the FBI has 1ndependently determined that this is oceurring, b1, b3,
and that “inasmuch that Al-Qa’ida is.a multi- faceted and international b7E
terrorism organization, the FBI has determined it is appropriate to open a.
full field investigative [sic].” The communication stated that the CAU was
using information ebtained from the member of the U.S. Intelligence
Community to issue NSLs and that the results are disseminated to the
appropriate FBI field offices. The communication also advised thatall
investigative leads associated with the investigation would be titled

to protect the source of the information and the methods used.t
‘obtain the information. {FS/ASTEW//SHHAOC/NE),-

yrrently is taking a similar approach to NSLs under the
A field office (instead of the CAU) is authorized to issue an  bl, b3,

nvestigative file, even if the field office does not b7E
‘open its own mvestlgatmn and the t1pped domestic telephone number or

e- -mail- add:ces : relevant to another open investigation. However, NSLs
an request subscrlber information only and may not

—(HPS%%%L:LNE)—

The FBI’s decision to restrict I NSLs in this way was not bl, b3,
required by law, but was an operational decision. As discussed below, FBI 47

346 T ile number is Thomas told us that she
did not realize that the “C” designation stood for “Control File.” In addition, in the approval

ECs reviewed by the OIG that sought the issuance of NSLs, the CAU stated, among other bl
things, that thef ‘ ource” reported telephomc contact between possible al Qaeda ’
or other international terronsm entities and numbers in the United States and that “a b3,

prehmmary CAU inquiry was coriducted for the US telephone numbers reported by this b7E
source, -(‘1’37‘7‘3‘}‘{7%‘7‘7‘517‘%9%?9—




ippers by conducting “threat
yper had a nexus to terrorism and
1ary or full investigation. The

ﬁeld offices addressed mos
assessmerits” to determine whether the:t
warranted the field office initiating a preli
subscriber information for a tlpper ig suf} - purposes of completing a
threat assessment. The same is true for| ’uppers, and the current
Team 10 supervisor told us that it would i1ot be a “good business” practice
to collect transactional records on a. U.8. person unless a threat-assessment.
justified the field office initiating its own preliminary or full investigation of

the individual ~ESA-SHANE—

We believe the FBI should have opened an investigative:
file.in July 2003 and used it to issue NSLs related to Stellar Wind
information. The Justice Department investigative guidelines in effect at
that time authorized the FBI to open full investigations of groups for which
there were specific and articulable facts to believe were involved in

international terrorism, such as al Qaeda. However, the FBI decided to
issue Stellar Wind NSLS from an ex1st1ng control file, which was contrary to
FBI internal policy. (P87/7/3TE

We did not find evidence that officials from the CAU and OGC/ involved
in the decision to use an existing control file to issue NSLs related to Stellar
Wind information dehberately tried to circumvent FBI guidelines. The July
2003 rationale for issuing the NSLs out of the control file — the close.

.relationship between the Stellar Wind program arid the FBI’s ongoing
1nvest1gat10ns of al Qaeda and affiliated groups ] a]ly was the’
reasoning used in November 2006 10 onen hef investigative file
and in November 2008 to open the irivestigative file. As we found
in our March 2007 report concerning the FBI’s use of NSL
OGC officials involved in the decision to issue NSLs from the
control file coricluded i ith that the FBI had sufficient p,
either to connect th INSLs with existing preliminary or full
investigations of al Q iliated groups or to open new preliminary
or full investigations in compliance with Justice Department investigative
guidelines, Nevertheless, the decision violated FBI internal policy.

—(PS/FSTEW 81 OS/NF)-

TIX. and Scrubbing Process {TS/7/SH//WF]—

As discussed in Chapter Three, the Department implemented a
process imposed by the FISA Court to “scrub” FISA applications to account
for Stellar Wind-derived information. The objectives of the initial scrubbing
process were to determine whether any NSA information contained in
international terrorism FISA applications was derived from Stellar Wind and
whether any of the facilities (telephone numbers or e-mail addresses)
targeted by international terrorism FISA applications were also targeted for

bl, b3,
b7E

bi, b3,
b7E

b1, b3,
b7E

b1, b3, b7E



Stellar Wind collection {commonly referred to as.dual coverage).

The scrubbing process was coordirated by the Justice. Department
and NSA, beginning in February 2002 after Judge Lamberth was read into
Stellar Wind., In May 2002, Judge Kollar=Kotelly succeeded Judge Lamberth
as Presiding Judge of the FISA Court and continued the scrubbing
procedures. However, whereas Judge Lamberth required only that he be
notified of applications that contained Stellar Wind information, Judge
Kollar-Kotelly required that such information be removed.

As described in Chapter Four, on March 14, 2004, OIPR Counsel
Baker briefed Judge Kollar-Kotelly about the President’s decision to sign the
March 11, 2004, Presidential Authorization without the Justice
Department’s certification as to the Authorization’s form and legality, and
about subsequent changes the Authorization made to the Stellar Wind
program. —{FS775HT

According to a handwritten letter Judge Kollar-Kotelly drafted to
Baker following this meeting, Baker had informed her that the Stellar Wind

||| Theletteralso stated that Baker informed her that with these
‘changes the Deputy Attorney General agreed to certify the program as to
form and legality, and that OLC had prepared a new legal memorandurm
regarding the legality of Stellar Wind to replace the November 2001
mermorandum authored by Yoo, {FS/ASPEWHSL/QC/NE)

Judge Kollar-Kotelly’s letter marked the first time her expectations
concerning the Department’s use of Stellar ‘Wind information in FISA
applications was communicated in writing to OIPR. Judge Kollar-Kotelly
wrote,

Although the Court has every confidence in the oral
representations of Jim Baker [and] does not have any reason to
question his honesty or credibility with the FISC or this judge, I
am requesting that representations, previously done orally, now
be put in writing that relate to [Stellar Wind] and FISA
applications so that there are no misunderstandings.

I want to emphasize my position which has been consistent
since I came on the FISC in May 2002, the [Stellar Wind]
program and FISA applications are to be kept separate, and no




information direct or indirect, derived or obtained from [Stellar

Wind] should be included in FISA applications. Only in this
way carl the 1ntegr1ty of the process and 1nte111gence collected

{’PC:/ ’QTLW’ /SL- I/OAIINF}

Judge Kollar-Kotelly also wrote that she would not sign any FISA
applications that contained substantive information from Stellar
‘Wind-generated tips or any apphcatmns where the Stellar Wind tip was the
sole or principal factor for an agency initiating the underlying investigation,
“ayen if the investigation was conducted independently of the tip from

[Stellar Wind].” {(TS//STLWL /ST OENFY

Baker told us that this letter was Judge Kollar-Kotelly’s preliminary
response to the changes in the Stellar Wind program. Through subsequent
discussions between Judge Kollar-Kotelly and Baker, and between Baker
and other Department and FBI officials, a more ﬂex1b1e arrangement was
reached on scrubbmg that addressed Judge Kollar-Kotelly’s conceérns
without imposing an absolute prohibition on including certain Stellar
Wmd—denved 1nformat10n in FISA applications.347

In short, the scrubbing procedures implemented in March 2004, and
that continue to the present day, substantially expanded the procedures
OIPR originally developed in Februery 2002348 In addition to deterinining
whether any NSA information contained in international terrorism FISA
apphcatlons was derived from Stellar Wind and whether there was any dual bl b3
coverage, Judge Kollar-Kotelly required the FBI to determirie whether any b7}3
facility (telephone number or e-mail address) that appeared in a FISA
application also appeared in a Stellar Wind report and, if so, whether the
FBI had developed, independent of Stellar Wind. an investigative interest in
the facility before it was the subject of an per.349 This third

377 FBI OGC said that it was not until these discussions that the FBI was aware of
the scrubbing procedures OIPR had implemented in approximately February 2002 after
Judge Lamberth was read into the Stellar Wind program. {F&/SH-ANE-

348 The scrubbing procedures described here apply both to NSA information derived
from the Stellar Wind program and to information derived from the FISA Court’s PR/TT and
Section 215 bulk meta data orders. Until mid-2008 when the Stellar Wind program
officially was closed, leads the NSA developed from the FISA-authorized bulk meta data
collections were disseminated under the Stellar Wind compartment.

349 As discussed in Chapter Three, Baker did not beheve in May 2002, when he first
discussed the subject with Judge Kollar-Kotelly, that such a serub was possible. Baker
told us that by March 2004 he better understood the NSA’s and FBI's process for
-dlssemmatmg Stellar Wind information and the agencies’ ability to track program-derived

tips in a timely manner.{T87/78TLW/ /8T OC/NF)~




scrub is coordinated among OIPR, thg»FBI.’S_;N ational Security Law Branch

(NSLB), and Team 10.
The scrub requires NSLB to compile & list of all “facilities” = telephone
numbers and e-mail addresses — that appeared it any draft international
terrorism FISA applications.350 This list is compiled as ‘FISA packages
becorie ready for filing with the Court and is provided to an attorney in
NSLB read into the Stellar Wind program. The attorney in turn forwards the
facilities list to Team 10 at the NSA, Team 10 checks edch facility against
the NSA’s Stellar Wind reports database to determine whether a listed
facility is contained in any Stellar Wind reports and, if so, whether the
facility appeared in the tearline portion of a report that was further
disserninated to FBI field offices. If both inquiries are positive, Team 10
notes the date of the relevant Stellar Wind report and searches the FBI’s
Automated Case Support System (ACS) to determine whether the facility

appears in ACS and, if so, the date the facility came to the FBI's attention.

Team 10 reports the results of these checks to the NSLB attorney for review.
(187 /STLW //ST/ /QC/NE)

The NSLB attorney takes one of two steps at this stage. If Team 10%s
checks are negative — meaning none of the facilities are contained in &
Stellar Wind report or contained in information below the tearline of a
Stellar Wind report - the NSLB scrub attorney notifies the OIPR attorney

and FBI case agent that the FISA application can be cleared for presentation

to the FISA Court and that the application can proceed to final processing.
If both checks on a facility are positive, the NSLB attorney will try to
determine if there is a basis for the Court to allow the information in the
application based on the theories, discussed in further detail below, that the
FBI had an independent investigative interest in or would have inevitably
discovered the facility in question. To determine this, the NSLB attorney
researches FBI databases, analyzes records, and attempts to craft an

argument under one of these theories. The NSLB attorney then provides

this information to OIPR for presentation the Coutt. If the NSLB attorney
canmnot find a basis for including the information under either of the
theories, and the facility is not essential to the showing of probable cause
for the requested FISA coverage, the facility is excised from the FISA
application, and processing continues. If the infermation is important to
the probable cause showing, the NSLB attorney discusses with OIPR
whether to make the argument to the appropriate FISA Court judge (initially




Judge Kollar-Kotelly and now, the judge assigned to case) that the facility
rievertheless can remain in the application. -+ :

According to the Deputy General Counsel for NSLB, the argument to
keep such information in an application is based on “standard Fourth
Amendment [exclusionary rule] analysis.” The “exclusionary rule” generally
holds that where the government obtains evidence in vielation of the Fourth
Armiendment, the court will suppress, or exclude, the evidence from the
prosecutor’s case-in-chief in a eriminal trial. Under the “fruit of the
poisonous tree” doctrine, a corollary to the exclusionary rule, any evidence
obtained directly or derivatively from the government’s improper conduct is
also excluded. However, there are several exceptions to the exclusionary
rule, two of which were relevant to scrubbing: independent source and
inevitable discovery. The independent source exception holds that the
exclusionary rule does not bar the use of evidence obtained in violation of
the Fourth Amendment if there is also an independent, legal source for the
evidence.351 The inevitable discovery exception applies when evidence
obtained in violation of the Fourth Amendment would have been obtained
independently had the illegal search not occurred, which the government
rnust prove by a preponderance of the evidence.352 (U)

Thus, in the scrubbing context, the issue is whether the Stellar Wind
information contained in a FISA application should not be excluded, either
because the FBI had an investigative basis independent of Stellar Wind for
including the information in the application or because the FBI inevitably
would have discovered the information in the absence of Stellar Wind. More
specifically, under the independent investigative basis exception, if Team
10’ search of ACS shows that a facility came to the FBI’s attention before
the facility appeared in a Stellar Wind report, this fact establishes that the
FBI has an independent, non-Stellar Wind factual basis to include the
facility in the application.253 NSLB Deputy General Counsel Thomas told us
that in her experience the FBI already is aware of the facility — meaning it
appears in ACS or other FBI databases - in nearly every instance that a
facility contained in a FISA application also appears in a Stellar Wind

report, {TS/STEWSHAOCTNF)

351 See Segura v. United States, 468 U.S. 796, 805 (1984). (U)
352 See Nix v. Williams, 467 U.S. 431, 443 (1984). (U)

353 For example, in one case the NSLB attorney’s review of the underlying
investigative file showed that the FBI had obtained the telephone number at issue in
response to an NSL Letter. Because the NSL was dated earlier than the Stellar Wind report
that also contained the telephone number, the FBI had an independent investigative basis

for including the number in the FISA application. PSS ASLLLOC/NE)




The inevitable discovery exception in the scrubbing context applies
whien Team 10’s check of ACS indicates the FBI was not aware of the facility
before the date of the Stellar Wind report containing the facility. Under this
approach, the NSLB attorney attempts to demonstrate to OIPR that normal
investigative steps in the underlying investigation inevitably would have
identified the facility in question. The scrubbing attorney analyzes such
case evidence as close associates and other relatioriships of the subjects of
the investigation that could logically lead investigators — through NSLs, for
example - to the facility contained in the Stellar Wind report,354

Until January 2006, when the full FISA Court was read into Stellar
Wind, Judge Kollar-Kotelly required that &ll applications the FBI determined
contained facilities or information that also appeared in Stellar Wind reports
be cleared with her before being filed with the FISA Court. As she wrote in a
January 12, 2005, letter to OIPR, “l want to ensure, that, to the extent '
possible, [Stellar Wind] information is excluded from applications submitted
to the FISC and that, if it is necessary to include such information, it'is
specifically identified to the FISC as derived from [Stellar Wind] collection
when the application is presented.” OIPR Deputy Counsel Skelly-Nolen —
who was read into Stellar Wind on March 12, 2004, but who had been
involved in the scrubbing process since 2001 - was responsible; along with
Baker, for coordinating this aspect of the scrubbing process and, when
warranted, for presenting the argument to the judge that an application
containing information that was the subject of a Stellar Wind report to the:
FBI should nevertheless be approved for filing. v WASHHOG:

Skelly-Nolen characterized the applications she presented to Judge
Kollar-Kotelly as either “vanilla” or “non-vanilla.” Vanilla applications were
those for which Skelly-Nolen could confidently represent that the FBI had
an independent investigative basis for the facility identified in the
application that was the subject of a Stellar Wind report (for examiple, a
facility the FBI learned of through FISA coverage that pre-dated the Stellar
Wind report). Skelly-Nolen told us that over time Judge Kollar-Kotelly
allowed the vanilla applications to be handled telephonically in an
unclassified manner, a departure from her general requirement that the
discussions be held in judge’s chambers. Non-vanilla applications typically
involved those cases that required Skelly-Nolan to demonstrate that the FBI

354 For example, in one case a telephone number of a particular business did not
appear in an FBI database prior to the date it appeared in a Stellar Wind report. However,
the subject of the underlying investigation was the target of an FBI national security
investigation, and OIPR argued that the telephone number inevitably would have been
connected to the subject through the “natural course of thie investigation,” possibly from
toll records associated with other telephonie numbers used by the subject, trash covers and
open source information, or physical surveillance.




inevitably would have discovered the facility in question during the normal
course of investigation. Skelly-Nolen said these cases were-always
discussed with Judge Kollar-Kotelly in persorn. -

Skelly-Nolen told us that there were instances when Judge
Kollar-Ketelly requested additional information to support the proffered
theory for including Stellar Wind information in the FISA application. In
some cases, Judge Kollar-Kotelly simply struck a line through the
paragraphs in the filed application that contained the Stellar Wind-derived
information and annotated in the margin, “This section (strike) not
considered in evaluation of probable cause,” followed by her signature arid
the date. Skelly-Nolen also said that in one or two cases Judge
Kollar-Kotelly required that certain Stellar Wind information arguably
necessary for establishing probable cause be removed from the
applications.355 However, in general Judge Kollar-Kotelly accepted OIPR’s
and the FBI’s assessment that there was a non-Stellar Wind investigative
basis for the informiation in question, or that the information inevitably
would have been discovered even in the absence of Stellar Wind-derived tips

to the FBI. {FS/1SPEW/SHAOCNF-

After operating under the expanded scrubbing procedures for
approximately 6 months, Judge Kollar-Kotelly agreed in November 2004 to
allow other FISA Court judges who had not yet been read inito the Stellar
Wind program to handle scrubbed international terrorism applications.
However, Judge Kollar-Kotelly still required that Skelly-Nolen bring to her
attention all vanilla and non-vanilla applications so they could be “cleared”
before being formally filed. As noted above, it was not until January 2006,
when the full FISA Court was read into Stellar Wind, that Skelly-Nolen was
able to discuss such cases with other judges. {FS//STLW/FSHHOCHNE}

Since that time, the basic scrubbing procedure described above has
continued. The Office of Intelligence attorney primarily responsible for the
process told us that each new FISA application that references a facility that
was disseminated under Stellar Wind is brought to the attention of the
judge assigned to the case.3%6 However, with limited exceptions, the FISA
Court judges do not require that the government inform them of renewal
applications that contain such facilities so long as they were previously
brought to the Court’s attention in the initiation application or prior renewal
applications. The Office of Intelligence attorney told us that the government

355 According to Skelly-Nolen, Judge Kollar-Kotelly nevertheless allowed QIPR to file
these applications and approved them. F&/HSTEW/ASHHOC/ NI
356 The Office of Intelligence Policy and Review (OIPR) became a part of the

Department’s National Security Division, which was created in September 2006. As of April
2008, OIPR was renamed the Office of Intelligence. (U)




relies on the: indepéndent investigative interest theory in the maj ority of
cases in which it seeks to keep a facility in an application;, The attorney
also said that from-the perspective of the Office of Intelligence the scrubbing
process is more manageable today than in the past because the process is
better organized, additional personnel have been read into the program, and
the FISA Amendments Act.of 2008 extended the period of time the
government must bring emergency applications to the FISA Court from 72
hiours to 7 days. However, from the FBI’s perspective;, the scrubbing
process-continues. to be burdensome and requires a significant expenditure
of time and other resources. {FS/FSEEWAHSHLOE/E '

IV. Impact of Stellar Wind Information on FBI Counterterrorism

Efforts {8}

This section examines the impact of the information obtained from
Stellar Wind on FBI counterterrorism efforts. It first provides statistics
the number of tippers from Stellar Wind information ~
. e-mail, and content — disseminated to FBI field: offices through bl, b3,

' Next, it describes how FBI field offices generally ~ °7E
, tippers and the typical results of the investigations.
This section then ¢ arizes two statistical surveys of mieta data tippers:
the FBI conducted in 2006 to assess the value of Stellar Wind to FBI
operations, and describes observations about the program’s value provided
to us by FBI officials and employees in OIG interviews and contained in
documents the OIG obtained during the course of this review. Finally, the
section examines -FBI international terrorism investigations commonly
cited as examples of Stellar Wind’s contribution to counterterrorism efforts
in the United States. {F3 WHHSH AN

A, bl, b3, b7E
We reviewed FBI and NSA statistics relating to the Stellar Wind
program. According to an NSA document, from October 1, 2001, to bi,
February 28, 2006, the NSA provided |telephone numbers and b3,
e-mail addresses under the Stellar Wind program. The FBI disseminated b7E

most of these as tippers to field offices. Chart 6.1 depicts the distribution of
the telephone numbers and e-mail addresses the NSA provided the FBI by

type. {37+




b1, b3, b7E




As described in Chapter Three, the NSA provided ratings, or
for each telephone number and e-mail address to help
the FBI prioritize the tippers being disseminated to field offices. The FBI
_defined the rankings in ECs disseminated to field offices in the following
manner:

The FBI included these rankings in s
ECs until early 2003. At that time, Team egan to make independent
assessments about tippers’ priority for the FB on that basis, and
geﬁe_raﬂy diSCOnﬁnued including the ratings in; ECs. As

discussed in this chapter, Team 10 usually set ads for telephone
numbers and e-mail addresses the FBI did not already know and
Discretionary leads for those the FBI was aware of in connection with closed

or onigoing cases.

b1, b3,
b7E

We could not compare the relationship between the NSA’s
and the FBI’s leads because the FBI did not maintain statistics

about the lead type for each tipper that Team 10 disseminated, However, in
connection with our visits to the FBI’s Detroit and Seattle field offices, we b1 b3
examined the number of individual telephone numbers and e-mail b7:E ’
addresses provided to those offices and the type of lead assigned for each.
We determined that FBI Headquarte i Action leads for
approximately 50 percent of the total lleads sent to these offices.
As depicted in Chart 6.2, of th ads sent to the Detroit
field office from December 2001 to December |
Action leads. During this same period, of the eads sent




: mdlcate that F FBI field off1ces were 1equ1red to 1nvest1gate a
aI volume i ’

mbels and e-mail addresses that NSA
111 terms of their connections to

bl, b3,
b7E




b, b3,

b7E
We also found tha eads were distributed unevenly
among FBI field offices.. The majority of tippers were disseminated to large
offices with substantial counterterrorism programs, such as New York, bl,
Washington, ‘Chicago, and Los Angeles, and to offices. Whose territory b3,
contained significant Middle Eastern populations, such g Detroit. For b7E
example, FBI records indicate that of thel leads

disseminated in 2005, 50 percent were: as.31gned to 10 fie d offices. Table
6.1 depicts: the d1st11buuon o lin 2005 among FBI field
offices.358 {FS+

358 A “lead” in these figures does not equate to a single telephone number of
-address; each llead could contain several telephone numbers or é=mail
addresses. For example, the Detroit field office receive it 2005 containing b1, b3,
dindividual tippers.




seminated underfii g 1359 Rather, the type of lead that the
EC assigned — Action, Discretio Information — governed a

389 Ag discussed in Chapter Three, the practice under th
first several weeks of the Stellar Wind program was to set Action leads for all telephone
number tippers. This pgactice wasmadific ' i :

360 An Action lead instructs a field office to take a particular action in response to
the EC. An Action lead is “covered” when the field office takes the specified action or
conducts appropriate investigation to address the information in the EC. A Discretionary
lead allows the field office to make a determination whether the information provided
warrants investigative action. A field office that receives a “For Information” lead is not
expected to take any specific action in response to the EC, other than possibly route the

(Cont'd.)

b7E

b1, b3,
b7E

bl, b3,
b7E



provided information derived from communications of telephorie numbers

‘and e-mail addresses under surveillance, generally assigned Discretionary

or For Information leads. The information in these tippers usually related to  bl,
individuals already under FBI investigation and was provided to the agents b3,
respons1ble for those cases, | e-mail address tippers generally b7E
assigned Discretionary leads to field offices unless the information was
particularly urgent. As noted above, content and e-mail address tippers
accounted fora comparatlvely small portlon of the tippers
disseminated by Team 10. {FS// : -

ative activity related to Stellar Wind
telephone number tippers

The vast majority of FBI investig
1nformat10n involved responding to

that assigned Action leads. Team 10 generally assigned Action leads for bl,
telephone numbers that the FBI did not previously know or that Team 10. b3,
othervvlse dgemed a high priority, such as a number that had a relationship b7E

BI investigation.3¢! From approximately September 2002 (when
_was created) to July 2003, Action leads instructed field offices to
obtal ubscriber information for the telephone numbers within its
jurisdiction and to conduct any “logical investigation to determine terrorist
connections.” However, some agents complained that these Action leads
'1acked guidance about how to make use of the tippers, particularly given
concerns-that the communications provided insufficient
prechcahon to. open na onal security investigations.

Two charnges in 2003 addressed some of these. complaints. First, in
July 2003:the CAU assumed responsibility from field offices for issuing b1, b3,
NSLs, as we discussed in Section II above. Second, in October 2003 the b7E
Attorney General issued new gu1dehnes for FBI natlonal securlty
investigations that ecre
“threat assessment.”36

commiinication to the office personnel whose investigations or duties the information
concerns,—{S/~ANE—

361 Dlscretlonary leads were assigned 1o telephone numbers that already were
known to the FBI, meaning the number or the number’s subscriber was referenced in an
active FBI investigation. These leads identified the case number of the related investigation
and advised receiving field offices to “use the information as deemed appropr iate” to bring
the information to the attention of the appropriate case agent. —8/NF—

362 As noted earlier, the October 2003 guidelines, entitled Attorney General’s
Guidelines for FBI National Security Investigations and Foreign Intelligence Collection (NSI
guidelines), replaced the Attorney General Guidelines for FBI Foreign Intelligence Collection
and Foreign Counterintelligence Investigations. In September 2008, the Attorney Geneéral
issued Guidelines for Domestic FBI Operations that replaced the October 2003 NSI
guidelines with respect to domestic operations. The September 2008 guidelines use the
term “assessment” instead of “threat assessment.” (U)




bl,
b3,
b7E

number tippers instructed field offices to conduct threat assessme ts

During our review, we visited the Detroit and Seattle field offices to
review their handling off | lleads, In addition, we interviewed
several supervisory specnal agen s-at FBI Hcadquarters ‘who had experience
handlmg the leads in their respective field offices before being read into the
rogram. In.general, these agents’ and analysts’ experience with
Teads was unremarkable. A threat assessment coriducted by these
agents and analysts typically involved querying several FBI, public, and
commercial databases for any information about the tipped telephone
number, and requestmg that various state and local government entities
conduct similar queries. Sometimes these queries identified the subscriber
to the telephonhe number before: the CAU obtained the information with an
NSL. In other cases, the threat assessments contlnucd after the field office
received the NSL results 363

bl,
b3,
b7E

Examples of the databases utilized in théir threat assessments
[ s thc Automated Case Management System

bl,
b3,

databases, and loc b7E

gmmercial databases, such asfi
The results of their checks of these databases
could sometimes be extensive and include personal information not only
about the subscriber to the tipped telephone number, but also about
individuals residing in the subscriber’s residence ar other acquaintances.

In other cases, checks were negative or revealed little information about the
number or the subscriber. {S//ANE}

363 We were told that it sometimes.toolq for field offices to recejve
subscriber information from the CAU. A Team 10 supervisor said field offices frequently bl, b3,
contacted the CAU about the status of outstanding NSLs because the usefulness of threat b7E
assessments coniducted on a telephone number were limited without the identity of the

subscriber. 4SNP




domestic FBI operations, which 1ncludes nat1onalsecur1ty1n estlg h

~ The agents and analysts said they reviewed the results of these

database ¢hecks to determine whether additional investigative steps under
the threat assessment were warranted or whether there was predmatlon to
open a preliminary inquiry. None of the-agents we interviewed cou
initiating any investigations based on a th: ment of an|
tipper.36* They said they frequently close
conductmg a threat assessment interview: of he subscr ber and determining
that there was no nexus to terrorism or threat to national security.
Alternatively, the leads were closed based solely on the results of database

checks, 4FS/H+SH-FNF—

Undel the Attorney Gerneral’s October 2003 national security

b1, b3,
b7E

agents were not p ted to explain to subscribers how they bl b3,
obtained the information that caused them to seek an interview. Instead, b7E
agents simply asked subscribers about their contacts in certain countries
and with specific telephone: numbers. Agents told us that stibscribers
generally consented to these interviews: and were cooperative and
forthcoming. In-a few cases; subscrlbers refused the request or sought the
advice of counsel.?66 TS

364 Prior to the CAU’s.July 2003 decision to assume responsibilify for issuing NSLs,
agents in FBI field offices often opened investigations in order to issue NSLs to obtain
subscriber information. These cases usually were closed after the agents.conducted
investigations and determined the domestic telephone number tipper did not have a nexus

to terro¥ism. '(S’]";“I‘I’F)‘

365 On September 29, 2008, the Attorney General issued new gu1del1nes for
uidelines

b1, b3,
‘Campare b7E

Attorney General’'s Guidelines for Domestic FBI Operations, Section 1.A.4.f. (September 29,

2008), with Attorney General’s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, Section I.A.6. (October 31, 2003). 877 NF—

366 Several of the threat assessment interviews that agents described to us and that
we reviewed in FBI documents prov1ded examples of how some domestic telephone
numbers appeared on their face to be in contact with an individual involved in terrorism.

In the Seattle field office, several interviews revealed that the foreign telephone calls placed
to domestic numbers were made using a pre-paid telephone service from local stores
hecause the callers, often relatives of the domestic contacts, did not have telephone service
at their residences. Thus, while the intelligence indicating that an individual involved in
terrorism used the foreign telephone number might have been accurate, the number also
was used by individuals about whom there was no reason to believe were involved in
terrorism.




~ FBI field offices were required to report the results of the threat
assessments to the CAU. In most of the ECs we reviewed, the field ‘offices
reported all of the information that was located about the telephone
numbers, includirg the details of any subscriber interviews, and then stated
that the office determmed the tipped telephone number-did not have a
nexus to terrorism and considered the lead closed. Much less frequently,
field offices reported that a preliminary investigation was opened to conduct:
additional investigation.367 Regardless of whether any links to international
terrorism were identified, the results of any threat assessrnents and the
information that was collected about subscribers generally were reported in
communications to FBI Headquarters and uploaded into FBI databases.

C. FBK Stmtnstncal Surveys of

Meta Data Tippers b1, b3,
b7E

The FBI made several attempts, both informal and more formal, to
assess the value of Stellar Wind to FBI counterterrorism efforts. The first
was an informal attempt by the FBI’s OGC. FBI General Counsel Valerie
Caproni told us that in early 2004 she spoke with the CAU Unit Chief and
the Section Chief for the Communications Explmtahon Section about trying.
tc assess the value of Stellar Wind information. According to Caproni, the
two marnagers stated that based on anecdotal and informal feedback from
FBI field offices, the telephony meta data tippers were the most valuable
intelligence from the program for agents working on counterterrorism
matters. However, Caproni told us it was difficult to conduct any
meaningful assessment of the program’s value in early 2004 because FBI
field offices-at that time were not required to report to FBI Headquarters the:
investigative results of the Stellar Wind leads disseminated under
FBI Headquarters did not make such reporting mandatory until
ctober 2004. As a result, Caproni’s discussions with the FBI managers did
not result in any written assessment of the program.

b1, b3,
b7E

367 The CAU advised field offices that investigative feedback abou

tippers was important because it informed the “reliable source’s” (the NSA’s) assessment of
whether to continue analyzing the “foreign entity” that caused the tippers to be

disseminated. An NSA official told us that such infermation was also important to bl. b3. b7E
improving the NSA's analytical process, but he said it was sometimes difficult to obtain

such feedback. A CAU Unit Chief told us that the NSA expressed partlcular concern about
insufficient féedback from the FBI regarding investigative result g 10 the tippers’
nexus to terrorism. He said this was a difficult situation in that professed to

be sending out high value information about known links to terrorism,” and it was

“uncomfortable” to receive little feedback from field offices other than, “You're sending us

garbage.” Members of Team 10 told us that efforts to improve field office feedback over time

had mixed results. {FS/ASTEW/HSHALOCHNE-




The FBI’s second informal assessment of the value of Stellar Wind
came after the December 2005 New York Times articles that publicly
disclosed the content collection aspect of the Stellar Wind program. Caproni
said that in preparation for Director Mueller’s testimony at congressional
hearings in 2006 on the issue, she attempted to evaluate the Stellar Wind.
program, Caproni stated that because NSA Director Hayden asserted
publicly that the program was valuable, she: wanted Mueller’s testimony to
identify, if possible, any investigations that illustrated Stellar Wind’s positive
contribution to the FBI’s counterterrorism efforts. Caproni stated that this.
effort was complicated by the fact that Mueller’s testimony would- be limited
only to the aspect of the program disclosed in the New York Times article
and subsequently conﬁrmed by the President — the content. collection
basket.

As d1scussed above Caproni said that FBI field offices did not find
‘ be as useful as thetelehon' meta data, _

; mmanl i because
lwas comparati ely small and the FBI had P‘ISA coverage on
many of these already. Caproni told us that ultimately she was able to

identify “a couple” of content tippers that contnbuted to FBI mvestlgatlons
but she commented that there were not many. ; S

The FBI subsequently conducted two more efforts to study the Stellar
Wind procrarn s 1mact on FBI oper auons, both in early 2006. The first
study sampled the{IT | tippers the FBI had received :
Stellar Wind from 2001 through 2005. The second study reviewed
- i e-miail tippers the NSA provided the FBI from August 2004 through
January 2006, In both of these studies, the FBI sought to determine what
percentage of tlppers resulted in “significant contribution{s] to the
identification of terrorist subjects or activity on U.S. soil.” We describe in
the next sections the findings of these two studies.

TS L/ STLW{ SELLOC/NE

1. Early 2006 Survey
Meta Data Tippers

bl, b3,
b7E

Telephony and E-Mail  bl,b3,b7E

Following the December 2005 New York Times article publicly
disclosing the content collection aspect of Stellar Wind, additional members
of the Senate and House Intelligence Committees were read into the
program. During this time, the NSA provided to cleared members of
Congress substantive briefings about Stellar Wind, and the FBI was asked
to testify about its participation in the program. In preparation for these
briefings and testimony, the FBI sought to quantify the value of Stellar Wind
intelligence for FBI counterterrorism operatlons The CAU conducted a
statistical study for this purpose, and in May 2006 the FBI provided a ¢opy




