: unlque telephone numbers and e- ma1l addresses the
NSA provided the FBI from the iniception of the Stellar Wind program
through 2005.368 The study sought to determine what percentage of the
t1ppers resulted in s1gmf1cant Lontrlbutlon[ | to the identification of

J.S - Wo kmg with an. FBI sta’ushelan

b1, b3,
b7E

Approximately 30 analysts from the FBI’s. Counterterrorism Division
were aSsigned the task of revi'ewin‘ 't'ippers to determine the
part1cular tlpper made a s1gn1f1cant” contr1but1on to FBI counterterrorism bl, b3,
efforts. For purposes of the study, a tipper was considered “significant if it b7E
led to any of three investigative results:. the identification of a terrorist, the
deportamon from the United States of a suspected terrorist, or the
development of an asset that can report about the activities of terrorists.” A
tipper that led to a field office opening a preliminary or full investigation was
not considered “significant” for purposes of the study.

)

The analysts researched each tipper’s disposition in invest:
records contained in FBI electronic databases, beginning with th
; EC that disseminated the tipper to the field. If an analyst conicluded b1, b3,
baseéd on this research that a tipper was significant, a second analyst who b7E
was familiar with the Stellar Wind program further reviewed that
determination. If the CAU analyst agreed with the initial finding, the tipper

363 According to the CAU e NSA had provided th FRI ippers si bl, b3,
the inception of Stellar Wind, bu were duplicates. , b7E
td‘t number of - -

369 Most of the analysts were not reggd e Stellar Win oram and were told
that the study concerned the disposition of leads. - Of] tippers reviewed b1, b3,
by the analysts, approximately 12 percent were e- -mail addresses, a figure consistent with b7E
the overall tlpper breakdown between e-mail addresses and telephone numbers.




is methodolooy, the study found tha.t 1.2 percent,
cant » The study extrapolated this

t ippers and determined that one b1, b3,
:could expv _ct to fi tippers the NSA provided the FBI b7E
under Stellar Wind were significant. FS77STEW/-SLAOC/NE)

The report documerniting the study’s findings included brief

descriptions ol “s1gn1f1cant” tippers. For example according to the
report, one tipper led to the opening of a full investigation that developed
eviderice that the user of the tipped e-mail address had “definite ties to
terrorism.” The user was arrested and pled guﬂty to chargesoff 1131,
v 3.

Another tipper led, to the1d itific an. 1nd1v1dua who,
. ' ' - b7E

Several of the “significant” tippers related to ongoing FBI
investigations. For example, information from one tipper designated as
significant was already known to the relevant FBI field office, which had an

1nvest1gat1on ongoing concerning a subject associated with the tipper prior

to réceiving the EC. According to the study’s brief description of b1,
the case’s sighificance, the investigative file stated that the tipper was “very b3,
beneficial in the on-going investigation” by connecting the subject to b7E
terrorism, without descrlblng that connection. Another tipper caused a field
office to changc a preliminary 1nvest1 atlon to a full investigation regarding

the possible illegall = . . The tipper indicated a

connection between one 01 the sur 'ects ot the preliminary investigation and

a kniown terrorist. —@SHSCH,W,L#SLL,LOC,ZNE)__—

The study also found that 28 percent of tippers were never
disseminated to FBI field offices for investigation. According to the report,

the CAU filtered out these tippers based on “lack of significance” when they bL,
were first provided to the FBI by the NSA. These tippers were deemed 113’?7’13

non-significant for purposes of the study. In addition, the study found that
for 22 percent of the sample tippers, FBI field offices did not report any

370 According to a CAU analyst closely involved with the study, establishing a fairly
“tight” criteria to identify “significant” tippers was necessary i1 order to obtain statistically
significant results within the one-week time frame the CAU was given to complete the
review. The analyst told the OIG that analysts initially applied a broader “significant”
standard in their reviews of the tippers, but that it immediately became apparent that a
stricter standard was required. The Unit Chief for the CAU told the OIG that the definition
of “significant” ultimately used for the study was reached by consensus among
Counterterrorism Division operational and analytical personnel. SO NF—




the tippers
€ never disseminated to FBI _
nknown invcs'tiga'tive results,;372

The FBIs report of the study did not explicitly state any conclusions
abouﬁc,‘Wh:e»thef“SteHar Wind was g valuable brogram, FBI OGC tols the 0OIG
that based in parton the results of this study, which found .| ofthe  b1,Db3,
leads were »signiﬁcant, FBI executive managem;ent concluded: hat the b7E

bl) b3’
b7E
371 Ag noted, Caproni cited this lack of reporting from field offices: as a reason for
1ot being able to conduct g meaningfu] assessment of the Stellar Wind Program’s value in
the spring of 2004. FBI Heaq s di t officially require field offices to: report
in.vesti'gaﬁveres;ults conecerni PPers until October 2004, According to the bl. b3
CAU analyst with whom the O the study, the idea of contacti : 7
to discuss the disposition of tippers and to seek genera] observationg about] b7E

rejected because of the concern the inquirjes might expose the Stellar Wing

372 By its methodology, the only tippers the study assessed for “significance” were
those for which field offices reported investigative results to the CAU and therefore generally
did not take into account tippers assigned ag Discretionary leads. Discretionaly leads, as
distinguished from Action leads, did not require field offices to report to the CAl about how

the tippers were used. Yet, according to FBJ bersonnel, these leads sometimes were




NSA continued to provide e-mail addresses to the FBI in Stellar Wind

reports. «F 5

e-thail tippers the
uary 2006, applied the
siigsed in CAU’s first bl,

This second study, which reviewed each |
NSA provided the FBI from August 2004 through Jan
same methodology for assessing “significance” that ;
study. The second study found that none | |e-mail tippers was b3
“significant” under this standard. The re d, however, that many of b7E
the investigations related to the reviewed e-mail tippers were still ongoing.
In addition, the study observed that some of the tippers reviewed had only
recently been disseminated to field offices for ihVés’ti’gétio‘n and that it was
possible investigation of these tippérs had not been completed.
(TS//STIW/ /ST, /OC/NE)

D. ]F‘?B?I_Judgmental Assessments of Stellar Wind Information

To attempt to further dssess the value of Stellar Wind information for
the FBI, we interviewed FBI Headquarters officials and employees who

regularly handled Stellar Wind :information. We a‘«lso’ntervievved. rsonnel bl
in FBI field offices who were responsible for handling] : b3’
We asked these witnesses for their assessments of the impact of Stellar b7:E
Wind orf information on FBI counterterrorism operations.. We
also recognize that FBI officials and agents other than those we interviewed
miay have had experiences with ¥ different than those summarized
below. - TLW//SHQC,

The members of Team 10 arid its predecessor .
were strong advocates of the program and stated that they believed it bl,
contributed significantly to FBI international terrorism investigations. b3,
Several claimed that program tippers helped the FBI identify previously b7E

unknown subjects, although they were not able to identify for us any
specific cases where this occurred. Other witnesses cited the FBI's
increased cooperation with the NSA on international terrorism matters as a

side benefit of the Stellar Wind program.373 {FS/+STEW/SHFOE/NF)

FBI officials and agents from the International Terrorism and
Operations Section (ITOS) expressed a more moderate assessment of Stellar
Wind. Noneé of the ITOS officials we interviewed could identify significant
investigations to which Stellar Wind substantially contributed. However,

373 FBI Deputy-General Counsel Julie Thomas also said that Stellar Wind helped
improve the relationship between the FBI and CIA. She said the program provided an
opportunity te demonstrate the *interoperability of different agencies,” and based on her
experience dealing with program-related matters the :elationship between the FBI and the

NSA was “better now than it has ever been.” FS/4STLW/A/SL/OQC/NE)
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they were generally supportive-of the program, often stating that it was “one
tool of many” in the FBI’s fight against international terrorism,

ITOS personnel frequently noted for us the deficiencies in the Stellar

Wind information disseminated to field offices, suich as the lack of details
about the foreign mndividuals allegedly involved in terrorism With whom
domestic telephone numbers and e-mail addresses were in contact,
H,oWé_V@r, these FBI employees believed the possibility that such contacts bl,b3
related to terrorism made .inVes_tigatiﬂng the tips worthwhile., Some ITOS b7E
witnesses also told us that in their experience: the FBI was already aware of

A1V telephone numbers and e-mail address‘cs disseminated under

q‘oul'd ;“h‘e'l,p Mmové cases forward” by éonfirming a subjlect’s contacts with
individuals involved in terrorism or identifying additional terrorist contacts.

gent said that FBI field
had there been agents in

the offices read into Stellar Wind. He said that ch agents would have E;
been better positioned than FBI Headquarters’ officials to assure others in b7:E
their respective offices about the reliabﬂlty of the information bein
disseminated. A former ITOS t

b7E

v , ple, one Supervisor stated that
d represented FBI Headquarters’ failure to Drioritize :

information. He said that by simply disseminatin ippers to
field offices in ECs that often provided little in the way of details, FB]
Headquarters effectively made the field offices “insurance carriers,” placing
the responsibility solely on them to timely and adequately investigate every
lead. The supervisor stated that ordinarily he accepts this responsibility as
part of his job, but that the tippers were especially frustrating

4, JRIS L X e AT RN A o] s ) Lo 7 Ilf\\mlf‘iff\\'ﬂ? LY I
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as compared to other counterterror ism leads the office rece1Ved because
they did not provide sufficient information for him to prioritize the leads.374

Another Supewis‘ory Special a'gent exp’.ressed a sim’ilar assessment of

priority matters. He told us that he did not have the freedom to prloi itize E;’
he manner he felt was warranted by the information provided b7i§
Cs. {TS//SLHNE)-

Field office agents who investigated , leads also were-critical
of the lack of details contained in E out the nature of the
terrorist connection to the domestic contact, or about the contact itself,
such as the duration or frequency of the calhng activity. Some agents we
interviewed said they also occasionally were frustrated by the prohlbluon on bL
usin nformation in any judicial process, such as in FISA b3,
applications, although none could identify an investigation in which the b7E
restrictions adversely affected the case.{TS//STLW//SI//QC/NE)

Most of the agents we interviewed viewe

another type of lead that required appropriate attention, and the agehts | b1,
generally-did not handle the leads w1th any greater care or sense of urgency 1;3’
' 7E
bl, b3,
al terrorism cases. Nevertheless the agents generally viewed b7E

ippers as a potentially valuable source of information, noting
that the 1nformat10n developed from the investigations of tippers might

prove useful in the future. (F57/SH-/NF)

Agents. also stated that through the threat assessment interviews they b1, b3,
conducted of the subscribers to tipped telephone numbers

“opened a window” to populations within the lield offices’ jurisdiction that b7E
371 The supervisor stated thatj eads had little investigative value to his
office, First, he said the leads did not provide enough detail about the reliability of the b
information beinig provided. Such details might include, for example, what other 1,
ifdividuals had access to the foreign telephone allegedly used by someone invelved in b3,
internationial terrorism, and how many calls were made from that number and for what b7E

dirrations. These details would help evaluate the threat represented by the foreign
number’s contact with the tipped domestic number. Second, the supervisor said thef
tippers lacked direction about what the office should do with a tipped number aftera
threat assessment has been conducted. {£8778T/7NFI




In 2007, FBI Deputy Director John Pistole briefed the Senate Seleet
Commmnittee on Intelligenice concerning the FBI’s participation in the Stellar
Wind program. A document prepared in connection with that briefing
addressed, among other subjects, the program’s value in FBI national
security investigations. The document stated,

[S]uccessful national security investigations are rarely the result

of & single source of information. Rather they occur after
exhaustive hours of investigation and the use-of legal process in
which bits and pieces of intelligerice from many sources are.
gathered and combined into a coherent whole. The success or
effectiveness of any mtelhgence program — whether Stellar
Wind . . . or anything else ~ is sometimes. difficult to assess in
the abstl.act because of that blending of multiple strains of
intelligence and because success should never be measured
only in terms of terrorist plots that have v131b1y been disrupted,
but also in plots that never formed because our investigative
actions themselves had a disruptive effect. (Italics in

original )375 (F3//3TEW/ /St OCTNF—

We interviewed FBI Director Mueller in connection with this review
and asked him about the value of Stellar Wind to the FBI’s counterterrorism
program. FBI Director Mueller told us that he believes the Stellar Wind
program was useful and that the FBI must follow every lead it receives in
order to prevent future terrorist attacks. He said “communications are
absolutely essential” to this task and called meta data the “key” to the FBI’s

375 A “talking points” document the FBI drafted for Director Mueller also expressed
this view. The document stated:

[The] impact of any single piece of intelligence or program is difficult to
quantify, Combination of various information, including humint, sigint, and
elsur, is necessary to address the global threat. Accordingly, it is not
possible to make an unequivocal “but for” connection between a tip and any
particular FBI investigation that has resulted in a seizure or arrest.
However, the information has .amplified, corroborated and directed FBI

investigative resources. {(FS/STEW/73H//OC/ NF—




communications analysis. Mueller also stated that to the extent such
1nformat1on can be cratherc-:d and used leoally 1t must be explmted and that
h11.s " ‘Asked 1f he was: famlhar w1th any spec1f1<: I"BI mvestlgatlons that
represent Stellar Wind successes, Mueller said that as a general matter it is.
very difficult to quantify the eéffectiveness of an intelligence program without
“tagging” the leads that are produced in order to evaluate the role the
program information played in any investigation. : ‘

We also asked Mueller about the issue of allocating finite FBI
resources to réspond to Stellar Wind leads. Mueller said that in the period
after the September 11 terrorist attacks, the FBI remained in a state of
continuous alert for several years. Mueller stated that he understood the
President’s desire to take every step to prevent another terrorist attack, and
believes that it would be wrong not to utilize all available capabilities to

accomplish this, so long as it is-dore legally. {TS//STIW//ST//OC/NF)

Mueller also commented on media reports regarding FBI agents’
frustration with the volume of'} cads. For example, articles
described complamts of unidentified FBI field agents regarding the lack of
informatien in the tippers they received underf ] and how the
high volume of tippers necéssitated devoting significant resources to what
were described as “dry leads.”376 Mueller said that the agents’ frustration
was similar to that expressed about other sources for the thousands of leads
the FRI received aftér September 11, such as calls from citizens. Mueller
stated that he understood the fr ustration associated with expending finite
résources on numerous leads unlikely to have a terrorism nexus, but said
that his philosophy after September 11 was that “no lead goes
unaddressed.” Moreover, he stated that frustrations can result fram any
counterterrorism program. (S7/NE-

bi, b3,

We also interviewed Kenncth Wainstein, the first Assistant Attorney
General for the Justice Department’s National Security Division, which was
created in September 2006. Wainstein told us that he was aware of “both
sides” on the question of Stellar Wind’s value. He also said that he heard
the government had not “gotten a heck of a lot out of it,” but noted that NSA
Director Hayden and FBI Director Mueller have stated that the program was

valuable —{S//NF—

Hayden told us tha
worthwhile and successful.

37 See, e.g., Lowell Bergman, et al., “Domestic Surveillance: The Program; Spy
Agency Data After Sept. 11 Led F.B.IL. to DEdd Ends,” The New York Times, January 17,
2006. {U)




mtelhgence base Hayden also observed that the enemy may not have been
as embedded in the United States.as much as, feared but sa1d that he
believes Stellar Wind helped determine this.

E. Examples of FBI Counterterrorism Cases Involving Stellar
Wind Information {S7/7/NF)}—

As part of our review, we sought to identify specifi¢c FBI international
terrorism- investigations in which Stellar Wind information was used-and to
describe the information’s specific contributions to the investigations. We
agree with FBI officials that this is a difficult task in view of the nature of
these investigations, which frequently are predicated on multiple sources of
inforfmation. To the extent Stellar Wind tips played a role in an
mvesugatlon the tips could be one of several sources of information
acquired over time and used by the FBI to pursue the investigation.
Moreover, the FBI agents and analysts we interviewed during our review
could not say that “but for” a Stellar Wind tipper a given investigation would
riot have been productive, and they were unable to recall specifically how, if
at all, Stellar Wind intelligence may have caused their investigations to take

a particular direction. [S7ANEL

-Qur review did not seek to describe Stellar Wind’s impact on each FBI
field office, and we recognize that FBI officials and her than those
we interviewed might have had experlences Wlth
those summamzed in thls chater, .

1 reporting was not disseminated to FBI field offices under

y contribution the information might have made to
investigations FBI personnel we interviewed were familiar with might not
have been accounted for in our questions about Stellar Wind and

information. {FS//ASTLW/SL//QC/NE}-

In view of these difficulties, we examined several investigations
frequently cited in NSA and FBI documents the OIG obtained during this




review as examples of Stellar Wind information that contributed to
erterrorism eforts.377 For these investigations, we examined
ECs, FBI Letterhead Memoranda describing the status of investigat

’ac ivities ini specific cases, Counterterrorism Division responses. to OIG El’
questions about the role-of n specific investigations, bi E

in international terrorism prosecutions, and FBI

377 As noted above, the FBI was not the only customer of Stellar Wind information.
The CIA and the National Counterterrorism Center also received Stellar Wind reports
potentially relevant to their operations. Pursuant to a directive in the FISA Amendments
Act of 2008, Intelligence Community OIGs are examining the impact Stellar Wind had on
their respective agencies or if Stellar Wind information contributed to their agencies’
operations. -

378 The briefing materials were prepared by the FBI’s Communications Exploitation
Section (CXS) shortly after aspects of the Stellar Wind program were publicly revealed in-a
series of New York Times articles in December 2005. The briefing materials were prepared
at the direction of FBI General Counsel Valarie Caproni, who anti'cipated that Director
Mueller and Deputy Director Pistole would be called to testify about the program. These
briefing materials were intended to help prepare Mueller and Pistole for their testimony.
The briefing materials include summaries of specific cases relating to Stellar Wind

information that were highlighted by the NSA. AFS/STLWA/SH/OC/NE}—
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b6,
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b7E

lted in the FBI initiating investigations of
to 1dentﬂ"y any mvolVement in terrorism. In

v . was bl, b3,
not relatcd to any 1nv01vement in terrorism. However, in one case FBI b6, b7C,

e 1r1d1v1dual was 1n contact w1th addltlonal b7E

bl,
b3,
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b7E

bl, b3,
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ut who was  PLb3
b7E

The subject of another of the leads generated by
was already under investigation by an FBI fleld office. The
lead caused the FBI office to convert its preliminary

‘ "gatlon into a full investigation and obtain emer uthoriz
surveillance under FISAE

used by the individual.
_s_and issu Nat1ona1 Securlty Letters

bl,b3,
b7E
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bl,

‘therefore was unab stablish tha e was a nationwide conspiracy b3,

lto provide material support to b7E
Nevertheless, FBL documents state that afte
closed, field offices withER rclated investigations conducted
“sycoessful disruption operations” of criminal activities that were identified
during the course of the investigations. {37/0C/NF) '
- _ ) h1, h3 b6,

L opened a full investigation on | bs,b7C,
' b7E
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385 FBI documents we reviewed do not indicate how this information was obtained
or whether it was derived from Stellar Wind, {FS7/8TEW/7SI770C/NF
e that it could not be verified whethe
(S7T7OCTNFT b1, b3,

b6, b7C,
b7E

316
TOP SECRET/ [STLW/ A HES St FOIRK




bi,
b3,
| be,

- b7C,
b7E

surveillance of an
individual later deterrmned to be misidentified E Through open bl, b3,
source investigation, the FBI obtained the telephon mber of the b6,
m1s1dent1f1ed subiject and was granted emergency FISA authority on that b7C,
numbet. FISA survelllance s initiated on the telephone believed to be b7E

On_ the FBI employees located at the NSA (Team 10)
submitted a request to the NSA for call chaining analysis and corisideration
for ‘Stellar Wind “tasking,” or content collection. The NSA initiated content
collectton on the erronieous telephone number the same day. Comntact

‘mg on the telephone number did notr v contacts with any b1, b3,

1 terronst—assomated numbers. Onf = = it was b6, b7C,

FBI br1ef1n<jr materials state that the FBI first be

lete el was not using the telephone number tasked and b7E
chauned under Stellar Wind authority, e P alsc Wuthonzed
eélectronic surveillance of the numberf ] 1| By ongoing

physical surveillance confirmed that the telephone number beheved to be
assomated- had been misidentified. 3TE : AN

bl,
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387 A CXS intelligence analyst who drafted the summary of

for the CXS bueflng materlals told the OIG that she concluded that te FBI probably
QU £ ’ es based on
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According to afy sentation about the FBI's role

in Stellar Wind, thed _ |[tipper “facilitated the FBI's

ablllty to locate, initiate phys1cal survelllance and debrieff @ in o timely

manner.” The facts reviewed by the OIG show tha {failed to b1, b3, b6,
result in notification to the FBI of return to the United State but b7C, b7E
that through Stellar Wind information the FBI was able to locate]

obtain suryeillance o- FES,L,LS%LSI—/—,L@MF)—
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the FBI applied for and obtained a FISA order to_

ce and a physmal search 18 ; L b1,
j-By th1s time I 1od been in FBI custody for several days.59 b3,
Support: of the FISA apphcatmn the government reported thatfad | b6,
e also in custody at that time, recently hadte il = b7C
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~ The NSA recommended that the FBI citef == Wc:,stigét'ion- in
bnt,ﬁng materials as an example of Stellar Wind’s contribution to
counterterronsm efforts, The FBI briefing materials also state that the

In response to the OIG’s request for infformation about the ro:
information played in the investication . the FBI’s
Counterterrorism Division told us th based o its searches“af .
internal FBI databases and discussions with thc case agents, *
reporting factored into investigation. " Acco d' 19 to a|
‘declaration the FBI filed inffE= prosecution, the £ ipper in
investigation “did not directly lead to any information or evidence
that was used in the prasecution of the case againstf land was not

mcorpm ated mlo emy apphcatlon to a court, including the [FISA Court].”398
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V. OIG Anslysis (U)

The FBI created th roject to disseminate Stellar Wind bl,
information as leads to FBI field offices and assigned the CAU’s Team 10 to b3,
the NSA to work on Stell'alf Wind full-time for this purpose. We found that b7E
the co-location improved the FBI's knowledge about Stellar Wind operations: -
and gave the NSA better insight about how FBI field offices investigated
Stellar Wind information, We were told these benefits translated to
impr ellar Wind report drafting process, and by extension,

One of the changes the FBI implemented to attempt to improve the
investigation off eads was to make FBI Headquarters-based b1,
CAU, instead of the field offices, responsible for issuing National Security b3,
Letters (NSL) to obtain subscriber information on tipped telephotrie numbers  b7E
and e-mail addresses. This mea initiated in July 2003, was intended
to address agent concerns thatfy = | jleads did not provide sufficient
information to initiate national security investigations, a prerequisite under
Justice Department investigative guidelines to issuing NSLs.

However, we found that the CAU issued the NSLs from the
control file, a non-investigative file created in September 2002 to
repository forf related communications between FBI
Headquarters and field offices. Issuing the NSLs from a control file instead
of an investigative file was contrary to internal FBI policy. The FBI finally b1
tive file for th | project in November 2006. b3’
and OGC officials involved in the decision to issue NSLs b7i§
] control file concluded ith that the FBI had
sufficient predication either to connect the NSLs with existing
preliminary or full investigations of al Qaeda and affiliated groups or to open
new preliminary or full investigations in compliance with Justice
Department investigative guidelines. However, we also concluded that the
could have, and should have, opened an investigative file for th
the decision first was made to have FBI Headquarters

cads. {FSHFSTEWHSHOEINF)

We also described in this chapter a change the FISA Court made in
March 2004 to the “scrubbing” process used to account for Stellar Wind
information in international terrorism FISA applications. The change bl, b3,
requires the FBI's Team 10 and FBI OGC, in coordination with the b7E
Department’s Office of Intelligence (formerly OIPR), to determine whether
any facility (telephone number or e-mail address) that appears in a FISA
application also appeared in a Stellar Wind report and, if so, whether the
FBI had developed, independent of Stellar Wind, an investigative interest in
the facility before it was the subject of a ipper, or whether the




facility would have been “inevitably discovered.” FISA Court Presiding
Judge Kollar “Kotelly imposed this additional scrubbing requirement after
being advised of modifications made to Stellar Wind in March 2004 following
the Justice Department’s revised legal analysis of the program. The FBI and
Office of Intelhgence continue to expend significant resources to comply with
this scrubbing requirerment. 399 However, we did not find any instances of
the requirement causing the FBI not to be able to obtain FISA surveillance
coverage on a target. TS/ STEW/SHOC/NET

Our primary focus in this chapter was to assess the general role of
Stellar Wind information in FBI investigations and its value to the FBI’s.
overall counterterrorism efforts. Similar to the FBI, we had difficulty
assessing the specific value of the program to-the FBI's counterterrorism
activities, However, based on our interviews of FBI managers and agents
and our review of documents, and taking into account the substantial
volume of leads the program generated for the FBI, we concluded that
although the information produced under the Stellar Wind program had
value in some counterterrorism investigations, it played a limited role in the
FBI_ s overall counterterrorism efforts. {S/4F—

The vast majority of Stellar Wind information the NSA provided the
FBI related to telephone numbers and e-mail addresses the NSA identified bl b3
through meta data analysis as having - connectlons to individuals beheved to b7E ’

FBI agents and analysts with experience investigatin b1, b3, b7E

leads told us that most leads were determined not to have

to

399 Ag noted earlier, the scrubbing procedure applies both to NSA information
derived from the Stellar Wind program and to information derived from the FISA Court’s
PR/TT and Section 215 bulk meta data orders. This is so because until mid-2008, when
the Stellar Wind program officially was closed, leads the NSA developed from the
FISA-anthorized bulk meta data collections were disseminated under the Stellar Wind

compartment. {FS/H+SFEH--SHFEE N

400 Stated another way, the Stellar Wind program generate bl, b3,
leads for the FBI 'each month from October 2001 to February 2006, ) b7E
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terrorism, and they did not identify for us any specific cases where leads
helped the FBI identify previously unknown subjects involved in terrorism .
(although several stated that this did occur). This is not surprising given
that the vast majority of leads sent to FBI field offices for investigation
concerned telephone numbers and e-mail addresses that the NSA already
had determined were at best one or two steps removed from numbers and
addresses suspected of being used by individuals believed to be involved in.

terrorism. {ES/FSTLW//SH/OC/NF)

The FBI’s two statistical studies that attempted to assess the:

“significance” of Stellar Wind meta data leads to FBI counterterrorism efforts
did not include explicit conclusions on the program’s usefulness. The first
study found . samples taken fro ol meta data leads the  bl,
NSA provided the FBI from approximately October 2001 to December 2005, b3,

or 1.2 percemlma‘de “significant” contributions. The FBI’s b7E
second statistical study, which reviewed each| & le-mail tippers the
NSA provided the FBI from August 2004 through January 2006, identified
no examples of “significant” contributions to FBI counterterrorism efforts.401
The FBI OGC told us that FBI executive management’s statements in
congressional testimony that the Stellar Wind program had value was based

in part on the results of the first study. FSHSTEWHASHOE/NT)

While we believe Stellar Wind’s role in FBI cases was limited,
assessing the value of the program to the FBI’s overall counterterrorism
efforts is more complex. Some witnesses commented that an intelligence
program’s value cannot be assessed by statistical measures alone. Other
witnesses, such as General Hayden, said that the value of the program may
lie in its ability to help the Intelligence Community determine that the
terrorist threat embedded within the country is not as great as once feared.
Witnesses also suggested that the value of the program should not depend
on documented “success stories,” but rather on maintaining an intelligence
capability to detect potential terrorist activity in the future. (FS ST NE)—

FBI personnel we interviewed generally were supportive of the Stellar
Wind ( program, calling the information “one tool of many” in ~ bl,
the FBI’s anti-terrorism cfforts that “could help move cases forward” by, for b3,
example, confirming a subject’s contacts with individuals involved in b7E
terrorism or identifying additional terrorist contacts. However, FBI
personnel also frequently noted for us the deficiencies in the Stellar Wind
information disseminated to FBI field offices, such as the lack of details

201 As described earlier in this chapter, the FBI considered a tipper “significant” if it
led to any of three investigative results: the identification of a terrorist, the deportation
from the United States of a suspected terrorist, or the development of an asset that can

report about the activities of terrorists. AR SHOE N




abouit the foreign individuals allegedly involved in terrorism with whom
domestic telephorie numbers and e-mail addresses were in contact. Yet,
these FBI employees also believed the p0551b111ty that such contacts related -
to terrorism made investigating theé tips worthwhile. Some FBI employees
also.cited the FBIs increased coopera‘mon with the’ NSA on intérnational
terl orlsm matters asa 51de benefit of the Stellar Wind program.

FBI Director Mueller told us that he believes the Stellar Wind program
was useful and that the FBI must follow every lead it receives in order to
prevent future terrorist attacks. He said “communications are absolutely
essential” to this task and called meta data the “key” to the FBI’s
communications analysis. Mueller also stated that to the extent such
information can be gathered and used legally it must be exploited and that
he “would not d1s:mlss the potency of a program based on the percentage of
hits.” - :

We sought to look beyond these. comments of: gcneral support for
Stellar Wind to specific, concrete examples of the program’s contributions
that also illustrated the role Stellar Wind information could play. We
therefore examined five cases frequently cited i in documents we reviewed

bl, b3,
b6,
b7C,
b7E

bl, b3,
b6, b7C,
b7E

: 9 inal 1nvest1gat1on that led to arrest and conviction, it
was an tipper that led to the national security investigation that

preceded the criminal prosecution. {FS/ASTEW/A/SLL/OC/NE]

The final investigation we exammed-dld not appear to result
directly from Stellar Wind information: The NSA and the FBI at times have
Clted—-case as an example of the cortributions of Stellar Wind to

b1, b3,
b6,b7C, b7E




prosecution 'indicatd thatll

colinterterrorism investigations. An FBILdeclaration filed inff

- Mdredvr‘, the FBI”ofld us in.response to our
that Stellar Wind information did not “factor ‘i‘n‘toh |

investigation.” However, we concluded that Stellar Wind may have played
some indirect rolMMMR]becoming the subject of a Full Investigation by
the FBI. Our review of documents indicated that

investigatior, which appears t0 have been advanCediﬁby‘S.tcjllar'Win&
reporting, might have caused the FBI to reopen its investigation
We were unable to describe with the same certainty as i :
investigation the extent of Stellar Wind’s contribution to
inVestigation, in part because of differing assessments in the FBL
documents regarding the role of Stellar Wind this matter.

In short, we found that Stellar Wind generally has played a limited
role in FBI counterterrorism investigations, but that the evidence shows
there are cases where Stellar Wind information had value. For example, in
sotne of the cases we examined Stellar Wind information caused the EBI to
take action that led to useful investigative results. However, in others the
connection between the Stellar Wind information and the FBI's investigative
actions was more difficult to discern.. (SLINFY

and in this chapter, Stellar Wind’s bulk
transitioried to FISA authority and are
|project (the successor t

As discussed in Chapter Five
meta data collection activities wer
ongoing. The FBI, under the f
requires field offices to conduct, at inimum, threat assessments on
telephone numbers and e-mail addresses the NSA derives from this
FISA-authorized collection that the FBI is not already aware of, including
aumbers and addresses one or two steps removed from direct contacts with
individuals involved in terrorism. In view of our firidings about the Stellar
Wind program’s-contribution to the FBI’s counterterrorism efforts, we
believe that the FBI should regularly assess the impact leads
have on FBI field offices and whether limited FBI resources should be used
to investigate all of them. {LS//STLW//SL//OC/ NE)

Another consequence of the Stellar Wind program and the FBI’s
approach to assigning leads was that many threat assessments were

conducted on individuals located in the United States, including U.S.
persons, who were determined not to have any nexus to terrorism or

bl,
b3,
bé,
b7C,
b7E

bl, b3,
b7E
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represent a threat to national security. 402 Thege assessments also caused
the FBI to-collect and retain a significant amourit of personal information.
about the users of tipped telephone numbers: and e-mail addresses. In
addition to an individual’s name and home address, such information could
include where the person worked, records of foreign travel, and the identity

- of family members. The results of these threat: assessments and the
information that was collected. generally were reported in communications to
FBI I—Icadquarters and uploaded into FBI databases.

The FBI's collection of U.S. person information in this manner is
ongoing under the NSA’s FISA-authorized bulk meta data collection. To the
extent leads derived from this program generate results similar to those
under Stellar Wind, the FBI will continue to collect and retain a significant
amount of information about individuals in the United States, including
U.S. persons, that do not have a nexus to terrorism or represent a threat to

national security. «ES/A/STLW //ST//OC/NE)

We recommend that as part of th . project, the Justice
Department’s National Security Division (NSD), working with the FBI,
should collect information about the quant1ty of telephone numbers and
e-mail addresses disseminated to FBI field offices that are assigned as
Action leads and that require offices to coniduct threat assessments. The
information compiled should include whether individuals identified in threat
assessments are U.S. or non-U.S. persons and whether the threat
assessments led to the opening of preliminary or full national security
inivestigations. With respect to threat assessments that conclude that users
of tipped telephone numbers or e-mail addresses are not involved in
terrorism and are not threats to national security, the Justice Department
should take steps to track the quantity and nature of the U. S. person
information collected and how the FBI retains and utilizes this information.
This will enable the Justice Department and entities with oversight
responslblhtles, including the OIG and congressmnal committees, to assess
the impact this intelligence program has on the privacy interests of U.S.
persons and to consider whether, and for how long, such information

should be retained. —(5!187L7/-S-}7‘~/-6€7"ﬁ‘1? )

bl, b3,
b7E

b1, b3,
b7E



We also recommend that, consistent with NSD’s current oversight
activities and as part of its periodic reviews of national security
investigations at FBI Headauarters and field offices, NSD should review a° b1, b3,
répresentative sampling | leads to those offices. For each lead b7E
examined, NSD should assess FBI compliance with applicable legal
requirements in the use of the lead and in any ensuing investigations,
particularly with the requirements governing the collection and use of U.S.
person information, {TS//SI//OC/NE)

Inn sum, we agree that it is difficult to assess or gquantify the
effectiveness of a particular intelligence program. However, based on the
interviews we conducted and documents we reviewed, we found that Stellar
Wind information generally played a limited role in the FBI’s
counterterrorism efforts; but that the information had value in some cases.
In addition, some witnesses said the program provides an “early warning
system” to allow the Intelligence Community to detect potential terrorist
attacks, even if the system has not specifically uncovered evidence of
preparations for such an attack. Moreover, other OIGs in the Intelligence
Community are reviewing their agency’s involvernent with the program and
the results of those reviews, analyzed together, will provide a more
comprehensive picture of the program’s overall usefulness.
(TS//STLW//SL// QC/NE)

Finally, because the bulk meta data aspect of the Stellar Wind
program continues under FISA authority, we recommend that the NSD take
steps to gather information on the continuing operations of the program,
including the use and handling of vast amounts of information on U.S.
persons and the effectiveness of the program in FBI counterterrorism

investigations, 4FS/ASTEW//SHHOCHE)
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CHAPTER SEVEN
DISCOVERY ISSUES RELATED TO STELLAR WIND

INFORMATION

In this chapter we discuss the government’s statutory and judicial
discovery obligations in international terrorism cases relating to Stellar
Wind-derived information. Under the Stellar Wind program, the federal
government-collected vast amounts of information, including thé content of
communications and meta data about telephone and e-mail
ommu ons i U.S. citizens and non-U.8S. citizen

. potentially triggering an o igationt under the Federal

Riiles of Criminal Procedure and applicable case law for the governmerit to
disclose certain information to the defendant. This obligation created a
tension between the need to protect the secrecy of the Stellar Wind program
and the need to comply with legal disclosure requirements.

In this chapter, we examine the process by which the Depariment of
Justic,e:attempt?ed. to resolve this tension and meet its discovery obligations
to criminal defendants.403 (U)

L. Relevant Law (U)

The government’s obligation to disclose certain statements made by a
defendant and to disclose other information concerning a defendant in a
criminal proceeding comes primarily from two sources: Federal Rule of
Criminal Procedure 16 and the U.S. Supreme Court case of Brady v.
Maryland, 373 U.S. 83 (1963). (U)

Federal Rule of Criminal Procedure 16(a)(1)(B)i) requires the
government to make various disclosures at the request of a criminal
defendant. Among other things, the government must disclose “any relevant
written or recorded statement by the defendant if the statement is within
the government’s possession, custody, or control; and the attorney for the
government knows — or through due diligence could know — that the
statement exists[.]” Rule 16(a)(1)(E) provides that, upon a defendant’s
request, the government must allow a defendant to inspect and copy papers,

403 [n our review, we did not seek to determine what the government disclosed in
specific cases. Rather, we focused on the adequacy of the process that the Justice
Departiment implemented to comply with its discovery obligations in cases that involved
Stellar Wind-derived information. {LS//STLW//SH/OC/NE-




documents, data, and other materials “if the item is within the government’s
possession, custody, or control” and the item is material to preparing the
defense; the government intends touse the item in its case-in-chief at trial;
or the item was obtained from or belongs to the defendant. (U)

Under Rule 16, a defendant’s statéments carry a “near presumption of
relevance,” and “the production of a defendant’s statements has become
practxcally g matter of right even without a showing of materiality.” United
States v. Yunis, 867 F.2d 617, 621-22, 625 & .10 (D.C. Circuit 1989).40¢
(V)

Disclosure of a defendant’s statements is usually made by the
government after receiving a request pursuant to Rule 16. However, even
without making a Rule 16 request, a defendant has an independent right to
discovery of his statements and certain other relevant information under
Brady: v. Maryland 373 U.S. 83 (1963), Brady requires the government to
disclose evidence in its possession favorable to the defendant and matenal
to either guilt of punishment. Material evidence must be disclosed if it is
exculpatory or if it could be used to impeach a government witness. (U)

However, according to the memorandum, when production of the
defendant’s statements or other information would reveal classified
information, the government may assert a national security privilege,
sometimes known as the state secrets privilege.406 If the government
asserts a colorable claim in a legal proceeding that classified information is
privileged, the defendant must show that the information is not only

404 ‘Gee also United States v. Scarpa, 913 F.2d 993, 1011 (2v4 Cir. 1990}, citing
United States v. McEiroy, 697 F.2d 459, 464 (27 Cir, 1982)(“Rule 16 does not cover oral
statements unrelated to the crime charged or completely separate from the government’s
trial evidence.”). (U)

405 Counsel for Intelligence Policy James Baker told us the memorandum was
drafted at his request by an Assistant U.S. Attorney who had been detailed to OIPR. Baker
said he requested the memorandum to refresh his understanding of the government’s
discovery obligations in criminal prosecutions. (U/ JFOTO)

406 The state secrets privilege is a common law doctrine asserted by the United
States goveriment to protect classified information. See generally, United States v.
Reynolds, 345 U.8. 1 (1952). (U)




relevant but material. If the defendant can show materiality, some courts
balance the defendant’s need for disclosure against the gover nment’s

~substantial interest in protecting sources and methods: assoc1ated with the

sensitive information. See United States v. Sarkissian, 841 F.2d 959, 965
(9th Cir. 1988); United States v. Smith, 781 F.2d 1102, 1180 (4 Cir. 1985)
(en banc). (U)

The government can dlso invoke the Classified Information Procedures

Act (CIPA), 18 U.5.C. App. 3, to protect classified information in federal

prosecutions. CIPA does not expand or limit a defendant’s right to dlsoovery
under Rule 16; rather, CIPA allows & court; “upon a sufficient showing” t
authorize the government to delete specified items of classified 1nformat1on
from otherwise discoverable documents, substitute a summary of the.
information, or stipulate to relevant facts that the classified information
would tend to prove. (U)

As detailed below, after aspects of the Stellar Wind program were.

disclosed in The New York Times and confirmed by the President in

December 2005, the Justme Department invoked -CIPA to prevet d1sclosure
of the program and any program-derived info ion. in{GIEE 3) ,
criminal cases SIOR (b)('vwm"ff"f"‘ ””””

IL. Cases Raise Quesjtions about Government’s Compliance with
Discovery Obligations (U}

The tension between the highly classﬂ"led nature of the Stellar Wind
program and th 'ove‘ : nt’s d1scov : ations in.criminal cases b1, b3,
1n1t1ally arose iny b7E

,,,,, STTSTLW/ 7SI/ 70T N b1, b3, b6, b7C, b7E

bl,
b3,
b6,
b7C,
b7E

B85 be, b7c,
335 | b7E




information collected under Stellar Wind would be discoverable and, more
:Uenera]ly, how the Stellar Wind collections might be treated in view of the
gove1 nment’s dlSCOVCry obligations in eriminal prosecutions.

Baker said he raised these issues with Attorney General Ashcroft, FBI

Director Mueller, and other Just1ce Department, FBI, and NSA officials. b1,
Baker stated:that thes clided that a determmatlon should first be made b3,
whether thel e "f [ Obtained through Stellar Wind also b6,
were captured Ithi euch FISA and therefore could be produced: Baker said it b7C,

turned out - had been intercepted under FISA and b7E
cotild be produced under that authority rather than as a result of Stellar

Wind collectioris. Baker told the OIG that he was relieved by this outcome,

but continued to be concerried about future cases.
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