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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for DOMEX. This guide is generated from the DOMEX Schemas and provides a consolidated reference for the schemas of this specification.
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Chapter 2 - Schema Files

2.1 - CellexReport.xsd

<xs:schema xm ns:cr="urn: Cel | exReport™"
xm ns: xs="http://ww.w3. org/ 2001/ XM_Schema"
xm ns: xhtm ="http://ww. w3. or g/ 1999/ xht m - St opBr owser Render i ng"
target Nanmespace="urn: Cel | exReport"
el ement For nDef aul t =" qual i fi ed"
I smconpliesWth="USGov USIC
i smresour ceEl enent ="true"
I smcreat ebat e="2019-09- 18"
i sm DESVer si on="202111"
i sm | SMCATCESVer si on="202205"
ismclassification="U
i sm owner Producer =" USA"
versi on="202111">
<xs:inport nanmespace="urn:us:gov:ic:ism schenmalLocation="../1SMIC-|SM xsd"/ >
<xs:annot ati on>
<xs:docunent ation> This schema is a modified version of the Coral Reef cellex schema. The
structure of the schema is intact, however for DOMEX purposes, the case of numerous
element names were changed to correspond with the DOMEX capitalization standards. Also,
the "Bluetooth Address™ element and e-mail "cc" address structure was added. E-mail "to"
address was changed to allow multiple occurrences. </xs:docunentation>
</ xs:annot ati on>
<xs:conpl exType nane="BaseReport Dat aType" >
<xs:all>
<xs: el ement nane="di splayld" type="xs:string"/>
<l --xs:elenent nane="cl assification" type="xs:string"/-->

<xs: el ement nane="uni queld" type="xs:string"/>

<xs:el ement name="batchld" type="xs:string" m nCccurs="0"/>
<xs: el ement nanme="har nonyNunber" type="xs:string" m nCccurs="0"/>
<xs: el ement name="obj Nane" type="xs:string" m nCccurs="0"/>
<xs:el ement nanme="circunstance" type="xs:string" nm nCccurs="0"/>
<xs:el ement nanme="reportDate" type="cr: NornmalizedDateTi neType"/>
<xs: el ement name="reportSerial Nunber" type="xs:string" m nCccurs="0"/>
<xs:el ement nanme="i sl EDRel at ed" type="xs:bool ean" nillable="true"/>
<xs: el ement nanme="reportCategory" type="cr: Report CategoryType" m nCccurs="0"/>
<xs: el ement nane="det ai neeNane"

type="xs:string"

ni |l abl e="true"

m nCccurs="0"/>
<xs: el ement nanme="det ai neeCapt ureTag" type="xs:string" m nCccurs="0"/>
<xs:el ement nane="isn" type="xs:string" nm nCccurs="0"/>
<xs: el ement nanme="batld" type="xs:string" mnCccurs="0"/>
<xs:el ement nanme="si gActld" type="xs:string" m nCccurs="0"/>
<xs:el ement nanme="acquireDate" type="cr:NornalizedDateTi meType" m nCccurs="0"/>
<xs:el enment name="acquiringUnit" type="xs:string" m nCccurs="0"/>
<xs:el ement name="forensicUnits" m nCccurs="0">

<xs: conpl exType>
<XS:sequence>
<xs: el ement nane="forensicunit"
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type="xs:string"
m nCccur s="0"
maxCOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="locati onOf Capt ure
<xs: el ement nane="det ai neePhot oNane
<xs: conpl exType>

type="cr: Locati onType" m nCccurs="0"/>
m nCccur s="0">

<xs:all>
<xs:element nane="full" type="xs:string" mnCccurs="0"/>
<xs: el ement nane="t hunb" type="xs:string” m nOccurs="0"/>
</xs:all>

</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nanme="coments" type="xs:string" mnCccurs="0"/>
</xs:all>
<xs:attributeGoup ref="ism SecurityAttributesG oup"/>
</ xs: conpl exType>
<xs:conpl exType nanme="User Defi nedTagsType" >
<Xs:sequence>
<xs: el ement nane="user Defi nedTag" m nCccurs="0" nmaxCccur s="unbounded" >
<xs: conpl exType>
<xs:all>
<xs:el ement nane="tagName" type="xs:string"/>
<xs: el ement nane="tagVal ue" type="xs:string"/>
</xs:all>
<xs:attribute nanme="tagKey" type="xs:string"/>
</ xs: conpl exType>
</ xs: el enent >
</ Xxs: sequence>
</ xs: conpl exType>
<! --ReportType used in BaseReport netadata-->

<xs:si npl eType nane="Report Cat egoryType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="CELLEX"/ >
<xs: enumneration val ue="DOCEX"/ >
<xs:enuneration val ue=" MEDEX"/ >
<xs: enuneration val ue="Unknown"/ >
</xs:restriction>
</ xs: si npl eType>
<I--Selector Fields -->

<xs: conpl exType nane="Sel ect or sType" >
<xs: choi ce m nCccurs="0" maxOccur s="unbounded" >
<xs: el ement nane="sel ector" type="cr: Sel ectorType"/>
<xs: el ement nane="stoppedSel ector" type="cr: Sel ectorType"/>
</ xs: choi ce>
</ xs: conpl exType>
<xs: conpl exType nane="Sel ect or Type" >
<xs:annot ati on>
<xs:document ation> A unique number, email address, or URL which can be attributed back
to an entity. A selector may have an attribute of "stopped®. </ xs:docunentation>
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</ xs: annot ati on>
<xs:all>
<xs: el ement nane="val ue" type="xs:string">
<Xs:annotation>
<xs: docunent ati on> None provided </ xs:docunentati on>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nanme="real m' type="cr: Sel ector Real nType" >
<xs:annotation>
<xs: docunent ati on> Refers to the type of selector, i.e. MSISDN (phone number),
IMSI, IMEI, etc. Valid values are: IMEIl, IMSI, MSISDN, EMAIL, IPV4, MAC,
URL, MGRS, ESN. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs:el ement nane="isValidated" type="xs:bool ean">
<xs:annotation>
<xs: docunent ati on> Boolean value indicating if a human has verified the entity
is of the type indicated. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs:element nane="identities" m nCccurs="0">
<Xs:annot ati on>
<xs:docunent ati on> Free text Ffield. </ xs:docunentation>
</ xs: annot at i on>
<xs: conpl exType>
<XS: sequence>
<xs:element nane="identity" type="xs:string" naxOccurs="unbounded"/>
</ Xs: sequence>
<xs:attribute nanme="searchKey" type="xs:string"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nanme="locations">
<xs:annotation>
<xs:docunent ati on> Free text field. </ xs:docunentation>
</ xs: annot at i on>
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="| ocati on"
type="xs:string"
m nCccur s="0"
maxCccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="nornTechVersion" type="xs:string" n nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Normalized selector value </ xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nane="rawval ues" >
<xs:annot ati on>
<xs:docunentati on> Original selector value extracted from the device.
</ xs: docunent ati on>
</ xs: annot at i on>
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<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="rawval ue
type="xs:string"
m nCccur s="0"
maxCccur s="unbounded"/ >
</ Xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</xs:all>
<xs:attribute nanme="searchKey" type="xs:string"/>
</ xs: conpl exType>
<xs:el ement nane="sel ector Real ' type="cr: Sel ect or Real nmType"/ >
<xs:sinpl eType nane="Sel ect or Real nlType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="I Ml "/ >
<xs:enuneration val ue="IMsI"/>
<xs:enuneration val ue="Msl SDN'/ >
<xs:enuneration val ue="EMAIL"/>
<xs:enuneration val ue="1PV4"/ >
<xs:enumneration val ue="MAC'/ >
<xs:enuneration val ue="URL"/>
<xs:enumneration val ue="M3RS"/ >
<xs:enuneration val ue="ESN'/ >
</xs:restriction>
</ xs: si npl eType>
<!--Optional Location data found in the report-->

<xs:conmpl exType nanme="GpsLocati onsType" >
<Xs:sequence>
<xs: el ement name="gpsLocation" type="cr:LocationType" naxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="Locati onType">
<xs:annot ati on>
<xs: docunent ati on> The exploited device may be a Global Positioning System (GP) device.
The device may contain multiple stored locations. </xs:docunentation>
</ xs:annot ati on>
<xs:all >
<xs: el ement name="i sGPSWayPoi nt"
type="xs: bool ean"
defaul t ="f al se"
m nCccur s="0">
<xs:annot ati on>
<xs: docunent ati on> Boolean. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="wayPoi nt Nane" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Name assigned to the GPS Way Point </xs: docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="I ast Sel ect edDt g"
type="cr: Normal i zedDat eTi mreType"
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m nCccur s="0">
<xs:annot ati on>
<xs: docunent ati on> Last Date/Time selected in the GPS device in GMT format.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement name="rawLatitude" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Latitude as stored in the GPS device. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement name="rawLongitude" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Longitude as stored in the GPS device. </ xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs: el enment name="nornalizedLatitude" type="xs:double" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Longitude normalized to standard display format
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs:el ement name="nornal i zedLongi tude" type="xs:double" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Latitude normalized to standard display format
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs:el enment name="rawMERS" type="xs:string” m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Military Grid Reference system geocoordinates as stored on
the device. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs:el emrent nanme="nornmal i zedMERS" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunentation> Military Grid Reference System geocoordinates normalized to
standard display format </ xs: docunentati on>
</ xs:annot ati on>
</ xs: el enent >
</xs:all>
</ xs: conpl exType>
<I--Cal endar Events-->

<xs: conpl exType nane="Cal endar Event sType" >
<Xs:sequence>
<xs: el ement nanme="cal endar Event"
type="cr: Cal endar Event Type"
maxCOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nane="Cal endar Event Type" >
<xs:all>
<xs:element nanme="origTitle" type="xs:string" m nCccurs="0">
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<xs:annot ati on>
<xs:docunentation> Original title of the calendar event; may be in non-English
form. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:element name="transTitle" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Translation of the original event title. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement name="origMessText" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> Original text describing the calendar event; may be in
non-English form. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el enment name="transMessText" type="xs:string” m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Translation of the original calendar event description text.
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement nanme="eventLocation" type="cr:Locati onType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Location of the calendar event. Locations include GPS
WayPoints, Latitude/Longitude, and Military Grid Reference System (MGRS).
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement nanme="startDateTi ne" type="cr: NormalizedDateTi neType" mi nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> Starting time of the calendar event </xs: docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:el emrent nanme="endDat eTi ne" type="cr:NornmalizedDateTi meType" mi nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Ending time of the calendar event </ xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="i sReoccuring"
type="xs: bool ean"
defaul t ="fal se"
m nCccur s="0">
<xs:annot ati on>
<xs:docunent ati on> Boolean Value </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >

</xs:all>
</ xs: conpl exType>
<I--URLS-->

<xs:conpl exType nanme="Url Hi storyType">
<Xs:sequence>
<xs:element name="url" type="cr: Ul Type" naxCccurs="unbounded"/>
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</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="Url Type">
<xs:all>
<xs:el ement name="ip" type="xs:string" m nCccurs="0">
<Xxs:annotation>
<xs: docunent ati on> Protocol address </ xs: docunentati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="url" type="xs:string" m nCccurs="0">
<xs:annotation>
<xs: docunent ati on> Uniform Resource Locator </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
</xs:all>
</ xs: conmpl exType>
<I--Files-->

<xs: conpl exType nane="Fi |l esType">
<Xs:sequence>
<xs:element name="file" type="cr:FileType" naxOccurs="unbounded"/>
</ xs: sequence>
</ xs: conmpl exType>
<xs:conpl exType nanme="Fi| eType">
<xs:all>
<xs:elenment nanme="fil eCategory"” type="cr:FileCategoryType" m nCccurs="0">
<xs:annot ati on>
<xs:docunentati on> The Ffile type category. Categories include: Picture, Video,
Audio, Ringtone, Document, and Unknown </xs: docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs:elenment nanme="fil eNane" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> Name of the File; may be non-English form.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:elenment name="fileFull Path" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Full path name of the file as stored on the original media.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs:el ement name="fil eMD5" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> MD5 hash code value of the file. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs:element nane="fil eSize" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> Size of the File in bytes. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
</xs:all>
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</ xs: conpl exType>
<!--EMAIL Messages-->

<xs:conpl exType nanme="Enai | MessagesType" >
<xs:annot ati on>
<xs:docunment ati on> Email messages extracted from the cell phone </xs:docunentation>
</ xs: annot ati on>
<Xs:sequence>
<xs: el ement nane="enai | Message"
type="cr: Emai | MessageType"
maxCccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="Enmai | MessageType" >
<xs:all >
<xs: el ement name="nanme" type="xs:string" nm nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Subject of the email </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement name="fromAddress" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> From email address. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs:el erent nanme="to" m nCccurs="0">
<xs:annot ati on>
<xs:docunentation> The To email addressees. </xs:docunentation>
</ xs: annot ati on>
<xs:conpl exType>
<XS: sequence>
<xs: el ement nane="t oAddr ess"
type="xs:string"
m nCccur s="0"
maxCOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs:el erent nane="cc" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> "Carbon" Copy addressees. </ xs:docunentation>
</ xs: annot ati on>
<xs: compl exType>
<Xs:sequence>
<xs: el ement nane="ccAddress"
type="xs:string"
m nCccur s="0"
maxCOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="bcc" m nOccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Blind Copy addressees. </xs:docunentation>
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</ xs: annot at i on>

<xs:conpl exType>
<XS: sequence>

<xs: el ement nane="bccAddr ess"

type="xs:string"
m nCccur s="0"
maxOccur s="unbounded" / >
</ xs: sequence>

</ xs: conpl exType>

</ xs: el ement >

<xs:el ement nanme="dateTi ne" type="cr:NornalizedDateTi mreType" mi nCccurs="0">
<xs:annotation>

<xs:docunent ati on> Date and time of the message in ZULU format
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el enent >
<xs:el ement name="origMessText" type="xs:string" m nCccurs="0">
<Xs:annotation>
<xs:docunent ati on> Original text of the message; may be in non-English form.
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el ement >
<xs:el ement nanme="transMessText" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:document ati on> Translated text of the email message. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nane="emai | Fol der"
type="cr: Email Dir Type"
nillable="true"
m nCccur s="0">
<Xs:annotati on>
<xs: docunent ati on> Folder where the email was stored. Values include: Missed,
Received, Dialed, Fixed, Own, Inbox, Outbox, Draft, Sent, Deleted Sent,
Deleted Received, Other. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nanme="nmenorylLocati on"
type="cr: MenorylLocati onType"
nillable="fal se"
m nCccurs="0">
<xs:annotation>
<xs: docunent ati on> Location on the device where the email was stored. Values
include: Handset, SIM, and External Memory Card. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >

</xs:all>
</ xs: conpl exType>
<l-- Upload Info -->

<xs: conpl exType nane="Upl oadl nf oType" >
<xs:all>
<xs: el ement nanme="upl oadSt at us" type="xs:string"/>
<xs: el ement name="upl oadOwner" type="xs:string"/>
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<xs: el ement name="upl cadDTG' type="xs: dateTi me"/>
<xs: el ement nanme="upl oadDat e" type="xs:date"/>
<xs: el ement nane="origFi | eNane" type="xs:string"/>
<xs:el ement name="upl oadOr gani zati ons" m nCccurs="0">
<xs: conmpl exType>
<Xs:sequence>
<xs: el ement nane="upl oadOr gani zati on”
type="xs:string"
m nCccur s="0"
maxCOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="upl oadErrorMsg" type="xs:string" mnCccurs="0"/>

</xs:all>
</ xs: conpl exType>
<l-- Alert Info -->

<xs:conpl exType nane="Al ert| nfoType">

<XS:sequence>
<xs:elenment nane="al ertlLevel " type="xs:string" m nOccurs="0"/>
<xs:el ement nane="targets" type="cr:TargetsType" m nCccurs="0"/>
<xs: el ement nanme="al ert TypeCount" type="xs:int" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nane="Tar get sType" >
<Xs:sequence>
<xs: el ement nane="target"
type="cr: Tar get Type"
m nCccur s="0"
maxQOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="Tar get Type" >
<XSs:sequence>
<xs: el enment nane="al ertTarget!ld" type="xs:string" m nOccurs="0"/>
<xs:el ement nane="targetlLevel" type="xs:integer" ninCccurs="0"/>
<xs: el ement nanme="target Type" type="xs:string" m nOccurs="0"/>
</ xs: sequence>
</ xs: conmpl exType>
<I--Certificate-->

<xs:conpl exType nanme="CertificatesType">

<Xs:sequence>
<xs:elenment name="certificate" type="cr:CertificateType" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nane="CertificateType">
<xs:all>
<xs: el ement nanme="ca" type="xs:string" mnCccurs="0"/>
<xs:el ement name="dn" type="xs:string" mnCccurs="0"/>
<xs:elenment nane="certSerial" type="xs:string" m nOccurs="0"/>
</xs:all>
</ xs: conpl exType>
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<l--C ocks-->

<xs: conmpl exType nanme="C ocksType" >
<Xs:sequence>
<xs: el ement nane="cl ock" type="cr:C ockType" maxCccurs="unbounded"/ >
</ Xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="C ockType" >
<xs:all>
<xs:el ement nanme="l ocation" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunmentation> A free text Field. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="setTinme" type="cr: NornalizedDateTi neType" m nCccurs="0">
<xs:annot ati on>
<xs:docunmentation> Time to which the clock is set. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</xs:all>
</ xs: conpl exType>
<xs:conpl exType nanme="Nornal i zedDat eTi meType" >
<xs:attribute name="rawbDateTi me" type="xs:string" use="required"/>
<xs:attribute nane="nornalizedDateTi ne" type="xs:dateTi ne" use="optional"/>
<xs:attribute name="nornalizedDate" type="xs:date" use="optional"/>
</ xs: conpl exType>
<!--  change history stuff added 1/20/11 JWB -->

<xs:conpl exType nane="ChangeH st oryType" >
<Xs:sequence>
<xs: el enent nanme="changeSet"
t ype="cr: ChangeSet Type"
m nCccur s="0"
maxCccur s="unbounded"/ >
</ Xxs: sequence>
<xs:attribute nanme="uni queld" type="xs:string" use="optional"/>
</ xs: conmpl exType>
<xs: conpl exType nane="ChangeSet Type" >
<Xs:sequence>
<xs: el emrent nane="change"
type="cr: ChangeType"
m nCccur s="0"
maxCccur s="unbounded"/ >
</ Xs: sequence>
<xs:attribute nane="userCredential" type="xs:string" use="optional"/>
<xs:attribute nanme="changeDtg" type="xs:dateTi ne" use="required"/>
<xs:attribute nanme="changeDocld" type="xs:string" use="optional"/>
</ xs: conpl exType>
<xs:conpl exType nanme="ChangeType" >
<xs:attribute nanme="nanme" type="xs:string" use="required"/>
<xs:attribute name="ol d" type="xs:string" use="required"/>
<xs:attribute nane="new' type="xs:string" use="required"/>
<xs:attribute name="xpath" type="xs:string" use="required"/>
<xs:attribute nane="userCredential" type="xs:string" use="required"/>
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<xs:attribute nanme="changeDtg" type="xs:dateTi ne" use="required"/>
<xs:attribute nanme="source" type="xs:string" use="required"/>

</ xs: conpl exType>

<! - - COWWON ENUMs- - >

<xs:si npl eType nanme="Fi | eCat egoryType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="Picture"/>
<xs:enuneration val ue="Vi deo"/ >
<xs:enuneration val ue="Audi 0"/ >
<xs:enuneration val ue="Ri ngtone"/>
<xs:enuneration val ue="Docunment"/>
<xs:enuneration val ue="Unknown"/ >
</ xs:restriction>
</ xs: sinpl eType>
<xs:sinpl eType nanme="Enai | Di r Type" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="M ssed"/ >
<xs:enuneration val ue="Recei ved"/>
<xs:enuneration val ue="Dail ed"/>
<xs:enumneration val ue="Fi xed"/ >
<xs:enuneration val ue="0Om"/>
<xs:enumneration val ue="1nbox"/>
<xs:enuneration val ue="Qut box"/ >
<xs:enuneration value="Draft"/>
<xs:enuneration val ue="Sent"/>
<xs:enuneration val ue="Del et edSent"/ >
<xs:enuneration val ue="Del et edRec"/ >
<xs:enuneration value="CQher"/>
</xs:restriction>
</ xs: si nmpl eType>
<xs:sinmpl eType name="MenorylLocati onType">
<xs:restriction base="xs:string">
<xs:enuneration val ue="Handset"/>
<xs:enuneration val ue="SIM/>
<xs:enuneration val ue="Ext MenCard"/ >
</xs:restriction>
</ xs: si npl eType>
<xs:conpl exType nanme="|mei Record">
<xs:all>
<xs: el ement nane="make" type="xs:string" m nCccurs="0">
<xs:annotation>
<xs: docunent ati on> Company that manufactured the device, derived from the TAC.
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement name="nodel" type="xs:string" mnCccurs="0">
<Xs:annot ati on>
<xs: docunent ati on> Model of the electronic device </ xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nane="tac" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Type Allocation Code. Initial 8-digit portion of the IMEI.
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</ xs: docunent at i on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="reportingBody" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunentation> First 2 digits of the TAC. ldentifies the GSMA-approved group
that allocated the TAC. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="approvedl n" type="xs:string" m nOccurs="0">
<xs:annot ati on>
<xs:docunent ati on> None provided </ xs: docunentati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="bands" type="xs:string" nm nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> None provided </ xs: docunentati on>
</ xs:annot ati on>
</ xs: el enent >
</xs:all>
</ xs: conmpl exType>
<xs:conmpl exType nanme="Cel | exReport Dat aType" >
<xs:all>
<xs: el enment name="kitNunber" type="xs:string" m nCccurs="0"/>
<xs: el ement name="kit SchemaVersion" type="xs:string" m nCccurs="0"/>
<xs: el ement nanme="Kkit Sof t wareVersi on" type="xs:string" m nCccurs="0"/>
<xs: el ement nane="owner" type="xs:string" nillable="true" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Owner of the device </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="servi ceProvider" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Company that is providing service for the electronic device
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:element name="isTrigger" type="xs:boolean" nillable="true"/>
<xs: el ement nane="servi ceType" type="cr: ServiceCat egoryType" m nCccurs="0"/>
<xs: el ement nane="handset | nfo" type="cr:Handset Devi ceType" m nCccurs="0"/>
<xs: el ement name="servi ceTechnol ogyl nf 0"
type="cr: Servi ceTechnol ogyType"
m nCccur s="0">
<xs:annot ati on>
<xs:docunent ati on> The type of service technology. Valid values are: GSM, CDMA,
Thuraya, Unknown. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="phoneBookEntries"
type="cr: PhoneBookEnt ri esType"
m nCccurs="0"/>
<xs:el ement name="cal | LogEntries" type="cr:Call LogEntriesType" m nCccurs="0"/>
<xs:el enment nanme="snsMessages" type="cr: SnsMessagesType" m nCccurs="0"/>
<xs:el emrent name="nmsMessages" type="cr: MrsMessagesType" mi nCccurs="0"/>
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<xs: el ement nane="cal endar Events" type="cr: Cal endar Event sType" m nCccurs="0"/>
</xs:all>
</ xs: conpl exType>
<!--CELLEX HandSet Fiel ds-->

<xs:conpl exType nanme="Handset Devi ceType" >
<xs:all>
<xs: el ement nanme="handset Make" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> Company that manufactured handset. </xs:docunentati on>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement name="handset Model " type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Model number of handset </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:element name="inei" type="xs:string" nm nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> International Mobile Equipment ldentity or IMEl is a number
(decimal), usually unique to identify GSM, WCDMA, and IDEN mobile phones, as
well as some satellite phones. It is usually found printed inside the
battery compartment of the phone. It can also be displayed on the screen of
the phone by entering *#06# into the keypad on most phones.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="hardwareVersi on" type="xs:string” m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Refers to the version of the hardware of a handset or a
CELLEX kit. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="sof twareVersion" type="xs:string" n nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Refers to the software version of a handset.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="tinmeSet To" type="cr:NornalizedDateTi mneType" nm nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Refers to the time that the handset was set once the phone
was exploited. Most of the time it will be the same as Actual Time, but
there have been cases where phones were not in sync with the real time.
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nanme="actual Ti me" type="cr: NornalizedDat eTi neType" n nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> The actual time when the handset is exploited by a CELLEX
kit. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="nenoryCards" m nCccurs="0">
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<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="nmenoryCard" type="xs:string" nmaxCccurs="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Refers to whether a phone has a memory card
within it during capture. Typical memory cards are SD cards.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nanme="greeti ngMessage" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Refers to a possible message on a handset, which is displayed
once the handset is turned on. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="keypadLockCode" type="xs:string"” m nOccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The code to unlock a locked phone. Typically a 4 digit
number. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="bl uetoothl D' type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> The unique 48-bit address of the Bluetooth device.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
</xs:all>
</ xs: conpl exType>
<! --CELLEX SIM Cards-->

<xs: conpl exType nane="Servi ceTechnol ogyType" >
<xs:all>
<xs: el ement name="Msl SDN' type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> A number uniquely identifying a subscription in a Global
System for Mobile Communications (GSM) or a Universal Mobile
Telecommunications System (UMTS) mobile network. The abbreviation has
several interpretations, the most common one being Mobile Subscriber
Integrated Services Digital Network Number </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:element name="IMsI" type="xs:string" nm nCccurs="0">
<xs:annot ati on>
<xs:docunentati on> An International Mobile Subscriber Ildentity or IMSI is a
unique identification associated with all GSM and UMTS network mobile phone
users. It is stored as a 64-bit field in the SIM inside the phone and is
sent by the phone to the network. It is also used for acquiring other
details of the mobile in the Home Location Register (HLR) or as locally
copied in the Visitor Location Register. To prevent eavesdroppers
identifying and tracking the subscriber on the radio interface, the IMSI is
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sent as rarely as possible and a randomly-generated TMSI is sent instead.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el enment name="TMSI" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The "Temporary Mobile Subscriber ldentity” (TMSI) is the
identity that is most commonly sent between the mobile and the network. TMSI
is randomly assigned by the VLR to every mobile in the area, the moment it
is switched on. The number is local to a location area, and so it has to be
updated each time the mobile moves to a new geographical area.
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="MMC' type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Multi Media Card </ xs:docunent ation>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement name="M\C' type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunentation> Is used in combination with a Mobile Country Code (MCC) (also
known as a ""MCC / MNC tuple'™) to uniquely identify a mobile phone
operator/carrier using the GSM/LTE, CDMA, iDEN, TETRA and UMTS public land
mobile networks and some satellite mobile networks. The ITU-T Recommendation
E.212 defines mobile country codes. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement nanme="LAC' type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Location Area Code </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:element name="|CClI D" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Integrated circuit card identifier (ICCID). Each SIM is
internationally identified by its ICCID. ICCIDs are stored in the SIM cards
and are also engraved or printed on the SIM card body during a process
called personalization. The ICCID is defined by the ITU-T recommendation
E.118. According to E_118 the number is up to 19 digits long including a
single check digit calculated using the Luhn algorithm. However, the GSM
Phase 1 defined the ICC-ID length as 10 octets with operator-specific
structure. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="Si nCardType" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunentati on> A subscriber identity module (SIM) on a removable SIM card
securely stores the service subscriber key (IMSI) used to identify a
subscriber on mobile telephone devices (such as mobile phones and
computers). The SIM card allows users to change phones by simply removing
the SIM card from one mobile phone and inserting it into another mobile
phone or broadband telephony device. </ xs:docunentation>
</ xs: annot ati on>
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</ xs: el enent >
<xs: el ement nanme="ESN' type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> An electronic serial number (ESN) is the unique
identification number embedded or inscribed on the microchip in a wireless
phone by the manufacturer. Each time a call is placed, the ESN is
automatically transmitted to the base station so the wireless carrier”s
mobile switching office check the call®s validity. the ESN cannot easily be
altered in the field. The ESN differs from the mobile identification number
(MIN) which is the wireless carrier”"s identifier for a phone in the network.
MINs and ESNs can be electronically checked to help prevent fraud. ESNs are
mainly used with AMPS, TDMA and CDMA phones in the United States, compared
to International Mobile Equipment ldentity (IMEl) numbers used by all GSM
phones. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</xs:all>
</ xs: conpl exType>
<! -- CELLEX Phone Book Messages-->

<xs: conpl exType nanme="PhoneBookEntri esType">
<xs:annot ati on>
<xs:docunment ati on> The device"s phone book may contain multiple entries. Each entry will
optionally contain: index, name, number, original name, memory location, and
designation. </xs:docunentation>
</ xs:annot at i on>
<Xs:sequence>
<xs: el ement nane="phoneBookEntry"
type="cr: PhoneBookEnt ryType"
maxCccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="PhoneBookEntryType" >
<xs:all>
<xs: el ement name="index" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Number associated with the phone book entry name.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="nane" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Translated Name of the phone book entry. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="nunmber" type="xs:string” m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Number of the associated with the phone book entry name.
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="origNanme" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:document ati on> Original name of the phone book entry; can be in non-English
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form. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement name="nenorylLocation" type="cr: MenorylLocati onType" m nOccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Memory or SIM. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nanme="desi gnation" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:document ati on> None provided </ xs:docunentati on>
</ xs:annot at i on>
</ xs: el enent >
</xs:all>
</ xs: conpl exType>
<l--CELLEX Call Log Messages-->

<xs:conpl exType nane="Cal | LogEntri esType" >
<XSs: sequence>
<xs: el ement nane="cal |l LogEntry"
type="cr: Cal | LogEntryType"
maxCOccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nane="Cal | LogEntryType" >
<xs:all>
<xs:el ement nanme="index" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Index Number associated with the call log entry.
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="nanme" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Translated Name of the call log entry. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="nunber" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Called number. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="origName" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Original name of the phone book entry; can be in non-English
form. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs:el ement nanme="dateTi ne" type="cr:NornalizedDateTi mreType" mi nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Date and Time of the call, normalized to GMT.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
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<xs: el ement name="cal | LogLoc" type="cr:LogType" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Handset, SIM, or External Memory Card. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="nenorylLocation" type="cr: MenorylLocati onType" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Handset, SIM, or External Memory Card. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="duration" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Duration of the call. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
</xs:all>
</ xs: conpl exType>
<!--CELLEX SMs5-->

<xs:conpl exType nanme="SmsMessagesType" >
<Xs:sequence>
<xs: el ement nane="snsMessage" type="cr: SmsMessageType" nmaxCccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nane="SnmsMessageType" >
<xs:all>
<xs:el erent nane="nanme" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Name of the message sender. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement name="nunmber" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> Telephone number to which the SMS message was sent or
received from. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="dateTi ne"
type="cr: Normal i zedDat eTi nreType"
nillable="true"
m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Date and Time of the SMS message. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="origMessText" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Original text of the SMS message. </ xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement nanme="transMessText" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> English language translation of the SMS message.
</ xs: docunent ati on>
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</ xs: annot ati on>
</ xs: el enent >
<xs:el ement nane="status" type="xs:string" m nCccurs="0">
<xs:annotati on>
<xs: docunent ati on> Status of the received message: Read/Unread
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nane="snsDirection"
type="cr: LogType"
nillable="true"
m nCccurs="0">
<Xs:annotation>
<xs:docunent ati on> Direction of the message. Acceptable values: Missed,
Received, Dialed, Fixed, Own, Inbox, Outbox, Draft, Sent, DeletedSent,
DeletedReceived, Other. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nanme="nmenorylLocati on"
type="cr: MenorylLocati onType"
nillable="true"
m nCccurs="0">
<xs:annotation>
<xs: docunent ati on> Handset, SIM, or External Memory Card. </ xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
</xs:all>
</ xs: conmpl exType>
<! --CELLEX MVG-->

<xs:conpl exType nanme="MrsMessagesType" >
<xs:annot ati on>
<xs:docunentati on> A Multi-Media Messaging Service message that includes multimedia
content sent between mobile phones. </xs:docunmentation>
</ xs:annot at i on>
<Xs:sequence>
<xs:el emrent name="nmsMessage" type="cr: MmsMessageType" naxCOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="MrsMessageType" >
<xs:all>
<xs: el ement name="nanme" type="xs:string" nm nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Name of the message sender. </xs:docunmentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement name="nunber" type="xs:string" m nCccurs="0">
<xs:annotation>
<xs:docunent ati on> Number of the message sender. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="dateTi me" type="cr:NormalizedDateTi neType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date and time of the message. </ xs:docunentation>
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</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="origMessText" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Original text of the message; can be in non-English form.

</ xs: docunent ati on>

</ xs: annot ati on>
</ xs: el enent >
<xs: el ement name="transMessText" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Translation of the original message text. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="msDirection" type="cr:LogType" m nCccurs="0">
<xs:annot ati on>
<xs:document ati on> Direction of the message. Acceptable values: Missed,
Received, Dialed, Fixed, Own, Inbox, Outbox, Draft, Sent, DeletedSent,
DeletedReceived, Other. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:element name="fil eName" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunentati on> File name of the multimedia content. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:element name="fileMD5" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> MD5 Hash Code Value of the message </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="status" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Status of the received message: Read/Unread

</ xs: docunent ati on>

</ xs:annot ati on>
</ xs: el enent >
<xs: el ement name="menorylLocati on"
type="cr: MenorylLocati onType"
nillable="true"
m nCccur s="0">
<xs:annot ati on>
<xs:docunent ati on> Handset, SIM, or External Memory Card. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</xs:all>

</ xs: conpl exType>
<! --CELLEX ENUME- - >

<xs:si npl eType nanme="Servi ceCat egoryType" >

<xs:restriction base="xs:string">
<xs:enuneration val ue="GsSM'/ >
<xs:enuneration val ue="CDMVA"/ >
<xs: enumneration val ue="THURAYA"/ >
<xs:enuneration val ue="Unknown"/ >
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</xs:restriction>
</ xs: si npl eType>
<xs:simpl eType nane="LogType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="M ssed"/ >
<xs:enuneration val ue="Recei ved"/>
<xs:enuneration value="D al ed"/ >
<xs:enuneration val ue="Fi xed"/ >
<xs:enuneration val ue="0Ow"/>
<xs:enuneration val ue="Inbox"/>
<xs:enumneration val ue="Qut box"/ >
<xs:enuneration value="Draft"/>
<xs:enuneration val ue="Sent"/>
<xs:enuneration val ue="Del et edSent"/ >
<xs:enuneration val ue="Del et edRec"/ >
<xs:enuneration value="Qher"/>
</ xs:restriction>
</ xs: si mpl eType>

<|__ EIR SR IR I I IR I I S IR I I I b I I I I I I I I I I I I I b b b I I I I b I I I I I I I b I b I I I I I b I b I I b 3 -->
<l-- Attribute - DESVersion -->
<|__ EE IR b b b I I I b I I I I I I I b I I b I I I I b b I I I I I I b b I I I I I I I R R I I I I I I I I I I I I I b b b I S

<xs:attribute nane="DESVersion">
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i smownerProducer="USA" ismclassification="U">The version number of
the specification. This attribute is intended for processing systems to
determine the appropriate versions of Schema, Schematron, and CVE values for
validation and interpretation of an instance document. </xhtni:p>
<xhtm :p I smownerProducer="USA" Ismclassification="U>1f there are multiple of
this attribute specified in an instance document, the Ffirst one in document
order is the one that will apply to the entire document. Document order is
defined in <xhtm :a href="https://ww. w3. or g/ TR/ xpat h- dat anodel / #docunent - or der " >https://www.w3.0org/TR/xpath-datamodel/#document-order</ xht i : a>
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot at i on>
<xs:si nmpl eType>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{6}(\.[0-9]{6})?(\-.{1,23})?"/>
</ xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs: conpl exType nane="Cel | exReport Type" >
<xs:all>
<xs:el ement nane="version" type="xs:string" m nCccurs="0"/>
<xs: el ement nanme="baseReportData" type="cr: BaseReport DataType"/>
<xs: el ement nane="cel | exReport Dat a"
type="cr: Cel | exReport Dat aType"
m nCccurs="0"/>
<xs: el ement name="url H story" type="cr: Ul H storyType" m nCccurs="0"/>
<xs:element nane="files" type="cr:FilesType" nm nCccurs="0"/>
<xs:el ement nanme="enmi | Messages" type="cr: Enai | MessagesType" mi nCccurs="0"/>
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<xs: el ement
<xs: el enment
<xs: el enent

name="sel ectors" type="cr: Sel ectorsType" mi nCccurs="0"/>
nane="gpsLocati ons" type="cr: GysLocati onsType" m nCccurs="0"/>
name="cl ocks" type="cr:C ocksType" m nCccurs="0"/>

<l-- artf14835 - Make upl oadl nfo optional -->

<xs: el ement name="upl oadl nfo" type="cr: Upl oadl nfoType" mi nCccurs="0"/>

<xs: el ement

<xs: el emrent

<xs: el emrent
</xs:all>

<xs:attribute ref=

</ xs: conpl exType>

name="al ertl nfo" type="cr: A ertlnfoType" m nCccurs="0"/>
name="user Def i nedTags" type="cr: User Defi nedTagsType" m nCccurs="0"/>
nane="changeHi story" type="cr: ChangeH storyType" m nCccurs="0"/>

“cr: DESVersion" use="optional"/>

<xs: el ement nane="cel | exReport" type="cr: Cell exReport Type"/>

</ xs: schema>
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2.2 - DOMEX.xsd

<xs:schema xm ns: xs="http://wwmw. w3. org/ 2001/ XM_Schema"
xm ns="urn:us: ml:ces: nmetadata: domex"

xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:

xm ns

xm ns

xm ns

xm ns

xm ns

xm ns

xm ns

domex="urn: us: ml:ces: net adat a: domex"

tspi-core="http://netadata.ces.m |/ nmdr/ns/ GSIP/tspi/2.0/core"

irm="urn:us:gov:ic:irnt

[ dentity="urn:us:ml:ces: netadata: domex_identity"

xhtm ="http://ww. w3. org/ 1999/ xht m - St opBr owser Renderi ng"

cr="urn: Cel | exReport"

CVENnumDOVEXAct | vi tyType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXAct i vi t yType"

CVEnunDOVEXCol | ectingUni t| DTypeType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXCol | ecti ngUni t | DTypeType"

- CVEnunmDOVEXDI sposi ti onType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXDI sposi ti onType"
xm ns:
: CVEnunDOVEXENt i t yMet hodOf Ext ract i onType="urn: us: gov:i c: cvenum domex: CVEnunDOVEXEnt i t yMet hodOf Ext ract i onType"
xm ns:

CVEnunDOVEXDocunent Type="urn: us: gov: i c: cvenum donex: CVEnunDOVEXDocunent Type"

CVEnunmDOVEXEvent TypeType="urn: us: gov:i c: cvenum donex: CVEnunDOVEXEvent TypeType"

- CVEnunDOVEXFI nanci al Account TypeType="urn: us: gov:ic: cvenum domex: CVEnunDOVEXFi nanci al Account TypeType"
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:
xm ns:

CVEnunmDOVEXFI nanci al Transacti onTypeType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXFi nanci al Transacti onTypeType"
CVEnunDOVEXFI | eType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXFi | eType"

CVEnunDOVEXFi saType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXFi saType"

CVENnunmDOVEXF! i ght TypeType="urn: us: gov: i c: cvenum domex: CVEnunDOVEXFI i ght TypeType"

CVEnunDOVEXHashDi gest TypeType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXHashDi gest TypeType"

CVEnunmDOVEXI mageSi zeTypeType="urn: us: gov: i c: cvenum donmex: CVEnunDOVEXI mageSi zeTypeType"

CVEnunDOVEXLegal Titl eType="urn: us: gov:ic: cvenum donmex: CVEnunDOVEXLegal Ti t| eType"

CVEnunmDOVEXMedi aType="urn: us: gov: i c: cvenum donex: CVEnunDOVEXMedi aType"

CVEnunDOVEXM croCol | ecti onLocati onDescri ptor TypeType="urn: us: gov:i c: cvenum domex: CVEnunDOVEXM cr oCol | ecti onLocat i onDescri pt or TypeType"
CVEnunDOVEXNunber OF Fi | esTypeType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXNunber O Fi | esTypeType"

CVENumDOVEXCOr gani zat | onNanmeTypeType="urn: us: gov:i c: cvenum donex: CVEnunDOVEXOr gani zat i onNaneTypeType"
CVEnunDOVEXOr gani zat i onTypeType="urn: us: gov: i c: cvenum donex: CVEnunDOVEXOr gani zat i onTypeType"

- CVEnunmDOVEXRel at i onshi pNat ureType="urn: us: gov: i c: cvenum donex: CVEnunDOVEXRel at i onshi pNat ur eType"
xm ns:
: CVEnunDOVEXTi t | eTypeType="urn: us: gov:ic: cvenum donex: CVEnunDOVEXTi t | eTypeType"
xm ns:

CVEnunDOVEXRel at i onshi pTypeType="urn: us: gov:i c: cvenum domex: CVEnunDOVEXRel at i onshi pTypeType"

CVENnumDOVEXTr ansl ati onPriorityType="urn: us: gov:ic:cvenum domex: CVEnunDOVEXTr ansl ati onPriorityType"

: CVEnunDOVEXTr ansl at i onSt at usType="ur n: us: gov: i c: cvenum domex: CVEnunDOVEXTr ansl at i onSt at usType"
xm ns:

CVENnumDOVEXTr ansl at i onType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXTr ansl ati onType"

- CVEnunDOVEXTr avel TypeType="urn: us: gov:ic: cvenum donmex: CVEnunDOVEXTr avel TypeType"
xm ns:
xm ns:
xm ns:

CVEnumJSAgencyAcr onyme" ur n: us: gov: i c: cvenum usagency: agencyacr onynt
CVEnum RM S0639- 3Tri graph="urn: us: gov:ic:cvenumirmiso639-3:trigraph"
CVEnunmM VEType="urn: us: gov:ic: cvenum ni ne: type"

target Namespace="urn: us: m | :ces: net adat a: donex”
el ement For nDef aul t ="qual i fi ed"
attri but eFornDef aul t ="qual i fied"

sm conpl i esWth="USGov USI C'

sm resour ceEl enent ="true"

sm creat ebat e="2019- 09- 18"

sm | SMCATCESVer si on="202205"
smcl assification="U"

i
i
i
i sm DESVer si on="202111"
i
i
i

sm owner Pr oducer =" US,

version="202111">
<Xs: annot ati on>
<xs: document ati on>

<xhtm :hl i smowner Producer="USA" ismclassification="U>Intelligence Community

Technical Specification XML Data Encoding Specification for DOcument and Media
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EXploitation (DOMEX.XML) SchemaGuide</xhtnl :hil>
</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ism cl assification="U">Notices</xhtmnl :h2>
<xhtm :p i smownerProducer ="USA" | smclassification="U> Distribution Notice:
This document has been approved for Public Release and is available for use without restriction.

</ xhtm : p>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" i smcl assification="U">Description</xhtm : h2>
<xhtm :p I smownerProducer="USA" |smclassification="U"> This W3C XML Schema is an
implementation of the DOMEX assertion.</xhtm :p>
</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ismclassification="U">Introduction</xhtm : h2>
<xhtm :p I smownerProducer="USA" Ismclassification="U"> This XML Schema file is only
used to produce the schemaGuide for the XML Data Encoding Specification (DES).
Please see the document titled <xhtml :i>
<xhtm :a href="../../Docunent s/ DOVEX/ DesDomexXm . pdf ">XML Data Encoding
Specification for DOcument and Media EXploitation</ xhtnl :a>
</xhtm :i> for a complete description of the encoding as well as list of all

components. </xhtm :p>

<xhtm :p i smownerProducer="USA" ismclassification="U"> It is envisioned that this
schema or its components, as well as other parts of the DES may be overridden for
localized implementations. Therefore, permission to use, copy, modify and distribute
this XML Schema and the other parts of the DES for any purpose is hereby granted in
perpetuity. </xhtmnl:p>

<xhtm :p I smownerProducer="USA" ismclassification="U> Please reference the preceding
two paragraphs in all copies or variations. The developers make no representation
about the suitability of the schema or DES for any purpose. It is provided "as is"
without expressed or implied warranty. </ xhtm :p>

<xhtm :p I smownerProducer="USA" ismclassification="U"> If you modify this XML Schema
in any way label your schema as a variant of DOMEX.XML. </ xhtm : p>

<xhtm :p i smownerProducer="USA" ismclassification="U"> Please direct all questions,
bug reports,or suggestions for changes to the points of contact identified in the
document referenced above. </xhtnl:p>

</ xs: docunent ati on>
<xs: docunent ati on>

<xhtm :h2 i smowner Producer="USA" [ smclassification="U>Implementation Notes</xhtmni :h2>

<xhtm :p I smownerProducer="USA" Ismclassification="U">The document element for a
DOMEX.XML document is <xhtmnl :a href="DOVEX xsd_El enent _acqui sition. htnl #acqui sition">domex:acquisition</xhtnl :a>. A DOMEX.XML instance is an instance of a TDO with
particular payload and assertions. Its structure is similar to:</xhtnm :p>

<xhtm : ul >

<xhtm :p i sm owner Producer="USA" ismclassification="U>A <xhtm :a href="1C TDF_xsd_El enent _Trust edDat albj ect . ht m #Tr ust edDat aCbj ect " >
tdf:TrustedDataObject</ xht ml : a>

</ xhtm : p>
<xhtm :ul >
<xhtm :1i 1 smownerProducer="USA" |Ismclassification="U">has an assertion
<xhtm :a href="DOVEX xsd_El ement _acqui sition. htm #acqui si ti on">domex:acquisition</xhtnl :a>
</xhtm:li>
<xhtm : 10 ismownerProducer="USA" ismclassification="U>has an assertion
<xhtm :a href="1C | RM xsd_El enent _i rm | CResour ceMet adat aPackage. ht m #| CResour ceMet adat aPackage" > irm: ICResourceMetadataPackage</ xht i : a>
</ xhtm:li>
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</ xhtm :ul >
</ xhtm :ul >
<xhtm :p I smownerProducer="USA" | smclassification="U">The document elements for DOMEX
are <xhtm :a href="DOVEX xsd_El ement _donex. ht m #donmex" >domex:domex</ xht m : a>,
<xhtm :a href="ldentity xsd Elenent identity.htnl #i dentity">ldentity:identity</xhtnl :a>, and
<xhtm :a href="Cel | exReport_xsd_El enent_cr_cel | exReport. htmnl #cel | exReport">cr:cellexReport</xhtm : a>.
</ xhtm : p>
</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ismclassification="U">Creators</xhtmn :h2>
<xhtm :p i smownerProducer="USA" ismclassification="U >0FfFice of the Director of
National Intelligence Intelligence Community Chief Information Officer</ xhtnmnl :p>
</ xs: docunent at i on>
</ xs:annot ati on>

<!__ kkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkhkhkhkhkhkhkikhkhkhkikhkhk kikhk ik khkik kikikikikikik** -->
<!-- | MPORT DEPENDENT SCHENMAS -->
<!__ EE R R I S Sk Sk S S S S S S R R S S S S S S S S S S R S S S Sk S S R Sk kS S S S S S S S >
<xs:inport namespace="urn:us:gov:ic:ism schemalLocation="../1SMIC-|SM xsd"/>
<xs:inport nanmespace="urn:us:gov:ic:irm schenmalLocation="../IRMIC-|RM xsd"/ >
<xs:inport nanespace="http://nmetadata.ces.m |/ mdr/ns/GSI P/ tspi/2.0/core"
schemalLocation="../tspi/2.0.0/tspi-core.xsd"/>

<xs:inport nanespace="urn: Cel | exReport" schenmalLocation="./Cell exReport.xsd"/>
<xs:inport namespace="urn:us:ml:ces: netadata: domex_identity"
schemalLocation="./ldentity.xsd"/>
<xs:inport namespace="urn:us:gov:ic:cvenum usagency: agencyacr onyni
schenmalLocat i on=". ./ USAgency/ CVEGener at ed/ CVEnunlJSAgencyAcr onym xsd"/ >
<XS:inport nanespace="urn:us:gov:ic:cvenumirmiso639-3:trigraph”
schenmalLocation="../1 RM CVEGener at ed/ CVEnum RM S0639- 3Tri gr aph. xsd"/ >
<xs:inmport nanespace="urn:us:gov:ic:cvenum m ne:type"
schenmalLocati on="../M M/ CVEGener at ed/ CVEnunM METype. xsd"/ >

<|__ kkhkkkhkhkkhkhkhkkhhhkhkhkhhkhhhkhhkhhhkhkhkhhkhhhkhkhkhhhkhkdhkhhkhhk khdhkhhkhhkkhkhdhkhhk kk khhkhhkik**%x - >
<l-- | MPORT DOMEX CVE- Generated schenma types -->
<|__ kkhkkkhkhkhkhhhkhkhkhhkhhkhkhhkhhkhhhkhhkhhdhkhhkhhkhhdhkhhkhhdhhdhkhhk hkhkhkhkhhkik, ik kikkikk k**% ->

<xs:inport namespace="urn:us:gov:ic:cvenum domex: CVEnunDOVEXAct i vityType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXAct i vi t yType. xsd"/ >
<xs:inport nanmespace="urn:us:gov:ic:cvenum domex: CVEnunDOVEXCol | ecti ngUni t | DTypeType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXCol | ecti ngUni t | DTypeType. xsd"/ >
<xs:inport namespace="urn:us:gov:ic:cvenum donmex: CVEnunDOVEXDi sposi tionType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXDi sposi ti onType. xsd"/ >
<xs:inport nanespace="urn: us:gov:ic: cvenum donex: CVEnunDOVEXDocunent Type"
schenalLocat i on="./ CVEGener at ed/ CVEnunDOVEXDocunent Type. xsd"/ >
<xs:inport nanmespace="urn:us:gov:ic:cvenum donex: CVEnunDOVEXENt i t yMet hodOf Ext racti onType"
schenalLocat i on="./ CVEGener at ed/ CVEnunDOVEXEnt i t yMet hodOf Ext racti onType. xsd"/ >
<xs:inport nanespace="urn:us:gov:ic:cvenum donex: CVEnunDOVEXEvent TypeType"
schenmalLocat i on="./ CVEGener at ed/ CVEnunDOVEXEvent TypeType. xsd"/ >
<xs:inport nanmespace="urn:us:gov:ic:cvenum domex: CVEnunDOVEXFi nanci al Account TypeType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXFi nanci al Account TypeType. xsd"/ >
<xs:inport nanmespace="urn:us:gov:ic:cvenum donmex: CVEnunDOVEXFi nanci al Transacti onTypeType"
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schenalLocat i on="./ CVEGener at ed/ CVEnunDOVEXFi nanci al Tr ansact i onTypeType. xsd"/ >

<xs:inport nanespace="urn:us:gov:ic:cvenum donex: CVEnunDOVEXFi | eType"
schenalLocat i on="./ CVEGener at ed/ CVEnunDOVEXFi | eType. xsd"/ >

<xs:inport namespace="urn:us:gov:ic:cvenum donmex: CVEnunDOVEXFi saType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXFi saType. xsd"/ >

<xs:inport namespace="urn:us:gov:ic:cvenum domex: CVEnunDOVEXFI i ght TypeType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXFI i ght TypeType. xsd"/ >

<xs:inport nanespace="urn:us:gov:ic: cvenum donex: CVEnunDOVEXHashDi gest TypeType"
schenmalLocat i on="./ CVEGener at ed/ CVEnunDOVEXHashDi gest TypeType. xsd"/ >

<Xs:inport nanespace="urn:us:gov:ic: cvenum donex: CVEnunDOVEXI mageSi zeTypeType"
schenmalLocat i on="./ CVEGener at ed/ CVEnunDOVEXI mageSi zeTypeType. xsd"/ >

<xs:inport nanespace="urn:us:gov:ic:cvenum donex: CVEnunDOVEXLegal Tit | eType"
schenmnalLocat i on="./ CVEGener at ed/ CVEnunDOVEXLegal Titl eType. xsd"/ >

<xs:inport nanespace="urn:us:gov:ic:cvenum donex: CVEnunDOVEXMedi aType"
schenalLocat i on="./ CVEGener at ed/ CVEnunDOVEXMedi aType. xsd"/ >

<xs:inport nanmespace="urn:us:gov:ic:cvenum domex: CVEnunDOVEXM cr oCol | ecti onLocat i onDescri pt or TypeType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXM cr oCol | ecti onLocat i onDescri pt or TypeType. xsd"/ >

<xs:inport namespace="urn:us:gov:ic:cvenum donmex: CVEnunmDOVEXNunber O Fi | esTypeType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXNunber Of Fi | esTypeType. xsd"/ >

<xs:inport nanmespace="urn:us:gov:ic: cvenum donmex: CVEnunDOVEXOr gani zat i onNaneTypeType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXOr gani zat i onNaneTypeType. xsd"/ >

<xs:inport nanespace="urn:us:gov:ic: cvenum donmex: CVEnunDOVEXOr gani zat i onTypeType"
schenmalLocat i on="./ CVEGener at ed/ CVEnunDOVEXOr gani zat i onTypeType. xsd"/ >

<xs:inport nanespace="urn:us:gov:ic:cvenum donex: CVEnunDOVEXRel at i onshi pNat ur eType”
schenalLocat i on="./ CVEGener at ed/ CVEnunDOVEXRel at i onshi pNat ur eType. xsd"/ >

<xs:inport nanespace="urn:us:gov:ic:cvenum donex: CVEnunDOVEXRel at i onshi pTypeType"
schenmnalLocat i on="./ CVEGener at ed/ CVEnunDOVEXRel at i onshi pTypeType. xsd"/ >

<xs:inport nanmespace="urn:us:gov:ic:cvenum domex: CVEnunDOVEXTi t | eTypeType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXTi t | eTypeType. xsd"/ >

<xs:inport nanmespace="urn:us:gov:ic:cvenum donmex: CVEnunDOVEXTr ansl ati onPriorityType"
schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXTr ansl ati onPriorityType. xsd"/ >

<xs:inport namespace="urn:us:gov:ic:cvenum domex: CVEnunDOVEXTr ansl ati onSt at usType"
schenmalLocat i on="./ CVEGener at ed/ CVEnunDOVEXTr ansl at i onSt at usType. xsd"/ >

<xs:inport namespace="urn:us:gov:ic:cvenum dormex: CVEnunDOVEXTr ansl ati onType"
schenalLocat i on="./ CVEGener at ed/ CVEnunDOVEXTr ansl at i onType. xsd"/ >

<xs:inport nanespace="urn:us:gov:ic:cvenum donex: CVEnunDOVEXTr avel TypeType"
schenmalLocat i on="./ CVEGener at ed/ CVEnunDOVEXTr avel TypeType. xsd"/ >

<!__ R R I S S S b I S S O S S I I S A S I I I S S S I I S I S b b I I I S S S I S S -->

<!-- DOMEX Root for TDO assertion -->
<!__ EE IR S S S b S S S I I S S S I I S S S S I S I b S I I A I I I O I I b -a>

<xs: el enent nane="domex">

<xs:annotation>
<xs:docunent ati on> The domex element is provided as a root element for including a DOMEX

assertion in a TDO. For most circumstances, the domex element will contain one or
more "acquisition’” elements that describe a complete domex metadata set or record.
DOMEX sub-elements can be exchanged separate from an acquisition using one of the
alternate roots. </xs:docunentation>

</ xs: annot at i on>
<xs: conpl exType>
<XS: sequence>
<xs: choi ce>
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<xs:element ref="acquisition" maxOccurs="unbounded"/>
<xs:elenment ref="collectionDetails" nmaxCOccurs="unbounded"/>
<xs:element ref="subjectlnformation" nmaxCccurs="unbounded"/>
<xs:element ref="cr:cellexReport" naxCOccurs="unbounded"/>
<xs:elenment ref="Identity:identity" naxCOccurs="unbounded"/>
<xs:elenment ref="facility" naxOccurs="unbounded"/>
<xs:elenment ref="organi zati on" maxCccurs="unbounded"/ >
<xs:element ref="equipnment" nmaxCccurs="unbounded"/>
<xs:elenment ref="nedi aDetails" maxOccurs="unbounded"/ >
<xs:elenment ref="file" maxOccurs="unbounded"/>
</ xs: choi ce>
</ xs: sequence>
<xs:attribute ref="DESVersion" use="required"/>
</ xs: conpl exType>
</ xs: el enent >

<| P khkkhkkkhkhkhkhhkkhhkkhkhhkhhhhhkhhkhhkhkhhkhhkhhhkhhkhhkhhhkhhkhhd khkdhkhhkhrkhkhkhkihkhkk khk*x ->
<l-- Alternate Acquisition root -->
<|__ kkhkkkhkhkhkhhkkhhkhkhhkhhkhkhdhkhhkhhdhkhhkhhkhhdhkhkhkhhkhhhkhdhkhhk hkd khdhkhhk khkd khhkhhkikkk*x* ->

<xs: el ement nanme="acquisition" ismclassification="U" ism ownerProducer="USA">
<xs:annot ati on>
<xs:docunent ati on> Acquisition Data. Data about a collection or single piece of media
within a collection that generally answers core issues related to the standards of
who, what, when, where, why, and how the material was collected. Examples of
acquisition data are date/time collected, location of collection, collecting
organization, legal authority for the collection, processing site, size and type of
media, classification, and more. This is the root element for a collection.
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:conpl exType>
<Xs:sequence>
<xs:elenment ref="collectionDetails"/>
<xs:element ref="subjectlnformtion" m nOccurs="0" nmaxCccur s="unbounded"/ >
<xs: el ement ref="medi aDetail s" maxOccur s="unbounded"/ >
<xs:element ref="cr:cellexReport" m nCccurs="0" maxCccurs="unbounded"/ >
</ Xs: sequence>
<xs:attribute name="uui d" type="Uui dType" use="optional "/>
<xs:attribute ref="DESVersion" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >

<|__ E I I b b S b I b b S b b b b I I b I b b S b I b b S b b b b I b b S b b b b I b b S b I b b I b b I b b S b I b b b b __>
<l-- Collection Details -->
<|__ E IR b b S b 2 b b I b b b b b b b I b b S b I b b S b b I b b b S b b S b b b S b b b b I b b S b I b b b b b S b b a4 __>

<xs:el ement nanme="col |l ecti onDetail s">
<xs:annot ati on>
<xs:docunent ati on> (Batch). Documents and/or electronic media acquired during the same
capture, seizure, or acquisition event at the same location or attributed to the
same individual (s) or group. </xs:docunentation>
</ xs:annot ati on>
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<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="provi di ngOrgani zation" type="stringl00">
<xs:annot ati on>
<xs: docunent ati on> Name of the organization that acquired the media.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="owni ngOrgani zation" type="stringl00">
<xs:annot ati on>
<xs:docunent ati on> Name of the organization that owns the media.
Organization or agency that acquires, obtains, collects, and/or provides
media to national repositories or is later determined to be authorized
to release and/or declassify media. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="col | ecti onNane" type="string200">
<xs:annot ati on>
<xs: docunent ati on> The cover term(s) associated with the media seizure,
exploitation, and collaboration. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="bat chNane" type="string200" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Name of the Batch as defined by the collecting
organization. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<lI-- irmacqui redOn xs:el ement nanme="dat eAcquired” type="irm Conbi nedDat eType" m nCccurs="0">
<xS:annot ati on>
<xs:docunent ati on>
The Date-Time-Goup (DTG a collection start ed.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:el enent-->

<l-- irmgeospatial Coverage xs: el enent nanme="col | ecti onLocati onCoordi nates" type="tspi-core:PointType" m nCccurs="0">
<Xs:annot ati on>
<xs: docunent ati on>
Coordi nates of location of collection
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el ement -->

<xs: el ement nane="col | ecti onCountry"
type="irm ConmpoundCount ryCodel denti fi er Type"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The country from which the collection was acquired.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<l-- irmdescription xs:elenent nane="col | ecti onDescription" type="string4000" m nCccurs="0">
<xs:annot ati on>
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<xs: docunent ati on>
A full description for the collection
</ xs: docunment ati on>
</ xs: annot at i on>
</ xs: el enent -->

<xs:element nane="isDraft" type="xs:bool ean" nmi nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> The collection is a partial submission.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="cont ai nsQbj ecti onal Material" type="xs: bool ean” m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The collection contains objectionable material.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="cont ai nsSuspect edCPDat a" type="xs: bool ean" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> The collection contains suspected CP data.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="cont ai nsUsPer sonsDat a" type="xs: bool ean" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The collections contains data related to US persons
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="isRestricted" type="xs:bool ean" mi nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> The collection is restricted to those organizations
identified by the data owner sharing restrictions. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="acqui sitionDetails" type="string4000">
<xs:annot ati on>
<xs:docunent ati on> Details of how the collection was acquired.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="nunber O Conponent s" type="xs: positivelnteger">
<xs:annot ati on>
<xs: docunent ati on> Number of components in the collection. Components
include devices or pieces of media. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="legal Titl e"
t ype=" CVEnunDOVEXLegal Ti t| eType: CVEnunDOVEXLegal Ti t| eType" >
<xs:annot ati on>
<xs: docunent ati on> Legal Title </xs: docunentati on>
</ xs:annot ati on>
</ xs: el enent >
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<xs: el ement nane="col |l ectingUnitlD"
t ype=" CVEnunDOVEXCol | ecti ngUni t | DTypeType: CVEnunDOVEXCol | ecti ngUni t | DTypeType"
m nQccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Number that identifies collection from that organization
(SIGACT or Others). Support multiple IDs per collection.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="col | ecti ngOrgani zati onNati onality"
type="irm ConpoundCount r yCodel denti fi er Type"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Nationality of organization that collected the media.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="reasonFor Col | ecti ng" type="string4000" mi nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Reason, justification, or circumstance for collecting the
media is submitted to NEXSYS </xs:docunentati on>
</ xs:annot ati on>
</ xs: el enent >
<l-- Change Request #530 DOVEX: Additions to Collection Details -->

<xs: el ement nane="transportingUnit"
t ype=" CVEnunDOVEXCol | ect i ngUni t | DTypeType: CVEnunDOVEXCol | ecti ngUni t | DTypeType"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ation> Unit responsible for transporting collection from initial
collection location. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="transportingUnitPOC"' type="xs:string" m nCOccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Point of contact within unit responsible for transporting
collection from initial collection location. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="transnittal Nunber" type="xs:string" nm nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Transmittal number associated with this collection while
in transit. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="Nunber Of Boxes" type="xs:positivelnteger" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Number of physical boxes transported in this collection.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<l-- End of Change Request #530 -->

<xs: el ement nanme="honel andSecurity" type="string4000" ni nCccurs="0">
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<xs:annot ati on>
<xs:docunent ati on> DHS Objectives </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="internati onal Shari ngAgr eenent”
type="string4000"
m nCccurs="0">
<xs:annotati on>
<xs:docunent ati on> No description provided </ xs: docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="| awenf orcement Warrant" type="stri ng4000" m nCccurs="0">
<xs:annot ati on>
<xs:docunentation> DOJ, FBI Objectives </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="dodOperation" type="string4000" m nCccurs="0">
<xs:annot ati on>
<xs:docunentati on> USDI Objectives </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="m croCol | ectionLocati on"
type="M croCol | ecti onLocati onType"
m nCccur s="0"
maxOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on> Micro Collection Location: Optional details on where the
collection was acquired. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<l-- Change Request #889 - Add Activity / sub activity elenents -->

<xs: el ement nane="activity"
type="ActivityType"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Supports the ability to perform collection, media, and
document similarity classification. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<l-- End of Change Request #3889 -->

</ xs: sequence>
<xs:attributeGoup ref="irm SecurityAttributesGoup"/>
<l-- irmidentifier xs:attribute name="donexld" type="string36" use="required">
<xSs:annot ati on>
<xs: docunent ati on>
DOVEXI Ds are uni que, uncl assified nunmbers that identify individual or batched docunents and nedia and their resulting/associated records.
</ xs: docunent ati on>
</ xs: annot ati on>
</xs:attribute-->

<l-- irmidentifier xs:attribute name="collectionld" type="string38" use="optional">
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<l--

<l--

<XSs:annot ati on>
<xs: docunent ati on>
A collection IDis a nunber that uniquely identifies collection wthin NEXSYS
</ xs: docunent ati on>
</ xs: annot at i on>
</xs:attribute-->

<xs:attribute name="uuid" type="Uui dType" use="optional ">
<xs:annot ati on>
<xs:docunentation> A UUID attribute is provided for systems that make use of
such an identifier. </xs:docunentation>
</ xs:annot ati on>
</ xs:attribute>
<xs:attribute ref="DESVersion" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:conpl exType nanme="M croCol | ecti onLocati onType">
<Xs:sequence>
<xs:el ement nanme="narrative" type="string4000" m nOccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Examples: which computer, what desk drawer, which room in
house </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="descriptor"
type="M croCol | ectionLocati onDescri ptor Type"
m nCccur s="0"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on> @0n Person ldentify the person and the location on the person
(Detainee 1D Number) @In Vehicle Collection location in vehicle and which
vehicle @At Building Collection location at building (e.g. Hotel, Business,
Warehouse) @0n Battlefield Collection location on battlefield @0ther Other
collection location (describe) </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ Xxs: sequence>
</ xs: conmpl exType>
<xs:conpl exType nanme="M croCol | ecti onLocati onDescri pt or Type">
<xs: si nmpl eCont ent >
<xs:extension base="string4000">
<xs:attribute name="type"
t ype=" CVEnunDOVEXM cr oCol | ecti onLocati onDescri pt or TypeType: CVEnunDOVEXM cr oCol | ecti onLocat i onDescri pt or TypeType"
use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<|__ kkhkkhkkhkkhhhhkkhkhkhkhkhhhhhkhkhdhkhdhhhhkhkhkhkhhhhhhkhkhk dhhhhhkhkhkikhdhhhhkhkhkhkhhhkhikhkhkhk -->
Subj ect Details -->
EE IR I S b b S S S S I I S S I I S S S S S I I I b S I I A I I I I I I b ->

<xs: el ement name="subj ect!|nformation">
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<xs:annot ati on>
<xs:docunent ati on> Defines the subject information structure of the DOMEX assertions. A
"subject" could be a person, organization, facility or piece of equipment that is
associated with this acquisition. Multiple subjects of differing types are
permitted. Type of Subject Denoted by subject element </ xs: docunentation>
</ xs:annot at i on>
<xs: conpl exType>
<Xs:sequence>
<xs: choi ce>
<xs:element ref="ldentity:identity"/>
<xs:element ref="facility"/>
<xs:el enment ref="organization"/>
<xs:el enment ref="equi prent"/>
</ xs: choi ce>
<xs: el ement nane="fisaRel at ed"
t ype=" CVEnunDOVEXFi saType: CVEnunDOVEXFi saType"
m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Information acquired by the FBI in accordance with
FISC-authorized physical searches, electronic surveillance, or other
means of acquisition targeting foreign powers and agents of foreign
powers. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="fisaCaseld" type="stringl00" ni nCccurs="0">
<xs:annot ati on>
<xs:docunentation> The Case ID if this is a FISA case </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="ot herl dType"
t ype="CVEnunDOVEXCol | ect i ngUni t | DTypeType: CVEnunDOVEXCol | ecti ngUni t | DTypeType"
m nCccur s="0">
<xs:annot ati on>
<xs:docunent ati on> Other ID types associated with subject
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute name="uui d" type="Uui dType" use="optional ">
<xs:annot ati on>
<xs:docunentation> A UUID attribute is provided for systems that make use of
such an identifier. </xs:docunentation>
</ xs:annot ati on>
</ xs:attribute>
<xs:attributeGoup ref="irm SecurityAttributesGoup"/>
<xs:attribute ref="DESVersion" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >

<|__ EE S I I S I S S I I I S S I I S S S b b I b b b S I I I b b I I I I S b b b I I S ->
<l-- Facility -->
<|__ ER IR I S b b S S S I R I S S I I I S S S S S b b I S I b S I I A I I b b I I I I b b - >
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<xs:element name="facility">
<xs:annot ati on>
<xs: docunent ati on>Defines the metadata about a facility when a facility is the subject
of an acquisition. It is also used to specify content and analytic facility metadata
extracted from the file object or added through content management and
analysis.</xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs:el ement nane="name" type="xs:string">
<xs:annot ati on>
<xs: docunent ati on> Name of the facility </ xs: docunentation>
</ xs:annot ati on>
</ xs: el enent >
<l-- artfl14830 - Unbound facility address el enment -->

<xs: el ement nane="address"
type="irm Pl aceType"
m nQccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunentation> A group of entities used in the DoD Discovery Metadata
Specification postalAddress plus others. Optionally includes Street,
City, State, Province, Postal Code, and Country Code.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:elenment nane="affiliatedCountry”
type="irm ConmpoundCount ryCodel dent i fi er Type"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Country to which the facility is affiliated
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="rel ati onshi p"
type="Rel ati onshi pType"
m nCccur s="0"
maxOccur s="unbounded" >
<xs:annotati on>
<xs:docunentation> A relationship captures how entities are related to one
another. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute name="uui d" type="Uui dType" use="optional"/>
<xs:attribute ref="DESVersion" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >

<| P kkhkkhkkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkhk khkhkhkhkikhkhk kikhkik,kikhkik,k,kk** >
<I-- Organi zation -->
<|__ EE R R Ik Sk S Sk Sk S S S S S S S S kS S Sk I O kS kS S kS kI kO S I S -->
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<xs: el ement name="organi zation">
<Xs:annot ati on>
<xs:docunent ati on> Describes an Organization in the DOMEX Data Assertion
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="nane"
type="Organi zati onNaneType"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Name of the organization if subject is an organization.
Includes Translated and Transliterated values if available.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="type"
t ype=" CVEnunDOVEXOr gani zat i onTypeType: CVEnunDOVEXOr gani zat i onTypeType"
m nCccurs="0">
<Xs:annot ati on>
<xs:docunent ati on> Indicates the type of organization being described
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="description" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Descriptive details concerning organization
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="acronynt
type="string40"
m nCccur s="0"
maxCccur s="unbounded"” >
<xs:annot ati on>
<xs:docunent ati on> Acronym representing the organization name.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="phone"
type="stringl00"
m nQccur s="0"
maxCccur s="unbounded" >
<Xs:annot ati on>
<xs:docunent ati on> A telephone number. This value includes country code and
area code when applicable. Includes the original number in the native
language script and also the ASCII representation. Can be the phone
number of a person or organization. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="e-mil"
type="string256"
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m nCccur s="0"
maxOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> An address for electronic mail. Can be for a person or
organization. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="l| ocation"
type="irm Pl aceType"
m nCccur s="0"
maxOccur s="unbounded" >
<xs:annot ati on>
<xs:docunentation> A group of entities used in the DoD Discovery Metadata
Specification postalAddress plus others. Optionally includes Street,
City, State, Province, Postal Code, and Country Code.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute ref="DESVersion" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:conpl exType nanme="Organi zati onNaneType" >
<xs: si nmpl eCont ent >
<xs:extensi on base="string500">
<xs:attribute nane="type"
t ype=" CVEnunDOVEXOr gani zat i onNanmeTypeType: CVEnunDOVEXOr gani zat i onNaneTypeType"
use="required"/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<| P kkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhdhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk khkhkhk kikhkhk krkhk**x -->
<!-- Equi pnent -->
<|__ R Ik Ik Sk kI kS kS R Rk kS kI S S kS kI kI kI kI I - >

<xs:el ement nanme="equi prent" >
<xs:annot ati on>
<xs: docunent ati on> Defines the metadata about equipment when equipment is the subject of
an acquisition. It is also used to specify content and analytic equipment metadata
extracted from the file object or added through content management and analysis.
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:el ement nane="designator" type="xs:string">
<xs:annot ati on>
<xs: docunent ati on> Equipment designator. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="nonencl ature" type="xs:string">
<xs:annot ati on>
<xs:docunent ation> The name or nomenclature of the equipment.
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</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el ement >
<xs: el ement nane="countryO Manuf act ure”
type="irm ConpoundCount r yCodel denti fi er Type"
m nCccur s="0"
maxOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Country in which the equipment was manufactured.
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el ement >
<xs: el enent nane="seri al Nunber"
type="xs:string"
m nCccur s="0"
maxOccur s="unbounded" >
<XSs: annot ati on>
<xs:docunent ati on> The serial number of a specific piece of equipment.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="rel ati onshi p"
type="Rel ati onshi pType"
m nQccur s="0"
maxCOccur s="unbounded" >
<XS:annot ati on>
<xs: docunentation> A relationship captures how entities are related to one
another. </ xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="remark"
type="Renmar kType"
m nQccur s="0"
maxCccur s="unbounded" >
<xS:annot ati on>
<xs:docunent ati on> User comments. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute name="uui d" type="Uui dType" use="optional"/>
<xs:attribute ref="DESVersion" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >

<| P EIR IR I b b I I S I I b b I I S I I b I I I I O I b R R I S I b b R R I I S S b I I I I S S b b I b I >
<l-- Media Details -->
<|__ EE IR I I S b b b I I I I I R b I I I I I kI I I S I b I S S b b I R I I O I b b R I S S I b E -->

<xs: el ement nanme="nedi aDetail s">
<xs:annot ati on>
<xs: docunent ati on> Media or Device Metadata: Data about the media or device source to
include: connection to collection data, item identity within context of collection,
hardware serial number, model number, image hash value. A physical media that may
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contain one or more files. </ xs:docunentati on>

</ xs:annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="dataOawner" type="stringl00">
<xs:annot ati on>
<xs:docunent ati on> Organization that acquires, obtains, collects and/or
provides media to national repositories </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="personNane" type="string300" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Person Name/Name associated with organization media owner
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="phoneNunber” type="stringl00" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Phone Number/Telephone number associated with
organization media owner </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:element nane="itenBerial Nunber" type="stringl00">
<xs:annot ati on>
<xs: docunent ati on> Serial Number of media </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="col | ecti ngDevi ceDi stinct Nane" type="stringl00" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Name of device that collected information
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="typeCO Conponent" type="string256">
<xs:annot ati on>
<xs:docunent ati on> Derived data or original data (scan of paper versus image
of hard drive) </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="expl oi tati onResul tsCl assi fication"
type="Expl oi tati onResul tsCl assificati onType">
<xs:annot ati on>
<xs:docunent ati on> The cumulative classification that is evaluated and
derived upon review by analysts. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<l-- artfl14834 - Make devicel mage optional -->

<xs: el ement nane="devi cel mage" type="Devicel mageType" ni nCccurs="0">
<xs:annot ati on>
<xs:docunent ation> An image or copy made of a media device
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
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<xs: el ement nane="di spositionO Oiginal Source" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Location of the original media </ xs: docunentati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:element nane="firmmare" type="FirmmvareType" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> The Firmware embedded in the media device.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="nedi aSi ze" type="string50" nm nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Media size as stated on device label, etc.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="manufacturer" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Device manufacturer </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="nodel Nunber" type="stringl00" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Device model number </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="sourceManufacturer" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Media manufacturer </xs:docunentati on>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="machi neSi d" type="stringl00" nmi nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The Machine SID is used to identify a computer on a
network under Windows operating system. The machine SID is stored in the
SECURITY registry hive located at SECURITY\SAM\Domains\Account, this key
has two values F and V. The V value is a binary value that has the
computer SID embedded within it at the end of its data (last 96 bits).
The format of these IDs are as follows: SID:
S-1-5-21-108503121-1563985344-725345543 S - SID Label 1 - SID Version 5
- The identifier authority value 21-3623811015-3361044348-30300820 -
domain or local computer value. </xs:docunentation>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="vol unel d" type="stringl00" ni nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Semi-unique number associated with a device when
formatted. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="processingSite" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Location where media was first imaged or forensically
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processed </ xs: docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="contact!| nformation" type="string400" ni nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Contact information of who processed media
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="t ool sOr ProcessesUsed" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Tools/processes used iIn processing media
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="typeO Syst enfor ensi cal | yPur el mageCr eat ed"”
type="string256"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Type of System where Forensically Pure Image was Created
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="soft war eUsedToPr ocessType" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Software used to process forensically pure image
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="versi oni ngxf Sof tware" type="string50" m nOccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Versioning of software used to process forensically pure
image </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="expl anati onOf Process” type="string256" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Explanation of forensically pure image creation process
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="i sDamaged" type="xs:bool ean" m nCccurs="0">
<xs:annot ati on>
<xs:docunentation> A binary flag indicating that a device is damaged
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="repairsPerfornmedBy" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Person Description of repairs performed on damaged device
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="rel ati onshi pOf Mul ti pl el nagesToSi ngl eDocunent "
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type="string4000"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Relationship of multiple images to single document
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="nunber O Fi |l es"
type="Nunmber Of Fi | esType"
m nCccur s="0"
maxQccur s="3">
<xs:annot ati on>
<xs: docunent ati on> Number of videos/audio files/pictures on the device.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="cabl eRef erenceMessageTrafficl D’
type="stringl00"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Cable/Reference/Message Traffic ID </ xs:docunentati on>
</ xs:annot ati on>
</ xs: el enent >
<l-- Change Request #889 - Add Activity / sub activity elenents -->

<xs:el ement nane="activity"
type="ActivityType"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on> Supports the ability to perform collection, media, and
document similarity classification. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<l-- End of Change Request #3889 -->

<xs: el ement ref="subjectlnformtion" m nCccurs="0" maxOccur s="unbounded"/ >
<xs:elenment ref="file" m nCccurs="0" maxOccurs="unbounded"/ >
<l -- Change Request #529 - Add USB device info -->

<xs: el ement nane="usbDevi ceRef er ence"
type="UshDevi ceRef erenceType"
m nCccur s="0"
maxOccur s="unbounded"/ >
</ xs: sequence>
<xs:attributeGoup ref="irm SecurityAttributesG oup"/>
<xs:attribute name="uui d" type="Uui dType" use="optional"/>
<xs:attribute ref="DESVersion" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:conpl exType nanme="Expl oitati onResul t sCl assi ficationType">
<xs: si nmpl eCont ent >
<xs:extensi on base="xs:string">
<xs:attributeGoup ref="irm SecurityAttributesG oup"/>
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</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:conpl exType nane="Fi r mvar eType" >
<XS: sequence>
<xs:el ement name="nmanufacturer" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Firmware Manufacture </ xs: docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="part Nunber" type="stringl00" m nOccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Firmware Part Number </xs: docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="versi onOr Rel ease" type="string50" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Firmware Version or Release </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement nanme="bi osDat eAndTi ne" type="irm Conbi nedDat eType" ni nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> BIOS Date and Time </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement name="act ual Dat eAndTi ne" type="irm Conbi nedDat eType" ni nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Actual date and time when BIOS date and time were collected
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conmpl exType>
<xs: conmpl exType nanme="Sof t war eUsedToPr ocessType" >
<Xs:sequence>
<xs: el ement nanme="nane" type="xs:string">
<xs:annot ati on>
<xs:docunent ati on> Software used to process forensically pure image
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs:el ement name="version" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Versioning of software used to process forensically pure
image </ xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="Devi cel mageType" >
<XS: sequence>
<xs: el ement name="name Devi cel mageFi | e" type="string256">
<xs:annot ati on>
<xs:docunment ati on> Name of file given to device image </xs:docunentati on>
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</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="nmedi aType" type="CVEnunDOVEXMedi aType: CVEnunDOVEXMedi aType" >
<xs:annot ati on>
<xs: docunent ati on> Device type or media type. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="col | ecti onl DNunber" type="string38">
<xs:annot ati on>
<xs:docunment ati on> Number that identifies collection </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="dat el maged" type="irm Conbi nedDat eType" >
<xs:annot ati on>
<xs: docunent ati on> The Date-Time-Group (DTG) imaging was started for a single
piece of media. </xs:docunmentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="typeO Conponent" type="xs:string">
<xs:annot ati on>
<xs:docunent ati on> Derived data or original data (scan of paper versus image of
hard drive) </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el emrent nanme="devi cel mageResul t sCl assification">
<xs:annot ati on>
<xs:docunment ati on> The cumulative classification that is evaluated and derived
upon review by analysts. </xs:docunentation>
</ xs:annot ati on>
<xs: conpl exType>
<xs: si npl eCont ent >
<xs:extension base="xs:string">
<xs:attributeGoup ref="irm SecurityAttributesGoup"/>
</ xs: ext ensi on>
</ xs: si nmpl eCont ent >
</ xs: conpl exType>
</ xs: el enent >
<xs:element name="priorityO Conponent" type="xs:string">
<xs:annot ati on>
<xs:docunent ati on> For NEXSYS, higher priority media and their contents will be
processed first. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<I-- Change Request #663 - Allow nmultiple hash values -->

<xs: el ement nanme="i mageHashDi gest" type="HashDi gest Type" nmaxCOccurs="unbounded" >
<xs:annot ation>
<xs: docunent ati on> Hash of raw image. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nanme="sour ceHashDi gest" type="HashDi gest Type" nmaxCccurs="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Hash of stored content </ xs:docunentation>
</ xs: annot at i on>
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</ xs: el enent >
<xs: el ement name="inageSi ze" type="I|mgeSi zeType" >
<xs:annot ati on>
<xs:docunent ati on> Original size of the image </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="inageType" type="stringl00">
<xs:annot ati on>
<xs:docunent ati on> Image Type, such as EO1, Raw, etc </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement name="isl nageLocked" type="xs:bool ean">
<xs:annot ati on>
<xs:docunentation> Is the source locked? </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ Xxs: sequence>
<xs:attributeGoup ref="irm SecurityAttributesG oup">
<xs:annot ati on>
<xs:docunent ation> The classification level for the image </xs:docunentation>
</ xs:annot ati on>
</xs:attributeG oup>
</ xs: conpl exType>
<xs:conpl exType nane="| mageSi zeType" >
<xs: si npl eCont ent >
<xs: extension base="xs: positivel nteger">
<xs:attribute nane="type"
t ype=" CVEnunDOVEXI mageSi zeTypeType: CVEnunDOVEXI mageSi zeTypeType"
use="required"/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:conpl exType name="Nunber O Fi | esType" >
<xs: si npl eCont ent >
<xs:extensi on base="xs:nonNegativel nt eger">
<xs:attribute nane="type"
t ype=" CVEnunDOVEXNunber O Fi | esTypeType: CVEnunDOVEXNunber O Fi | esTypeType"
use="required"/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<|__ EE IR I b b I I I S I I I b I I I S I b b I R I I S b b R I I S I b b I R I I S S I b I I S I b b b I -->
<l-- File - Media contains one or nore files -->
<|__ EE IR I b S b b I E I I S S I R I I I I b Ik I S I I I b b b I I I S I b b I R I I I b b b I I I S I b I -->

<xs:el ement nanme="file">
<xs:annot ati on>
<xs:docunentati on> File Metadata: File metadata includes original document, derived,
content and analytic metadata. Document metadata includes Original File metadata,
Translation metadata, and Related Files. Documents include: documents, videos,
images, audio files, scanned documents (including pocket litter), etc.
</ xs: docunent ati on>
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</ xs:annot ati on>
<xs:conpl exType>
<XS: sequence>
<l-- irmidentifier xs:elenent nanme="harnmonyNunber" type="string40">
<xs:annot ati on>
<xs:docunent ati on>
Uni que number assigned to the Harnmony record. The Harnony Nunmber nust be uncl assified
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent -->

<xs:element nane="title" type="Titl eType" nmaxCccurs="unbounded">
<xs:annot ati on>
<xs:docunent ati on> Descriptive Title - Title of the original document or a
descriptive title. Translated Title - Translation of the title of the
original document. Original Title - Title of the original document.
Transliterated for non-Latin characters. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="pri nmaryLanguage"
t ype="CVEnunm RM S0639- 3Tri gr aph: CVEnum RM S0639- 3Tri gr aph" >
<xs:annot ati on>
<xs:docunent ati on> Primary Language of the Original Document.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="addi ti onal Languages"”
t ype="CVEnum RM S0639- 3Tri gr aph: CVEnuml RM S0639- 3Tri gr aph”
m nCccur s="0"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on> Additional languages in the original document.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="docunent Date" type="irm Approxi nmabl eDat eType" m nCOccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date the original document was published (as identified
in the document). </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<lI-- irmacqui redOn xs:el ement nanme="dat eAcquired" type="irm Conbi nedDat eType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on>
Date the original docunent was obtained, collected, acquired, or purchased. This date nay be the sane as the Acquisition Metadata - Date Acquired
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:element -->

<xs: el ement nane="entryDate" type="irm Conbi nedDat eType" mi nCccurs="0">
<xs:annot ati on>

<xs: docunent ati on> System generated date when the record entered the system.
</ xs: docunent ati on>

</ xs:annot ati on>
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</ xs: el enent >
<xs: el ement nane="docunent Type"
t ype=" CVEnunDOVEXDocumnent Type: CVEnunDOVEXDocunent Ty pe"
m nCccurs="0">
<xs:annot ati on>
<xs:docunentation> Type of information contained in the original document,
such as technical manual, study, letter, or article. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:elenment nane="format" type="stringl00" ni nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Physical state of the captured original document, for
example, Electronic File, Compact Disc or Paper Copy.-
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<l-- artf14831 - Unbound project elenent -->

<xs: el ement nane="project"
type="stringl50"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on> Code name(s) for the operation under which this document
was collected. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="owni ngAgency" type="AgencyType" mi nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Agency that owns the original document and record
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="countryCf | nformation"
type="irm ConpoundCount r yCodel denti fi er Type"
m nQccurs="0">
<xs:annot ati on>

<xs: docunent ati on> Country(s) referenced in the original document.
</ xs: docunent ati on>

</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="countryOf Publication”
type="irm ConpoundCount ryCodel denti fi er Type"
m nCccurs="0">

<xs:annot ati on>

<xs: docunent ati on> Country where the original document was published or
written. </xs:docunentation>

</ xs:annot ati on>

</ xs: el enent >

<l-- irmkeyword xs:el enent name="keyword" type="xs:string” m nQccurs="0" maxCccurs="unbounded">

<Xs: annot ati on>
<xs: document ati on>

Keywor ds about the docunment. Generic or specific terms representing the content of the origi na
</ xs: docunent ati on>

docunent .

Exanpl es

WD, M ssile Technol ogy, POW

| ED.
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</ xs: annot ati on>
</ xs: el emrent-->

<xs: el ement nane="rel at edDocunent Nunber "
type="xs:string"
m nCccur s="0"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Document numbers associated with the Document record.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="remark" type="RenmarkType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Free text Field where a remark or description may be
included. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="rel at edl SN
type="xs:string"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunentation> List of Internment Serial Numbers (ISNs) related to this
document. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="birDet ai nee" type="BirDetai neeType" ni nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Detainee name and biometric URL associated with the ISNs
in the Biometrics Intelligence Resource (BIR). </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="dat eAccessed" type="irm Conbi nedDat eType" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Date of last file access as recorded by the operating
system of the original media. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="dateCreated" type="irm Conbi nedDat eType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date file was created as stored by the operating system
of the original source media. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="dat eModi fied" type="irm Conbi nedDat eType" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Date Ffile was last modified as stored by the operating
system of the original source media. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="di sposition”
t ype=" CVEnunmDOVEXDi sposi ti onType: CVEnunDOVEXDi spositi onType"
m nCccurs="0">
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<xs:annot ati on>
<xs:docunent ati on> One of six categories (or dispositions) of files: overt,
deleted, derived, residual, generated and uploaded. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:element nane="transliteratedFil eNane" type="string256" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Transliterated filename. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="origi nal Fi |l eName" type="string256">
<xs:annot ati on>
<xs:docunent ati on> Filename of the document, image or multi-media file as
stored by the operating system of the original source media.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<l -- Change Request #532 DOVEX: File Types - Accommpdate Legacy Data Stores. -->

<xs:elenment nane="fileM neType" type="CVEnunM METype: CVEnunM METype" >
<xs:annotati on>
<xs:docunentation> File mime type of the original Ffile. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="fil eType"
t ype=" CVEnunDOVEXFi | eType: CVEnunDOVEXFi | eType"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Legacy file type of the original file.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<l-- End of Change Request #532 -->

<xs: el ement nanme="nunber Of Pages" type="xs:positivelnteger" m nCccurs="0">
<xS:annot ati on>
<xs:docunent ati on> Number of pages in the document. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nanme="nunmber Of Wrds" type="xs:positivelnteger" m nCccurs="0">
<xS:annot ati on>
<xs: docunent ati on> Number of words in the document. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="duration" type="xs:positivelnteger" m nCccurs="0">
<XxSs:annot ati on>
<xs: docunent ati on> Duration, in seconds, of the audio or video recording.
</ xs: docunment ati on>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nanme="nedi a"
t ype=" CVEnunDOVEXMedi aType: CVEnunmDOVEXMedi aType"
m nQccurs="0">
<XSs: annot ati on>
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<xs:docunent ati on> Media Type. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="size" type="xs:positivelnteger" mnm nCccurs="0">
<xs:annot ati on>
<xs:docunentation> Size of the file in Kbytes. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="sourcePath" type="xs:anyURl " m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Complete source path of the file as stored on the
original media. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<l-- artfl14840 - Leave hash value in file definition -->

<I-- Change Request #663 - Allow nultiple hash values -->

<xs: el enment nane="hashVal ue"
type="HashDi gest Type"
m nQccur s="0"
maxOccur s="unbounded" >
<XSs:annot ati on>
<xs: docunent ati on> Hash Code of the Original File. Hash types include: MD-5,
SHA-256, SHA-1 </ xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nanme="nunber O Dupl i cat esl nCDR"
t ype="xs: nonNegati vel nt eger"
m nCQccurs="0">
<XSs: annot ati on>
<xs: docunent ati on> The number of times the file has been seen in NEXSYS
regardless of whether it has been found multiple times in a single
collection. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="nunmber & Sim |l arFil esl nCDR"
t ype="xs: nonNegati vel nt eger”
m nQccurs="0">
<Xs: annot ati on>
<xs:docunent ati on> The number of times a similar file has been seen in
NEXSYS regardless of whether it has been found multiple times in a
single collection. </xs:docunentation>
</ xs: annot at i on>
</ xs: el ement >
<xs: el ement nane="propertieslLast EditedBy" type="string40">
<Xs: annot ati on>
<xs:docunent ati on> NEXSYS User ID of the individual that last modified the
Ffile metadata. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="dat eAndTi neCf Last Modi fi cation” type="irm Combi nedDat eType" >
<xSs:annot ati on>
<xs: docunent ati on> Date the file metadata was last modified.
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</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="reasonFor Modi fication" type="string512">
<xs:annot ati on>
<xs:docunent ati on> Free text Ffield where the reason for modification is
entered. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="hasSubtitles" type="xs:bool ean" m nCccurs="0">
<xs:annot ati on>
<xs:docunentation> A Yes or No field to indicate if a multimedia file has
subtitles. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="subtitl eLanguage"
type=" CVEnum RM S0639- 3Tri gr aph: CVEnum RM S0639- 3Tri gr aph”
m nCQccurs="0">
<xs:annot ati on>
<xs:docunent ation> Primary subtitle language. </xs:docunmentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="producti onG oup" type="string512" nm nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Multi-media producer. Need list of known values (eg:
Bollywood, Warner Brothers, etc.) </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="speakerldentification" type="stringl000" m nCccurs="0">
<xs:annot ati on>
<xs:docunentati on> Free text field where identified speakers in an audio or
video recording may be entered. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<l-- Change Request #889 - Add Activity / sub activity elenents -->

<xs:el ement nane="activity"
type="ActivityType"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Supports the ability to perform collection, media, and
document similarity classification. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<l-- End of Change Request #889 -->

<l-- artfl4832 - Media or derived file information optional -->
<l-- Change Request #531 - DOVEX: Derived Files - Allow for translated nmedia, derived files and derived files derived fromother files. -->
<xs: el ement nane="nedi aFile" type="Medi aFil eType" mi nCccurs="0"/>

<xs: el ement nane="transl ati on" type="Transl ationDetail sType" m nCccurs="0"/>
<xs: el ement nane="derivedFile" m nOccurs="0" maxCccur s="unbounded" >
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<xs:conpl exType>
<Xs:sequence>
<xs:elenment ref="file"/>
</ Xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<l-- End of Change Request #531 -->

<xs: el ement nane="anal ytics" type="Anal yticType" m nCccurs="0">
<xs:annot ati on>
<xs:docunentation> An entity iIs something with distinct,
existence in the real world, either concrete or abstract. The term
entity may be used for the thing in the real world, or alternatively it
may be used for a representation of the thing in some information system
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attributeGoup ref="irm SecurityAttributesG oup"/>
<xs:attribute name="uui d" type="Uui dType" use="optional"/>
<xs:attribute ref="DESVersion" use="optional"/>
</ xs: conpl exType>
</ xs: el enent >

<|__ EE IR b b b I I S I I I b I I I S I I b I R I I S b b R I S I b b R R I I S S I I I I I S I b b I I I I >
<l-- Reference to a USB device -->
<|__ EE IR I S b b I I I S I R b I I S I I kS S S b b I I I S b b b R R I I O I b bk I S O I b b -->

<!-- Change Request #529 - Add USB device info -->

<xs: conpl exType nane="UsbDevi ceRef erenceType" >

<xs:annot ati on>

<xs:docunent at i on>Data about a device connected to the media via USB
interface.</ xs: docunent ati on>

</ xs:annot ati on>

<Xs:sequence>
<xs:el ement name="serial Nunber" type="xs:string"/>
<xs: el ement nane="vendor|d" type="xs:string"/>
<xs: el ement name="vendor Nane" type="xs:string"/>
<xs: el ement name="productld" type="xs:string"/>
<xs:el ement name="product Nane" type="xs:string"/>
<xs:element name="interfaceld" type="xs:string" m nCccurs="0"/>
<xs:el ement nanme="interfaceNane" type="xs:string" m nOccurs="0"/>
<xs: el ement name="version" type="xs:string"/>
<xs: el ement nanme="firstConnectTi ne" type="xs:dateTinme"/>
<xs: el ement nanme="reboot Connect Ti ne" type="xs: dateTi ne"/>
<xs: el ement name="1ast Connect Ti me" type="xs: dateTi ne"/>
<xs:el emrent name="vol umeCui d" type="donmex: Uui dType"/>
<xs: el ement nanme="sof t wareVersion" type="xs:string"/>
<xs:el ement name="drivelLetter" type="xs:string"/>

</ Xxs: sequence>

<xs:attribute nanme="foundln" type="xs:string" use="optional"/>

</ xs: conpl exType>

independent
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<!-- End of change Request #529 - Add USB device info -->

<xs:conpl exType name="Titl eType">
<xs: si npl eCont ent >
<xs: extensi on base="string500">
<xs:attribute name="type"
t ype=" CVEnunDOVEXTi t | eTypeType: CVEnunDOVEXTi t | eTypeType”
use="required">
<xs:annot ati on>
<xs:docunentation> Type of title - Original, translated, descriptive
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs:attribute>
<xs:attribute name="|anguage"
type="CVEnum RM S0639- 3Tri gr aph: CVEnunml RM S0639- 3Tri gr aph"
use="optional ">
<xs:annot ati on>
<xs:docunent ati on> Language of the document title. </xs:docunentation>
</ xs:annot ati on>
</ xs:attribute>
<xs:attributeGoup ref="irm SecurityAttributesG oup"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:conpl exType nane="Bir Det ai neeType" >
<Xs:sequence>
<xs: el ement nanme="bi rDet ai neeNane" type="string300">
<xs:annot ati on>
<xs:docunment at i on> Detainee name associated with the ISNs in the Biometrics
Intelligence Resource (BIR). </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el emrent name="bi onetricUrl"
type="xs:anyURl "
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunentation> List of URLs to this detainee®s records in BIR.
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
</ Xxs: sequence>
<xs:attributeGoup ref="irm SecurityAttributesG oup"/>
</ xs: conpl exType>
<xs:conpl exType nanme="Medi aFi | eType" >
<xs: choi ce>
<xs: el ement nanme="exiflnmage" type="InmageDetail sType"/>
<xs: el ement nanme="audi 0" type="Audi oDetail sType"/>
<xs:el ement nanme="vi deo" type="Vi deoDetail sType"/>
</ xs: choi ce>
</ xs: conpl exType>
<xs:conpl exType nanme="| mageDet ai | sType" >
<xs:annotation>
<xs:docunent ati on> Exchangeable Image File Format (EXIF) information. EXIF is the
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standard that specifies the formats to be used for images, sound and tags in digital
still cameras and in other systems handling the image and sound files recorded by
digital still cameras. </ xs:docunentation>
</ xs:annot at i on>
<Xs:sequence>
<xs: el ement nanme="nodel" type="stringl00" m nCccurs="0">
<xs:annot ati on>
<xs:document ati on> The image input equipment model name or number.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="make" type="stringl00" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The image input equipment manufacturer. </xs:docunentati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="caneraSerial Nunber" type="stringl00" m nCccurs="0">
<xs:annot ati on>
<xs: docunentati on> The image input equipment serial number. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="dateTi neOriginal" type="irm Conbi nedDat eType" mi nCccurs="0">
<xs:annot ati on>
<xs: docunentati on> The date and time of image creation. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="imgeWdth" type="xs:positivelnteger" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> The number of columns of image data, equal to the number of
pixels per row. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="i mageLength" type="xs:positivelnteger"” m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The number of rows of image data. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="gpsCoordi nat es" type="tspi-core: Point Type" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The reported GPS coordinates expressed as degrees, minutes
and seconds. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="Audi oDet ai | sType" >
<xs:annot ati on>
<xs:document ati on> Details for an audio Ffile </xs: docunentation>
</ xs:annot at i on>
<Xs:sequence>
<xs:el ement nanme="bitRate" type="xs:positivelnteger" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> The number of bits that are conveyed or processed per unit of
time. </xs:docunentation>
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</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="sanpl eRate" type="xs:positivelnteger" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> The number of samples per unit of time (usually seconds)
taken from a continuous signal to make a discrete signal.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="channel s" type="xs:positivelnteger” m nOccurs="0">
<xs:annot ati on>
<xs: docunent ati on> The reported number of audio channels in a multitrack
recording. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="conpression" type="string50" m nOccurs="0">
<xs:annot ati on>
<xs:document ati on> The compression format or standard used to store the audio
data. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="codec" type="string50" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> The device or computer program capable of encoding or
decoding a digital data stream or signal. </ xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nane="Vi deoDet ai | sType" >
<xs:annot ati on>
<xs: docunent ati on> Details for a video Ffile </xs: docunentation>
</ xs:annot at i on>
<Xs:sequence>
<xs: el ement nanme="creatorTool" type="stringl50">
<xs:annot ati on>
<xs:docunment ati on> The reported tool that created the media file.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="franeRate" type="string50" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The reported frame rate of the media file.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="dataRate" type="string50" m nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> The reported bit rate of the video stream.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="Ilength" type="string50" m nCccurs="0">
<xs:annot ati on>
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<xs:docunment ati on> The length of the recording expressed in
hours:minutes:seconds </ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="codec" type="string50" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The device or computer program capable of encoding or
decoding a digital data stream or signal. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="resol ution" type="string50" ni nCccurs="0">
<xs:annot ati on>
<xs:docunment ati on> The number of pixels expressed as width x height.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el enment name="mal ware" type="stringl50" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> The name of a specific piece of malware found by a scan.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs:conmpl exType nanme="Transl ati onDetai | sType">
<xSs:annot ati on>
<xs:docunent ati on> Details for a translation </xs: docunentati on>
</ xs: annot ati on>
<Xs:sequence>
<xs:el ement nanme="transl ati onStat us"
t ype=" CVEnunDOVEXTr ansl at i onSt at usType: CVEnunDOVEXTr ansl ati onSt at usType"
m nCccur s="0">
<xs:annot ati on>
<xs: docunent ati on> Status of the translation activity. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs:el ement nanme="transl ati onAgency" type="AgencyType" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Agency/Organization assigned to perform the translation.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="transl ati onType"
t ype=" CVEnunDOVEXTr ansl ati onType: CVEnunDOVEXTr ansl at i onType"
m nCccurs="0">
<xs:annot ati on>
<xs:document ati on> Description of the type of translation. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement name="transl ati onDate" type="irm Conbi nedDat eType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date the translation was completed. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
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<xs: el ement nanme="I| anguageFr ont
type=" CVEnum RM S0639- 3Tri gr aph: CVEnum RM S0639- 3Tri gr aph”
m nCccur s="0">
<xs:annot ati on>
<xs: docunent ati on> Language(s) of the original document being translated.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement nanme="| anguageTo"
t ype="CVEnunm RM S0639- 3Tri gr aph: CVEnunl RM S0639- 3Tri gr aph”
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Language being translated to; this is usually English.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el enment name="transl ati onDocunent” type="xs:anyURl " m nCccurs="0">
<xs:annot ati on>

<xs:docunent ati on> Document resulting from this translation. </xs:docunentation>

</ xs:annot ati on>
</ xs: el enent >
<xs:el ement name="priority"
t ype=" CVEnunDOVEXTr ansl ati onPri orityType: CVEnunDOVEXTr ansl ati onPri orityType"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Priority of this translation. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el enment name="remark" type="RemarkType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Additional information about the translation.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs:el ement nanme="requester" type="string300" nmi nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Name of the individual requesting a translation.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement name="request er Agency" type="AgencyType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Agency/Organization of the translation requester.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs:el ement name="request Date" type="irm Conbi nedDat eType" ni nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date the request was submitted. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el emrent nanme="dat eRequired" type="irm Conbi nedDat eType" mi nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date by which the translation is required.
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</ xs: docunment ati on>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement name="machi neTransl ati onTool " type="string256" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Name and version of the tool used to create the machine
translation. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ Xxs: sequence>
</ xs: compl exType>
<xs:conpl exType nanme="Anal yti cType">

<xs:annot ati on>
<xs:docunent ati on> Content and Analytic Metadata - An entity is something with distinct,

independent existence in the real world, either concrete or abstract. The term
entity may be used for the thing in the real world, or alternatively it may be used
for a representation of the thing in some information system.. Relationships that
exist between entities. </xs:docunentation>
</ xs:annot ati on>
<xs: choi ce maxCccur s="unbounded" >
<xs:el ement name="personEntity">
<xs:annot ati on>
<xs:docunent ati on> A physical person is a biological entity that uniquely
represents a person. Any entity with the attributes that constitute
personhood. </ xs:docunentation>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
<xs:group ref="namedEntityComonEl enents"/>
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:elenment nane="identityEntity">
<xs:annot ati on>
<xs:docunentation> An identity is a set of biographic information and/or
biometric information (e.g., photographs) that a person uses and/or is
associated with at a point in time. Each physical person can have multiple
identities. Multiple identities can be grouped together into a single
person, associating the group to the biometric information for the person.
Optional ldentity attributes include: Honorific Prefix, Given Name,
Additional Name, Family Name, Honorific Suffix, Date of Birth, Date of
Death, Place of Birth, Place of Death, Gender, Physical Description
</ xs: docunent ati on>
</ xs: annot ati on>
<xs:conpl exType>
<Xs:sequence>
<xs:group ref="entityComonEl enents"/>
<xs:group ref="namedEntityCommonEl enents"/>
<xs:elenment ref="ldentity:identity"/>
</ Xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
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</ xs: el enent >
<xs: el ement nanme="personaEntity">
<xs:annot ati on>
<xs:docunment ati on> A collection of attributes that may include the attributes
for identity but will also include attributes that is dependent on context
and/or circumstance. </xs:docunentation>
</ xs:annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs:group ref="entityComonEl enents"/>
<xs:group ref="namedEntityCommonEl enents"/>
<xs: el ement nane="user Name" type="xs:string">
<xs:annot ati on>
<xs: docunent ati on> User name. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:elenment nane="rol e" type="xs:string">
<xs:annot ati on>
<xs:docunentation> A specific application within a persona.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="account Type" type="xs:string">
<xs:annot ati on>
<xs:docunentation> The type of account, includes email address,
instant messenger, VOIP, social networking site: Facebook,
Twitter, Google+, Other. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="handl e" type="xs:string">
<xs:annot ati on>
<xs:docunent ati on> Alias. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nanme="organi zati onEntity">
<xs:annot ati on>
<xs: docunent ati on> Organization - a group of persons united for a cause,
activity, ideal, etc. </xs:docunentation>
</ xs:annot ati on>
<xs: conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
<xs:group ref="namedEntityCommonEl enents"/>
<xs:elenment ref="organi zation"/>
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nane="|ocati onEntity">
<xs:annot ati on>
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<xs:docunent ati on> Geopoint or Postal Address. </xs:docunentation>
</ xs:annot at i on>
<xs: conpl exType>
<Xs:sequence>
<xs:group ref="entityConmonEl ements"/>
<xs:group ref="namedEntityComonEl enents"/>
<xs: choi ce>
<xs: el ement nanme="address" type="irm Pl aceType">
<xs:annot ati on>
<xs: docunentation> A group of entities used in the DoD Discovery
Metadata Specification postalAddress plus others. Optionally
includes Street, City, State, Province, Postal Code, and
Country Code. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement name="geoPoi nt" type="tspi-core: Point Type">
<xs:annot ati on>
<xs:document ati on> Associated location. Type: Geopoint
(optional) </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ xs: choi ce>
</ Xs: sequence>
<xs:attribute nane="uui d" type="UuidType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nane="equi prent Entity">
<xs:annot ati on>
<xs: docunent ati on> The name or nomenclature of the equipment.
</ xs: docunent ati on>
</ xs:annot at i on>
<xs: conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
<xs:group ref="nanmedEntityCommonEl enents"/>
<xs: el enment ref="equi pment"/>
</ Xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:elenment name="facilityEntity">
<xs:annot ati on>
<xs: docunentation> Facility name. </xs: docunentation>
</ xs:annot ati on>
<xs: conpl exType>
<XS:sequence>
<xs:group ref="entityConmonEl enents"/>
<xs:group ref="namedEntityComonEl enents"/>
<xs:element ref="facility"/>
</ xs: sequence>
<xs:attribute nanme="uui d" type="UuidType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nane="systemJriEntity">

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details. 61



DOMEX Schema Guide

December 1, 2022

<xs:annot ati on>
<xs:docunent ati on> Uniform Resource ldentifier (URl). </xs:docunentation>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
<xs: el ement nanme="uri" type="xs:anyURl"/>
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="enni | AddressEntity">
<xs:annot ati on>
<xs:docunent ati on> EmailAddress </xs:docunentati on>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
<xs: el enment nane="enui | Address" type="string256">
<xs:annot ati on>
<xs:docunent ati on> An address for electronic mail. Can be for a
person or organization. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nanme="webAddressEntity">
<xs:annot ati on>
<xs:docunentati on> Web Address </ xs: docunent ati on>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
<xs: el ement nanme="webAddress" type="string256"/>
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:elenment nane="titleEntity">
<xs:annot ati on>
<xs:docunentation> Title (personal) as extracted from a file by an entity
extraction tool. </xs:docunentation>
</ xs:annot at i on>
<xs: conpl exType>
<Xs:sequence>
<xs:group ref="entityConmonEl ements"/>
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="creditCardNunberEntity">
<xs:annot ati on>
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<xs:docunentation> Credit card number as extracted from a file by an entity
extraction tool. </xs:docunentation>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
</ xs: sequence>
<xs:attribute nanme="uui d" type="UuidType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nanme="personal | dEntity">
<xs:annot ati on>
<xs: docunent ati on> Personal ldentification Number as extracted from a file by an
entity extraction tool. </xs:docunentation>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
</ xs: sequence>
<xs:attribute nanme="uui d" type="UuidType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nanme="noneyEntity">
<xs:annot ati on>
<xs:docunentation> A unit of currency as extracted from a file by an entity
extraction tool. </xs:docunentation>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
</ xs: sequence>
<xs:attribute nanme="uui d" type="UuidType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement name="nationalityEntity">
<xs:annot ati on>
<xs:docunent ati on> Nationality as extracted from a file by an entity extraction
tool. </xs:docunentation>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>
</ xs: sequence>
<xs:attribute nanme="uui d" type="UuidType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement name="religionEntity">
<xs:annot ati on>
<xs:docunent ati on> Religion as extracted from a file by an entity extraction
tool. </xs:docunentation>
</ xs:annot ati on>
<xs:conpl exType>
<XS:sequence>
<xs:group ref="entityComonEl enents"/>

This document has been approved for Public Release by the Office of the Director of National Intelligence. See Distribution Notice for details.

63




DOMEX Schema Guide

December 1, 2022

</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="di stanceEntity">
<xs:annot ati on>
<xs:docunent ati on> Distance as extracted from a file by an entity extraction
tool. </xs:docunentation>
</ xs: annot ati on>
<xs: compl exType>
<Xs:sequence>
<xs:group ref="entityConmonEl ements"/>
</ xs: sequence>
<xs:attribute name="uui d" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el enment name="tinmeEntity">
<xs:annot ati on>
<xs:docunentation> Time as extracted from a file by an entity extraction tool.
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: compl exType>
<Xs:sequence>
<xs:group ref="entityConmonEl ements"/>
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement nanme="productEntity">
<xs:annot ati on>
<xs:docunent ati on> </ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<XS: sequence>
<xs:group ref="entityComonEl enents"/>
<xs:group ref="namedEntityComonEl enents"/>
</ Xxs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enment name="financi al Transacti onEntity">
<xs:annot ati on>
<xs:docunent ati on> Financial Transaction </xs: docunentati on>
</ xs:annot ati on>
<xs:conpl exType>
<XS: sequence>
<xs:group ref="entityComonEl enents"/>
<xs: el ement nane="date" type="irm Conbi nedbDat eType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date the financial transaction occurred.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:element nane="itenm' type="stringl00" m nCccurs="0">
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<XxS:annot ati on>
<xs:docunent ation> Subject of the financial transaction. For
example, Payment, Purchase </ xs: docunentation>
</ xs: annot at i on>
</ xs: el ement >
<xs: el ement nane="anount" type="stringl00" m nCccurs="0">
<Xs:annot ati on>
<xs:docunent ati on> Amount of the financial transaction.
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="type"
t ype=" CVEnunDOVEXFi nanci al Tr ansact i onTypeType: CVEnunDOVEXFi nanci al Tr ansacti onTypeType"
m nCccur s="0">
<Xs:annot ati on>
<xs:docunent ati on> Type of financial transaction. Includes PayPal,
Cash, Western Union, Credit Card, On-line Hawala Site, Bank Wire
Transfer, Other. </ xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nane="account Nunber" type="string50" m nOccurs="0">
<Xs: annot ati on>
<xs: docunent ati on> Account number used in the transaction.
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nane="account Type"
t ype=" CVEnunDOVEXFi nanci al Account TypeType: CVEnunDOVEXFi nanci al Account TypeType"
m nCccurs="0">
<xS:annot ati on>
<xs:docunentati on> Type of Ffinancial account. Values include ATM
Card, Checking, Credit Card, Debit Card, Investment, Savings,
Other. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="password" type="string50" m nOccurs="0">
<xS:annot ati on>
<xs: docunent ati on> Password used in the financial transaction.
</ xs: docunment ati on>
</ xs: annot at i on>
</ xs: el ement >
<xs: el enent nanme="pin" type="string20" m nCccurs="0">
<Xs:annot ati on>
<xs:docunent ati on> Personal ldentification Number used in the
Ffinancial transaction. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="remark"
type="Renar kType"
m nCccur s="0"
maxCOccur s="unbounded" >
<XSs:annot ati on>
<xs:docunent ati on> Use remarks. </xs:docunentation>
</ xs: annot at i on>
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</ xs: el enent >
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="travel Entity">
<xs:annot ati on>
<xs:docunentati on> Entity for travel transactions. </xs:docunentation>
</ xs:annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs:group ref="entityConmonEl ements"/>
<xs:el ement nane="type"
t ype=" CVEnunDOVEXTr avel TypeType: CVEnunDOVEXTr avel TypeType"
m nCccur s="0">
<xs:annot ati on>
<xs: docunent ati on> The method of travel. Values include: Auto,
Bicycle, Bus, Commercial Air, Commercial Truck, Commercial
Vessel, Express Consignment, Fishing Vessel, Mail, Motorcycle,
Pedestrian, Private Aircraft, Private Vessel, Train, Truck, Van,
Other. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:elenment nane="carrier" type="stringl00" m nOccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Name of the airline, vessel, train.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="flight Type"
t ype=" CVEnunDOVEXFI i ght TypeType: CVEnunDOVEXF! i ght TypeType"
m nCccur s="0">
<xs:annot ati on>
<xs:docunentation> The type of airline flight. Values are: Domestic,
Extra-territorial, and International </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="travel ldentifier" type="string50" m nCccurs="0">
<xs:annot ati on>
<xs:docunentation> Flight number, train number, bus route, etc.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="departurelLocation" type="irm PlaceType" ni nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Postal address of the departure location.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="departureDateTi ne" type="irm Conbi nedDat eType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date and time of the departure.
</ xs: docunent ati on>
</ xs:annot ati on>
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</ xs: el enent >
<xs: el ement nane="arrival Location" type="irm Pl aceType" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Postal address of the arrival location.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:element nane="arrival DateTi me" type="irm Conbi nedDat eType" mni nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Date and time of the arrival. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute name="uuid" type="Uui dType"/>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nane="eventEntity">
<xs:annot ati on>
<xs:docunent ati on> Event - Something that takes place; an occurrence.
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs:group ref="entityConmonEl ements"/>
<xs: el ement nane="type" type="CVEnunDOVEXEvent TypeType: CVEnunDOVEXEvent TypeType" >
<xs:annot ati on>
<xs: docunent ati on> The type of event. Includes Conflict, Objective,
Raid, Political. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="startDate" type="irm Conbi nedDat eType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date the event started. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="endDat e" type="irm Conbi nedDat eType" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date the event ended. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute nanme="uui d" type="UuidType"/>
</ xs: conpl exType>
</ xs: el enent >
</ xs: choi ce>
</ xs: conpl exType>
<xs:group nane="entityCommonEl enent s" >
<xs:annot ati on>
<xs:document ati on> Each entity will have these elements </ xs: docunentati on>
</ xs: annot ati on>
<XS:sequence>
<xs: el ement name="nmet hodX Extracti on”
t ype=" CVEnunmDOVEXENt i t yMet hodOf Ext r acti onType: CVEnunDOVEXENt i t yMet hodOf Ext racti onType" >
<xs:annot ati on>
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<xs:docunent ati on> Types are Automatic or Manual </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs:el ement name="processi ngEngi ne" type="xs:string">
<xs:annot ati on>
<xs:document ati on> Engine that extracted the entity (optional).
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="text StartingPosition" type="xs:nonNegativel nteger">
<xs:annot ati on>
<xs:docunent ati on> Character offset from the start of the file.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs:el ement name="t ext Endi ngPosi tion" type="xs:nonNegati vel nt eger">
<xs:annot ati on>
<xs:docunent ati on> Character offset from the start of the file.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="confi denceVal ue" type="xs:nonNegativel nteger">
<xs:annot ati on>
<xs:docunent ati on> User or machine assigned confidence value.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nanme="creationbDate" type="irm Conbi nedDat eType" >
<xs:annot ati on>
<xs:docunment ati on> Date the Entity was created. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs:elenment name="isVerified" type="xs:bool ean">
<xs:annot ati on>
<xs:docunment ati on> Boolean value indicating if a human has verified the entity
is of the type indicated. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="I| ast Modi fi edDate" type="irm Conbi nedDat eType" >
<xs:annot ati on>
<xs: docunent ati on> Date the entity was last updated. </xs:docunentation>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement nane="verifiedBy" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Name of the person who verified the entity.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="rel ati onshi p"
type="Rel ati onshi pType"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
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<xs: docunent ati on> Relationship link between this entity and another entity.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: group>
<xs:group nanme="nanmedEntityComopnEl enent s" >
<xs:annot ati on>
<xs:docunent ati on> Each Named Entity will have these elements </ xs: docunentation>
</ xs:annot ati on>
<Xs:sequence>
<xs: el ement nanme="proper Name" type="xs:string">
<xs:annot ati on>
<xs:docunent ati on> Extracted from the original source text </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement name="| anguage"
t ype="CVEnunm RM S0639- 3Tri gr aph: CVEnum RM S0639- 3Tri gr aph" >
<xs:annot ati on>
<xs:docunent ati on> Language code. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement name="transl at edNane" type="xs:string">
<xs:annot ati on>
<xs:document ati on> Equivalent English name (optional) </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="transliteratedNane" type="xs:string">
<xs:annot ati on>
<xs:docunment ati on> Latinized representation (optional) </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement name="location" type="tspi-core: Point Type">
<xs:annot ati on>
<xs:docunent ati on> Associated location. Type: Geopoint (optional)
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
</ Xs: group>

<|__ R IR I b I I S I I I I b I I I I I I I I I I I S I I I R I I S I I I R R I I S I I I I I I S S b b b b b I I b >
<l-- Attribute - DESVersion -->
<|__ BRI S b I I b I I I I I I I b I I I I I I b b I I I I I I b I I I I I I R R R I I I I I I I I I I b bk >

<xs:attribute nane="DESVersion">
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i smownerProducer="USA" ismclassification="U">The version number of the
specification. This attribute is intended for processing systems to determine
the appropriate versions of Schema, Schematron, and CVE values for validation
and interpretation of an instance document. </xhtnl:p>
<xhtm :p i smownerProducer="USA" ismclassification="U>I1F there are multiple of
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this attribute specified in an instance document, the first one in document
order is the one that will apply to the entire document. Document order is
defined in <xhtm :a href="https://ww. w3. org/ TR/ xpat h- dat anodel / #docunent - or der " >https://www.w3.0org/TR/xpath-datamodel/#document-order</ xht m : a>
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot at i on>
<xs:si nmpl eType>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{6}(\.[0-9]{6})?(\-.{1,23})?"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<!__ khkkhkhkkhhkhkhhkhhkdhkhhkhhdhhdhkhhkhhdhhdhkhhdhhdhhkdhkhhdhdhhdhkhhdhdhhdddhdkhhkdhdhdrxk,x* - >
<l-- Sonme comon el enents used in various |locations throughout schema -->
<!__ kkhkkhkkhkhkhkhhkhhkhkhhkhhkdhhdhhhhhdhkhhkhhdhdhhdhkhhdhdkhhdhdhdhkhhdhrdhd*ddrdhdkh*rxk,x*x*%x -->

<xs:conpl exType nane="Rel ati onshi pType" >

<xs:annot ati on>
<xs:docunment ati on> A relationship captures how entities are related to one another.

Relationship type has an attribute that captures the broad classification of the
relationship, such as: Familial, Employment, Student-Alum, Membership, Located,
Transactions, Communication, Associations The element relatedTo contains the name or
identification of the related entity and an attribute indicating the more specific
nature of the broad relationship category. For example, if the broad category is
"Employment", the nature of the employment could be: Employed by, Is Officer of,
Works In, Subordinate To, Senior To. </xs:docunentation>
</ xs:annot ati on>
<Xs:sequence>
<xs: el ement nanme="rel atedTo">
<xs:conpl exType>
<xs: si npl eCont ent >
<xs:extension base="xs:string">
<xs:attribute nanme="nature"
t ype=" CVEnunDOVEXRel at i onshi pNat ur eType: CVEnunDOVEXRel at i onshi pNat ur eType"/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >
<xs:el enment name="startDate" type="irm Conbi nedDat eType"” m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Date the relationship began. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="endDate" type="irm Conbi nedDat eType" m nCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> Date the relationship ended. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute nane="type"
t ype=" CVEnunDOVEXRel at i onshi pTypeType: CVEnunDOVEXRel at i onshi pTypeType"
use="required"/ >
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</ xs: conpl exType>
<xs:conpl exType nanme="AgencyType" >
<Xs:sequence>
<xs:el emrent name="primaryAgency"
t ype=" CVEnunmJSAgencyAcr onym CVEnunmJSAgencyAcr onyni'
m nCccur s="1"
maxQccur s="1">
<xs:annot ati on>
<xs:docunent ati on>
<xhtm :p i sm owner Producer="US
high-level agency name.</xhtni : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="subAgency" type="xs: NMIOKEN' mi nCccurs="0" maxCccurs="1">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p i sm owner Producer="US
within the agency specified.</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs:conmpl exType nanme="Remar kType" >
<xs:annot ati on>
<xs: docunent ati on> Generalized remark element consisting of a remark string with
attached ISM classification attributes. </xs:docunentation>
</ xs:annot at i on>
<xs: si nmpl eCont ent >
<xs:extension base="string4000">
<xs:attributeGoup ref="irm SecurityAttributesG oup"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: si npl eType nanme="Uui dType" >
<xs:annot ati on>
<xs:docunent ati on> Pattern for checking a UUID. UUID =
00000000-0000-0000-0000000000000000 </ xs: document ati on>
</ xs:annot at i on>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F] {4}-[0-9a-fA-F] {16}"/>
</xs:restriction>
</ xs: sinpl eType>
<xs:conpl exType nanme="HashDi gest Type" >
<xs:annot ati on>
<xs:docunent ati on> Generalized hash element consisting of a string with attached hash
type attribute. </ xs:docunentation>
</ xs:annot ati on>
<xs: si npl eCont ent >
<xs: extensi on base="stringl00">
<xs:attribute name="type"
t ype=" CVEnunDOVEXHashDi gest TypeType: CVEnunDOVEXHashDi gest TypeType"
use="required"/>

ismclassification="U"> The primary or

ismclassification="U"> The subagency
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<l--

<l--

</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:conpl exType nane="ActivityType">
<Xs:sequence>
<xs: el ement name="primryActivity"
t ype=" CVEnunmDOVEXAct i vi t yType: CVEnunDOVEXAct i vityType"/ >
<xs: el ement nanme="subActivity"
type="xs:string"
m nCccur s="0"
maxCOccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>

<|__ EE IR I S S b I S I S I S S A S I I b S I I I S I S b b I I I I S S S S S S ->
String length restrictions -->
ER IR I S S b S S S S I R S S S I I S S S S b S I I b S I A I I b b S I O I b -—>

<xs:sinpl eType nane="string20">

<Xs:annot ati on>

<xs:document ati on> Length restricted string </ xs: docunentati on>

</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="20"/>
</xs:restriction>
</ xs: si npl eType>
<xs:si nmpl eType nanme="string36">
<xs:annot ati on>

<xs:docunent ati on> Length restricted string </ xs:docunentation>

</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="36"/>
</xs:restriction>
</ xs: si npl eType>
<xs:sinmpl eType nanme="string38">
<xs:annot ati on>

<xs:docunment ati on> Length restricted string </ xs: docunentati on>

</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="38"/>
</xs:restriction>
</ xs: sinpl eType>
<xs:sinpl eType nane="stri ng40">
<xs:annot ati on>

<xs:docunent ati on> Length restricted string </ xs: docunentation>

</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="40"/>
</xs:restriction>
</ xs: si npl eType>
<xs:si mpl eType nanme="string50">
<xs:annot ati on>

<xs: docunent ati on> Length restricted string </ xs: docunentati on>
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</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="50"/>
</xs:restriction>
</ xs: si nmpl eType>
<xs:sinmpl eType nanme="stringl00">
<xs:annot ati on>
<xs: docunent ati on> Length restricted
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="100"/>
</xs:restriction>
</ xs: sinpl eType>
<xs:sinpl eType nane="stringl50">
<xs:annot ati on>
<xs:docunent ati on> Length restricted
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="150"/>
</xs:restriction>
</ xs: si npl eType>
<xs:sinmpl eType nane="string200">
<xs:annot ati on>
<xs:docunent ati on> Length restricted
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="200"/>
</xs:restriction>
</ xs: si nmpl eType>
<xs:si npl eType nanme="string256">
<xs:annot ati on>
<xs: docunent ati on> Length restricted
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="256"/>
</xs:restriction>
</ xs: sinpl eType>
<xs:sinpl eType nane="stri ng300">
<xs:annot ati on>
<xs:docunent ati on> Length restricted
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="300"/>
</xs:restriction>
</ xs: si npl eType>
<xs:sinmpl eType nane="string400">
<xs:annot ati on>
<xs: docunent ati on> Length restricted
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="400"/>
</xs:restriction>
</ xs: si nmpl eType>
<xs:si nmpl eType nanme="string500">

string

string

string

string

string

string

</ Xs:

</ Xs:

</ Xs:

</ Xs:

</ xs:

</ Xs:

docunent at

docunent at i

docunent at

docunent at

docunent at i

docunent at

on>

on>

on>

on>

on>

on>
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<xs:annot ati on>
<xs:docunent ati on> Length restricted
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="500"/>
</xs:restriction>
</ xs: si npl eType>
<xs:si nmpl eType nanme="string512">
<xs:annot ati on>
<xs: docunent ati on> Length restricted
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="512"/>
</xs:restriction>
</ xs: si nmpl eType>
<xs:si npl eType name="stringl000">
<xs:annot ati on>
<xs:document ati on> Length restricted
</ xs:annot at i on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="1000"/ >
</xs:restriction>
</ xs: si mpl eType>
<xs:sinpl eType nane="stri ng4000" >
<xs:annot ati on>
<xs:docunent ati on> Length restricted
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="4000"/>
</xs:restriction>
</ xs: si npl eType>
</ xs: schema>

string

string

string

string

</ xs

</ xs

</ Xs

</ xs

. docunent ati on>

. docunent ati on>

: docunent ati on>

- docunent ati on>
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2.3 - ldentity.xsd

<xs:schema xm ns="urn:us:ml:ces: netadata: domex_i dentity"

xm ns
xm ns

xm ns:

xm ns

xm ns:

xm ns

xm ns:

xm ns

xm ns:

xm ns

xm ns:

cldentity="urn:us:ml:ces: nmetadata: domex_identity"

cirmeE"urn;us:gov:iic:irnt

xs="http://ww. w3. org/ 2001/ XM_.Schena"

sxhtm ="http://www w3. or g/ 1999/ xht nl - St opBr owser Render i ng"

CVENnunmDOVEXLI censeTypeType="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXLI censeTypeType"

- CVEnunDOVEXMenber shi pl dentificationTypeType="urn: us: gov:ic:cvenum donex: CVEnunDOVEXMenber shi pl denti fi cati onTypeType"
CVENnumDOVEXC ti zenshi pSt at usType="urn: us: gov: i c: cvenum domex: CVEnunDOVEXCi t i zenshi pSt at usType"

: CVENnunDOVEXAF fi | i ati onTypeType="urn: us: gov:ic:cvenum domex: CVEnunDOVEXASf fi l i ati onTypeType"
CVEnunmDOVEXPhysi cal Attri but eTypeType="urn: us: gov:ic: cvenum donex: CVEnunDOVEXPhysi cal Attri but eTypeType"
: CVEnunDOVEXEducat i onLevel Type="urn: us: gov:i c: cvenum donex: CVEnunDOVEXEducat i onLevel Type"
CVEnunDOVEXEducat i onDegr eeType="urn: us: gov: i c: cvenum donex: CVEnunDOVEXEducat i onDegr eeType"

target Nanmespace="urn: us: m | :ces: net adat a: donex_i dentity"
el ement For nDef aul t =" qual i fi ed"

attri
| dent

but eFor mDef aul t =" qual i fi ed"
i ty: DESVer si on="2"

i smconpliesWth="USGov USIC'
sm resour ceEl enent ="t rue"
sm creat eDat e="2019- 09- 18"

sm | SMCATCESVer si on="202205"
smcl assification="U"

i
i
i sm DESVer si on="202111"
i
i
i

sm owner Producer =" USA"
version="202111">
<xs:annot ati on>
<xs:docunentation> The "identity"” element is the root element for creating
an identity assertion or an identity element within a collection. </ xs:docunentation>
</ xs:annot ati on>

<l oo FhFddhkhdhhhhhhhhhhhhhhddhdddhdddhbdddddddbdbddddbddddbddddbdbddbdbrrsr | S
<!-- | MPORT DEPENDEDNT SCHENMAS -->
<l oo FhFddddddhddhhddhdbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbds | S

<XS:inmport nanespace="urn
<XS:inport
<xs:inport

cus:gov:ic:isnl schemalLocation="../I1SMIC1SM xsd"/>

nanmespace="urn:us:gov:ic:irm schemalLocation="../IRMI1C|RM xsd"/ >
namespace="urn: us: gov:ic: cvenum donex: CVEnunDOVEXLi censeTypeType"

schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXLi censeTypeType. xsd"/ >

<Xs:inport

namespace="urn: us: gov:i c: cvenum donex: CVEnunDOVEXMenber shi pl denti fi cati onTypeType"

schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXMenber shi pl denti fi cati onTypeType. xsd"/ >

<XS:inport

nanmespace="urn: us: gov:ic: cvenum donex: CVEnunDOVEXCi ti zenshi pSt at usType"

schenmalLocat i on="./ CVEGener at ed/ CVEnunDOVEXCi ti zenshi pSt at usType. xsd"/ >

<XS:inport

nanespace="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXAf fi |l i ati onTypeType"

schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXAf fi | i ati onTypeType. xsd"/ >

<XS:inport

nanespace="urn: us: gov:i c: cvenum donmex: CVEnunDOVEXPhysi cal Attri but eTypeType"

schenalLocat i on="./ CVEGener at ed/ CVEnunDOVEXPhysi cal Attri but eTypeType. xsd"/ >

<XSs:inport

nanespace="urn: us: gov:i c: cvenum donex: CVEnunDOVEXEducat i onLevel Type"

schenmalLocat i on="./ CVEGener at ed/ CVEnunDOVEXEducat i onLevel Type. xsd"/ >

<xs:inport

namespace="urn: us: gov:ic: cvenum donex: CVEnunDOVEXEducat i onDegr eeType"

schemalLocat i on="./ CVEGener at ed/ CVEnunDOVEXEducat i onDegr eeType. xsd"/ >

<l oo Fkdkkkdkkkkkkkhkdhhkrhdbrhhdhdhbbhddrrddrdbbdrdbdrrdbdrrbbrbdbrrdsr | _ 5
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<!-- ldentity el ement -->

<l oo Fdhkkkkkhhhhhhhhhhhhhhhbhbbbhhbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbddr | S

<xs:element name="identity" ismclassification="U" ism ownerProducer="USA">
<xs:annot ati on>
<xs: docunent ati on> Describes an Identity in the DOMEX Data Assertion All the information
about a Person. All properties (including name) are allowed to occur O to unbounded
times. Note that some of the properties (affiliation, kinship, location) have more
specific sub-properties defined here (such as memberOf, spouse, residence
respectively) which may be used as well. </xs:docunentation>
</ xs:annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nane="nanme" type="ldentityNanmeType">
<xs:annot ati on>
<xs:docunent ati on> Proper Name including Translated Name, Transliterated
Name, Aliases. Includes Honorific Prefix, Given Name, Additional Name,
Family Name, Honorific Suffix. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<l-- artfl14828 - Make alias el enent unbounded -->

<xs: el ement nane="al i as"
type="ldentityNaneType"
m nQccur s="0"
maxOccur s="unbounded" >
<xSs:annot ati on>
<xs:docunentati on> Alias (es) of Subject </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="transl at edNanme" type="IdentityNameType" m nCccurs="0">
<xS:annot ati on>
<xs:docunent ati on> English language translation of the name.
</ xs: docunment ati on>
</ xs: annot at i on>
</ xs: el ement >
<xs: el ement nane="transliteratedNane" type="IldentityNaneType" m nCccurs="0">
<Xs: annot ati on>
<xs:docunent ati on> Name transliterated for non-Latin characters.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="dateOBirth"
type="string50"
m nQccur s="0"
maxCOccur s="unbounded" >
<XSs:annot ati on>
<xs: docunent ati on> Date of Birth if Subject is a person. </xs:docunentation>
</ xs: annot at i on>
</ xs: el ement >
<xs: el ement nane="placeOBirth"
type="CityStateCountryType"
m nCccur s="0"
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maxCOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on> Place of Birth if Subject is a person.

</ xs: docunent ati on>

</ xs:annot at i on>
</ xs: el enent >
<xs: el enent nane="dat eOf Deat h"
type="string50"
m nQccur s="0"
maxCccur s="unbounded" >
<xS:annot ati on>
<xs:docunent ati on> Date of Death if Subject is a person. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nane="pl aceX Deat h"
type="CityStateCountryType"
m nCccur s="0"
maxOccur s="unbounded" >
<XSs:annot ati on>
<xs: docunent ati on> Place of Death if Subject is a person.

</ xs: docunent ati on>

person.

</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="gender"
type="string20"
m nCccur s="0"
maxOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on> Gender if Subject is a person. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="occupation"
type="stringl00"
m nQccur s="0"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Occupation if Subject is a person. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="physi cal Descri ption"
t ype="Physi cal Descri pti onType"
m nQccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Physical Description of the person if Subject is a

Includes: height, weight, mark, scar, tattoo, other, apparent

physical characteristic description, apparent physical disability, blood
type, build, clothing description, complexion, date of birth, ethnicity,
eye color, eye description, eyewear description, facial hair
description, fingerprint classification, gender, hair color, hair
description, height, height description, race, skin tone, weight.

</ xs: docunent ati on>

</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nanme="skill"
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type="string256"
m nCccur s="0"
maxCccur s="unbounded” >
<xs:annot ati on>
<xs:docunentation> Skill if the Subject is a person. An ability, knowledge,
or capability to perform some activity. Includes an indication of
proficiency. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="phone"
type="stringl00"
m nQccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunentation> A telephone number. This value includes country code and
area code when applicable. Includes the original number in the native
language script and also the ASCII representation. Can be the phone
number of a person or organization. </ xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="enui | Addr ess"
type="string256"
m nCccur s="0"
maxCccur s="unbounded"” >
<xs:annot ati on>
<xs:docunentati on> An address for electronic mail. Can be for a person or
organization. </xs:docunentation>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="user| d"
type="stringl00"
m nQccur s="0"
maxOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Unique ldentifier applied by an agency to an author,
co-author, POC, tasking requester or addressee. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="affiliation"
type="AffiliationType"
m nCQccur s="0"
maxCccur s="unbounded" >
<xs:annotati on>
<xs:docunent ati on> The identification of an organization or agency with
which an individual or service has an affiliation. Includes: is Member
of and is Employed by. </xs:docunentation>
</ xs:annot ati on>
</ xs: el ement >
<xs: el enent nane="ref erenceNunber-Control | d"
type="string256"
m nQccur s="0"
maxOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on> Reference control ID in other Biometric system
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</ xs: docunment ati on>

</ xs: annot at i on>

</ xs: el ement >

<xs: el ement nane="bionetricUrl"

type="xs:anyURl "

m nCccur s="0"

maxOccur s="unbounded" >
<XS:annot ati on>

<xs:docunentation> List of URLs to this detainee’s records in BIR.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:el ement nane="citizenship"
type="Citizenshi pType"
m nQccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Information about a Person’s citizenship in a Country.
Includes Country and Status. Status values include Native Born,
Naturalized, Permanent Resident Alien Applied, and Permanent Resident
Alien Granted. </xs:docunentation>
</ xs: annot at i on>
</ xs: el enent >
<xs: el enent nane="remark"
type="Remar kType"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ation> Any remarks concerning the identity </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enent nane="educati on"
type="Educati onType"
m nCQccur s="0"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ation> A relationship between a person and an institution.
Attributes include: level of education: Graduated, Undergraduate,
Primary, Secondary; Degree: AA, BA, BS, DD, DDiv, HS, LLD, MA, MD, MS,
PhD. Institutions: High School, Post Secondary School.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el enment nane="identification"
type="ldentificationType"
m nCccur s="0"
maxOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Person has identification. A document which was issued by
some organization to “identify” the indicated person, indicate some sort
of affiliation with the organization, usually assign the person an
identification “number, and perhaps license the person in some capacity.
Identification types include: License and Membership 1D. Attributes
include: authority, date of issue, date of expiration, issuing country,
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issuing State or Province, issuing Locality, issuing Organization, and
the identified person. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el enment nane="isnNunber" type="string50" m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Detainee Serial # (DoD) or other control number: TCN,
Case #, 10C Requirement #, LOO Series </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="ki nshi p"
type="stringl00"
m nQccur s="0"
maxCccur s="unbounded" >
<Xs:annot ati on>
<xs:docunent ati on> Any blood or marital relationship between two persons.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="I| ocation"
type="irm Pl aceType"
m nQccur s="0"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs:docunentation> A group of entities used in the DoD Discovery Metadata
Specification postalAddress plus others. Optionally includes Street,
City, State, Province, Postal Code, and Country Code.
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nane="nedical "
type="string256"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs: docunent ati on> Details about medical conditions a person has or
experiences. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nanme="mul ti nedi a"
type="xs:anyURl "
m nCccur s="0"
maxCccur s="unbounded" >
<xs:annot ati on>
<xs:docunentation> A person is represented in the linked Multimedia (image,
video, etc.) URI to linked image. </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
<xs:attribute name="uui d" type="Uui dType" use="optional "/>

<l oo FhFddkdddhhdhhhdhhhdhdddhdddhbdddbddddhdddbdddbbdbbbbbbbbbbdbrrsr | S

<l-- Attribute - DESVersion >
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<l oo Fhkkkhkkhhhhhhhhhhhhhhbhbbbhbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbddr | S

<xs:attribute name="DESVersion" use="optional">
<xs:annot ati on>
<xs:docunentation xm :|ang="en">
<xhtm :p i smowner Producer ="USA" ismclassification="U>The version number
of the specification. This attribute is intended for processing systems
to determine the appropriate versions of Schema, Schematron, and CVE
values for validation and interpretation of an instance document. </ xhtni:p>
<xhtm :p i smownerProducer="USA" ismclassification="U">IFf there are
multiple of this attribute specified in an instance document, the first
one in document order is the one that will apply to the entire document.
Document order is defined in <xhtm :a href="https://ww. w3. or g/ TR/ xpat h- dat anodel / #docunent - or der " >https://www.w3.0org/TR/xpath-datamode l/#document-order</ xht m : a>
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:si nmpl eType>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{6}(\.[0-9]{6})?(\-.{1,23})?"/>
</ xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: conpl exType>
</ xs: el enent >
<xs:conpl exType nanme="ldentityNaneType">
<Xs:sequence>
<xs: el ement nanme="honorificPrefix"
type="string50"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunent ati on> Prefix to a name such as Dr. Mr. Mrs., etc.
</ xs: docunent ati on>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nanme="gi venNane"
type="string50"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunment ati on> Individual®s given name, in English, the "Ffirst" name.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="additi onal Nane"
type="string50"
m nCccur s="0"
maxCOccur s="unbounded" >
<xs:annot ati on>
<xs:docunment ati on> Any additional names such as middle name. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el ement nanme="fam | yNane"
type="string50"
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m nCccur s="0"
maxOccur s="unbounded" >
<xXs:annot ati on>
<xs:docunment ati on> The individual®s family name, in English, the "last" name.
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el enent >
<xs: el ement nanme="honorificSuffix'
type="string50"
m nCccur s="0"
maxOccur s="unbounded" >
<Xs:annot ati on>
<xs:docunment ati on> Any suffix to a name such as Jr., 1ll, Esq., etc.

</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ Xxs: sequence>
</ xs: conpl exType>
<l-- artfl14829 - Change place of birth/death to a city/state/country |ocation -->

<xs:conpl exType nane="CityStat eCountryType">
<xs:annot ati on>
<xs:docunentati on> City, State, Country construct (not address) for place of birth or
death. </xs:docunentation>
</ xs:annot at i on>
<Xs:sequence>
<xs:element nane="city" type="xs:string" m nCccurs="0">
<xs:annot ati on>
<xs: docunentati on> City of birth or death </ xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs:el ement nane="state" type="xs:string" mnCccurs="0">
<xs:annot ati on>
<xs: docunent ati on> State, Province or other geopolitical equivalent of birth or
death </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
<xs: el ement nane="country"
type="irm ConpoundCount ryCodel denti fi er Type"
m nCccurs="0">
<xs:annot ati on>
<xs:docunent ati on> Country of birth or death </xs:docunentation>
</ xs:annot ati on>
</ xs: el enent >
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="Physi cal Descri pti onType" >
<xs:annot ati on>
<xs:docunent ati on> Physical Description of the person if Subject is a person. Includes:
height, weight, mark, scar, tattoo, other, apparent physical characteristic
description, apparent physical disability, blood type, build, clothing description,
complexion, date of birth, ethnicity, eye color, eye description, eyewear
description, Ffacial hair description, fingerprint classification, gender, hair
color, hair description, height, height description, race, skin tone, weight.
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</ xs: docunent ati on>
</ xs:annot at i on>
<Xs:sequence>
<xs: el ement nanme="physical Attri bute"
type="Physi cal Attri but eType"
maxCccur s="unbounded"/ >
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="Physi cal Attri but eType">
<xs: si nmpl eCont ent >
<xs:extensi on base="string256">
<xs:attribute nane="type"
t ype=" CVEnunDOVEXPhysi cal Attri but eTypeType: CVEnunDOVEXPhysi cal Attri but eTypeType"
use="required"/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:conpl exType nane="AffiliationType">
<xs:annot ati on>
<xs:docunment ati on> The identification of an organization or agency with which an
individual or service has an affiliation. Includes: is Member of and is Employed by.
</ xs: docunent ati on>
</ xs:annot at i on>
<xs: si npl eCont ent >
<xs:extension base="string512">
<xs:attribute nane="type"
type="CVEnunDOVEXAf fi | i ati onTypeType: CVEnunDOVEXAf fi | i ati onTypeType"
use="required"/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:conmpl exType nanme="Ci ti zenshi pType" >
<xs:annot ati on>
<xs: docunent ati on> Information about a Person’s citizenship in a Country. Includes
Country and Status. Status values include Native Born, Naturalized, Permanent
Resident Alien Applied, and Permanent Resident Alien Granted. </ xs:docunentation>
</ xs:annot ati on>
<Xs:sequence>
<xs:el ement name="country" type="irm ConpoundCountryCodel dentifier Type">
<xs:annot ati on>
<xs: docunent ati on> Person’s citizenship in a Country. </xs:docunentation>
</ xs:annot at i on>
</ xs: el enent >
<xs: el erent nane="st at us"
type=" CVEnunmDOVEXCi ti zenshi pSt at usType: CVEnunDOVEXCi ti zenshi pSt at usType" >
<xs:annot ati on>
<xs:docunent ati on> Status values include Native Born, Naturalized, Permanent
Resident Alien Applied, and Permanent Resident Alien Granted.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ Xxs: sequence>
</ xs: conpl exType>
<xs:conpl exType nanme="Educati onType" >
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<xs:annot ati on>
<xs:docunentation> A relationship between a person and an institution. Attributes
include: level of education: Graduated, Undergraduate, Primary, Secondary; Degree:
AA, BA, BS, DD, DDiv, HS, LLD, MA, MD, MS, PhD. Institutions: High School, Post
Secondary School. </ xs:docunentation>
</ xs:annot at i on>
<Xs:sequence>
<xs: el ement nanme="level"
t ype=" CVEnunDOVEXEducat i onLevel Type: CVEnunDOVEXEducat i onLevel Type" >
<xs:annot ati on>
<xs:docunent ati on> Graduated, Undergraduate, Primary, Secondary
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
<xs: el emrent nane="degree"
t ype=" CVEnunDOVEXEducat i onDegr eeType: CVEnunDOVEXEducat i onDegr eeType" >
<xs:annot ati on>
<xs:docunent ati on> Degree(s) attained - AA, BA, BS, DD, DDiv, HS, LLD, MA, MD,
MS, PhD </ xs: docunentati on>
</ xs:annot ati on>
</ xs: el enent >
<xs:elenment name="institution" type="stringl00">
<xs:annot ati on>
<xs:document ati on> Status values include Native Born, Naturalized, Permanent
Resident Alien Applied, and Permanent Resident Alien Granted.
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs:conmpl exType nane="ldentificationType">
<xs:annot ati on>
<xs:docunent ati on> Person has identification. A document which was issued by some
organization to “identify” the indicated person, indicate some sort of affiliation
with the organization, usually assign the person an identification “number, and
perhaps license the person in some capacity. ldentification types include: License
and Membership ID. Attributes include: authority, date of issue, date of expiration,
issuing country, issuing State or Province, issuing Locality, issuing Organization,
and the identified person. </xs:docunentation>
</ xs:annot ati on>
<xs: choi ce>
<xs:el ement nane="license" type="LicenseType"/>
<xs: el ement name="nmenbershi pl D' type="Menbershi pl dType"/>
</ xs: choi ce>
</ xs: conpl exType>
<xs:conpl exType nanme="Li censeType" >
<Xs:sequence>
<l-- artfl14838 - Add idNumber el enent -->

<xs: el ement name="idNunmber" type="xs:string" nm nCccurs="0"/>
<xs:el enment nanme="authority" type="xs:string" m nCccurs="0"/>
<xs: el ement name="isLostOr Stol en" type="xs:bool ean" m nCccurs="0"/>
<xs:el ement name="isAuthentic" type="xs:boolean” m nCccurs="0"/>
<xs: el ement nane="dateOf | ssue" type="xs:date" nm nCccurs="0"/>
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</ xs: docunent ati on>

<xs: el ement nane="dat eOf Expiration" type="xs:date" m nCccurs="0"/>
<xs: el ement nanme="issui ngCountry"

type="irm ConpoundCount ryCodel denti fier Type"

m nCccur s="0"/>
<xs: el ement name="issui ngSt at eOr Provi nce" type="xs:string" m nCccurs="0"/>
<xs:el ement nane="issuingLocality" type="xs:string" m nCccurs="0"/>
<xs: el ement name="issui ngOrgani zati on" type="xs:string" m nOccurs="0"/>
<xs: el ement nane="identifiedPerson" type="xs:string" m nCccurs="0"/>
<l-- artfl1l4839 - Add destination country elenent for visas and passports -->

<xs: el ement nanme="desti nati onCountry"

type="irm ConpoundCount ryCodel denti fi er Type"
m nCccurs="0"/>

</ Xxs: sequence>
<xs:attribute name="type"

t ype=" CVEnunDOVEXLi censeTypeType: CVEnunDOVEXLI censeTypeType"
use="required"/>

</ xs: compl exType>
<xs:conpl exType nanme="Menber shi pl dType" >
<xs:annot ati on>

<xs:docunent ati on> Captures a membership relationship between a Person and an

Organization. The list of membership relationship types are: Is a Member OFf

</ Xxs:annot ati on>
<XS: sequence>

<xs: el ement name="issueOrgai nzation" type="xs:string"/>

</ xs: sequence>
<xs:attribute nane="type"

t ype=" CVEnunDOVEXMenber shi pl denti fi cati onTypeType: CVEnunDOVEXMenber shi pl denti fi cati onTypeType"
use="required"/>

</ xs: conpl exType>
<xs:sinpl eType nanme="stringl0">
<Xs:annotation>

<xs:document ati on> Length restricted string </ xs: docunentati on>

</ xs:annot ati on>
<xs:restriction base="xs:string">

<xs: maxLength val ue="10"/>

</xs:restriction>

</ xs: si nmpl eType>

<xs:sinpl eType nane="stri ng20">
<xs:annot ati on>

<xs:docunent ati on> Length restricted string </xs:docunentation>

</ xs:annot ati on>
<xs:restriction base="xs:string">

<xs: maxLength val ue="20"/>

</xs:restriction>

</ xs: si npl eType>

<xs:sinmpl eType nane="stringl00">
<xs:annot ati on>

<xs: docunent ati on> Length restricted string </ xs: docunent ati on>

</ xs:annot ati on>
<xs:restriction base="xs:string">

<xs: maxLengt h val ue="100"/>

</ xs:restriction>
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</ xs: sinpl eType>
<xs: si npl eType nane="stri ng50">
<xs:annot ati on>
<xs:docunment ati on> Length restricted string </ xs:docunentati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="50"/>
</xs:restriction>
</ xs: si npl eType>
<xs:si nmpl eType nanme="string256">
<xs:annot ati on>
<xs:docunent ati on> Length restricted string </ xs:docunentati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="256"/>
</xs:restriction>
</ xs: si nmpl eType>
<xs:sinmpl eType nanme="string512">
<xs:annot ati on>
<xs:docunment ati on> Length restricted string </ xs: docunentati on>
</ xs:annot at i on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="512"/>
</xs:restriction>
</ xs: sinpl eType>
<xs:sinpl eType nane="stri ng4000" >
<xs:annot ati on>
<xs:docunment ati on> Length restricted string </ xs: docunentati on>
</ xs:annot at i on>
<xs:restriction base="xs:string">
<xs: maxLength val ue="4000"/>
</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nanme="Remar kType" >
<xs:annot ati on>
<xs:docunent ati on> Generalized remark element consisting of a remark string with
attached ISM classification attributes. </xs: docunentation>
</ xs:annot at i on>
<xs: si npl eCont ent >
<xs:extensi on base="string4000" >
<xs:attributeGoup ref="ism SecurityAttributesG oup"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs:sinpl eType nanme="Uui dType" >
<xs:annot ati on>
<xs:docunent ati on> Pattern for checking a UUID. UUID =
00000000-0000-0000-0000000000000000 </ xs: document ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F] {4}-[0-9a-fA-F] {16}"/>
</xs:restriction>
</ xs: si nmpl eType>
</ xs: schema>
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2.4 - SchemaGuideSchema.xsd

<xsd: schema xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Scherma"
xm ns: xhtm ="http:// ww. w3. or g/ 1999/ xht m - St opBr owser Render i ng"
xm ns:irmE"urn:us: gov:ic:irnt
attributeFornDefaul t="qualified"
i smconpliesWth="USGv USIC
i smresourceEl enent="true"
i smcreatebDat e="2019-09- 18"
i sm DESVer si on="202111"
i sm | SMCATCESVer si on="202205"
ismclassification="U
i sm owner Producer =" USA"
version="202111"
el enent For nDef aul t =" qual i fi ed”
tar get Nanespace="ur n: schena: gui de: schema: i r ni'
xm : |l ang="en" >
<xsd: annot ati on>
<xsd: docunent at i on>
<xhtm :h1l i smowner Producer="USA" | smclassification="U>Intelligence Community
Technical Specification XML Data Encoding Specification for DOcument and Media
EXploitation (DOMEX.XML) SchemaGuide</ xhtm : hl>
</ xsd: docunent ati on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer ="USA" ismcl assification="U">Notices</xhtnm : h2>
<xhtm :p I smownerProducer="USA" Ismclassification="U"> Distribution Notice:
This document has been approved for Public Release and is available for use without restriction.

</ xhtm : p>
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer="USA" ism classification="U" >Description</xhtnl :h2>
<xhtm :p I smownerProducer="USA" ismclassification="U"> This W3C XML Schema is an
implementation of the DOMEX assertion.</xhtm :p>
</ xsd: docunent at i on>
<xsd: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ism classification="U">Introduction</xhtn : h2>
<xhtm :p I smownerProducer="USA" ismclassification="U"> This XML Schema file is only
used to produce the schemaGuide for the XML Data Encoding Specification (DES).
Please see the document titled <xhtnm :i>
<xhtm :a href="../../Docunment s/ DOVEX/ DesDomexXmi . pdf " >XML Data Encoding
Specification for DOcument and Media EXploitation</xhtni :a>
</xhtm :i> for a complete description of the encoding as well as list of all
components. </ xhtml :p>
<xhtm :p I smownerProducer="USA" ismclassification="U"> It Is envisioned that this
schema or its components, as well as other parts of the DES may be overridden for
localized implementations. Therefore, permission to use, copy, modify and distribute
this XML Schema and the other parts of the DES for any purpose is hereby granted in
perpetuity. </ xhtm :p>
<xhtm :p i smownerProducer="USA" ismclassification="U"> Please reference the preceding
two paragraphs in all copies or variations. The developers make no representation
about the suitability of the schema or DES for any purpose. It is provided "as is"
without expressed or implied warranty. </xhtm :p>
<xhtm :p 1 smownerProducer="USA" Ismclassification="U"> If you modify this XML Schema
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</ xsd: schenma>

in any way label your schema as a variant of DOMEX.XML. </xhtmi : p>
<xhtm :p i smowner Producer ="USA" Ismclassification="U"> Please direct all questions,
bug reports,or suggestions for changes to the points of contact identified in the
document referenced above. </ xhtnl : p>
</ xsd: docunent at i on>
<xsd: docunent at i on>
<xhtm : h2 i sm owner Producer ="USA" | sm classification="U>Implementation Notes</xhtm : h2>
<xhtm :p i smownerProducer="USA" ismclassification="U">The document element for a
DOMEX.XML document is <xhtml :a href="DOVEX xsd_El enent _acqui sition. htnl #acqui sition">domex:acquisition</xhtn :a>. A DOMEX.XML instance is an instance of a TDO with
particular payload and assertions. Its structure is similar to:</xhtnl:p>
<xhtm :ul >
<xhtm :p 1 smownerProducer="USA" ismclassification="U">A <xhtm :a href="1C TDF_xsd_El enent _Trust edDat aCbj ect . ht ml #Tr ust edDat aCbj ect " >
tdf:TrustedDataObject</ xht m : a>

</xhtm : p>
<xhtm :ul >
<xhtm : i i smownerProducer="USA" ismclassification="U">has an assertion
<xhtm :a href="DOVEX_xsd_El ement _acqui si tion. htm #acqui si ti on">domex:acquisition</xhtnl:a>
</xhtm:li>
<xhtm : 11 1 smownerProducer="USA" |Ismclassification="U">has an assertion
<xhtm :a href="1C |1 RMxsd_El ement i rm | CResour ceMet adat aPackage. ht m #| CResour ceMet adat aPackage" > irm: ICResourceMetadataPackage</ xht m : a>
</xhtm:li>
</ xhtm :ul >
</ xhtm :ul >
<xhtm :p i smownerProducer="USA" ismclassification="U">The document elements for DOMEX

are <xhtm :a href="DOVEX xsd_El enment _donex. ht m #donmex" >domex:domex</ xhtm : a>,
<xhtm :a href="ldentity xsd_Elenment _identity.htm #i dentity">ldentity:identity</xhtn :a>, and
<xhtm :a href="Cel | exReport_xsd_El enent _cr_cel | exReport. htnl #cel | exReport">cr:cellexReport</ xhtm : a>.

</xhtm : p>

</ xsd: docunent at i on>
<xsd: docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ism cl assification="U">Creators</xhtnl : h2>
<xhtm :p i smownerProducer="USA" |smclassification="U >0FfFice of the Director of
National Intelligence Intelligence Community Chief Information Officer</xhtnmnl :p>
</ xsd: docunent at i on>
</ xsd: annot at i on>
<l-- Inport the schema for each "dependent"” spec. This schema is only used to generate a SchemaCui de -->

nanmespace="urn: us: ml:ces: netadat a: donex" schenmalLocati on="DOVEX. xsd"/ >
<xsd:inport namespace="urn:us: ml:ces: metadata: domex_identity"
schemalLocation="Identity.xsd"/>
<xsd:inport namespace="urn: Cel | exReport" schemalLocation="Cel | exReport.xsd"/>
<I-- I RM schema because that is the main spec -->
nanespace="urn:us:gov:ic:irnl' schemalLocation="../IRMIC | RM xsd"/ >
<l-- TDF schema because an | RM goes inside a TDO now -->

namespace="urn: us:gov:ic:tdf" schenmalLocation="../1C TDF/ | C TDF. xsd"/ >

<l-- DDMS v5 schenma because IRMrequires a peer DDVS v5 assertion
nanespace="urn: us: ml:ces: net adat a: ddns: 5" schemalLocati on=". ./ DDMS/ DDM5- v5. xsd"/ >- - >
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