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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for IC-SF. This guide is generated from the IC-SF Schemas and provides a consolidated reference for the schemas of this specification.
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Chapter 2 - Schema Files

2.1 - HashVerification.xsd

<xs:schema xm ns="urn:us:gov:ic:sf:hashverification”
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schenma"
xm ns: xhtm ="http://ww. w3. or g/ 1999/ xht nl - St opBr owser Render i ng"
el ement For mDef aul t ="qual i fi ed"
xm | ang="en"
sm conpl i esWt h="USGov USIC"
sm owner Pr oducer =" USA"
smcl assification="U"
sm DESVer si on="201903. 202010"
sm | SMCATCESVer si on="202010"
sm resour ceEl enent ="true"
i smcreatebate="2020-11-19"
target Namespace="urn: us: gov:ic: sf: hashverification”
versi on="202101">
<xs:annot ati on>
<xs:docunent ati on>
This is a manually created schema fragment for hash verification.
</ xs: docunent ati on>
</ xs:annot ati on>

<l oo *kxxkkxx __ >
<l-- elenents -->

<l oo Xkkkkkkx >

<l-- Top level elenent -->

<xs: el ement nanme="Cont ent EncodedHashVerification" type="HashVerificationType">
<xs:annot ati on>
<xs:docunentation xm :|ang="en">
<xhtm :p i smowner Producer="USA" ismclassification="U">
Represents the hash of the payload in its encrypted state.
Hash value is not meant to be taken over the Base64-encoded
state of the payload when used with a Base64Binary payload.

Used to represent the payload as stored and transmitted: Encrypted and split into chunks as needed.
Used by tools that need to verify that a payload corresponds to the XML document,
but which have no reason to further process the payload and may not have access to

the necessary keys.
</ xhtnm : p>
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el enent >

<!-- Top level elenent -->

<xs: el ement nane="Cont ent DecodedHashVeri fication" type="HashVerificationType">
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<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i sm owner Producer ="USA" ismclassification="U>
Represents the payload in plaintext state.
Hash value is not meant to be taken over the Base64-encoded
state of the payload when used with a Base64Binary payload.

Allows for verification that the payload has been correctly decrypted.
</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<l-- Top level elenment -->

<xs: el ement nane="HashVerification" type="HashVerificationType">
<xs:annot ati on>
<xs:docunentation xm :|ang="en">
<xhtm :p i smowner Producer="USA" Ismclassification="U"> This element represents the

hash verification of the referenced material. It may be a single hash over the
entire payload, or a structure representing an ordered set of payload blocks.
See the HashVerificationType documentation for details.</xhtn :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<!-- Top level elenent -->

<xs: el ement nanme="Unbl ockedHashVerification" type="Unbl ockedHashVerificationType">
<xs:annot ati on>

<xs:docunentation xnl:|lang="en">
<xhtm :p i smownerProducer="USA" ismclassification="U"> This element represents the

hash verification of the referenced material that is restricted to only a single hash
over the entire payload and where payload blocks are not allowed.
See the UnblockedHashVerificationType documentation for details.</xhtm :p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

<xs: el ement nanme="Bl ockHash" type="Bl ockHashType" >
<xs:annot ati on>

<xs:docunentation xnl:lang="en">
<xhtm :p i smownerProducer="USA" Ismclassification="U"> This element represents the

hash of one block of the referenced material.</xhtnl : p>
</ xs: docunent ati on>
</ xs: annot at i on>
</ xs: el enent >

<xs: el ement name="Payl oadHash" type="HashVal ueType" >
<xs:annotati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p I smowner Producer ="USA" Ismclassification="U> This element represents the
hash of the referenced material .</ xhtnl: p>
</ xs: docunent ati on>
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<l--

<l--

</ xs: annot at i on>
</ xs: el enment >

<xs: el ement nanme="Total Hash" type="Tot al HashType" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p I smownerProducer="USA" Ismclassification="U"> This element represents the
hash of the concatenation of block hashes. </xhtni:p>
</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: el enent >

oo Kkkkkkkkkk 5

attributes -->

kkkkkkkkkk __ >

<xs:attribute name="bl ock" type="Bl ockType">

<xs:annot ati on>
<xs: docunentation xm :|lang="en">
<xhtm :p I smownerProducer="USA" ismclassification="U">The hash block.</xhtnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>

<xs:attribute nanme="bl ockSi ze" type="Bl ockSi zeType" >
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i sm owner Producer ="US
hash.</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>

ismclassification="U">The block size of a

<xs:attribute nane="hashType" type="HashTypeType">
<xs:annot ati on>
<xs:docunentation xnl:lang="en">
<xhtm :p i sm owner Producer ="USA" ismclassification="U>The type of a
hash._.</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>

<xs:attribute nane="total Bl ocks" type="Tot al Bl ocksType" >
<xs:annot ati on>
<xs:docunentation xm :|ang="en">
<xhtm :p I smownerProducer="USA" Ismclassification="U">The total blocks of a
hash._</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
</xs:attribute>

<loo kxkkkkk __ >
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<l-- groups -->

<loo KkEkkkKkk S

<xs:group nane="Bl ockedHashG oup" >

<xs:annot ati on>

<xs: docunent ati on>

<xhtm :p ismclassification="U" ism ownerProducer="USA">
<xhtm : strong>Tailoring:</ xhtm : strong> Not all systems will be willing or able

to support unbounded lists of blocks. When tailoring maxOccurs here to reflect
limitations imposed by a CDS or other implementation, that change should also be
reflected in the definition of a BlockedHashGroup.</ xhtm : p>

</ xs: docunent ati on>
</ xs:annot ati on>
<XS:sequence>

<xs:element ref="Total Hash" m nOccurs="1" maxCccurs="1"/>

<xs: el enment ref="BlockHash" m nCccurs="2" maxOccur s="unbounded"/ >
</ xs: sequence>

</ xs: group>

<l oo Kkxkkkkkkkxk >
<l-- conpl exTypes -->
<l oo F*xkkkkkkkkkk __ >

<xs:conpl exType nanme="Bl ockHashType" >
<xs: si npl eCont ent >
<xs: ext ensi on base="HashVal ueType" >
<xs:attribute ref="block" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs:conpl exType nane="HashVerificati onType">
<xs:annot ati on>
<xs: docunent ati on>
<xhtm :p ismclassification="U" |smownerProducer="USA"> Hash values to verify
contents of a payload. </xhtnl :p>
<xhtm :p ismclassification="U" | smownerProducer="USA"> For payload types that
embed the payload in the document, or which otherwise consist of a single
object, a single hash value must be provided in a PayloadHash child element. If
the payload is broken into a set of blocks, the PayloadHash element is optional.</xhtnl:p>
<xhtm :p ismclassification="U" | smownerProducer="USA"> When referring to a
ReferenceValuePayload element which uses chunking, the TotalHash child element
must be a hash of the ordered concatenation of block hashes, using the same
standard base64 encoding found in the HashBlock elements. That element is
followed by a sequence of BlockHash elements, each of which must have a block
attribute indicating which block of the ReferenceValuePayload it matches. These
hashes must be of the same type as the parent HashVerification element.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
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<xs: choi ce>
<Xs:sequence>
<xs: el ement ref="Payl oadHash" m nCccurs="1" maxCccurs="1"/>
<xs:group ref="Bl ockedHashG oup" m nCccurs="0" maxCccurs="1"/>
</ Xxs: sequence>
<Xs:sequence>
<xs:group ref="Bl ockedHashG oup" m nCccurs="1" nmaxCccurs="1"/>
</ xs: sequence>
</ xs: choi ce>
<xs:attribute ref="hashType" use="required"/>
</ xs: conpl exType>

<xs: conpl exType nane="Tot al HashType" >
<xs: si npl eCont ent >
<xs: ext ensi on base="HashVal ueType" >
<xs:attribute ref="bl ockSize" use="required"/>
<xs:attribute ref="total Bl ocks" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="Unbl ockedHashVerificati onType">
<xs: conpl exCont ent >
<xs:restriction base="HashVerificationType">
<xs: choi ce>
<xs: el enment ref="Payl oadHash" m nCccurs="1" maxCccurs="1"/>
</ xs: choi ce>
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<l oo Kkkkkxkkkkk __S

<l-- sinpleTypes -->

<l Fkkkkkkkkkkx __ 5

<xs:sinmpl eType nane="Bl ockSi zeType" >
<xs:annot ati on>
<xs:docunentation xm :|lang="en">
<xhtm :p ismclassification="U" ism ownerProducer="USA" >
<xhtm : strong>Tailoring:</ xhtm : strong> Implementations that do not support all
listed block sizes may wish to tailor this list to remove values larger than
those supported by the service. To preserve compatibility with other
implementations, new values should not be added. </xhtnmnl : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:positivelnteger">
<xs: mnlnclusive val ue="134217728"/ >
<xs: maxl ncl usi ve val ue="2147483648"/ >
<xs:enuneration val ue="134217728"/ >
<xs:enumneration val ue="268435456"/ >
<xs:enuneration val ue="536870912"/ >
<xs:enuneration val ue="1073741824"/ >
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<xs:enuneration val ue="2147483648"/ >
</ xs:restriction>
</ xs:si npl eType>

<xs:si npl eType nanme="Bl ockType">
<xs:restriction base="xs:positivelnteger">
<xs: mnl nclusive val ue="1"/>
<xs: max!| ncl usi ve val ue="4096"/>
</ xs:restriction>
</ xs:si npl eType>

<xs:sinpl eType nane="HashTypeType" >
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i sm owner Producer="USA" ismclassification="U">
The algorithm used to calculate the associated hash value, also known as a message digest.
Valid values identify approved secure hash algorithms defined in FIPS 180-4 and FIPS 202.
Current information on these algorithms, including specifications and guidance as to algorithm choice,
can be found at the NIST hash function project page, https://csrc.nist.gov/projects/hash-functions.
NIST special publications 800-57 “Recommendation for Key Management” also provides guidance on algorithm choice.
SHA-1 is approved only for legacy processing and SHA-224, SHA-512/224, and SHA3-224 are only approved through 2030.
</xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs:restriction base="xs:string">
<xs:enuneration val ue="SHA-1"/>
<xs:enuneration val ue="SHA- 224"/ >
<xs:enuneration val ue="SHA- 256"/ >
<xs:enuneration val ue="SHA- 384"/ >
<xs:enuneration val ue="SHA-512"/>
<xs:enuneration val ue="SHA-512/ 224"/ >
<xs:enuneration val ue="SHA-512/ 256"/ >
<xs:enuneration val ue="SHA3- 224"/ >
<xs:enuneration val ue="SHA3- 256"/ >
<xs:enuneration val ue="SHA3- 384"/ >
<xs:enuneration val ue="SHA3-512"/>
</ xs:restriction>
</ xs: si npl eType>

<xs:si nmpl eType nanme="HashVal ueType">
<xs:restriction base="xs: hexBi nary">
<xs: mnLength val ue="16"/>
<xs: maxLength val ue="128"/>
</ xs:restriction>
</ xs: si npl eType>

<xs:si nmpl eType nanme="Tot al Bl ocksType" >
<xs:restriction base="xs:nonNegativel nteger">
<xs: m nl ncl usive val ue="2"/>
<xs: maxl ncl usi ve val ue="4096"/ >
</ xs:restriction>
</ xs: si npl eType>

</ xs: schema>
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2.2 - IC-SF.xsd

<xs:schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns:icsfhashv="urn:us:gov:ic:sf:hashverification”
xm ns: xhtml =" http://ww. w3. or g/ 1999/ xht ml - St opBr owser Renderi ng"
target Nanmespace="urn: us: gov:ic: sf"
attribut eFor nDef aul t ="qual i fi ed"
el ement For nDef aul t =" qual i fi ed"
xm : 1 ang="en"
i smconpliesWth="USGov USIC
i smresour ceEl enent ="true"
I sm creat ebat e="2020-11- 20"
I sm DESVer si on="201903. 202010"
[
[
[

sm | SMCATCESVer si on="202010"

smcl assification="U"

sm owner Pr oducer =" USA"

version="202101">

<xs:annot ati on>
<xs: docunent ati on>
<xhtm :hl i sm owner Producer="USA" ismclassification="U">
Intelligence Community Specification Framework (I1C-SF_XML)</xhtm :hl>

</ xs: docunent ati on>

<xs: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ism cl assification="U >Notices</xhtm : h2>
<xhtm :p i sm owner Producer="USA" ismclassification="U">
Distribution Notice:
This document has been approved for Public Release and is available for use without restriction.

</ xhtn : p>
</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" i sm cl assification="U" >Description</xhtmn : h2>
<xhtm :p i sm owner Producer ="USA" ismclassification="U">
W3C XML Schema for the Intelligence Community Specification Framework (1C-SF.XML).
</ xhtnm : p>
</ xs: docunent ati on>
<xs: docunent ati on>
<xhtm : h2 i sm owner Producer="USA" ism classification="U>Introduction</xhtnl : h2>
<xhtm :p I smownerProducer="USA" ismclassification="U"> This XML Schema file is one
component of the XML Data Encoding Specification (DES). Please see the document
titled <xhtnm :i>
<xhtm :a href="../../Docunents/|C-SF/ DesSflcXnl . pdf">Intelligence Community Specification Framework</ xhtnl :a>
</xhtm :i> for a complete description of the encoding as well as list of all
components. </xhtm :p>
<xhtm :p I smownerProducer="USA" Ismclassification="U"> It is envisioned that this
schema or its components, as well as other parts of the DES may be overridden for
localized implementations. Therefore, permission to use, copy, modify and distribute
this XML Schema and the other parts of the DES for any purpose is hereby granted in
perpetuity. </xhtmnl:p>
<xhtm :p i smownerProducer="USA" Ismclassification="U"> Please reference the preceding
two paragraphs in all copies or variations. The developers make no representation
about the suitability of the schema or DES for any purpose. It is provided "as is"
without expressed or implied warranty. </ xhtm :p>
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<xhtm :p i smownerProducer="USA" ismclassification="U"> IT you modify this XML Schema
in any way label your schema as a variant of IC-SF_XML. </xhtml : p>
<xhtm :p i smownerProducer="USA" 1smclassification="U"> Please direct all questions,
bug reports,or suggestions for changes to the points of contact identified in the
document referenced above. </ xhtmi :p>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm :h2 i smownerProducer="USA" [smclassification="U>Implementation Notes</xhtmn :h2>
<xhtm :p i smowner Producer="USA" ismclassification="U">
No implementation notes at this time.
</xhtm : p>
</ xs: docunent ati on>
<xs:docunent ati on>
<xhtm : h2 i sm owner Producer ="USA" ism cl assification="U" >Creators</xhtnl : h2>
<xhtm :p i smownerProducer="USA" ismclassification="U">0FfFice of the Director of National Intelligence
Intelligence Community Chief Information Officer</ xhtm : p>
</ xs: docunent ati on>
</ xs:annot ati on>

<!__ *khkkkk*k*% - >
<l-- Inports -->
<l oo Fxxkkkxx __ S

<xs:inport schemalLocation="./HashVerification.xsd"
nanespace="urn: us: gov:i c: sf: hashverification"/>

<l oo *kEkkxkxE >
<l-- Attributes -->
<l KEExXREX >

<xs:attribute nanme="DESVersion">
<xs:annot ati on>
<xs:docunentation xnl:|lang="en">
<xhtm :p i smowner Producer="USA" |Ismclassification="U>The version number of the DES</xhtnl:p>
</ xs: docunent ati on>
</ xs:annot ati on>
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern value="[0-9]{6}(\.[0-9]{6})?2(\-.{1,23})?"/>
</xs:restriction>
</ xs: si nmpl eType>
</xs:attribute>

<xs:annot ati on>
<xs: docunent ati on>
<xhtm :h2 i smowner Producer="USA" | smclassification="U >Formal Change List</xhtni:h2>
<xhtm :tabl e i sm ownerProducer="USA" ismclassification="U" id="ChangeHi story">
<xhtm : capti on>Change History</xhtnl :caption>
<xhtm : t head>
<xhtm :tr>
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<t h>Version</t h>
<t h>Date</t h>
<t h>By</t h>
<t h>Description</th>
</xhtm:tr>
</ xhtml : t head>
<xhtm : t body>
<xhtm:tr>
<xhtm :td>2021-JAN</ xht i : t d>
<xhtm :td>2020-11-20</ xht m : t d>
<xhtm :td>0DN1/0OCIO/ICEA</ xht m : td>
<xhtm :td>
For changes to schema as of and after 2021-JAN, reference the change history in the CES.
</xhtm :td>
</xhtm:tr>
</ xhtm : t body>
</ xhtm :tabl e>
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: schema>
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