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Chapter 1 - Introduction

1.1 - Purpose

This is an informative supplement for DHZM. This document provides concrete examples of XML
files implementing DHZM elements and attributes.
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Chapter 2 - Example Files
2.1 - DHZM_TDO_commercial.xml

<?xm -nodel href="../../Schematron/ DHZM DHZM XM.. sch" type="application/xm " schematypens="http://purl.oclc.org/dsdl/schematron"?>
<?xm -nodel href="../../Schematr on/ DHZMC- TDF/ DHZMC- TDF_XM.. sch" type="application/xm " schematypens="http://purl.oclc.org/dsdl/schenatron"?>
<?xm -nodel href="../../Schematron/ BASE- TDF/ BASE- TDF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?>
<?xm -nodel href="../../Schematron/|1C SF/ | CSF_XM.. sch" type="application/xm" schematypens="http://purl.oclc.org/dsdl/schematron"?>
<t df : Trust edDat aCbj ect xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schemra- i nst ance"

xmns:tdf="urn:us:gov:ic:tdf"

xm ns: dhzm="urn: us: gov:ic:digital hazmat"

xm ns:sign="http://ww.w3. org/ 2000/ 09/ xm dsi g#"

xm ns:icsfhashv="urn: us:gov:ic:sf:hashverification"

xm ns:icsf="urn:us:gov:ic:sf"

xm ns="urn:us:gov:ic:tdf"

~ ~ ~

xsi:schemalLocation="urn:us:gov:ic:tdf ../../Schema/ DHZMC- TDF/ DHZMC- TDF. xsd urn:us:gov:ic:digital hazmat ../../

Schema/ DHZM DHZM xsd urn:us:gov:ic:sf:hashverification ../../Schema/ | C-SF/ HashVeri ficati on. xsd"
tdf:version="202101- DHZMC- TDF. 202101" >
<tdf:Assertion tdf:scope="PAYL">
<tdf:StructuredStatenent>
<dhzm ProvenanceAsserti on dhzm DESVersi on="202101" i csf: DESVersi on="202101" >

<dhzm Di gi t al HazMat >Thi s el enent descri bes an obfuscated payl oad which is either known or suspected to

contain software or similar data which could cause harmto information processing systens.

It has been encapsulated to render it inert. Any attenpt to decode this payl oad outside a safe

anal ysi s environment may pose a danger to your system </ dhzm Di gital HazMat >
<dhzm Cont ent Col | ecti onTi nest anp>2019- 01- 17T09: 00: 00Z</ dhzm Cont ent Col | ecti onTi nest anp>
<dhzm Cont ent Si ze>100</ dhzm Cont ent Si ze>
<i csf hashv: Cont ent DecodedHashVeri fication icsfhashv: hashType="SHA- 256" >

<i csf hashv: Payl oadHash>4355a46b19d348dc2f 57c046f 8ef 63d4538ebb936000f 3c9ee954a27460dd865</ i csf hashv: Payl oadHash>

</i csf hashv: Cont ent DecodedHashVeri fi cati on>
<dhzm Cont ent EncodedSi ze>100</ dhzm Cont ent EncodedSi ze>
<dhzm Cont ent Encodi ngMet hod>XOR</ dhzm Cont ent Encodi ngMet hod>
<i csf hashv: Cont ent EncodedHashVeri fication icsfhashv: hashType="SHA- 256" >

<i csfhashv: Tot al Hash i csfhashv: bl ockSi ze="134217728" i csfhashv:total Bl ocks="2">53c234e5e8472bh6ac51claelcab3f e06f ad053beb8ebf d8977b010655bf dd3c3</

i csf hashv: Tot al Hash>
<i csfhashv: Bl ockHash i csfhashv: bl ock="1">e0642c608aa3e28350cebc98e47df e784f 966bd027ea376b7d4700f e6b07ea3d</i csf hashv: Bl ockHash>
<i csfhashv: Bl ockHash i csfhashv: bl ock="2">e6b98e46bd027ea376b7d47dc0758a48a4f 96e68f e78e064700f 700f e6b07ea3</ i csf hashv: Bl ockHash>
</i csf hashv: Cont ent EncodedHashVeri fi cati on>
</ dhzm ProvenanceAsserti on>
</tdf:StructuredStat enent >
</tdf:Assertion>
<tdf:Assertion tdf:scope="PAYL" >
<tdf: StructuredStatenent>
<dhzm Anal ysi sAssertion dhzm DESVer si on="202101" i csf: DESVersi on="202101">
<dhzm Di gi t al HazVat >Thi s el ement descri bes an obfuscated payl oad which is either known or suspected to
contain software or similar data which could cause harmto information processing systens.
It has been encapsulated to render it inert. Any attenpt to decode this payl oad outside a safe
anal ysi s environment may pose a danger to your system </ dhzm Di gital HazMat >
<dhzm Oi gi nCont ent Fi | enanme>Super BadDi gi t al HazMat </ dhzm Ori gi nCont ent Fi | enane>
<i csf hashv: Cont ent DecodedHashVerification icsfhashv: hashType="SHA- 256" >
<i csfhashv: Payl oadHash>839ba46b19d348dc2f 57c046f 8ef 63d4538ebb936000f 3c9ee954a27460dd865</ i csf hashv: Payl oadHash>
</i csf hashv: Cont ent DecodedHashVeri fi cati on>
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<dhzm KnownMal i ci ous>t r ue</ dhzm KnownMal i ci ous>
<dhzm Anal ysi sMet hod>Vi rus_Scan</ dhzm Anal ysi sMet hod>
<dhzm Anal ysi sMet hodTool Li st >
<dhzm Anal ysi sMet hodTool >
<dhzm Anal ysi sMet hodTool Nane>Manual Anal ysi s</ dhzm Anal ysi sMet hodTool Nane>
</ dhzm Anal ysi sMet hodTool >
<dhzm Anal ysi sMet hodTool >
<dhzm Anal ysi sMet hodTool Nane>cpe: / a: nsa: ghi dra: 9. 0</ dhzm Anal ysi sMet hodTool Nane>
</ dhzm Anal ysi sMet hodTool >
<dhzm Anal ysi sMet hodTool >
<dhzm Anal ysi sMet hodTool Nane>Ct her: cpe: / a: nsa: super ghi dra: 10. 0</ dhzm Anal ysi sMet hodTool Nane>
</ dhzm Anal ysi sMet hodTool >
</ dhzm Anal ysi sMet hodTool Li st >
</ dhzm Anal ysi sAsserti on>
</tdf:StructuredStatenent>
</tdf:Assertion>
<tdf: Encryptionlnfornmation>
<t df : KeyAccess>
<t df : At t achedKey>
<t df : KeyVal ue>abcdef ghi j kIl mop</t df : KeyVal ue>
</tdf:AttachedKey>
</tdf: KeyAccess>
<tdf: Encrypti onMet hod tdf: al gorithn="SHA- 256"/ >
</tdf: Encryptionl nfornmation>
<t df : Ref erenceVal uePayl oad tdf: uri="bitcionsteal er.gz. enc"
tdf: nmedi aType="appl i cati on/ oct et -streant
tdf:isEncrypted="true">
<Ref erenceVal ueBl ock tdf:uri="bitcionsteal er.gz.enc.p01" icsfhashv:block="1"/>
<Ref erenceVal ueBl ock tdf:uri="bitcionsteal er.gz.enc.p02" icsfhashv: bl ock="2"/>
<i csf hashv: Cont ent EncodedHashVerificati on icsfhashv: hashType="SHA- 256" >
<i csfhashv: Tot al Hash i csfhashv: bl ockSi ze="134217728" 1 csfhashv:total Bl ocks="2">a8cd34e5e8472b6ac51lclaelcab3f e06f ad053beb8ebf d8977b010655bf dd3c3</i csf hashv: Tot al Hash>
<i csfhashv: Bl ockHash i csfhashv: bl ock="1">e1232c608aa3e28350cebc98e47df e784f 966bd027ea376b7d4700f e6b07ea3d</i csf hashv: Bl ockHash>
<i csf hashv: Bl ockHash i csfhashv: bl ock="2">f 9f a8e46bd027ea376b7d47dc0758a48a4f 96e68f e78e064700f 700f e6b07ea3</i csf hashv: Bl ockHash>
</i csf hashv: Cont ent EncodedHashVeri fi cati on>
<i csf hashv: Cont ent DecodedHashVeri fi cation i csfhashv: hashType="SHA- 256" >
<i csfhashv: Tot al Hash i csfhashv: bl ockSi ze="134217728" | csfhashv:total Bl ocks="2">1e9e34e5e8472b6ac51claelcab3f e06f ad053beb8ebf d8977b010655bf dd3c3</i csf hashv: Tot al Hash>
<i csf hashv: Bl ockHash i csfhashv: bl ock="1">4e5e608aa3e28350cebc98e47df e784f 966bd027ea376b7d4700f e6b07ea3d</i csf hashv: Bl ockHash>
<i csf hashv: Bl ockHash i csfhashv: bl ock="2">2e3e8e46bd027ea376b7d47dc0758a48a4f 96e68f e78e064700f 700f e6b07ea3</i csf hashv: Bl ockHash>
</i csf hashv: Cont ent DecodedHashVeri fi cati on>
</t df : Ref er enceVal uePayl oad>
</tdf: Trust edDat albj ect >
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