OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
‘WASHINGTON, DC 20511

2014-0098
MEMORANDUM FOR: Distribution
SUBJECT: Technical Soundness Approval of Technical Specifications
REFERENCES: A. Intelligence Community Directive 500, Director of National

Security Chief Information Officer, 7 August 08
B. Intelligence Community Standard 500-20, Intelligence
Community Enterprise Standards Compliance, 16 December 10
C. Intelligence Community Information Technology Enterprise,
Increment 1, Implementation Plan, 17 July 12

Director of National Intelligence (DNI) policy guidance calls upon the Intelligence

Community Chief Information Officer (IC CIO) to establish, coordinate and promulgate common
Information Technology (IT) standards, protocols and interfaces for and within the IC required to
support information sharing strategies; intelligence mission objectives established in relevant law,
policy and directives; and the IC information Technology Enterprise (IC ITE). The Office of the
IC CIO facilitates IC-wide collaboration and coordination fora charged with adoption,
modification, development and governance of IC technical specifications of common concern.
Under IC CIO authority, the chair of the IC CIO-sponsored governance forum responsible for
developing these specifications has determined that the following Intelligence Community
Technical Specification is technically sound, supportive of the IC mission objectives and the IC
ITE, and is approved for use as of the date of this memorandum:

1)

4)

5)

XML Data Encoding Specification for Enterprise Audit Exchange V7 (AUDIT.XML.V7) —
This version consolidated event elements down to basic types and addressed several
community change requests.

XML CVE Encoding Specification for Authority Categories V1 (AUTHCAT.XML.V1) —
This new specification provides guidance for using XML to encode Authority Categories
controlled vocabulary.

XML Data Encoding Specification for Community Shared Resources Technical
Specification Profiles V1 (CSR.XML.V1) — This new specification provides guidance for
Community Shared Resources to sub-set the large possible combinations of specification
Versions.

REST and SOAP Service Encoding Specification for Content Discovery and Retrieval
Deliver V2 (CDR-Rest.V2 and CDR-VSoap.V2) — This version adds DIL features.

XML Data Encoding Specification for Document and Media Exploitation V2
(DOMEX.XML.V2) — This version adopts IC-GENC and incorporates changes resulting
from the DOMEX metadata standards pilot effort.
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6) XML CVE Encoding Specification for Fine Access Control V1 (FAC.XML.V1) — This
new specification provides guidance for using XML to encode Fine Access Control
controlled vocabulary.

7) Data Encoding Specification for IC Full Serve Directory Schema V3 (FSD.XML.V3) —
This version was updated to comply with technical amendment to ICS 500-13.

8) XML CVE Encoding Specification for Geopolitical Entities, Names, and Codes V1
(GENC.XML.V1) — This new specification provides guidance for using XML to encode
GENC data.

9) XML Data Encoding Specification for Information Resource Metadata V12
(IRM.XML.V12) — This version incorporates GENC for country codes and implements the
DNI Negroponte Revision/Recall Memorandum.

10) XML Data Encoding Specification for Information Security Marking Metadata V13
(ISM.XML..V13) — This version mandates attribute compliesWith to be specified on all
resource nodes.

11) Access Control Encoding Specification for Information Security Markings V2
(ISM.ACES.V2) — This version contains additional SCI controls and updated CVEs.
Contents were sorted but these changes are hidden in the diff files to allow the differences
in wording to be highlighted. Having the diff show the sorting would have made the
wording changes impossible to see in the diff view.

12) XML CVE Encoding Specification for ISM Country Codes and Tetragraphs V2 (ISM-
CAT.XML.V2) — This version updated Country Codes to the latest version of GENC.

13) XML REST Interface and SOAP Data Encoding Specification for Content Discovery and
Retrieval Manage V1 (RM.XML.V1 and SM.XML..V1) — This new specification defines
requirements and provides guidelines for the realization of the CDR Manage Component as
a RESTful web service or using the SOAP style binding. The content of this specification
describes the Manage Service’s behavior, interface and other aspects in detail, providing
enough information for Manage Service providers and consumers to create and use CDR-
conformant Manage Services.

14) XML Data Encoding Specification for PROPIN Need-To-Know V1 (PROPIN-
NTK.XML.V1) — This new specification provides guidance for using XML to encode
PROPIN-NTK data.

15) Access Control Encoding Specification for PROPIN Need-to-Know V1 (PROPIN-NTK-
ACES.ACES.V1) — This new specification provides guidance for providing access to
PROPIN-NTK-ACES data.

16) REST and SOAP Data Encoding Specification for Content Discovery and Retrieval Query
Management V2 (RQM.XML.V2 and SQM.XML..V2) — This version is structured as a
profile of CDR Manage.

17) XML Data Encoding Specification for Revision Recall VI (RevRecall. XML.V 1) — This
new specification provides guidance for using XML to encode Revision Recall data fully
implementing the DNI Negroponte memo on Revision Recall and supporting IC ITEs
requirements.

18) IC Enterprise Attribute Exchange Between IC Attribute Services Unified Identity Attribute
Set V3.1 (UIAS.XML.V3.1) — This version updates controlled vocabulary pointers and
clarified operational usage.
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19) Web Service Security Guidance for Use of XML Signature and XML Encryption V1
(WSS-SIGENC.V1) — This new specification provides guidance on how to minimize the
risks and vulnerabilities with the use of XML Signature and XML Encryption.

This Technical Specification is approved for submission to the IC Enterprise Standards
Baseline which services as the collection of enterprise standards against which programs will be
assessed for IC Enterprise Architecture compliance. It can be accessed at http://go.ic.gov/fJetiT
and http://go.ic.gov/BE5SSRu on Intelink-TS and http://purl.org/IC/Standards/data-specs and
http://purl.org/IC/Standards/service-specs on Intelink-U.

.\\@m\ &Qx\&j 21 yardh 20

Susan D. Jaxel ¢ Date
Chief, Enterprise Tategration and Architecture Group
Office of the IC CIO

Attachment:
1. IC Technical Specification Mapping to IC/DoD Guidance
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Distribution:

External Distribution:

Chief Information Officer, Central Intelligence Agency

Chief Information Officer, Defense Intelligence Agency

Chief Information Officer, Federal Bureau of Investigation

Chief Information Officer, National Geospatial-Intelligence Agency

Chief Information Officer, National Reconnaissance Office

Chief Information Officer, National Security Agency

Chief Information Officer, Office of Intelligence, Department of Energy

Chief Information Officer, Office of Intelligence and Analysis, Department of Homeland Security
Chief Information Officer, Office of National Security Intelligence, Drug Enforcement Agency
Chief Information Officer, Bureau of Intelligence and Research, Department of State

Chief Information Officer, Department of Treasury

Chief Information Officer, U.S. Army

Chief Information Officer, U.S. Navy

Chief Information Officer, U.S. Air Force

Chief Information Officer, U.S. Marine Corps

Chief Information Officer, U.S. Coast Guard

Deputy Chief Information Officer, Department of Defense




_ | $32IN0S8Y JO [04)U0D SSBO0Y paseg-ajnquNy 04 asn puy
! '$904N0S aAljEjLIoYINY ‘Juswubissy :sainquURy UoEZLOoYINY
X X i X | asudisuz '0e-005 (SOI) piepuels Aunwwiod doushijeiu|
, layuap)
X X X [eNBIa 21 ‘'62-005 (SD1) pepuels Alunwwog sousbijsul
ejeq ¥pny jo Buleys pue
X X X uoioal|09 /2-005 (SOI) piepuels Aunwwod aouabijsiy|
| uoljewloju| pajejay-aouabljisju| pue ssuabijjsiu|
X X X X X X Jo Buibbe] ‘12-005 (SDI) p.epuels Alunwwog aousbijsyul
X §1-005 (SOI) piepuels Aunwwod aouabijsiy|
jewod sweN Aejdsiq jrew3 sompaN paziwpdo Apunwiwod
X aouabl|iau] ‘£1-005 (SOI) prepuels Ayunwwog soushijisiu|
| juswabeuel ssa00y pue uojjezioyny paseq-sinqupy
X X X ‘2005 (9d01) aoueping Aojjod Ajunwwod aouabijisiy|
Aiuepy eybig
X X X ‘1006 (9d0I) ®oueping Aoljod Ajunwiwo) souabijjsiy|
uol1e)Ipa.iooy pue uolesyiuag ‘Juswabeuepy
sy Alnoag swaysAs ABojouyoa ) uopewloju| AJunwwo)
X souabljeiu) ‘oG (A1) @ARdaAQ Aunwwo) sousBiisiul
juswuolAug
uoljewloju| Ajunwiwo) asuabljjeiul ay) Jo asusyeq
X pajesbaju| '20g (1) eAnoag Alunwwog sousbijjsiul
Dl 8y} UIYIM UONELLIOJU| JO |BABLISY 10 Uoljeulwsssiq
¥ X X X X X X X X X X X X pue A1anodsIq ‘105 (1) @noaig Alunwwod sousbijsjuj
| m 1800 uonEWIOU| JBIYD Sousbi|Blul [BUOHEN
X X X X X | x | x i X X X _ X X X X X | X X X X | J0Jojauid ‘'00s (a9l) endaiq Aunwwod aousbijisiu|
's8l18S 006
| ! _ _ _ ue|d uonejuswsldw | juswaiou| (311 o)
X _ X X X X X | X _ X X X | x | X X X X X X b4 % asudisjuz ABojouyos | uojewIoju| AJunwwod sausbijsiu|
(311 o) esudisyuz ABojouyos | uonelioul Dy

l[edayAay
S3OV-MLN-NIdO¥d
MLIN-NIdO¥d

1B ArenD-yao
19A13Q-¥A0
S30-LVOHLNY

Xujejy aoes ] Asljod - | ajqel

aoeu] Adljod




(Xawoaq) uoneyo|dx3 eipsjy pue juswnooq
aod ‘€0°'00€€ JoquinN aAioallIq asuse( Jo Juswpedaq

‘S8AIoalIg gog

S002 'S0 Isnbny
‘syuodoibaN Ag paubig ‘uonnquisiq Joj WNPUBIOWSIA

‘swinpuelowsiy

|oAu0Q JojeulbluQ sjosu0D uoeulwSsSI( o uolesddy
‘L'0LL (9dDl) soueping Adljod Ayunwwod aousbijjs)

wajsAg sbupuepy |o53uo) pue
uoneayisse|d ‘042 (@O1) eARdaIIg Aunwwiod soushijigju|

'saliag 00/

F—

uoljejiojdx3 elpajy
pue Juswnaoq ‘zog (@ol1) aAoalig Aunwwo) asuabijjsiu|

‘Sal8g 00€

apInoLd 0} Alljiqisuodsay s, Aunwwon
aousbijisu| syy 398l 0} 8ouabijjelu] Buuedsid ‘Z-002-2002
(INd9I) wnpuelowsapy Adljod Aunwwo sauabijul

uoleUIWaSS|[ PUB UOONPOId
auliea] ‘60z (A1) 8A0RIA Aunwwod aousbijjsjul

AN wnwixejy
1o} a)L ‘802 (AD1) @Anoalg Aunwiwod aduabijsiu|

sjonpold onAjeuy pajeulwassiq 10} sjuswalinbay
Buioinog ‘goz (@o1) eAdalg Aunwwod asuabijjeju|

:Sales 00¢

=
@
e
@
@
m
z
o

lleoayAy

SIDV-MLN-NIdO¥d

MIN-NIdO¥d

S30-1VO-NSI

¥sd

1B A1enD-¥ao

J9A13Q-¥Aad

S30-LVOHLNV

(£0 Inf €) Juswiuosiaug paseg-soinuag ajqesadossyul
UE 0] JUBW)|WIWOY (10 PUB D] ‘WNPUBIOWSIA 40a/D] Juiop




