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OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
INSTRUCTION NO. 80.05

Category 80 - Information Management
Office of Primary Responsibility: Civil Liberties-and Privacy Office

SUBJECT: IMPLEMENTATION OF PRIVACY GUIDELINES FOR SHARING
PROTECTED INFORMATION

1. AUTHORITIES: National Sccurity Act. of 1947, as amended; Executive Order
13388; Executive Order 12333, as amended, Privacy Act of 1974, as amended,
Presidential Memorandum dated December 16, 2003 (Guidelines and Requirements in
Support of the Information Sharing Environment), and othér applicable provisions of law.

2. REFERENCES: ODNI instruction No. 2006-3. Profection of Privacy and Civil
Liberties; ODNI Instrugtion 80.02, Managing Breaches of Persemally Identifiuble
Information, Guidelines 10 Ensure that the Informaiion Privacy and Other Legal Rights
of Americans are Protected in the Development and Use of the Information Sharing
Environment (the Guidelines, see atlached); Intelligence Community Directive 102
Process for Developing Interpretive Principles and Proposing Amendments 1o Attomey
General Guidelines Gaverning the Collection, Retention, and Dissemination of
Information Regarding U.S. Persons; and the Privacy and Civil Liberties Implementation
Guide for the Informuation Sharing Environment and Privacy and Civil Liberties
Implementation Workbock for Federal Agencies provided at iy

3. PURPOSE: This Instruction governs how the Office of the Direcior of National
[ntelligence (ODNT) handles records containing information about protected individuals
(1., “piotected information’) when those records are disclosed to or received from other
federal agencies; state, local. tribal, and foreign \errorism information sharing partners;
and the private sector. Processes oatlined in this Instruction will assist the ODN1 in
complying wilh applicable privacy and civil liberties requirements with respect to shanng
protected information, and with the safeguards for United States citizens and pesmanent
resident aliens embodied in Executive Order (EQ) 12333, and in guidelines and
pracedures implementing the provisions and protections of EO 12333,
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4, APPLICABILITY: Ths Instruction applies to all ODNI staff, delailees, assigness,
contractors, and others who have access to QDN infosmation or systems that may be
used in the sharing of terrorisra-related information containing information aboul
protected individuals,

5. DEFINITIONS: The following definidens apply to this Instruction:

A. Information Sharing Environment (ISE): The [SE is an approach for sharing
“protected information’™ contained in terrorism-related information (including
infonmation on weapons of mass destruction, homeland security information, and law
enforcement information related to terrorisrn) with federal, state, local, tribal, and private
seclor entities, as well as foreign partners, Mandated by Section 1016 of the Intelligence
Reform and Terrorism Prevention Act of 2004 (IRTPA), the ISE is composed of the
policies, processes, protocols. and technologies that govern the handling and management
of “protected information™ subject (o exchange with other entities. In practical effect, the
term “ISE” refers Lo procedures for the sharing of terrorisni information that contains
information about protected individuals.

B. Prolected Intarmation: Protected information is information about United Sta(es
citizens and permanent resident aliens that is subject to information privacy or other legal
protections under. the U.S. Constitution and federal laws. Protected information may also
include information designdted by Executive Qrdér, international agreement or other
instrument as subject to information privacy or other protections.

6. POLICY: Al persons identificd in Paragraph 4 shall ensure that infornuation privacy,
civil hiberties, and other legal nghts of American citizens and permanent resident aliens
are protected as terrorism-related information is exchanged between information sharing
partners.

7. ROLES AN RESPONSIBILITIES:

A. The ODNI Civil Liberties Protection Officer (CLPO) is hereby designated the
ODNI ISE Privacy Officer. In consulratior with other responsible ODNY offices, the
CLPO shall:

(1) Oversee the ODNI's implementation of and compliance with the Guideiines;
(2) Ensure that policies, procedures: and systerms comply with the Guidclines;

{3 Design, implement, and mavage privacy and civil liberties training;

(4} Provide guidance for implementing this Instruction;
2
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(5) Review and assess complaints in-accordance with Paragraph 13 of this
[nstrugtion.

B. Ail ODNI components shall:
(1) Consult with the CLPO tc determine the need to formalize a Standard
Operating Procedure (SOP), which.may be issued as an Internal Process Document
(IPD), (or implementing this Instruction. 1f an SOP is necessary, the component shall

designate a senior official responsible for developing and implemnenting the SOP.

(2) Consulr with the CLPO, when no SOP is needed. to easure complisnce with
this Instruction.

(3y Ensure that protected information meets the standards of accuracy.

compleieness, and consistency described in Patagraph 10 below.

C. The Data Tntegrity and ISE Oversight Board-shall evaluate components’ processes
and identify additional protections needed as desciibed in Paragraph 12.B. helow.

8. PROCESS TO ENSURE-COMPLIANCE WITH LAWS:

A. Coinponents seeking o share protected information with GDNT's terrorisn
information sharing partners shall ensure that the protected information is subject to a
thorough review of the privacy, civil liberties, EO 12333 guidelines, and other applicable
conditions and requirements For sharing (“ISE rules review,” or *'rules review™). Subject
to further CLPO- guidance, components shall:

(1) Consult with CLPO and other offices as CLPO may designate, (¢.g., Office of
the General Counsel, Mission Support Center/Information Management), document such
consultations, and receive writien affirmation from reviewing or consulting officials or
offices that appropriate criteria have been met; OR

(2) Prescribe an internal ISE rules review process as part of an SOP develaped
pursuunt to Section 7(b) of this Instruction and that ineets with CLPO approval; AND

(3) Document all data sharing between the ODNI and other entities via terms of
reference, Attomey Generat Guidelines, Memoranda of Understanding (MOU) or similar
instruments, and ensure review and approval of such docurentation by the CLPO and
otker offices the CLPO may designate. i

B. In conducting the rules reviews, CLPO, the Office of the General Counsel {OGC),
and other refevant offices shall work with components to:
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(1) Identify privacy, civil libertics, EO 12333. and other requirements thal apply:
to the protected information :o be shared;

{2) Develop an IPD identifying any rules specific to particular sharing
arrangements or categories of protected information; and

{3) Establish safcguasds (o ensure that;

(a) Protecled information is not shared solely on the hasis of the exercise of
rights guaranteed by the First Amendment, or on the basis of race, ethnicity. national
origin, or religions affiliation; and

(9) Controls and limitations are iraplemented for protected information as
applicable law or policy rcquircs.

C. If, in conducting rules reviews, the CLPO, OGC, or any ODNI companent
1lentifies:

{1} An issue that erodes information privacy nights, civil libertics, U.S. person or -
other legal protections, the CLPO, upon identitying or receiving notice of such jssue,
shall initiate any inlernal reviews and policy processes needed to address the tisk to
protected rights or information;

(2) Aninternally imposed restriction on sharing protected information that
impedes the sharing of terrorism, homeland secunty, or law cnforcement information and
that does not appear to be.required by applicable laws or to protect information privacy,
civil liberties. oc other legal rights, the CLPO, upon identifying or receiving notice of
such restriction, shall initiate any internal reviews and policy processes needed to address
the apparent impediment; or

(3) A restriction of the type described in the above patagraph that is iroposed by a
reguirement extemal to ODNL the CLPO, and OGC shall review such reported
impediments, consult with the ISE Privacy Guidelines Comunittee, and, failing internal
resolution of the concern, bring such restriction te the attention of the Altoracy General
and the Director of National Intelligence pursuant to the ISE Privacy Guidelines.

9. CHARACTER OF DATA - NOTICE:

A. Componcenis will provide a cover sheet or electronic banner, legend or screen
notifying recipient agencies of the aature of the records, data, databases or systemns of
records, and appropriate approved conirol markings for unclassitied information which

they make available 10 otber terrorism-relfated information sharing partners. The notice
shall stalc whether the information:

4
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{1) Contains protected information pertaining to a United States citizen or
permanent resident alien, or a non-immigrant alien protected by treaty or internalional
agreement;

{2} 1s subject to legal restrictions on its access, use, or disclosure, and describes
the restriction and pertinent law, regulation of policy; or,

(3) Is generally reliable and accurate. [f its reliability and accuracy is unknown,
describe the rcason for limited confidence in source reliabilily or content validity (e.g.,

notice from previous recipient of data, independent review, or inconsistency in records).

B. Componeals shall also use (he cover sheet or electronic banner, legend or screen
to provide to the recipient agency POC pertinent contact information for the emrorism-
related repoerts, records or dala they disscminate. At a minimum, this information should
include the name of the originating department or activity, and, if possible, the titic and
contact data for the person to whom guesuons regarding the informition shouid be
directed.

10. DATA QUALITY: The standards outlined below are the minimun required;
components may impose stricter data quality standards.

A. Data Quality Reviews: Componeonts shall ensure that protected information mects
the standards of accuracy, completeness, and consistency reguired to further the
purpose(s) for which the information is collected and used. Specifically:

(1) To prevem, identify, and correct errors, componenis shal} conduct and
document quality assurance reviews of protected data to the extent feasiblc,
notwilhstanding exemption front review under the Privacy Act of 1974 or other law;

(2) Components may document the decision thal a data quality review conducted
to satisty a non-ISE legal or policy requirement (e.g., OMB mandare, term of MOU) is
cusreat and appropriate for the data set examined, recording date of review, and legal
authority/requirement for review, '

(3) Components shall document a decision to review data sels in slages, based on
prionity ateas or crincality of accuracy;

{(4) Reviews may include comparison of records 1o detect inconsistencies ar other
concems about accuracy.

B. Data Quality Processes: Components shall articulate processes and criteria (o
ensure:
(1) Merged/matched records relate lo- the same individual;

S
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{2) Errors, inconsistencies, and deficicncies are investigated and
corrected/deleted in a timely manner;

{3) Outdaied or irrelevant data is updated, deleted or segregated in a tiniely
mamucy; and

(4) Datathat is pending correction, updating, or deletion is withheld from
disclosute or access or is appropnately segregated.

C. Notice of Errors in Data Received: When a component determines that protecied
information originating from an extemal source may be erroneous, includes incorrectly
merged information, or Jdcks adequate context such that the rights of the protected
individual may be affected:

{1) The potential crror or deficiency shall he communicated in writing to the
ODNI CLPO, as well as to the other agency's ISE Privacy/Civil Liberties Othcial
(identified in the applicable MOU or other instrument governing the information
exchange); and

(2) The communication shall include information that clarifics, limits, contradicts
or qualifies the information deemed to be erroneous or deficient.

D. Notice of Errors in Data Disseminated: When a component determines that
protected information it originated is or may be eironeous or noa-compliant with
terrorism-related information sharing policy or other policy or statutc. and knows or
believes (based on logs/audit) that the inforration was accessed by another agency, the
component shall take the following steps:

(1Y Provide written notice o the ODNICLPO of the deficiency. assessing the
extent to which the protected information has been disseminated;

(2) Notify record recipients of the deficiency, if they can be identified, to include
information that clanfies, contradicts or qualifies the deficient information;

(3) Correct or delete the erroneous information, or follow appropriaie processes
to dispose of the record. When it is uncertain whether the protected information 13
erroncous, note known limitations on accuracy in the field containing the protected
Information.

(4) Report the erroneous dissemination to the Intelligence QOversight Board and 1o

the Director of Nationa! Intelligence (DNI) as appropriate pursuant to Executive Order
12333 ‘
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E. Notice of Data Ervoneously Shared: A component that shares protected
information erroneously or in a inanner that is inconsistent with this Instruction shail
umynediately:

{1} Recall the informution by contacting all record recipients of the information
and request inunediate destruction of all disseminated copies of the information,

(2) Comply with Instruction 80.02, Managing Breaches of Personally
Identifiable Information, and report the matter (o the CLPO, who shall convene an
Incident Response Tewn to evaluate the disclosure, decide if notice to record bUh]EC.tS is
required, and, as needed, develop a response-plan.

F. Data Integrity and ISE Oversight Board: As described in Seclion 12.B. below, the
Board will assess overali data quality and respond 10 1dentitied data quality issues.

11. DATA SECURITY: An ODNI component sharing protected information through
the ISE shall:

A. Obtain assurances {rom the Mission Support Center (MSC) that MSC offices have
implemented policies prescribing administrative, technical, and physical safeguards for
protected information or will implement them soon. MSC policies should retlect, as
applicable, the standards and directives in the Data Security sections of the Privacy and
Civif Liberties Implementation Workbook for Federal Agencies.

~ B. Coordinate with the ODNL/Chief Information Offieer to implement appropriate
prvacy enhancing techaologics including, but not liruted to, permissioning systeins.
hashing, data anonymization, immuiable audit logs, and authentication,

12, ACCOUNTABILITY, ENFORCEMENT, AND AUDITABILITY:

A. Components are responsible for cooperating with all ISE protected information
audits and reviews conducted as set forward in Sections 12.B and 12.C. All completed
reviews and audits shall be submitted to the CLPO.

B. ODNI CLPO shall establish a “Data Integrity and Oversight Board (Board)” with
representaticn fron each ODNI component that shares information thiough the ISE. The
Board also shall include a representative frons the IMQ. The Board will oversee
compenents’ rules ceview and terrorism data inventory processes; examine data quality
reviews to identify potcntial problem areas: and identify processes, poicics o (raining to
minimize the use or dissemination of erroncously protecied information and to ensure
that technical protections are iinplemented,

T
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C. The ODNI CLPO shall work with componeats to implement audit procedures
relating to the sharing of protected information with lerrorisin-related Information sharng
partners. Audits may be conducted on any or all of the elemeats addressed by the
Privacy Guidelines.

13. REDRESS:

A. General: Components receiving requests for access 1o protected information, or
complaints from individuals who believe protected inforrnation about them hus been
shared, shall ideatify the appropriate office through which to seck rodress.

B. Requests for Access to ODNI Ioformation: Responges to requesls from
individuals seeking access to protected information ebout them that is uader an ODNT
Companent’s controf shall be addressed as prescribed by ODNI Instruction 80,01,
Freedom of Information Act and Privacy Act Program and corresponding Privacy Act
Regulations (32 CFR Part 1701). Such requests shall be torwarded ta the ODNI
Information Management Officer, who will maintain a file of such requests and take
action ag appropriate.

C. Information Sharing Complaints, CLPO Role, and ODNT Componcnt Support:

(1) A component or ODNI redress action office that receives a complaint or
allegation relating to the sharing of protecied information shall promptly forward the
complaint or allegation to the ODNI CLPO for 'acknowledgement, investigation, and
resolution, as appropriate.

(2) CLPO shall be responsible for handling complaints or requests for redress
involving terrorism-related information which is vot identifiable as within the suthority
or responsibility of any of the other ODNI-internal offices.

(3) CLPO shall reconcile girotacols for handling complaints arising, variousty,
under privacy and civil liberties authorities and under EO 12333, and components shall
cooperate with procedures developed {or conducting internal and external investigations
and for communicating with complainants regarding the handling of al! protected
intormation. '

D. Expungement: Componenis receiviag cxpunpgement orders issued by a federal
court shall forward them to the OGC, with a copy to CLPO and MSC/IM. Comporents
will coordinate with the OGC and IMO to comply with expungement orders and o
determine how ta respond to expungement orders issued by state courts.

k. Interagency Cooperation: Subject to ODNI authorities, ODNI will respond as
promptly as practicable to a request for information and cooperation from another ageacy
to assist in addressing & complaint received by such other agency. ODNI, conversely,

R
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shall promptly request the assistance of other infortnation shaning puartners when a request
is received that relates to the acfivities of the other partner in respect to terrons m-related
information.

14. TRAINING: Privacy, civil libertics, and U.S. person training will be mandatory for
all personnel who collect, have access to, or disseminate protected infonnation. The
ODNI CLPO is responsible for designing, irmplemeniing, and managing this training.

A. The training program will, at a minimuam, cover the followieg topics:
(1) Collection, retention, use, and dissermnation of protected information,
{2) Reporting violations of privgcy-protcction policies; and,
(3) Sanctions for misuse of protected data and non-compliance with Guidelines.

B. ODNI persennel who have access to proiecied information, or operate/maintain
databases or National Security Systeins, shall certify their parucipauon in annual ODNI
privacy, civil liberties, and U.S, persou trainiog.

C. ODNIwill provide training to ensure that all agency action offices possessing a
redress function are familiar with ODNI's terrorism-related information sharing
activities, and understand when a complaint or inguiry received implicates protected
information subject to action by CLPO.

15. INTERNAL AWARENESS: The ODNI CLPO will facilitate appropriate internal
awarencss of ils policies and procedures for implementing the Guidetines, This
Instruction shall be available on the ODNJ classified website. The CLPO shall ensure
that information about privacy, civil liberties, and EQ 12333 policies and procedores is
updated as necessary. ‘

16. NON-FEDERAL ENTITIES: To tae extent consiatent with applicable taws and
euisiance, the QDN will share, as approprate,terrorisni: hemeland sceurily, andfor taw
snfvrcement information relaied to terroristn with state, local, and tibal goveraments,
law enforcement agencies, and non-governinent entivies provided they implemeat privacy
protections ihal twe af keast ds comprehensive as those preseribed by the ISE Guidelines,
The Program Munager-intormation Shiring Enviconmen( (PRi-ISE) shall provide
guidisnce on the privacy and eivil libofties protzction policies thatnon-federa! entitics.
should adopt in order (e receive terrorism, homeland security and/o: law enforcemint
mformation related to terrensm front Fedesal terrorism information sharing partaers,

9
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A The ¥ahonal Counterterronsm. Center widl facilitate the production of “federaily
ceordinated™ terrocisi-related information for use by state, tocal, and tnbal govermiments,
law enforcement agencies. and non-government entigies.

B. Components shall consult with the CLPO and Policies, Plans and Requirements
{(PPR) in andcipation of sharing terrorivn information with non-federal entitivs.

P20 FEFECTIVE DATE: This Tnstruction is effectve upon signaturé.

Lieutenant General, USA
Director of the Intelligence Staff

- Auachiveni: Guidelines lo Ensure that the Information Privacy und Other Legal Rights

of Americans ure Profecied in the Development and Use of the Information Sharing
Enviranment
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