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1. (U) GENERAL Il FORMATION

1.1 (U) PURPOSE

(U) The Office of the Director of National Intelligence Classification Guide (ODNI CG), hereafter referred to as
the “Guide,” is ODNU’s standard reference for derivative classification determinations on ODNI information.
The Guide implements ODNI classification policy and procedures for the use and dissemination of ODNI
national security information. Based on Original Classification Authority (OCA) determinations made in
accordance with ODNI Instruction No. 10.03, DNI Delegation of Original Classification Authority, it will be
used by all ODNI personnel for their derivative classification decisions.

(U) The Guide covers Unclassified to Top Secret information falling under Executive Order (EO) 13526,
“Classified National Security Information.” Classification determinations for SCI or SAP compartmented
program information shall be accomplished using the applicable program security guide. Contact CIO/IMD for
additional guidance.

(U) This Guide will be used to make derivative classification determinations on national security information
generated by ODNI. For several topics, however, the ODNI also manages information regarding the
Intelligence Community (IC) as a whole; therefore, for these topics, references to the IC in the “remarks”
column are for completeness in describing the data. It does not imply the Guide should be used to classify other
IC agencies’ information. Rather, it acknowledges that ODNI may generate information or policy related to the
management of the IC for those topics. This ODNI-generated information may be classified using this or other
topic-specific guides, usually produced under the auspices of a proponent agency.

(U) Employees or contractors who create information that requires classification are obligated to classify the
information based upon this Guide, a source document, or a compartmented program guide/manual. Individuals
who fail to protect classified information may be subject to criminal, civil, and administrative sanctions outlined
in section 5.5 of EO 13526. Over-classification shall be avoided.

(U) A list of the documents referenced in and related to this Guide is detailed in Appendix A- Reference
Documents. Appendix B provides a change request form. Appendices C and D provide a list of acronyms and a
glossary of terms of commonly used phrases within classification management. Appendix E contains ODNI
guidance on “For Official Use Only” information, to be used until such time as the Controlled Unclassified
Information (CUI) program matures and direction from the Executive Agent (National Archives and Records

Administration (NARA)) is received.

1.2 (U) AUTHORITY

(U) The authority to cite this Guide is based upon EO 13526, “Classified National Security Information”
(hereafter referred to as “the Order”), Information Security Oversight Office (ISOO) Implementing Directive,
“Classified National Security Information; Final Rule” (32 CFR Part 2001), National Security Act of 1947, as
amended; EO 12333, “United States Intelligence Activities,” as amended, and the Intelligence Reform and
Terrorism Prevention Act of 2004. The Order provides for two types of classification authority: original and
derivative. This Guide is to be used for derivative classification by all ODNI employees generating classified
ODNI information.
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1.3 (U) REPRODUCT DN AND RELEASE OF THE GUIDE

(U) Portions of the Guide may be extracted or reproduced by ODNI, IC and other US government agencies as
needed. The public release of the Guide or any portion of the Guide is prohibited.

1.4 (U) RESPONSIBILITY FOR MAINTAINING THE GUIDE

(U) CIO/IMD is responsible for maintaining the Guide. Change requests may be sent to the CIO/IMD or DNI-
CLASSIFICATION using the Change Request Form provided in Appendix B. Requests will be reviewed
within seven business days. Determinations will be made as soon possible, but no more than 90 days from the
date of receipt. Requestors will receive written notice of CIO/IMD’s determination on each change request. If a
request is denied the rationale for the denial will be included in the notification.

(U) Accepted requests will be incorporated into the next revision of the Guide. Revisions will be accomplished
periodically and as circumstances require, but at least once every five years.

1.5 (U) WHEN THE GUIDE IS INADEQUATE

(U) ODNI classifiers must first consult the Guide to determine the appropriate level of classification for ODNI
information that has been created. Should the Guide not provide adequate classification guidance, an Original
Classification Authority must classify the data in coordination with the CI0/IMD office.

(U) Additional classification resources are available on the CIO/IMD web page on the DNI Connection. ODNI
personn« are encouraged to contact the CIO/IMD for specific classification assistance using the address DNI-
CLASSIFICATION.

1.6 (U) CONFLICT RESOLUTION

(U) When the classification of an item is not listed or apparent from the tables in the Guide, the holder shall use
their judgment to mark the information with a tentative classification. Apply the notation “Pending
classification review by CIO/IMD” and safeguard accordingly until the C10/IMD determination. Forward the
item and any related information to DNI-CLASSIFICATION.

(U) Information sourced from source documents not originated by the ODNI, the classifier shall observe and
respect the original classification decision and carry forward to any newly created document the pertinent
classification markings. Superseded or obsolete markings may be checked against /C Register and Manual.
Additional questions should be directed to the originating oftice or DNI-CLASSIFICATION.

1.7 (U) SUPPLEMENTAL GUIDANCE

(U) ODNI components are encouraged to supplement the Guide with specialized classification
guidance/instructions tailored to their particular programs or requirements. All such supplementary guidance
shall be coordinated with the CIO/IMD, who exercises overall responsibility for all classification guides issued
under the purview of the ODNI. CIO/IMD will insure they reflect current ODNI policies, Executive Orders and
ISOO directives. Copies of all ODNI guides will be provided to CIO/IMD for entry into the ODNI central
repository.

(U) The absence of an item in the Guide does not imply it is Unclassified. If the information appears to meet
the criteria for classification but is not addressed in this or other applicable documents, contact C10/IMD for
guidance. Until specific guidance is received, treat the information as classified and mark it at its likely level,
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appending: “Pending classification review by CIO/IMD.” Unresolved classification and dissemination questions
should be addressed to DNI-CLASSIFICATION.

2. (U) CLASSIFICATION MANAGEMENT

2.1 (U) CLASSIFICATION AUTHORITY

(U) There are two types of classification authorities: Original Classification Authority (OCA) and derivative.
Personnel not formally designated as an OCA are, by definition, derivative classifiers.

2.1.1 (U) ORIGINAL CLASSIFICATION AUTHORITY (OCA)

(U) Original classification is the initial determination that disclosure of an item of information could reasonably
be expected to cause damage to the national security. The authority to classify information originally may be
exercised only by:

¢ The President and Vice President;
e Agency heads and officials designated by the President in the Federal Register; and
¢ Other United States Government officials delegated this authority in writing.

(U) OCA appointments are limited to the minimum required for effective operation of the ODNI. That authority
is delegated only to officials who have a demonstrable and continuing need to exercise it. A list of ODNI
officials granted OCA, along with their responsibilities, is available in ODNI Instruction No. 10.03, DN/
Delegation of Original Classification Authority.

(U) All OCA decisions shall be coordinated with CIO/IMD in order to ensure consistency and compliance with
the Order. Final, original classification decisions (e.g., a copy of the classified memo or program classification
guide) must be sent to the CIO/IMD within 10 days of each OCA decision to ensure proper reporting to ISOO
and inclusion in the annual report to the President on ODNI classification decisions.

21.2( ) DERIVATIVE CLASSIFICATION AUTHORITY

(U) Derivative classification is the paraphrasing, restating, or generating in new form information that is already
classified, and marking the newly developed information consistent with the classification markings of the
source of the information (e.g., classification guide). ODNI derivative classifiers will:

* Have a national security clearance;

e Have signed a non-disclosure agreement;

e Receive initial/refresher training as prescribed by the Order, ISOO and ODNI policy; and
e Avoid over-classification

2.2 (U) ELIGIBILITY FOR CLASSIFICATION

(U) Classification may be applied only to information that is owned by, produced by or for, or is under the
control of the United States Government. Section 1.4 of the Order states that information shall not be
considered for classification unless it concerns the following, which are noted as “Reasons” with their letters in
parentheses (e.g., 1.4(d)):
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a. Military plans, weapons systems, or operations;

b. Foreign government information;

¢. Intelligence activities (including covert action), intelligence sources or methods, or cryptology;
d. Foreign relations or foreign activities of the United States, including confidential sources;

e. Scientific, technological, or economic matters relating to the national security;

f. United States Government programs for safeguarding nuclear materials or facilities;

g. Vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans, or protection
services relating to the national security; or

h. The development, production, or use of weapons of mass destruction.

(U) Information not meeting the above criteria for classification must be considered unclassified. Dissemination
controls outlined in the IC Register and Manual may be used if appropriate to limit access to and distribution of
controlled but unclassified information (e.g., FOUO and/or PROPIN [proprietary]). See Appendix E for
additional FOUO guidance.

(U) The following categories represent information which will likely be exempted from release under a
Freedom of Information Act (FOIA) petition:

» Properly classified information

e Internal personnel rules and practices

e Other statutes

e Trade secrets and commercial or financial information

e Inter-agency or intra-agency information which would not be available by law to a party other than an
agency in litigation with the agency (i.e.: attorney work product privileges)

* Personnel and medical files and similar files the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy

® Records or information compiled for law enforcement purposes
e Financial or banking information

 Wells information (geological and geophysical information and data concerning wells, including maps)

(U) The Order, Section 1.7(a) mandates that information shall not be classified, continue to be maintained as
classified or fail to be declassified in order to:

e Conceal violations of law, inefficiency, or administrative error;
e Prevent embarrassment to a person, organization, or agency;
e Restrain competition; or

e Prevent or delay the release of information that does not require protection in the interest of the national
security.
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2.3 (L MARKING CL SSIFIED INFORMATION
2.3.1 (U) GENERAL

('U) Classification markings are the usual means of communicating the need to protect national security
information. Classification and control markings must be uniformly and conspicuously applied to all material
regardless of media. Required markings include a classification banner and a classification block. In addition,
portion markings are required on all classified and/or controlled information. ..unners, blocks, and portion
markings are described in further detail in subsequent sections.

(U) The appropriate classification level is predetermined by the derivative citation that applies to the
information. The Order states that information may be classified at one of the following three levels:
e “TOP SECRET” shall be applied to information, the unauthorized disclosure of which reasonably could
be expected to cause exceptionally grave damage to the national security;

e “SECRET” shall be applied to information, the unauthorized disclosure of which reasonably could be
expected to cause serious damage to the national security;

e “CONFIDENTIAL” shall be applied to information, the unauthorized disclosure of which reasonably
could be expected to cause damage to the national security.

(U) IC Classification and Control markings are maintained and implemented through the IC Markings System
Register and Manual (hereafter referred to as Register and Manual). The Register and Manual defines and
describes the IC classification and control markings system. Refer to the SMP homepage on Intelink for the
latest version of the Register and Manual to include annexes for country code and international organization
values and appendices on Non-US protective markings.

(U) The Classification Management Tool (CMT) provides automated classification marking assistance and is
available to every ODNI classifier in MS-Office products (Outlook, Word, Excel, PowerPoint), as well some
web ap| cations. The expectation is for ODNI classifiers to use CMT to classify their work to the greatest
extent possible. The use of automated marking tools enhances the IC IT Enterprise (1C ITE) and our
safeguarding posture.

(U) All information created by ODNI employees will be marked in accordance with the marking requirements
outlined in ICD 710, Classification Management and Control Marking System and as illustrated in the latest
version of the Register and Manual. Markings apply to all classified information and unclassified information
with dissemination controls regardless of format and shall be affixed to ensure a standardized, visible means as
to the sensitivity of the information. All classified information will contain portion markings, a banner and the
appropriate classification block.

(U) Classification and dissemination control marking requirements apply to all information, regardless of
format or medium, printed or electronic (e.g., text, image, graphics, web pages, wikis, blogs, cables).
“Document” denotes any human-readable medium, but is not meant to limit the materials requiring
classification and dissemination markings.
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2.3.2 (U) PORTION MARKING

(U) The Order requires that each portion of a document be marked to indicate its classification level. Portion
marks are required on all classified and/or controlled information, including FOUO material or
information with dissemination control markings. Portions are ordinarily defined as paragraphs, but also
include subjects, titles, graphics, and the like. Numbered or bulleted lists inherit the portion mark of their parent
unless otherwise marked.

(U) The beginning of each | tion of a document shall be marked with a parenthetical symbol to indicate the
portion’s classification level and any applicable control markings. The symbols (TS), (S), (C), and (U) are used
to denote the applicable classification level. Portion markings shall follow the official Register and Manual
format and abbreviations for portion marking. Declassification markings are not included in portion marks.
The Director of ISOO may grant a waiver from portion marking. Waivers are granted for limited and specific
categories of information. Portion marking waivers have been granted to the 1C by the ISOO for certain IC data
types. Contact CIO/IMD or NCIX/SMP for information concerning approved portion marking waivers.

2.3.3 ( ) CLASSIFICAT DN BANNER MARKING

(U) All classified documents (and controlled unclassified documents) require a classification banner indicating
the highest classification level and most restrictive control markings. The banner is the principal mechanism for
documenting the sensitivity of the information contained in the document. See the ISOO Implementing
Directive guidance, Section 2001.21(b) for additional information.

(U) For media formats (such as web pages) that do not allow for standard headers and footers as described
above, a good faith effort must be made to ensure that the banner is displayed conspicuously and that it will
remain with the information. See the IC Register and Manual for additional information.

(U) Portion markings are the basis for a document’s overall classification and thus its banner. The exception is a
compilation of information that is either unclassified or the individual elements of which are of a lower
classification than their collective restriction warrants. This “classification by compilation” or “aggregation” is
discussed at Section 2.8, Compilation of Information. Refer to the Register and Manual for detailed guidance.

2.3.4 CLASSIFICATION BLOCKS

(U) All derivatively classified documents require a three-line classification block consisting of:

e Classified By - Cite the derivative classifier’s agency identification number (AIN) or their name and
position. For ODNI employees, use of the AIN is strongly encouraged.

¢ Derived From - Concisely identify the source document or the classification guide on the “Derived
From” line, including the agency and, where available, the office of origin, and the date of the source or
guide used for the classification determination.

* Declassify On - Cite the date, event, or exemption that corresponds to the lapse of the information’s
national security sensitivity either carried forward from the source document’s “Declassify On” line, or
from the applicable classification guide.

(U) If the decision to classify is based on a source document, then the source document title must be identified
and referenced on the “Derived From” line of the classification block, followed by the origination or creation
date of the source. When derivatively classifying from more than one classified source, use “Multiple Sources”
as the “Derived From” value, and use the longest classification duration from among the sources as the
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“Declassify On” value. The derivative classifier shall include a listing of the derivative source materials as
footnotes, endnotes or in a separate derivative source listing within the document.

(U) A number of declassification values have been retired or declared invalid. Refer to the Register and
Manual for re-use procedures regarding these values. Examples include:

e “Originating Agency’s Determination Required”, “OADR?”, or “Source Marked OADR, date of source
[value]”

e “Manual Review”, “MR”, or “Source Marked MR, date of source |value]”

e Any of the exemption markings “X 17, “X2”, “X37”, “X4”, “X57, “X6”, “X7”, and “X8” or “Source
Marked X1-X8, date of source [value]”

e  “DNI Only” or “DCI Only”

e “Subject to treaty or international agreement”

e 25XI-human

2.3.4.1 (U) CLASSIFICATION BLOCK EXAMPLES
(U) OCA

Classified By: John P. Jones, ODNI/NIM Cyber
Reason: 1.4(c)
Declassify On: 20391231

(U) Deriv-*¢
Classified By: 1234567 Classified By: 1234567
Derived From: ODNI POL S-14  -or- Derived From: ODNI CG v2.0, 3 July 2012
Declassify On: 20391231 Declassify On: 20191231

(U) Though the above are the standard classification block layouts, when a document’s structure requires it, a
single-line horizontal block is acceptable. However, it must remain conspicuous and on the first page of the
document. Example:

CLBY: 234567; DRV FROM: ODNI ANA S-14 (or ODNI CG V2.0, 3 JUL 12); DECL ON: 20391231

2.3.4.2 (U) DETERMINING THE DERIVED FROM VALUE

(U) The Derived From value in the classification block is based on one of three sources:

¢ One or more classified source documents
e A derivative citation from the ODNI Classification Guide
e Another applicable classification guide

(U) If the decision to classify is based on a source document, its title and date will be cited on the Derived
From line. When a document is classified derivatively on the basis of more than one source document or
classification guide, the Derived From line will be: “Derived From: Multiple Sources.” The classifier must
include a list of the derivative sources within the document’s body or in footnotes or endnotes.
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(U) When a source document is itself marked "Classified By: Multiple Sources," the classifier may cite the
source document on the Derived From line rather than "Multiple Sources.” Should the source be originally
classified (OCA), its “Reason” line is not transferred to the derivative document.

2.4 (U) OTHER DOCUMENT MARKINGS

(U) Descriptive and/or dissemination control markings that provide further instructions for handling the
information, but which are not classification markings, may also be used with ODNI information. Consult the
latest on-line version of the Register and Manual for guidance.

2.5 (U) UNUSUAL MARKINGS ON SOURCE DOCUMENTS

(U) ODNI personnel may occasionally encounter documents (paper or electronic) bearing unfamiliar
classification markings which are not identified in the Register and Manual. The document should be protected
in the same way as an ODNI-produced restricted dissemination document, and guidance should be requested
from CIO/IMD regarding its use, dissemination and disposition. CIO/IMD will coordinate with appropriate
authorities for guidance.

2.6 (U) MARKING WE } PAGES, WIKIS, BLOGS, AND INSTANT MESSAGES

(U) Classification markings including a classification block, banner and portion markings are required on all
classified and unclassified information with dissemination controls, regardless of medium or format. This
includes web pages, wikis, blogs and instant messages. See the ISOO Implementing Directive guidance, Section
2001.23 for additional information.

2.7 (U) CLASSIFICATION LEVEL AND CONTROL MARKING CHALLENGES

(U) Holders of ODNI information who believe the classification or control markings used on a document are
improper are encouraged and expected to challenge those markings. Classification and control marking
challenges should be submitted to the CIO/IMD for initial review and determination. Internal classification and
control marking challenges should be submitted to DNI-CLASSIFICATION. The CIO/IMD is responsible for
processing classification and control marking challenges, including all correspondence with the challenger.
While those procedures are underway the information must be protected at its currently-marked security
level. These procedures are governed by the Order, Section 1.8 Classification Challenges, and its implementing
directive, 32 CFR Part 2001, §2001.14 Classification Challenges.

(U) Within 10 business days the CIO/IMD shall provide to the ODNI challenger acknowledgment of the
challenge and a copy of the challenge procedures.

(U) The CI0/IMD shall forward the challenge to the ODNI OCAC(s) with jurisdiction over the information for
review and a determination. The C10/IMD may solicit input from others with equities in or expertise relevant to
the challenge. All responses from the OCAC(s) and other parties should be provided within 30 days.

(U) The CIO/IMD shall provide a written response to the challenger within 60 days ot receipt ot the challenge.
If unable to respond to the request in that period, CIO/IMD shall notify the requestor in writing within 60 days
and provide the date by which a response will be issued. For internal challenges of ODNI information, this
notification shall include a statement that if no response is received within 90 days, the challenger has the right
to forward a classification challenge to the ISCAP.
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(U) For procedures on 1C —~king challen;~- refer to NCIX memorandum 260-11, or contact the NCIX
Special Security Directorate.

(U) Challenges by ODNI personnel to the classification of information belonging to another agency are
controlled by the originating agency’s regulations. However, ODNI has points of contact at other agencies with
which they can broach re-grading and declassification issues. Thus, ODNI personnel wishing to challenge
another agency’s classification must first exhaust ODNI procedures. Further information is available from

CIO/IMD.

2.8 (U) COMPILATION OF INFORMATION

(U) Information that individually is unclassified or classified at a lower level, may become classified or
classified at a higher level when aggregated or compiled in a single document, if the compiled information
reveals an additional association or relationship that meets the standards for classification under the Order, and
is not otherwise revealed in the individual data items. When a classification determination is made based on
compilation, clear instructions must appear with the compiled information as to the circumstances under which
the individual portions constitute a classified compilation, and when they do not.

(U) Employees or contractors who find it appropriate to classify compilations of unclassified items should cite
the applicable derivative citations from this Guide (see MOS C-14).

2.9 (U) INFORMATION SHARING AND DISSEMINATION

(U) The President and DNI have emphasized the need to ensure the timely and efticient flow of information to
our closest allies. Accordingly, the use of restrictive markings (i.e., NOFORN and ORCON) should be the
exception rather than the rule. The presumption of disclosure and release should be the primary consideration in
the preparation and dissemination of classified ODNI Intelligence information.

2.10 (U) PUBLIC RELEASE

(U) The fact that some ODNI information is marked unclassified does not authorize public release. Prior to

its release, unclassified information must be approved by the DNI Pre Publication Team. The release of

unclassified and unclassified information with dissemination controls to other US Government agencies in the

course of Government business does not require CIO/IMD review and approval. These include: federal, state,

local and tribal offices, their staffs and contractors. However, the recipient must be made aware of the public

release restrictions and be able to adequately protect the information. Submit requests for public release tc
I -~ ODNI Instruction 80.04 for guidance.

2.11 (U) FOREIGN Li>CLUSURE

(U) All requests for foreign disclosure not covered in this Guide must be coordinated with and approved by the
ODNI Assistant Director for Partner Engagement (ODNI/PE).

2.12 (U) FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)

ection 3.3.1 below establishes specific classification guidance for the NCTC FISA program. This
section should be used as the primary source for derivatively classifying information dealing with NCTC FISA-
acquired or FISA-derived information (i.e., raw FISA-acquired information NCTC receives from FBI and
NCTC-minimized FISA information).

14
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(U) FISA warning(s) are required when FISA information is included in a document. Their texts vary based on
the direction of the agency involved and any case-specific guidance from the Department of Justice or the FISA
Court. Thus, a single document may carry one or more warnings.

(U) Use and Placement.

e FISA warnings will be co-located with the FISA-derived information. For media in which the placement
of FISA warnings with the FISA data is not possible, the warning covering the majority of the FISA
information must appear at the top of the first printed or viewed page of the document.

e All documents containing FISA information shall be portion marked. This applies to unclassified and
issified information (including commingled) information. When used, the “FISA” control marking
all be included in the banner.

information will not be disclosed, downgraded,
accrassitied or dissennuarcu w wreign, state, local, or tribal government partners unless otherwise agreed to on
a case-by-case basis. Contact the NCTC FISA Coordinator for guidance.

(U) For further guidance on FISA policy contact ODNI/OGC, NCTC/Legal or the NCTC FISA Coordinator at:
NCTC_FISA_Coordinatorj il or via secure telephone to N

2.13 (U) FOREIGN GOVERNMENT INFORMATION (FGl)

(U) The unauthorized disclosure of foreign government information (FG1) is presumed to cause damage to US
national security. It thus requires that FGI shall retain its original classification markings or shall be assigned a
US classification providing a degree of protection at least equivalent to that required by the entity that furnished
the information. Whether the information retains its original markings or is brought into the US classification
system is based on the governing treaty or international agreement. Refer to the 1C Register and Manual for
additional details.

(U) If the identity of the specific foreign government(s) providing the information must be concealed in a US
intelligence document, then the document’s classification banner shall include the “FGI” marking without any
specific country trigraphs, and pertinent information shall be portion marked “FGI” together with the
classification level, for example, “(/FGI C).” When this occurs, a separate record that identifies the foreign
government shall be maintained in order to facilitate possible subsequent declassification actions.

(U) If the identity of the specific foreign government(s) providing the information does not have to be
concealed in a US intell” - “nce document, then the document’s ¢ ification banner shall include the “FGI”
marking with the specific country trigraphs, and pertinent information shall be portion marked with the country
of origin and the classification level, for example “(//GBR S).”

2.14 (L TRANSMITTAL DOCUMENTS

(U) The highest classification level of the information being transmitted should be placed at the top and bottom
of each page of all transmittal documents, which may include cover memos, cover sheets, or routing sheets. If
the transmittal document is completely unclassified or contains information classified at a lower level than the
information being transmitted, then a statement such as the following should be placed on the face of the
document: “Upon removal of attachment(s), this document is [Classification Level]”
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(U) When an electronic document contains a file attachment or other embedded information, that document is
considered a transmittal document for classification purposes. The overall classification markings for the
electronic document should retlect the most restrictive markings of all embedded or included information.

(U) In contrast, links (such as hyperlinks or “doclinks™) that merely direct readers to other distinct documents
are generally UNCLASS.. .ED; they should not reflect the classification of the link’s destination file. For
clarity, a notice may be included after a link to indicate that it will take the reader to a classified document.
Example hyperlink: (U) Link to Final Report (Report is TOP SECRET)

(U) When the transmittal document and its attachment are unclassified (and do not carry additional control
markings), the classification block is not required.

2.15 (| y COVER SHEETS

(U) Cover sheets shall be used when practicable to guard against unauthorized disclosure. When transporting
classifie information outside of ODNI main facilities, use of double-wrapped enveloped and/or lockable
pouches is required.

2.16 (U) DECLASSIFICATION AND RE-GRADING

(U) Maintaining a security classification beyond its usefulness is costly, administratively burdensome. The
Order requires that at the time information is classified, the classifier should address downgrading and
declassification, if applicable. Downgrading and declassification are usually associated with a predetermined
date or a specific event.

(U) Re-grading is changing the classification level, either higher or lower. Downgrading is lowering the
classification. All such actions should be coordinated with CIO/IMD. Only an OCA may downgrade or re-
grade ODNI information and only after coor™" 1iting the details with CIO/IMD. Derivative classifiers do
not have authority to declassify or downgrade information or documents. Extracting portions that are
properly marked to produce another document at a ditferent classitication level than the original document
(through sanitization or redacting of sensitive sources and methods) does not constitute downgrading or re-
grading. For assistance with sanitizing or redacting, contact CIO/IMD.,

(U) The Order provides for automatic declassification of all classified records that are more than the current
date plus 25 years unless the information has been deemed exempt from automatic declassification and falls into
one of the following categories:

e (50X1-HUM) information which would clearly and demonstrably be expected to reveal the identity of a
confidential human source or human intelligence source;

s (50X2-WMD) information which would clearly and demonstrably be expected to reveal key design concepts of
weapons of mass destruction;

e (25X1) information which reveals a relationship with an intelligence or security service of a foreign government
or international organization, or a non-human intelligence source; or reveals information which impairs the
effectiveness of an intelligence method currently in use, available for use, or under development;

e (25X2) reveal information that would assist in the development, production, or use of weapons of mass
destruction;

® (25X3) reveal information that would impair US Cryptologic systems or activities;

v
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(25X4) reveal information that would inpair the application of state-of-the-art technology within a US weupon
system;

(25X5) reveal formally named or numbered US military war plans that remain in effect, or reveal operational or
tactical elements of prior plans that are contained in such active plans;

(25X6) reveal information, including foreign government information, that would cause serious harm to relations
between the US and a foreign government, or to ongoing diplomatic activities of the US;

(25X7) reveal information that would impair the current ability of the U.S. government officials to protect the
President, Vice President, and other protectees for whom protection services, in the interest of the national
security, are authorized;

(25X8) reveal information that would seriously impair current national security emergency preparedness plans or
reveal current vulnerabilities of systems, installations, or infrastructures relating to the national security or;

(25X9) violate a statue, treaty, or international agreement that does not permit the automatic or unilateral
declassification of information at 25 years.

*Note: Use of “25X1-human” as a “declassify on” entry is prohibited. Classifiers shall use 50X 1-HUM if the confidential
human source is clearly revealed. Contact C1IO/IMD for additional guidance as needed.

(U) Information exempted from 25, 50 or 75 year automatic declassification shall be marked indicating such on
the Declussify On line of the classification block followed by the applicable Interagency Security Classification
Appeals anel (ISCAP)-approved duration.

(U) Examples:

Declassify On: 25X1, 20641231
Declassify On: 50X1-HUM
Declassity On: 50X2-WMD
Declassify On: 50X1, 20871231
Declassify On: 75X1, 20871231

17
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3.1 (U) ADMINISTRATION
3.1.1 (U) FINANCE (FIN)

National Intelligence Program (NIP)

(U) The aggregate or “top line” amount of funds U (U} Only applicable ..vii cvv wu JaLET.

appropriated by Congress to the National Intetligence Previous top line budget amounts remain

Program for fiscal years 2007 and beyond. classified. (See * below. Contact ODNI/CFO for
additional guidance as needed.)
(U) Any subsidiary information concerning the
intelligence budget, whether the information
concerns particular intelligence agencies or
particular intelligence programs is classified and
will not be disclosed. Information below the top-
line figure may cause harm to the national
security. The only exception to the foregoing are
for unclassified appropriations, primarily for the
Comimnunity Management Account.

(U) The aggregate or “top line” amount of funds requested U (U) No other MIP budget figures or program

and approved by Congress for the DoD Military details will be released, as they remain classified

Intelligence Program (MIP) for fiscal years 7 ™"~ th for national security reasons.

2014.

(U)-Budget or financial information directly tied to the S ODNI NOFORN s Current DNI | (U) Minimum SECRET//NOFORN. May be

NIP, below the aggregate or top line amount for all fiscal FIN'$-14 d";z:rszs compartmented based on inteligence functionai

years.

manager/OCA decision. Refer to appropriate
intelligence program classification guide.

* Unclassified, uruess the President ueweniines that disclosure woulu uaniage natiotar seeurity pursuant w rublic Law 111-259 *
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D A AN CIARFARIAP /FIRIN /A _ _at 4

personnel, expenditure, and appropriations data, to include
related guidance, procedures, agreements, or disbursement
techniques associated with ODNI admini T
operations or projects/activities below the wrucctorate or
Mission Manager level.

e ~4
information will not lead to knowledge of or
insight into an intelligence community mission,
sensitive program, target, vulnerability, capability,
or inteliigence source and method or budget
information for any IC component — including the
ODNI.

(U) Example: Overall budget of administrative
functions for ODNI/HR, CHCO or PAO etc., is
FOUO.

(U) Specific information regarding ODNI or IC agency S ODNI NOFORN L) Current DNI

Directorate or Mission Manager-level fiscal matters FiN-5-14 dafe +23

inclusive of budget, expenditure, funding, and years

appropriations data, to include related guidance,

procedures, agreements, or disbursement techniques, the

release of which would provide the level of effort

committed or insight into capabilities or inteiligence

sources or methods.

(U) Detailed information regarding ODNI and IC fiscal TS ODNI - ORN L4(e) o (U) A higher classifica.woa or additional markings
matters inclusive of budget, manpower, expenditures, FIN-T-14 d"’;i_a:szs may be required for compartmented infornation

funding, and appropriations data, to include related
guidance, procedures, agreements, vulnerabilities, or
disbursement techniques related to the National
Intelligence Program (NIP), or the financial condition and
resources of the IC as a whole.

or programs. Consult with appropriate Program
Compartment Guide or NCIX for compartmentcd
info.
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AT&F, SRA, CHCO, CFO, CIO/IMD, MSD, ISE, OGC,
CLPO, PAQ, IC IG, EEOD and OLA, etc.

- tv 2w huo wo wnpiOyees assigned.

- SRA has 10 staff and 3 detailees assigned.
(U When in doubt, contact DNI-Classification
for guidance.

(U) +un wpgregate listing of names and official titles of S ODNI NOFORN 1.4(c) Cuarrent Only applicable from 2007 and later.
ODNI employees. HRM S-14 date + 25
years
(U) The aggregate listing of names and official titles of IC TS ODNI NOFORN 1L.4(c) dC urrent DNI
HRM T-14 ate +25
employees. sears
3.1.3 (U) LOCATION (LOC)
) ) v G iy Sive G V33 UL ALY
Liberty Crossing Compound in the Tyson’s Corner Area of
Virginia.
(U) The fact that ODNI operates in facilities other than U
Liberty Crossing.
(U) The name and abbreviation of a specific oviie NI v (U) May be FOUO do to aggregation.
location in the Washington Metropolitan Area.
| (U) The association of the ODNI with a covert location. C ODNI NOFORN LA(c) Current (U) Refer to specific (covert) agency
. LoC C-1a da;z;szs classification guidance for additional details.
(U) The names and abbreviations of ODNI locations in the - ODNI NOFORN L4(c) | 25X1+50
LOC S-14 years

Washington Metropolitan Area, both overt and covert.
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3.1.4 (U) AGGREGATION OR MOSAIC (MOS)

Wity Uv oL LW UON, 1Y LD UCPCHIULIE Ul
data items that in the compilation or aggregation would MOS C-14 date + 25 the issue. Contact ODNI Partner Engagement
provide insight into ODNI’s or 1C’s organization, years (ODNI/PE) for guidance.

functions, staffing, activities, capabilities, vulnerabilities,
or intelligence sources or methods. (U) Example 1. Work products must be examined
from an outsider’s perspective to ensure
adversarics cannot derive classified information
from various unclassified sources. Unclassified
“puzzle pieces” can sometimes be assembled to
form a classitied “picture” or unintentionally
paint a red X on a weak spot in your ability to
perform or maintain your mission at acceptable
levels.

(U) Example 2: Unclassified budget information
could be paired with other unclassified
acquisition or requirements information to show
an agency’s vulnerability or shortfall in protection
mechanisms for I'T or physical security systems.

(U) Example 3: We would not want our
adversaries to know that we did not properly
budget to provide 24/7 police coverage of the
entry points to the facility or to purchase
necessary cquipment to seeure all building entry
points. These vulnerabilities could be exploited to
gain access to the building.
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A4 ENIN ADMAAMITATIAR A8 A mAmaa=ms =

countries or areas ot responsibility.

(U) The fact that NIMs produce Unifying Intelligence U
Strategies (UIS).
(U) The fucy mas that NIMs produc. .37 for U
Counterterrorism (CT) and Counterproliferation (CP).
(U) The fact of a named regionally or functionally focused U FOUO (U Ixample:
UIS, other than Counterterrorism or Counterproliferation. I s U//FOUO.
(U) The fact of a UIS that focuses ou1 a named country. U FC.o (U ample: Nl
| ] I s U/FOUO.
(U) The fact of a UIS that focuses on a named topic, a U FOUO (U) Ciassification may be higher depending on
y

component thereof, Jone actor or non-state actor. the specific topic or named actor.
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WA iram avajwii 1 ML 1LY UL UL LU ALt

does not provide insight into capabilities, vulnerabilities, Sensitive.

or intelligence sources or methods.
(U) Includes gransgpussisameeg contracts.

(U) Specific details regarding a C ODNI NOFORN Lae) | 2 - B | (U) Refer to appropriate procurement agency for
contract, to include the fact of the affiliation Le...con PROC-14 years guidance.
contractor and customer.
(L See NS <ontact g for
current guidance.
(U) Specific details regarding a S ODNI NOFORN Ta(e) | 25X1+50 | mll | (U) Includes specific information pertaining to
contract, to include the fact of the affiliation between PROS-14 years covert contracting procedures.

contractor and customer.
(U) Refer to appropriate procurement agency for

guidance.

(L See I contact [ for

current guidance.
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3.2 (1]V ANAI YSIS (ANA)

VU GUL MUY SpOLLLIVGL Y QULIUT AU

sensitive data sets. . ANAC-14 USA.FVEY (© d‘"y'“:* _25 documents produced by NCTC or the NIC as purt
reas of USG specific analyses or assessments which

are unc'~~~*-1 for FOUO. o

(U) Intelligence analysis that provides linformation C ODN1 REL TO La(c) Current (U) Mz, vvuwin compartmented fo.osisunvu.

regarding sensitive or classified collecuon systems or data ANAC-14 | USA.FVEY date +23 Refer to appropriate Program Security Officer /

sets, or intelligence sources and methods. years Program Security Guide for additional
information.

(U) Inwc.ugence analysis that provides “fic information S ODNI Rt La(c) Current

regarding sensitive or classified collecuun systems or data ANA 8-14 USA.FVEY date +25

sets, or intelligence sources and methods. years

(U) Intelligence analysis that provides specific informauui TS ODNIL NOFORN ta(c) Current {U) Contact ODNI Partner Engagement

regarding sensitive or classified collection systems or data ANAT-14 da;:;szs (ODNI/PE) for foreign disclosure guidance.

sets, or intelligence sources and methods which if
revealed, would nullify or measurably reduce their
effecri-
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3.3(U) COLLFCTION-(COI )

sources and methods in protecting our National Security.

(U) Information regarding the managenicin acivities of a u FOUO (U) Includes program o1gaization, management,

collection program or system that is not associated with a business processes, relationships, coordination,

specific collection mission and does not provide any and oversight. Refer to applicable agency or

precision or enumeration specific to that mission. program classification guide for more detailed
guidance.

(U) Information concerning IC