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Guidelines on Federal ..areau of Investigation Undercover
Operations. (Authorization of Undercover Operations, General
Approval Standards).

i. The use of impersonation in United States v. Wei Seng Phua,

No. 2:14-cr-00249-APG-PAL (D. Nev. July 14, 2014).

The Request encompasses records designated as drafts or non-final,

except where such records have resulted in a final policy or memorandum
processed as responsive to the Request. The Request covers the time period
of 2001 to the present.

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED
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iv. The use of electronic surveillance methods and technologies
that involve impersonation, including, but not limited to,

"man in the middle" interception of encrypted

communications or traffic.

2. The case name, docket number, and court for all cases in which the
government investigation employed the impersonation of actual
organizations or actual individuals.

3. Records relating to section IV A of the Attorney General's
Guidelines on Federal Bureau of Investigation Undercover
Operations. (Authorization of Undercover Operations, General
Approval Standards).

i. The use of impersonation in United States v. Wei Seng Phua,

No. 2:14-cr-00249-APG-PAL (D. Nev. July 14, 2014).

The Request encompasses records designated as drafts or non-final,

except where such records have resulted in a final policy or memorandum
processed as responsive to the Request. The Request covers the time period
of 2001 to the present.

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED
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as well as the impersonation of any other news agencies or
media outlets.

iii. The impersonation of journalists, doctors, or members of the
clergy.

iv. The use of electronic surveillance methods and tec®  logies
that involve impersonation, including, but not Jimited to,

"man in the middle" interception of encrypted

communications or traffic.

2. The case name, docket number, and court for all cases in which the
government investigation employed the impersonation of actual
organizations or actual individuals.

3. Records relating to section IV A of the Attorney General's
Guidelines on Federal Bureau of Investigation Undercover
Operations. (Authorization of Undercover Operations, General
Approval Standards).

i. The use of impersonation in United States v. Wei Seng Phua,

No. 2:14-cr-00249-APG-PAL (D. Nev. July 14, 2014).

The Request encompasses records designated as drafts or non-final,

except where such records have resulted in a final policy or memorandum
processed as responsive to the Request. The Request covers the time period

of 2001 to the present.

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED
Classification: UNCLASSIFIED
Classification: UNCLASSIFIED
Classification: UNCLASSIFIED
Classification: UNCLASSIFIED
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me know if you need anything else.

SEARCH TERMS:
Impersonation
Fictitious persona
Investigative technique

**** 7S OF OFFICERS (from and to):
Robert Litt

DATE RANGE:
April 2005-Present

2
CWE Lotus Notes
CWE MS Outlook
AIN MS Outlook

PERSONS WHO NE™™ V77777

IT. . Requested Records
The ACLU ser ; disclosure of records containing the following:
1. Policies, procedures, protocols, agreements. formal or informal
guidelines, legal analysis, and memorandar  ing
i. The impersonation of other actual organizations or actual
individuals, whether physically, digitally, or otherwise.
ii. The impersonation « the Associated Press (described above),

well as the impersonation of any other news agencies or
media outlets.
iii. The impersonation of journalists, doctors, or members of 2
clergy.
iv. The use of electronic surveillance methods and technologies
that involve impersonation, including, but not limited to,
"man in the middle" interception of encrypted
communications or traffic

h the
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organizations or actual individuals.

3. Records relating to section N A of the Attorney General's

Guidelines on Federal Bureau of Investigation Undercover

Operations. (Authorization of Undercover Operations, General

Approval Standards).

i. The use of impersonation in United States v. Wei Seng Phua,

No. 2:14-¢cr-00249-APG-PAL (D. Nev. July 14, 2014).

The Request encompasses records designated as drafts or non-final,
except where such records have resulted in a final policy or memorandum
processed as responsive to the Request. The Request covers the time period
of 2001 to the present.

Sonia Roubini

Classification: UNCLASSIFIED
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1: UNCLASS DO

Go ternoc

I completed the first step of the conversion process for 2015-00097.

I noted in the subject line of messages that had attachments that needed to
be converted.

i » al " lls to Watch” did not allow me to save nor edit subject

u norrow.,

Classificr  ion: UNCLASS b)
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L. OLINOLTIVE CRAWL RCWYUED T (LWE O ALV FULA Kequest ur-2uld-vuuy/: vUE COB 04/24/15 Records
ralatinn tn 11ce Af imnercnnatinn ac an invactinativa tarhninia

Classification: UNCLASSIFIED

I've completed the AIN email crawl as requested and the search results have been exported to an Outlook
personal folders (i.e. pst file). The below process should allow you to access the file via Outlook.

Launch Qutlook
Click the File tab
Click Open
Double-click Open Outlook Data File
Browse to the following location
a. UNFOIA Request\DF-2015-00097\
6. Click the Outlook Data File (Example: DF-2015-00097 Robert Litt-Robert Litt-04.23.2015.0959AM pst)
file that you want to open, and then click OK.

ARSI

The file should now appear in the Outlook Navigation Pane (left column of the main Outlook window)

Please let me know if you have any problems.

Thanl<

15 1:06 PM

AWL REQUEST (CWE & AIN): FOIA Request DF-2015-00097: DUE COB
04/24/15 Records relating to use of impersonation as an investigative technique.

Classification: UNCLASSIFIED

2015 8:39 AM
To: CIO-GCS-ECG-CSD-EPSB-IONS
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Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED
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Classification: UNCLASSIFIED

Classification: UNCLASSIFIED
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as well as the impersonation of any other news agencies or
media outlets.

iii. The impersonation of journalists, doctors, or members of the
clergy.

iv. The use of electronic surveillance methods and technologies
that involve impersonation, including, but not limited to,

"man in the middle" interception of encrypted

communications or traffic.

2. The case name, docket number, and court for all cases in which the
government investigation employed the impersonation of actual
organizations or actual individuals.

3. Records relating to section IV A of the Attorney General's
Guidelines on Federal Bureau of Investigation Undercover
Operations. (Authorization of Undercover Operations, General
Approval Standards).

i. The use of impersonation in United States v. Wei Seng Phua,

No. 2:14-cr-00249-APG-PAL (D. Nev. July 14, 2014).

The Request encompasses records designated as drafts or non-final,

except where such records have resulted in a final policy or memorandum
processed as responsive to the Request. The Request covers the time period
of 2001 to the present.

Classi _.ce¢ Lon: UNCLASSIFII
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Classification: UNCLASSIFIED

Classification: UNCLASSIFIED
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Search tasker was sent to P&S, NCTC, NCSC, & DDIl. They responded with no documents located.

A tasker was also sent to IT for AIN and Lotus Notes search, resulting in emails that are saved in the
shared folder. The emails and their attachments reviewed and are not responsive to the request.
Once you have completed your senior review, | will remove the non-responsive documents from the
case. | just left them in for your verification and second set of eyes. Always like to double check.

The close of this case will provide information to facilitate the close of cases DF-2015-
00133(Leopold) & DF-2015-00330(Carboni). (I will send separately)

Thanks much

ruLtA A Ngr
P&S I? MATION MANAGEMENT DIVISION
nricw o ran DIRECTOR OF NATIONAL INTELLIGENCE

ITEC 5, AND RELEASING INFC  VATION - IT’'S WHAT WE DO!

Classification: UNCLASSIFIED/,
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OFFICE OF THE DIRECT(  OF NATIONAL INTELLIGENCE:
WASHINGTON, DC 20511

If you ave 'stions, email our equester Service Center at -FOIA@dni.gov or
callus: (703) 87-

Sincerely,
2/ - N
TR | oLas
(7 . It 7j OLC :
Jennifi son
irect rmation  nagement Division

Enclosure



