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(U) Time for a Change

(U//FEO) It is time to give serious thought to refining or replacing confidence levels. In theory,
confidence levels allow analysts to produce assessments that acknowledge levels of uncertainty in
standard terms that all consumers can understand. Explicit criteria for high, moderate, and low
confidence levels enable analysts to measure and consistently convey a degree of certainty in data,
sources, assumptions, and methodology used to support analytic judgments. This use of confidence
levels draws on well-defined practices in the social sciences and permits differentiation of the cer-
tainty associated with the support for dissimilar judgments.

(U) In application, however, the IC generally has not used
confidence levels for their original and intended purpose,
and corrective efforts have largely failed to resolve the most
significant challenges associated with their use. For one, the
distinction between the basis of an assessment of an out-
comes probability and the confidence levels that convey
uncertainty about that assessment is unclear because the
factors important for one measure are equally important

(U) PROBABILITY JUDGMENTS
AND CONFIDENCE LEVELS:
SEPARATE BUT NOT SEPARABLE

(U) Paired judgments about the probability of
a future event and the level of confidence
in that probability estimate are distinct but
related, as demonstrated by the following
hypothetical examples. The first is plausible,

for the other (see box). This confuses consumers and ana- the second nonsensical:

lysts as to what a confidence level conveys, particularly as IC e (U) Sylvania probably will invade Freedonia

tomorrow. We have moderate confidence in
this judgment, because . . .

organizations differ in their definition and use of confidence
levels. Critics also charge that confidence levels convey
a false sense of precision and misapply a tool appropriate
only for statistics.! In addition, the new threat environment,
as well as the possibilities offered by artificial intelligence
and advanced analytics to calculate and convey uncertainty,
demands a fresh look at this longstanding challenge.

(U) Sylvania almost certainly will invade
Freedonia tomorrow. We have low confi-
dence in this judgment, because . . . 2

(U) This explanation is drawn from an earlier
Short, “(U) Improving IC Analytic Confidence
Levels”—one of several articles in an ongoing
exploration of intelligence tradecraft in the NIU
Research Short series.

(U) Ultimately, deciding whether the IC continues to revise
and reinforce its guidance on the use of confidence levels,
refines their basis, or replaces them with another construct
to capture and convey uncertainty is likely to be a step in
an ongoing discussion. The evolution of the IC’s use of confidence levels over time illuminates the

many difficulties inherent in their application and the challenges to providing proper guidance
on their implementation. To advance the discourse, the authors offer several options for moving
forward and ask readers to offer their thoughts in a short survey that will inform further research.

(U) Muddled Application Spawned Confusion

(U) The inconsistent application of confidence statements and accompanying implementation guid-
ance—often rolled out only after problems had occurred—calls attention to the confusion over their
use. A review of intelligence analysis reveals only limited use of explicit confidence levels (high,
moderate/medium, or low) before the controversy surrounding a 2002 study on WMD in Iraq.
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(U) Confidence levels during the 1950s and 1960s conveyed margins of error in estimated num-
bers or were applied in general terms to estimative judgments through terms such as “possible”
and “probable” During the next three decades, the IC only sporadically incorporated confidence
assessments focused primarily on sourcing material or key judgments. IC estimative judgments
in the early 2000s increasingly stated confidence levels, but without clear definition or criteria.
Among the National Intelligence Estimates (NIEs) that contained unexplained confidence lan-
guage was the October 2002 NIE Iraq’s Continuing Programs for Weapons of Mass Destruction—the
flawed analysis preceding the 2003 Iraq War and fruitless search for WMD.? (For more information
on the history of confidence statements, see Appendix A.)

(U) The 9/11 attacks and WMD NIE prompted Congress to Implementing ICD 203’s guidance
mandate in the 2004 Intelligence Reform and Terrorism Pre- has been a struggle because the ICD
vention Act (IRTPA) that IC products be evaluated for their did not define confidence levels.

analytic tradecraft, including whether they “properly caveat

and express uncertainties or confidence in analytic judgments.”* The 2007 Intelligence Community
Directive (ICD) 203 Analytic Standards codified IRTPAs mandate, directing that IC analytic prod-
ucts indicate “the level of confidence in analytic judgments and explain the basis for ascribing it,”
flagging any “sources of uncertainty.”

(U) Implementing ICD 203’s guidance has been a struggle because the ICD did not define confi-
dence levels, leaving analysts and agencies to inconsistently delineate the term; the criteria upon
which the confidence levels should be based; the difference between confidence levels and likeli-
hood estimative language; and guidelines for when and how to incorporate confidence levels into
IC products. Although most organizations agreed on the three confidence levels (high, moderate
or medium, and low) established by the National Intelligence Council (NIC), they disagreed on the
criteria for determining the levels. All placed the primary emphasis on the quality of the sourcing,
but some also weighed the number and nature of assumptions made; the difficulty of the question
being addressed; and the potential for deception.® (For more detail on the IC’s guidance on the use
of confidence judgments, please see Appendix B.)

(U/FOO) IC policy customers also have labored to understand what confidence levels were con-
veying. Questions from senior consumers highlighted confusion when intelligence assessments
put likelihood language and confidence in the same sentence.’

(U) Reinforce, Refine, Replace, or Do Nothing?

(U//FOTO7 During the past 15 years, the more frequent use of confidence level language to con-
vey uncertainty in IC analytic assessments and in the sourcing underlying them has created mul-
tiple problems for analysts and their customers. Numerous revisions of the guidance on how to
convey confidence levels have failed to unequivocally define confidence levels and their basis or
demonstrate that they provide accurate insight into the uncertainty surrounding judgments and
assessments. These years of debate, revised guidance, and trial-and-error application have left the
IC with more questions than answers on the use of confidence levels and the deeper concept of
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uncertainty. Entangled in these questions are issues fundamental to modernizing intelligence, such
as the tradecraft balance between analysis and production and the skills the IC workforce needs to
handle uncertainty appropriately. Moving forward requires the IC to answer simple yet potentially
game-changing questions—should the community use confidence levels at all? Is this the best or
even an adequate construct for maintaining rigor in intelligence analysis?

(U/ /&%) More study on the utility of confidence levels is needed to answer those questions.
In the meantime, the IC should consider scenarios for ending the near continuous discord on
the question of confidence levels. Although general in nature, discussion of four options for the
IC—to reinforce the use of confidence levels by improving guidance; to refine confidence levels to
improve their rigor; to replace them with another construct; or to do nothing—could identify and
clarify some fundamental points of dissent regarding their use.

(U) Reinforce: Keep the Construct, Improve the Guidance

(U//POTO) In this scenario, confidence levels are broadly accepted as an appropriate construct for
expressing uncertainty, and current tradecraft guidance—ICD 203 and individual agency direc-
tives—is revised to clearly define and synchronize the rigorous use of confidence levels across the
community. Clarifying criteria for the different levels or techniques might minimize what appears
to be a default to “moderate” for most products. Broad community buy-in would be needed to keep
this from being just another iteration of the update/rework cycle. Therefore, collaborative develop-
ment and testing, with the broadest level of participation, are essential—particularly by IC meth-
odologists and tradecraft specialists, whose perspective will be crucial to convincing leadership
and colleagues to follow the revised tradecraft. Doing a “beta” test that allows for the possibility
of failure and nonadoption before any guidance is finalized would build the credibility needed to
prevent yet another cycle of refuting and rejection.

(U//PETFO7 This scenarios linchpin assumption is that no serious overhaul of the conceptual
basis of the confidence level construct is needed because the theoretical framework behind how it
assesses and expresses uncertainty is considered sound. Indications suggest, however, that this is
exactly where the problem with confidence levels lies.

(U) Refine: Keep the Construct, Improve the Rigor

(U//FOUO) The “refine” scenario would arise from a successful challenge to the conceptual
framework of the construct itself that called into question the rigor of any finding it generates.
Examples of this kind of challenge include determining that the definition of confidence fails to
capture a critical aspect of certainty or arguing that the levels cannot effectively indicate signifi-
cant changes in certainty. In this case, the construct must be deconstructed and rebuilt to correct
the flaw. The basis for this questioning might stem from the idea that the construct’s quantitative
roots in statistics and modeling have been wrongly applied to the IC’s more qualitative analysis.
The original tool’s quantitative formulas and reasoning supporting the levels and overall assess-
ment get lost in the change to qualitative adaptation. That does not automatically equate to a lack
of rigor, but it does require a reclarification of how the tool now leads from information input to
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Perhaps it would be better to focus on trying to identify those domains on which we can usefully
express degrees of confidence and those we can't”®

(U/FOB0) Please indicate whether and why the IC should:

1. Reinforce current confidence level guidance and require all IC organizations to employ con-
fidence levels.

2. Refine the confidence level construct.
3. Replace confidence levels with another construct to measure and convey uncertainty.
4. Do nothing at all.

(U//F&TO7The authors plan to use your input to produce a second Research Short assessing the
results and insights offered.

(b)(6)
0000000000000
|

ICOD: April 30, 2019

(V) If you have comments, questions, or a suggestion for a Research Short topic or article, please contact the

NIU Office of Research at[(§)]€)]
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(U) Appendix A
(U) Confidence Levels Evolved Slowly

(U) The historic irregularity of explicit confidence levels in IC products may reflect inattention
from the “father of intelligence analysis,” Sherman Kent, who included no discussion of “confi-
dence” language in his seminal work, “Words of Estimative Probability;” published in Studies in
Intelligence in 1964.° Nor is “confidence” found in IC glossaries of intelligence terms and definitions
compiled in the late 1970s and 1980s."°

(U) Intelligence analysis originally applied confidence levels to estimated numbers in accordance
with statistical teachings on margins of error. “Confidence in NIE-65 Production Statistics,” a 1953
paper supporting NIE 65 Soviet Bloc Capabilities Through 1957, noted, for example, that “a more
reliable” picture of Soviet economic production statistics could be achieved by “recasting each esti-
mate to reflect the relative degree of confidence in that particular figure”'! Generic “confidence”
statements, flagged through words including “possible” or “probable,” were cited in a 1966 Studies
in Intelligence article on military-economic analysis in NIEs."> This practice may have reflected
the thinking of another early intelligence practitioner, BG Washington Platt, whose Principle of
Degree of Certainty required consideration of the reliability of statements of fact, the precision of
quantitative data, and the probabilities of estimates and conclusions. As Platt said,

(U) In each case the degree of reliability, or of precision, or of probability may be very high
or very low or in between. According to this principle, one of the essential responsibilities
of the intelligence production officer is to determine by critical study the reliability, preci-
sion or probability, as the case may be, of each important element of his paper and then to
make this clear to the reader. This procedure greatly increases the usefulness of any paper.'

(U) DIAs experimental effort in 1976 to use percentages to convey the probability that a given
judgment was valid and letters to convey the analyst’s confidence in the source material was an
example of the IC’s sporadic attempts to express analytic uncertainty with “confidence”** Even
after DIA discontinued the pilot, subsequent products did note that confidence in the supporting
evidence was taken into account in making estimative judgments in numeric form (e.g., chances
out of 10 or percentages)."

(U) Other IC entities also incorporated confidence in assessing the uncertainty involving key judg-
ments. When confronted with a contentious NIE on Soviet offensive chemical weapons in October
1984,'s the Weapons and Space Systems Intelligence Committee produced a “Confidence Level
Table” that depicted commensurate likelihood expressions with numeric probability ranges.'” Over
the next 15 years, “confidence” continued to be used generically in conjunction with estimative
judgments. A 1995 CIA tradecraft note was indicative of this approach.'® The explicit confidence
levels associated with key estimative judgments included in IC products between 2000 and 2002—
including the October 2002 WMD NIE—remained ill-defined."
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(U) Appendix B
(U) Official Guidance on Gonfidence Levels Often Reactionary and Ill-Defined

(U) The NIC’s “What We Mean When We Say” textbox was among the first IC efforts to implement
the 2004 IRTPA mandate that IC products “properly caveat and express uncertainties or confidence
in analytic judgments”® The textbox—included in all NIC products—identifies the estimative and
confidence level language used in each product and the criteria for each term. Agency-specific
“Tradecraft Notes” were drafted to help IC analysts and analytic managers properly apply the man-
date in the 2007 ICD 203 Analytic Standards to explain the basis for ascribing confidence in a prod-
uct. ICD 203 specified that “sources of uncertainty—including information gaps and significant
contrary reporting—should be noted and linked logically and consistently to confidence levels in
judgments” and, as appropriate, products “should identify indicators that would enhance or reduce
confidence or prompt revision of existing judgments.™

(U//Pe®Er The NIC textbox, ICD 203, and the many tradecraft notes failed to dispel disagree-
ments over whether or how estimative likelihood language differed from confidence levels. Mul-
tiple blogs between 2008 and 2014 document divergent views within the
IC. A contributor to a 2012 blog addressing “What Would You Fix or What is Missing in the IC
Analytic Standards” recommended that ICD 203 should “at a minimum differentiate between con-
fidence and probability with more precise wording and definitions.”** Another analyst opined “part
of the confusion may be we are trying to communicate on one scale concepts that require at least
two scales”*

(U//POTOTFrustration expressed by senior consumers about confusing confidence statements in
IC assessments prompted Robert Cardillo, then Deputy Director of National Intelligence for Intel-
ligence Integration (DD//II), to issue guidance in 2013 on the purpose of statements of probability
and analytic confidence and how they differed. He argued IC customers are best served when anal-
ysis distinguishes between statements of probability—or the likelihood that an event will occur—
and analytic confidence—the degree of conviction in an analytic judgment, primarily reflecting
the level of trust placed in the sources. To emphasize the duality, products prepared by the NIC
and material included in the Presidents Daily Brief were directed to present probability and asso-
ciated confidence levels in separate statements, although other “authoring elements” retained the
discretion whether to use confidence levels at all. Cardillo promised that separating statements of
probability from confidence levels would become the IC standard under an updated ICD 203.*

(U//FE56) Although the DD/IT's guidance appeared in the January 2015 ICD 203 as part of its treat-
ment of the second analytic tradecraft standard addressing uncertainty, the changes did not curtail
the confusion or discord. The NIC asked a contractor to examine the use of confidence levels to help
clarify what confidence levels represented and how they should be used.” The IC’s Analytic Stan-
dards Evaluation Action Group (ASEAG) also asked a sub-working group to identify better methods
to convey uncertainty.”® A plethora of revised or new tradecraft notes from the NIC, DIA, the Depart-
ment of Energy, and others—as recent as December 2018—strongly suggest the IC remains confused

over how and when to use confidence levels to capture and express uncertainty.?” 2 2 3
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