
(U) Office of the Director of
 
National Intelligence
 

Office of the Inspector General
 

.:(U) Semiannual Report 
1 July 2009 - 31 December 2009 





,'. 

- .' 
.., . 

(u)·A Message Fromtbe In.pector:~eneral. 
" .:". 

. . .' . ..... 

(U) During the period from 1 July 2009 through 31 ;December-.2009.,th.~Ott!~,of -" 
the Director of N~tionaLlnte"igence(ODNI) Office ofthe Inspector ,General (OIG) .. . " , 
completed a variety of significant audits, inspections, inve~igations.. and,rev;eWS.,·,We: . 
also facilitated collaboration and,int~gration throughout the·lntelligenCfJComrn,uilltY.~·IC) 
Inspectors General (IG) community. This r~port summarizes those acCompllshme~.ts;:~ ";. 

(U) One significant,accomplishment during this' reportir;:l9:P8riod.. was':~~,:2009~lc;', <.-:' 

Management Challenges report. In this report, we identified the-~t cmical·challe~~s·:·:\'- . 
facing the.Director of National Intelligence (DNI) in his role as.leadflr of-th8:C;>QNI'and .' '....' , 
the IC. We did so·bY drawing upon the inspection$, audits, anc:i-reviewsPerfprln8d:by.,' . 
our office'as well. as the 2009 Management Challe~ges re~rts'and o~r rep~i1Si;rom ' .< . 
the OIGs ot most IC elements. Our assessment identified seven management'·. '.' .. 
challenges common-to-other IC elements that fall within'the·DNI~s responsib.ili,tY~:,,.i~der~ '" '. 
the Intellig.nce Reform'andTerrorism Prevention Act of ~·(IRTPA>.to·;lead,.nd.. :.:: , !.. : .., 

integrate the IC. As noted in our report. none of these important challen~s:lei'),d' ,'::: ,.' '.' . . .' 
theniS.~~es to one..time sol4fjons; rather; they will require,sustained focus;.;etf9,rts{and .' . 
leadership over time. 

(U!IF~e also.,issued several significant·repoFts tt'lis reportin9~rigd. , .., ", 

includ,ing a review of 'the ,implementation :of the IC Joint D",ty program;.the·.fiscal. ve.arf ' ,,,: .~ 
2009 Fede'rallnformation Security Management Act (FISMA) Rev.iew;·wt'!iCta id8ritif~ .... ' .. " , '.' 
information security defi~ien~es if! theODNI and acros~,the.Ie; an:al.!dit:of:the . . .' , 
adequacy and effectiveness of the' internal controls over the budgetinQ;,accoui'rting,' a'ii~:L " 
expending of.~ation$ll~telliger:'lceProgram funds providecMo,the Departr1'l~nt of, .. 
~omeland .Security Offi~ of Intelligence and Analysis; and our findings r.r:ding 
allegations receiVed frpm Congress that the National Counterterrorism ,C~nter's , 
Railhead Program.suffered from poor planning and poor govemment:man,ag8mer:'lt·that . 
resulted in the~'po~$ntial. delivery-of insufficient functionality.to end u~rs., ' . 

(U) Allother significant accomplishment during this'reporting period'IWBSthe:firSl . ' .. ':'".. 
annual Intelligence Community Inspectors General Awards .Progra,m.and Ce.rel'1'lOt;'Iy; . 

. ;We developed this' program in concert with, other IC OlGa to· recognize' pe~nne.I,from 

'1 IC OIGs who made:extraordinary· contributions to the.misSion and objecti,ves':~f:the.. '.' ,
i OlGa and, the'Nationa\.lntelligence Strategy. We hosted the first annListle IGAwar.ds .'<.~ . 

! Ceremony in Dec8lT!ber 2009. at which Principal Deputy Director of-NatiOnal,
 
Intelligence David.C.Gompert served as,the keynote speaker. Six awardsYie~egiven'...'
 



(U) In the months ahead. we will continue to focus on emerging ar.eas, ofconcem: 
and to produce hlgh-quality. timely, capacity~uilding audits. inspections.:and·:other. 
reviews that align with 'IRTPA, the Nationa//ntelligence Stra~. and otherimpo~ant. '.. 
mission objectives of the OONI. In performing our wol1c, we are ·committed te;>' . . 
maintaining the highest standards of professionalism. objectivity. and if'tegri.ty-:if.1 .our :. ":. " . 
interactions within the OONI and with· other elements of the IC. .. 

R~:"~ 
Inspector GEmeral
 
27 January 2010
 

... " . 

1- .__..__... . ......._._ ......_._---_._-----,
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I. (U) Overview 

(U) The mission of the Office of the Inspector General (OIG) is to improve 
Intelligence Community (IC) performance by (1) conducting oversight of the Office oltha 
Director of National Intelligence (OONI) and IC programs and operations that fall within 
the authorities and responsibilities of the Director of National Intelligence (ONI); 
(2) exercising a unique cross-agency focus; and (3) drawing upon the collaborative 
efforts of IC Inspector General (IG) partners. The office conducts audits, investigations, 
inspections, and reviews of OONI and IC perfonnance to detect and deter waste, fraud, 
and abuse and to promote efficiency, effectiveness, and accountability~ The OIG's 
completed and ongoing projects are desaibed in sections four and five of this report. 

(U) In addition, the OIG makes recommendations to the ONI for improving the 
performance of IC programs and activities. The last section of this report includes an 
update on the implementation status of recommendations made in our previous reports. 

(U) The OIG also focuses on identifying the critical challenges facing the OONI 
and the IC. In November 2009, we reported to the ONI the top IC management 
challenges based on our review of IC OIG reports and the management and 
performance challenges from most of the IC agencies. These management challenges 
are described in section three of this report. 

(U) OIG Organization 

(U) The OIG consists of the following divisions: 

(U) Audit Division: Executes program and financial audits and evaluations of 
OONI and IC programs, information technology, procurement, internal controls, financial 
statements, and financial management. 

(U) Inspections Division: Conducts inspections, reviews. and evaluations to 
improve Ie-wide performance; examines information access, collaboration, intelligence 
collection and analysis, and compliance with laws and regulations. 

(U) Investigations Division: Investigates allegations of violations of criminal 
laws and administrative regulations arising from the conduct of ODNI and IC employees 
and contractors. 

(U) Management Reviews Division: Conducts management and programmatic 
reviews of the OONI, its centers, and the IC; evaluates management and processes to 
assist the IC in developing and implementing processes and procedures to improve 
both effectiveness and efficiency. 
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(U) Oversight and Policy Division: Performs reviews of programs and 
activities to assess whether oversight and compliance are effective. monitors and 
analyzes in concert with the OONI Office of General Counsel (OGC) and the OONI 
Office of the Chief Civil Uberties and Privacy Officer (CLPO) the trends and patterns 
concerning intelligence oversight activities across the IC. and prepares reports on 
intelligence oversight issues in coordination with OGC for the President's Intelligence 
Advisory Board's Intemgence Oversight Board (lOB). 

(U) An organization chart delineating the OIG's front office and division structure 
is below. 

(U) Figure 1. OIG Organization Chart 2009 

(U) OIG Personnel and Resources 
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II. (U) Ie Inspectors General Activities 

(U) To achieve its oversight objectives. the OONI OIG facilitates collaboration, 
information sharing, and strategic planning among the IC Inspectors General. This 
section highlights some of the ways the OIG coordinates oversight across the IC. 

(U) Ie Inspectors General Forum 

(U) The OONI IG chairs the IC Inspectors General (IC IG) Forum, a quarterly 
meeting of ailiC IGs or their designees. The OONI OIG also acts as the Executive 
Secretariat for the IC IG Forum, performing such functions as hosting the meetings, 
consulting on topics of interest, facilitating the development of collaborative projects for 
discussion at the· meetings, devefoping the agenda, distributing documents, and 
maintaining minutes. 

(U) The IC IG Forum promotes collaboration and coordination among the IC IGs 
to streRgthen the collective role and effectiveness of OIGs throughout the IC, enhance 
the value of OIG activities in support of the National Intelligence Strategy, and increase 
efficiency by promoting information sharing and avoiding duplication of effort among the 
IC OIGs. In addition, during this reporting period, the Forum sponsored the First Annual 
IC IG Awards Program and Ceremony (discussed in detail on p. 6). 

(U) The ONI addressed the IC IGs at their quarterly meeting in September 2009. 
He stated that he finds IG reports to be particularly useful and recognized the 
Presidenfs Surveillance Program Review as an excellent example of cooperation 
between Ie OIGs. He also emphasized the role of the IC IGs in ensuring that the 
community stays focused on the enterprise objectives of the National Intelligence 
Strategy because IGs can step back and take a broader, independent view of how 
agencies are implementing their goals. 

(U) As part of the IC IG Forum activities, the IC-wide Deputy IG WorIdng Group 
and Assistant Inspectors General (AIG) Working Groups for Audit, Inspections, and 
Investigations leverage the role of the IC IG Forum by further integrating the IC OIG 
community, eXchanging ideas and work plans, identifying IC systemic issues, reducing 
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redundancy, Sharing best practices, and identifying collaborative projects affecting two 
or more IC OIGs. The working groups meet quarter1y and are chaired by the OONI OIG 
representative to the group. 

(U) During this reporting period, the Deputy IGs Working Group served as the IC 
IG Awards Review Board to select award recipients and make recommended revisions 
to the IC IG Awards Program. The Deputy IG Working Group also developed a draft 
agenda and speakers for the IC IG Annual Conference in May 2010. The AIG for 
Investigations Working Group collaborated on new legislation affeding investigations 
and exchanged best practices regarding proactive efforts to detect waste, fraud, and 
mismanagement. It aIso'shared the names of working targets to ensure all agencies 
are aware of any fraudulent schemes or efforts. Within the past 6 months, the AIG for 
Investigations Working Group developed an OIG IC Peer Reyiew process, encouraged 
and participated in the Joint Duty Program, collaborated on several joint investigations, 
shared best practices, and facilitated joint training within the IC. 

(b)(3) 

'.----:_---.=c---_--;--;-;__.--J1The AIG for Audit Working Group also presented briefs on 
fraud auditing and the use of forensics in auditing and developed an IC IG position on 
OIGs' responsibilities for financial statement validation and audit work. The AIG for 
Inspections Working Group identified and initiated planning for a possible FY 2011 joint 
evaluation of "intelligence readiness dUring national emergencies. 

(U) IC"lnspectors General First Annual Awards Program and 
Ceremony 

(U) On 1 December 2009, at ODNI Headquarters, the OONI IG hosted the First 
Annual IC IG Awards Ceremony. The ceremony recognized personnel from OIGs 
throughout the IC who made extraordinary contributions in 2008 to the mission and 
objectives of the OIGs and the National Intelligence Strategy. The awards are part of 
the National Intelligence Professional Awards Program established by the OONI in 
2007. 

(U) As one of his first duties as Principal Deputy Diredor of National Intelligence 
(PODNI), the Honorable David C. Gompert.served as the keynote speaker. 
Mr. Gompert emphasized that IGs play an indispensable part in earning and keeping 
the public's trust in the IC. He noted that as independent, informed, and objective 
elements embe~ded within IC organizations, IGs ensure the quality of United States 
intelligence by identifying problems and proposing improvements to their home 
elements. 
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(U) The six categories for the 2008 awards were Leadership Award, Lifetime 
Achievement Award, Award of Honor, Audit Award, Inspections Award, and 
Investigations Award. John Helgerson received the Leadership Award in recognition of 
the outstanding service and leadership he provided as CIA IG from 2002 to 2009, when 
he retired. Peter Garry, National Reconnaissance Office (NRO), received the Lifetime 
Achievement Award in recognition of more than 40 years of dedicated service with 
distinction in internal oversight of both intelligence and defense programs. 

(U) Intelligence Oversight Actlvitle. 

(U) This report marks the first full year that OIG intelligence oversight activities 
have been governed by Executive Order 13462, which elevated accountability for 
intelligence oversight repOrting to the heads of departments and agencies and 
incorporated a more timely method for reporting significant and highly sensitive 
intelligence oversight matters from IC components to the President's lOB. Under the 
new Executive Order, the OONI OIG and the OONI OGC have joint responsibiiity to 
analyze IC component intelligence oversight reporting submitted to the ONI and the lOB 
and engage in outreach efforts in the IC to improve timely and effective reporting. In 
furtherance of this oversight responsibility, the OIG and OGC recenUy Initiated a review 
of IC agencies' internal policies goveming reporting to the lOB to assess their 
compliance with guidance iSSUed pursuant to Executive Order 13462. 

III. (U) Management Challenges 

(U) The Reports Consolidation Act of 2000 requires federal agency IGs to identify 
and report the serious management and performance challenges facing their agencies. 
In 2008, the OONI OIG issued its first IC Management Challenges report, which 
included chalienges identified from its own reporting and synthesized challenges 
identified in reports published by other IC OIGs. 

(U) To identify the challenges for our 2009 report, the OONI OIG drew upon 
inspections, audits, and reviews performed by its office. The OONI OIG also reviewed 
the 2009 Management Challenges reports and other reports from the OIGs ,of most IC 
elements, including the CIA, OHS, Defense Intelligence Agency (OIA), Department of 
Energy, Department of Justice (OoJ), Department of State, Department of Treasury, 
NGA, NRO, and National Security Agency (NSA). While each Ie element has identified 
its own management challenges, some of these challenges are common to and 
interconnected with challenges encountered throughout the IC. Accordingly, this 
assessment identifies the management challenges common to other IC elements. OIGs 
have identified significant progress in tackling these difficult challenges, but, as noted in 
our 2009 IC Management Challenges report, these challenges do not lend themselves 
to one-time solutions, but will require sustained focus, efforts, and leadership over time. 
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2. (U) Information Sharing 

(U/fEOOO) Inadequate information sharing has been a major impediment to 
optimallC performance. IC OIGs continue to report challenges in this area, including 
the need to balance the responsibility to share information, while protecting sources and 
methods; overcoming barriers to inter-agency collaboration; and establishing and 
strengthening partnerships with foreign, domestic, public, and private entities to improve 
access to sources of information and intelligence and ensure appropriate dissemination 
of IC products and services. 

(U) The OONI has taken steps to address these challenges. In January"2009, 
the ONI issued IC Directive (ICO) 501: Discovery and Dissemination or Retrieval of 
Infonnation within the Intelligence Community. ICO 501 establishes policies for 
discovery and for dissemination or retrieval of intelligence and intelligence-related 
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information collected or analysis produced by the IC. The OONI issued an 
Implementation Plan for ICO 501 and implementing guidance. 

(UlleooorHowev~r, the OONI has not fully implemented all of the OONI OIG's 
recommendations relating to sensitive dissemination or fully addressed all of the 
challenges involved in compartmentation of intelligence information. The ICO 501 
Implementation Plan targets 2010 and 2011 to address many of these 
recommendations. 

3. (U) Acquisition. Procurement. and Contract Administration 

(U) Another critical management challenges for IC agencies is effectively 
overseeing acquisitions, procurements, and contracting by establishing and maintaining 
robust and repeatable oversight strategies, policies, and processes; ensuring efficient 
and legally compliant procurement of information technology resources; and 
strengthening the acquisition workforce to provide satisfadory contrad administration. 

(UIIF:Qt16) The OONI OIG inspected the OONI acquisition oversight strategies, 
policies, and processes. The OIG made recommendations to provide for more effective 
stewardship of major investments through total acquisition lifecycle knowledge 
management. OONI management endorsed the OIG's recommendations, and OONI 
staff elements are making significant progress towards implementation of the 
recommendations. To leverage the findings and methodologies of this report, the OONI 
OIG is working with members of the IC IG Forum in coordinating concurrent agency-
level reviews of acquisition oversight strategies, policies, processes. ' 

4. (U) Financial Management 

!(b)(1 ) 
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(UIlSOt::tOfln 2009 the OONI and OHS OIGs performed a joint audi.t to examine 

the adequacy and effectiveness of internal controls over budgeting, accounting, and 
expending of NIP funds provided to the OHS Office of Intelligence and Analysis (I&A). 
This was the first OONI audit of NIP funds expended by another IC element. The audit 
identified intemal control weaknesses within both OONI and OHS I&A regarding the 
management of NIP funds allocated to OHS I&A. Both OONI management and OHS 
I&A endorsed all of the OIG's recommendations and already have implemented some 
corrective actions, including the development and promulgation across the IC of mid
year and end-of-year execution review standard operating procedures. 

5. (U) Human Capital 

, (U) The National Intelligence Strategy states that the IC must build.a diverse and 
balanced workforce, enhance professional development, cultivate relevant expertise, 
support an entrepreneurial ethos, deploy integrated and agile teams, and build a culture 
of leadership excellence. 

(U) The 20081C Employee Climate Survey released in April 2009 reflected OONI 
progress in this area. According to the survey, IC employees rated their agencies more 
favorably than other federal workers in the areas of overall job satisfaction, the general 
quality of managers and senior leaders, and the development of top talent. The OONI 
has implemented several initiatives to deal with problems identified in the IC Climate 
Survey, such as the Joint Duty Program to facilitate integration and collaboration across 
the IC. The ODNI OIG conducted a review of the implementation of the Joint Duty 
Program and made recommendations to improve implementation of the program, all of 
which were endorsed by the OONI Chief Human Capital Officer (CHCO) (discussed 
further at p. 14). 

6. (U) Ov....ight of Intelligence Activities and Programs 

(U) OIG reports continue to identify challenges in ensuring that intelligence 
activities and programs are being conducted in accordance with laws and policies and 
in a manner that protects individual civil liberties and privacy. The IC's need to ensure 
effective oversight of intelligence activities and programs is a critical management 
challenge. . 

/(b)(1) 
I (b)(3) 
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7. (U) Community Management and Integration 

(Ul1F9IJd}In 2008, the OONI OIG identified "Strengthening leadership and 
Govemance" as one of the DNI's top management challenges. While the OONI has 
made substantial progress in issuing policies, improving communication and 
coordination internally and with the IC, and implementing most of the OONI OIG 
recommendations on improving management, the OONI continues to face challenges in 
community management and integration that require the ONl's continUing focus, 
leadership, and attention. 

(UlIS6t1O) One significant improvement this year is OONI management's new 
process for facilitating and overseeing implementation of open OIG recommendationS. 
OONI management now meets periodically with OONI elements that have been directed 
to implement OIG recommendations to determine if they have implemented the 
recommendations to the satisfaction of senior management and the OIG and, if not, to 
assess plans or altematives for implementation. As a result of these efforts, OONI 
management, under the leadership of the Director of the Intelligence Staff, has closed 
or resolved approximately 70% of OONI OIG recommendations that were open at the 
beginning of calendar year 2009. 

(U) IC OIGs' 2009 Management Challenges Table 

(U) The table below illustrates how the 2009 IC Management Challenges as 
reported by IC OIGs align with the National Intelligence strategy (August 2009). 

10 
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IV. (U) Completed Projects 

(U) Inspections, Reviews, and Audits 
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(U) Implementation of all the recommendations cited in the audit report will
 
further improve the adequacy and effediveness of the internal controls over NIP funds
 
at the DHS I&A. .
 

(U) Implementation Status Review·of the Ie Joint Duty Program 

(U) During the DIG's 2008 IC-Wide Integration and Collaboration Diagnostic and
 
Recommendations, IC leaders and employees identified problems with the
 
implementation of the Joint Duty Program. SpecifICally, the DIG found that senior
 
leadership support for the program was limited and that guidance concerning joint duty
 
was unclear. Subsequently, the IC CHCO requested that the DIG condud an
 
implementation status review to identify fadors affecting Joint Duty Program
 
implementation and participation.
 

(U) The objectives of the DIG review were to analyze fadors affecting Joint Duty
 
Program implementation and participation, provide recommendations to improve Joint
 
Duty implementation, and identify best practices that can be replicated to increase Joint
 
Duty participation throughout the IC. Since the Joint Duty Program is relatively new, the
 
DIG did not evaluate the overall effectiveness of the Joint Duty Program or the
 
implementation deficiencies of individual IC elements.
 

(U) The DIG found that the IC Joint Duty Program is viewed positively in the IC
 
and that signiflCBnt progress has been made in implementing the program in parts of the
 
IC. In addition, many in the IC see the benefits of Joint Duty assignments to other IC
 
elements. However, the DIG found that the Joint Duty program is encountering start-up
 
challenges, including the following:
 

•	 Leadership advocacy for the Joint Duty Program varies across the IC; 
•	 IC senior leaders and employees are confused about the purpose of the Joint 

Duty Program; 
•	 The DONI corporate communication strategy has been inadequate to educate 

the Ie workforce about the Joint Duty Program; 
•	 Processes and tools for efficient Joint Duty Program management are
 

inadequate;
 
•	 Gaining elements are often unprepared for Joint Duty participants; 
•	 IC elements have not ensured that reintegration into home elements is
 

property planned and supported; and
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•	 Departmental and Service IC elements face additional hurdles in Joint Duty 
Program implementation, such as, limited resources, infrastructure 
incompatibility, and detrimental impact on mission. 

(U) The OIG made 20 recommendations to improve Joint Duty Program 
implementation and increase participation throughout the IC. The OIG recommended 
that the DNI and senior IC leadership increase Joint Duty Program visibility, support, 
and accountability. Furthermore, the OIG made 16 recommendations to the IC CHCO 
to improve implementation and management of the Joint Duty Program. These include: 

•	 Clarifying the purpose of Joint Duty in policy, guidance, and messages to 
include both leadership development and broader collaboration; 

•	 Establishing a corporate communications policy; 
•	 Automating and streamlining processes and reporting requirements; 
•	 Adopting policies that ensure smooth integration and reintegration for Joint 

Duty participants accepting assignments; and 
•	 Identifying and incorporating appropriate incentiVes for Joint Duty participants. 

The DNI and the IC CHCO accepted and endorsed all of the OIG recommendations. 

(U) The OIG also identified initiatives in severallC elements that could mature 
into best practices over time. Some prominent initiatives identified are the NGA Human 
Capital Management Board, the Navy Intelligence Joint Duty Strategy, the CIA Career 
Roadmap for InteHigence Professionals, and the OHS I&A Learning Roadmaps for 
Intelligence Professionals. 

(U) Cong.....ion•• Request for Infonn.tion on NCTC'. Rallhe.d Program 

(UI~The House Committee on Science &Technology, Subcommittee for 
Oversight and Investigations asked the OONI OIG investigate allegations regarding the 
information technology program at the National Counterterrorism Center (NCTC) known 
as the Railhead Program. Specifically, the committee alleged the Railhead Program 
suffered from poor planning and poor government management, with the net result 
being the potential delivery of insufficient functionality to end users. Per agreement with 
the House Permanent select Committee on Intelligence (HPSCI) staff, the IG's 
response was provided to the HPSCI. 

(U) On 24 March 2009, the OIG provided an interim response to the HPSCI that 
addressed the allegations of misconduct. On 7 August 2009, the OIG issued its final 
response, which addressed the remaining allegations and evaluated NCTC's 
management of the program. 
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(UIIF9'J6)Specifically, the OIG evaluated the degree to which alleged 
shortcomings in the areas of program planning, program management and oversight, 
and functionality of Railhead defiverables had been mitigated by NCTC management. 
The OIG found the Railhead Program had experienced weak program oversight, 
suboptimal management of users' expectations, insufficient communication between the 
program staff and other elements of NCTC, an 'inadequate reqUirements definition 
process, and poor scope discipline. However, the OIG also found that the NCTC 
Director proactively took steps to revise the structure and staffing of the Railhead 
Program prior to the letter received from the House Committee on Science & 
Technology, Subcommittee for Oversight and Investigations. The OIG found that as 
part of the restructure, the NCTC Mission Systems Office put a modified program plan 
in-place to address all of the identified issues and is activel miti ati ram risks as 
it executes its revised a uisition strat 

,,,, 
/,, 

(U) FY 2001 Federal Information Security Management Act (FISMA) Review 

(U) FISMA was enacted to provide a comprehensiVe framework for ensuring the 
effectiveness of information security controls over information resources. Federal 
agencies and their heads are responsible for providing security protection measures 
commensurate with the risk exposure of the agencies' assets from misuse, harm, or 
destruction. FISMA requires an annual independent evaluation of the federal agencies' 
information security programs and practices to determine their effectiveness. 

(U) This purpose of this review was to determine the adequacy of the OONl's 
information security program for its internal operations as well as the information 
security strategy for the IC systems. The 2009 review also followed up on steps taken 
to address recommendations made in the OIG's FY 2008 FISMA report. 

(U) The OIG made eight recommendations to address deficiencies noted in the 
FY 2009 FISMA report and a ninth recommendation to address areas where 
inadequacies remained from the FY 2008 FISMA report. ODNI management concurred 
with all of the recommendations. 

'/(b)(1 ) 
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(U) Review of the Use of the IC Whistleblower Protection Act (ICWPA) in the IC 

(U) In July 2009, HPSCI asked the DONI DIG to provide information on the use 
of the ICWPA within the IC. In response to this request, the DIG issued a questionnaire 
to the IC DIGs seeking information on the ICWPA complaints the DIGs had received 
between 1 January 1999 (the effective date of the ICWPA) and 14 September 2009. 

(U) According to the questionnaire responses, since 1 January 1999, 4 IC DIGs 
received a total of 10 ICWPA complaints. Of those complaints, the IC DIGs notified 
Congress of every allegation of a credible "urgent concern," as defined by the statute. 

(U) Figure 5. Summary of IC OIG Respons.. to ODNI OIG ICWPA Questionnaire 

I,r--!=:-.dr;cNUll8OM-PLAl~NTOFS1 :"..:' r- "",",ED ofCRSlIOLE ! 
. "URGENT URGENT CONCERNS , 

11__----,DEA~CI;::.:A:.----l_--_=:----+---C-ONC--o=-~--s-.. -~4--------.. -: 
~E i=i=-i-- l

: I 
r--"I DOS __0.,, .-+ 0 No. ---i 

Trea&UIY 0 0 _ No... _ 
FBI 1 0 No

'---.,~,...___-_+__--=_--t--._=--_+----__:_:"'_----__j 

NGA 0 0 No 
r-N~ 2 1 ~ It= NSA ---I--·---.:;.1---+---...:.1----t--·---....,Y~es""-----

, OONI 1 0 Yes 'I1
(~ oomplalnantl

~roTAL 10 = ..l 3 ,, ---' 

(U) Investigations 

(U) The DIG conducted 28 investigations during this reporting period, inclUding 
allegations involving misuse of position, improper use of government resources, 
contract irregularities, time and attendance (T&A) abuse, voucher fraUd, and 
inappropriate conduct. Seiect cases representing the breadth of investigations 
conducted over this reporting period are highlighted below: 
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(U) Alleged T&A Fraud by OONI Contractors 

(U) The OIG investigated allegations that one current and two former employees 
of a govemment contractor billed the government more than $100,000 for work they did 
not perform. The investigation and analysis of estimated loss to the government have 
been conducted, and financial resolution is being pursued. The govemment contractor 
has expressed interest in reaching a settlement for any overbilling. 

(U) Alleged Time & Attendance (T&A) and Voucher Fraud by an OONI Employee 

(U) The OIG investigated allegations that an ODNI employee engaged in T&A 
fraud and"voucher fraud. The investigation found that the employee had submitted 
fraudulent vouchers, falsely claimed to work overtime on several days, and provided 
false statements to OIG investigators. The employee resigned while under OIG 
investigation. 

(U) Alleged Conflict of Intere.t and Travel Fraud 

(U) The OIG investigated a senior official of the OONI for allegations that the 
official improperly influenced contractor source selection and inappropriately used 
government travel for personal benefit. The OIG investigation did not substantiate the 
allegations. 

(U) Use of Subpoena Authority 

(U/IF..ouetDuring this reporting period, the OIG did not exercise subpoena 
authority under section 7(a)(4) of ODNllnstruction 2005-10. 

v. (U) Ongoing Projects and Activities 

(U) Included among our ongoing projects and activities are an evaluation of the 
President's Daily Briefing (POB), a review of the integration of the IC's Departmental 
and Service Elements, and an audit of internal controls over OONl's Fund Balance with 
Treasury. 

(U) Inspections, Reviews, and Audits 

(U) Evaluation of the POB: Sources. Re.ource•• Proces.... and Outcome. 

(U/IF~TheONI relies on the POB to provide the President and his senior 
advisors with a baseline of intelligence to infonn their perspective on world events, 
potential threats, and the capabilities and intentions of our adversaries. The OIG is 
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evaluating the sources, resources, and processes used to develop the POB, as well as 
the incentives and disincentives for agency participation in generating the POB. The 
OIG also will contact poe principals to assess the overall utility and effectiveness of 
POB products and services. 

(U) Review of the Integration of the IC's Departmental and Service Elements 

(U) Recent OIG reviews indicate that many senior representatives from the IC's 
Departmental and Service elements believe their elements' missions and capabilities 
are not known, not understood, or not fully leveraged by the OONI and other IC 
elements. The OIG is conducting a review to identify the unique roles, capabilities, 
expertise, and functions of the Departmental and Service elements; identify any barriers 
to their integration; ·and determine how these elements can be more effectively 
leveraged and integrated in the IC. 

(U) Audit of Intemal Controls over ODNl's Fund Balance with Treasury (FBWT) 

(U) In the ODNl's Financial Statement Auditability Plan Report to.the SSCI 
(15 April 2007), reconciling FBWT was cited as one of three key impediments to 
auditability of financial statements in the IC. 

(U) The OIG is performing an audit of the adequacy and effectiveness of internal 
controls as they relate to OONl's FBWT. The purpose of the audit is to ensure that 
policies and procedures are in place to perfoon reconciliations of the OONI FBwr on a 
periodic and recurring basis in accordance with federal guidelines. The OIG will issue 
the final report in earty 2010. 

(U) Evaluation of Issues Related to the FISMA 

(U) During the FY 2009 FISMA evaluation, the OIG noted several issues that 
were gennane to infoonation security; however, these issues were not appropriate for 
inclusion in the annual FISMA report. Accordingly, the OIG is conducting a follow-up 
audit on those issues, some of which apply across the IC. The ADNI/CIO already has 
begun taking actions to address some of the findings of this audit, including initiating 
coordination with the Office of Management and Budget on an FY 2010 means to report 
FISMA results. In addition, the ADNIICIO is wol1ting closely with other OONI 
components to define a ·system- for FISMA reporting purposes. 
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(U) Evaluation of the Administration and Management of ODNI Advisory and . 
Service Contracts Supporting Critical Missions 

(UIIF,P&:Kf)As a result of interest expressed by both the ONI and Congress. the 
OONI OIG is condu~ing an evaluation of OONI administration and management of 
contractors supporting critical missions. The objectives are to evaluate the risks 
associated with the administration and management of advisory and support contacts 
supporting OONI critical missions; to assess OONI initiatives to improve the 
administration and management of contracts; and to consolidate and synthesize similar 
agency-level evaluations of contractor resource strategies and applications and Identify 
systemic or recurring problems. trends. and best practices. such as risk mitigation 
measures. 

(U) IC-Wide Acquisition Oversight: Strategies, Policies, and Processe. 

(U) TheOIG requested through the IC IG Forum that other IC OIGs conduct 
organizational reviews similar to the inspection of OONI acquisition oversight that the 
OONI OIG completed. The OIG is coordinating with the OIGs of the DoJ. CIA, OIA. 
NSA, and NGA to review the acquisition practices of their respective agencies. The 
OIG will integrate the collective findings and recommendations from the IC IGs to 
provide a comprehensive report of inspection for the ONI. 

(U) Counterintelligence Community Review 

(U) The HPSCI asked the OIG to assess the IC's ability to coordinate 
counterintelligence operational and investigative activities. Thus far, the OIG analyzed 
the status of and trends in interagency collaboration and coordination on 
counterintelligence matters, interviewed senior officers in nine separate 
counterintelligence components, and examined their processes and strategies for 
handling and coordinating counterintelligence matters. 
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(U) In light of these significant organizational and personnel changes, the O.G 
will complete its review later this year to allow the newly appointed National 
CounterinteHigence Executive to implement changes within the IC's counterintelligence 
program. 

(U) Ie IG Audit Activities 

(U) The O.G also participates in the following activities: 

•	 CFO/IG Council - the CFOIIG Council meets quarterty to discuss.issues 
jointly and provide updates related to the IC's movement toward auditability of 
financial statements. Membership includes representatives from six IC 
agency CFOs and OIGs. The council is co-chaired by the OONI CFO and the 
OONI IG. The council is now resolving how the IC OIGs will support 
auditability through audits and continuing oversight. 

•	 Joint Audit Working Group (JAWG) - The JAWG coordinated requirements 
for FISMA reviews, provided briefings to the IC on the status of the Business 
Transformation Office and auditability initiatives as well as the use of forensic 
auditing techniques. In addition, the JAWG established a subgroup to focus 
on coordinating future cybersecurity audit issues. 

•	 Joint Intelligence Oversight Coordination Group (JIOC Group) - the JIOC 
Group is the DoD IG's equivalent of the JAWG and is headed by the DoD 
Deputy IG for Intelligence. This group includes representatives from the 
military branches, the DoD IC components, and the OONI OIG. The OONI 
OIG is a member and facilitated the expansion of JIOC Group's membership 
to include the DoD OIG's financial auditors to address IC financial 
management from both a programmatic and financial statement perspective. 

(U) OIG On-LIne Complaint Intake System 

(UI/FOUO) The OONI OIG manages a complaint intake channel that allows IC 
personnel to file complaints on topics ranging from ethics violations to "urgent concerns· 
handled under the ICWPA. During this reporting period. the OIG intake channel 
received nine complaints. Of those complaints, two alleged the misuse of government 
funds. two aUeged unfair hiring practices, two alleged a conflict of interest, and two 
alleged harassment and/or reprisals involving contractors. The final complaint alleged 
the misleading of Congress regarding an intelligence capability. Each of these cases 
has been investigated by OONI O.G or referred to the appropriate IC investigative 
component for follow-up. 
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VI. (U) Status of Recommendations for Completed Projects 

(U) The implementation status of CIG recommendations during this reporting 
period is noted in the table below, listed by report in the order in which the reports were 
issued. Recommendations are "closed" if they have been fully implemented 
(designated in green); "resolved" if the CONI has taken significant steps to implement 
them so that the CIG believes they will be fully implemented, but they are not yet 
entirely closed (designated in yellow); and "open" if they have not been implemented 
and substantial steps have not yet been taken towards implementation (no color 
designation). This list does not include reports for which all recommendations were 
closed before the start of this reporting period. 

(U) The OIG and OONI management have developed a system to ensure timely 
and effective implementation of OIG recommendations. As a result, a significant 
number of recommendations have been closed or resolved. Specifically, 63% of the 
recommendations in the reports listed below are closed, 26% are resolved, and 11% 
remain open. In the past 6 months, 23 recommendations have been closed, and the 
OONI has made substantial progress in resolving 16 other recommendations. 
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(U) Figure 6. Status of OIG Recommendations Made Between 2007 and 2009 

."". ..~ 

.'''·mm~·. 
~;. . ,.

(b)(3) 

(b)(3) 

(U) EstablIsh end promu\glIte IC sbincla'ds end a 
proceu for the clI8seminatiOn of aensilIve Inlellgence 
reporting to ensure that customer reqlftmenls .. 
bell_mel 

(Issued: November 2007) 
DDNIIPPR 1eecI; 

ADNIICIO 

RESOlVED. Th8 DNIIssued ICD 501. 
ICPG 501.1. and 501.2. 1M IhelIe 
sIafld8rds do not fully address the pert of 
the I8ClllITInWIdalion relating to sensItIv8 
1nteIIg8nce.dlalemination and 5ensItiY8 
lReportIng) Review Bo8rds. Specific:alIy 
the SRge ,are not jointly staffed nor are 
SRB memtMinl given unfettered access 
to al CAPs. severely hindering the 
ueaJllon of their emriaioned role: 

NO sooner Ihan 3 ye8l'8 from the date QI 
lhIs NIpCirt. the OIG pI8n8 to conducI • 
foIIow.up lriapectjon of IC &enIltiVe 
dissemination to determine what 
progress has been ~. 

(b)(3) 
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i(b)(1 ) 
:(b)(3) 
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J 
J 

NCTC and PPR have agreed thet the 
bell way 10 IIdcInIu this 
I8CClIMlel'ICl8 II through • ONI memo 
Ih8t covers the holes In cummt IC policy. 
The ONI memo will have lIle effect of 
fom1lII paley. 

(U) PromuIg8le. ~..JC.wlde paley c:Ie8r1y 
delInIng lIg8ftCy I department8I roles lind nISpOl1IlbIIIIe 
with regard 10 the WIlIIIchlist nomntIon !lfOC8I8. (iIIued: Febnl8ry 20(8) 

NCTC Iud; DDNIIPPRI 
Policy 
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(U) Develop an audio-visual praentatIon Ir*oducing the 
DNI Md the i'oIe of the OONIin the IC taall MWIC 
members. . 

(U) Ensure that allC elements _ incoIpIIlItIlIg the 
requlremenlS of ICD 651 in employee performance 
appraisals. 

(iSllued: August 2008) 
ADNIICHCO 

RESOlVED. CHCO·has documented 
that moet IC elements haw . 
implemented the requ/rernenlS of ICD 
651 in perform8nce appnUsa/s. 
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(U) Direct ltle ADNIICIO. In coordlA8llon with the 
DONIIC end DDNIIPPR, to enIUf8 ttvough eppraprteIe (Iuued: August 2008) 
guidelines. poIcles. directions. slllndllrds end bulinesl ADNIICtO Iud: DDNIfA, DONIIC. 
precficeI th8t ~ toola endlect.1OIogy 8\8bIe DONIIPPR 
end enhance miIsIon elfedlveneI&. 

(U) Identify. compile. meintaIn. end cIIstrIbute to ltlelC e (Iuued: August 2008) 
lilt of the expertise of e111C elements. 

(U) Create e deer lW.t succinCt ...... lW.t vision 
(lMued: August 2008)stet&menl for the CONI. PubIIh end conmunlc8le the 

DIS;PAOODNI rnisIlon and vision to the CONI end IC elements. 

(u) Determine which rec:ornmend8tIo INIde In the 
Achlfw1ng. Robust ~ Envimnment IIUdy (iuued: August 2008)
should be ImpI8menIed endllPPCllnt e senIot ofIIcer 10 DIS 
implement thOlMl recommendIItlon 

(u) EstablIsh an "Ask the Dnctor" Ink on the ONI RESOlVED. "Ask the ONI" proc:edunIs 
homepege to soIlclt questionS and comments from ltle (IssUed: August 2008) have blIen completed end 
ICwoMon:e. PAC ClIlfTIIIUIic:alIonIIa pIens ate being 

fIneIIzed. "Ask thit OHIO test piIo( will 

t>iiiiCiiinirii'iiiiif8iiiiiiiffii_~iii-ii~~~iriltiitiiFw1irn~~~~~'fu~;:;n~~IaundI~~1nt;;1-2 moniiithl::;·.....~"""",,.....,...,~:=I 
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(U) CIO complete II doalmented comprehenIiYe 
Infonnetion security progrem consIlItent wIlh FISMA 
requirements that Includes !he following elemenll: 1) 
periodic risk _II, 2) poIcIes and procedures 
based on rlIk ISSBllments. 3)"for providing 
appropriate infonnatlon security, 4) PerIodic leIling and 
ev8lU8tlon 0I1he info,mlltionsecurlty poIIc:iet and 
procadul8S, 5) A process lor deveJclPng II p\IIn of 
action. ;nj 6) Plan_ lind procedul1lll for d8veIopIng 
corD1u1ty 01 operations lor infomllltian systems. 

(lsIuecI: August 2008) 
CIO 

The ADNIICIO is in !he process of 
Implementing this rec:ommendaUon. 

(U) CIO to establlBh·mllatanes and.compIet8.arategic 
plane lind prognuns lind fIn8lIze _yatem Inventorlel.. (lsIuecI: Auguat 2008) 

CIO 

The CIO wiI complete this in July/August(U) CIO to estlIbIiIh mII8IlDnIIs lor completion of Ihe (isIued: August 20(8) 
2010.Informlllion security lIbBtegic pllIns. CIO 
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(U) CIO in coordIn8tIon wIlhDlDMS to .lIBbIhIh a RESOlVED.· R8lIOIved unlll the next 
roadmIIp to idenIIl'Y the Inventofy of IJIIemIlhIil.. F1SMA nMew detennines that the(lsIued: Augu.a 2008)ODNI respon~ and lho8e ItIat .. IC-wlde invenlofy listing is Clln'eCl.CIOresponsiblIICy'and establish a IlmefrIln8 for compIelIoII 
ofroadmap. 
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(U/IF,.,OW) Develop a fonnBl ODNI process for timely 
lWSPO'lding to OIG reoommendalionl and for Ir8cking 
implementation of recommend8tions ltlIIt .. 8CC8pt8d 
by management. 

(UIlEOYOJ ReYIH lhe audiI8biIty strategy with tatgel 
dales for ac;tliIMng audltabIIlIy based on stand8I'd 
tInanciaI systems and ICBT initiatives and monilor 
progress towBrds audilablilly. (IssUed: November 2008) 

CIO 

RESOLVED. The FIG plans to provide 
an updated eudlteblllty strategy lathe 
SSCI by May 2010. In !he Interim, Ihe 
FIG CXlfltinullS to rnoiIitor agencies' 
progress in manllg8lll8l'll CXlfllrolsand 
key areas (FBWT,IGT, and PP&E). 

(U/~) Com" and submit to Congras Itle 
remaining financial plans and erchItecturaltlllt _ 
dUe 10 Itle SSCI in 2005. 

(1ssuec:I: Nov8mber 2008) 
C10(8TO) 

RESOLVED. BTO delivered lhe Ie 
BusI.... Enterprise An:hitectUreto the 
SSClon 31 De<:embef 2009. 

(U/!FOtR5fExpedite the IIn8IIz8lIon and IIIsuanc:e of 
common U.s. persons rules, prtricipIes. or 
presoo1plIona. flSSU8d: November 2OO!l) 

OOC 

RESOlVED." OOe;: has been working 
extensively with DoJ NSD to maIle IC 
agencies' AIloh1ey Ganetal guidelines
consislIint across ihe IC. This"effort Is 
u~, but is not yet cximpIetad. 
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(U) Lead the effort to deftne what constitutes 8 "system" 
for conslstent IC eppIlc:aIIon for boIh 8UdItebII1y end 
bu8lnas 1nInsfonnatIon. 

[18IIU8d: November 2008) 
ADNIICIO; CFO; coord wIlh PPR 

(Ul1F0Yet'PubIIsh IC poley no .... lh8n 120 days lifter AweJIing PPR completion of ICD 1 
lIIgnalure, identifying 8 govemence model for the ODNI revision end ON! Franl 0tIk:e oompIeIIon 
AO workfon::8 rel8tM1 to the Ie acqulsllon community, of 8 nrviIed Milestone Decision Authority 
including: deIIgation memorancIum for the 
A. R&M.1ng ICD 1 to eccounI for current distributions of 
authaI'ItIes end dedIIon ~. 
B. St8nd8RlIzIng levels 01 otIiciIIIlnterfac:e end protocol 
between OONI of'Iici8Is end IC count8rpertI. 
C. CI8rIfyIng the "*' of the PDDNI reI8tIve to the 

0Ct0bel' 2009 
DIS; DONIIPPR: 

POOHI Executive SWf 

DONUA&T. 

oodified ~ 01 the ONI'. MIlestone Dec:IaIon 
AuIhorIty (MDA) (DDNUFC), the DONia, the ADNIa, end 
DNI Policy for the IC. 

(UtlFEM:le) DoaJment the exIatIng 11100••••• thIIt link . RESOLVED. The ADNItCFO, SAE, end 
DONIIFC 8Clqulalllon ctecilllonI WIh CFO funding ADNUSRA have provided the OIG 8 plan 
dec:Islona no I8ier Ih8n 210 days lifter lignelure. to enebie the use of DNIIlsca1 
Provide the wideaI·posIibIe dI8aemin8lIon 01 the January 2010 8UIhorIIIea in response to poor 
docunented proceasea to ensure member8 of the AO DONUAT, performance end compIIence In IC 
at8lf of ell opIionlI8V8118b1e to utilize funding ADNIICFO, agenc:Iea. Th. CONI wiI monitor the 
8Ulhorilie 8 rnanegemenl instrumenl. ADNUSRA use 01 Apportionmenl Footnotes in 

reaponlII to performance end 
compltellCl iuuI8 idIntIfi8d In the 2009 
PMP report beIore making a 
deIllnninelion of CLOSED. 

(Ut/EGd'O) DONUFC enforces eccountabIIly for IC RESOLVED. (De8dline for 
egencI88 to IuMt VlIIid8Ii1d requRmenIs docurnenla 88 Implementation ... no! bMn re8dled.) 
a prerequlslle for MIlA deIegalloI., end perrn.I8I1\Iy.clcl. OIG wlI8V8Iuele progreaa In 2010 to 
&UCh Ianguege to. DONIIFC perfonMnce objec:tIvea no M8y2010 mek8 8 cItItem*I8tIcin 01 dosed. 
I8t8r than 360 days 8ftIIlr IIIgnelUnl. AddIIion8IIy, when DONltAT 
the DONIIFC d4IIegeIea MDA for 8 progrIIm wiIhout 8 
velidel8d Alquiremenls docu~ formel juatllc:ation to 
the ONI ahlU be IdenlIfied In en AcquIsIIIon Dec:iIlon 
Memorendum. 
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(UI~OONIIFC. Ihe CIO. and Ihe ornce cI Gener8I RESOLVED. The ADNII CIO ClIClIMd 
CounIeIIo c:oIabor8t8 end codify staJtoriIy compII8nt the IC IT Prc9&m Asussment PiOceu 
_ cI OINnIght jUfisdic:llon no later Ihen 120 days on 4 NOV 09. However. the OIG Is 
8fter algnatunt. W. 8180 IllClllml8lld th8l1he ONI end __ cI ongoing c:hiI/IengeI within the 
Ihe CJO ClOllIfy proc••••• for CMnIght cllT prognIlnI Oc*lber 2009 OCto 10 '*" and AItaIn IUtIIcIenIIy 
under CIO jurisdIc:tIon no I8IlIr !han 120 deys aft. CIO lr8Ined plI/1IOftneilo effec:IveIy exeade 
siilnelln. and maInIaIn sutIIdent IlUIIlber& cI ..ovenIlght mIsaion. end that CIO 
expeiIenC8d IT ~ to execu\ltlhe proc...... execution or MlIestone DecIsion 

Authority for Rallhaad Is • mebJring 
procell. 

RESOLVED. Procedunt Bppnwed on 11 
Aug 09 by DONI/AT (AclIng). OIG wII 

Septembet 2009 .....execullon or the 2010 MSA 
DONIIAT deIIgnatIon procell and V8itfy Is 

codIIIc8IIon before ~ a 
cletem*IatIon cI CLOSED. 

SAE and SRA e«orta .,. expBnding 
(Ul1ECWCJ) ElitablIIh • pIen to prcMde 0Y8I'Iight 10 OONI ovenight Into pnt MI'.18 A 
P/ODiWl1I before MlI,IOI18 A and ..... MileRIne C 10 activIlieI. 
~nt CUiT8nt mOlllto(..", cI Ph.- B 8CIivIties no 
I8ter then 120 dlIys efter lignldunt. AddItIon8Iy. Ihe The SAE Is Including high-ltMiI8Chieved 
OIG recommends IIlat the DONLfl: coordinate wIIh the perform,"C1 data for adIve MSAa In the0d0ber2009 

2009 PMP Report. The OIG wII monitorDDNIIC. Ihe DONI/A, Ihe CFO. end Ihe CIO 10 codify • DONI/AT
piQC88ll no I8ter Ihen 120 deys efter 8Ignatuie, 1h8I SAEI nIPCl'tinII .fbtB. 8Iong wiIh eIbtB 
n:Iud_ perfonn8nc:e data for .. opendloneI MSAs In or SRA 10 cIcIQmlent rvquhd capabiIiIies 
an appencIx 10 the .1VlU811C PnlgIMt Management for IC MSAs. 10 ...., the rvportIng 
PIen (PMP) report. becomeI sufIIcIenIIy detailed for the 

2010 PMP report befDnl making a 
clelem*lation cI CLOSED. 

(Ul1FeOCS) ODNIJFC and DONUPPR to nt¥IIe Ihe RESOLveO. The new National 
ACCEA no later then 150 deys efterlignaluni. wiIh the IntIIIIigence S1ndegy W8I signed 18 Aug 
foIIowlng objec:IIves: A. Align goeII with ItBIed 8InIt8gy 09 and Induded"EnterprIaa QbJ8ctIYe 7:

~2009 IqIrowi AcquIsIIIon, negating Ihe Madelements: PolIcy GuIdance. MonItorIng. andComlcllYe DDNIIPPR.AdIon. " 10 nt¥IIe lie ACCEA. ICPG 801.3 OGC lItafIIng hII8 AIClOIIliIl8rIC. PPR will 
COII1IetMi action • a pItoitly. 
B. Updllte ACCEA Immedillte AclionI to eddreIa 

c:heck on the liming for 801.3. 
C. EIeIIate WOIkforce quaIIlk:elIon and oertitIc:ation goals 

(Uln;eoO)EItabIIIt1 a pi'OClIA 10 lr8ck and add,... "RESOtveO. SAE Slaff lncIude1lC 
inIIanc8s cllC agency nollcompliaflCl with IC egency"complance informeIion In the 
acqul8lIIon policy and proceu dIIc:IpIlne bnt8kdownI no Annual PMP report. OIG will vertry 
later !han 120 d8ya Ill'- -.alllllunt. An opIon the ONI Inclusion cllUdllnfonnallon In Ihe PMP 
IIlIIY wIIh to consider Is 10 8lIt8tlIIIIh DONI ....1iaiIon i8pClIt andlli1llUnt. a mecll8nlsm ilin 
pClIIiljona at the IC agencies 10 lid • Ihe forw8nI

Oclaber 2009 
DDNUAT Ill- for lhe OONUA&T to Inform lhe 

deployed fOCIII points for aU ac:IIonI end Infomi8tioill ONI end lhe IG cI ODNI _" 
reqUIIIS transmitted from Ihe OONllItatf 10 .. agency. noncompIlanCI WfttlIC AcquIlIIIIon 

Polic:Ies beIont making a determlnallon 
clCLOSED. 

31 
ODNI Office of the Inspector General 

rjOPORN 



~/~ORN 
semia~al Repor11 July 2009 - 31 December 2009 

(UlIF.QLIQ) The ADNIICIO I!ftd Itle DInlc:tor of USC. 
wiIHn t80 dlIp of this ~ Ihould: e) DewIIop end 
maintain In accul'llle invenlDry 01 syitems; end b) 
Deellrmine Ihe ownership of Ihe 7 uNdenllllechy~.ns. 

M8Ice syst8m lIddldonlI. dellltlons. or adjuItmenlII to the 
Intelligence Communlly's (IC) RegiIIry In e IiInlIIy 
manner. 

Merd12OtO 
AONIICIO 

DIMSC 
RESOLVED. Reeolwd for both ICES 
end MSC unIilthe 2010 FISMA rtMew. 

(UlIFQIJO) The ADNIICK) Ind Itle Dlredar of MSC 
IIhould lWCOIlCIIe 1M ADNIICIO lIIld MSC irMtntories 
with the IC Registry. lit e m1nknum. on e quart«ty buis. 2 SepIember 2009 

ADNIICIO 
DIMSC 

Marc:h2010 
ADNIICIO 

DJMSC 

RESOLYEO. Resolved for boeIlCES 
end MSC untIthe 2010 FISMA reYtew. 

RESOLVED. 

The ADNIICIO end .... DInlclIDr of MSC. wlltlin 120 deys 
of this rwport, ~: e) Develop e unlfarm wrilten pl8n 

of lICtion Ind milestone proc:8IlI for the OONl; b) RevIle 
lheIr pIen of ec:tion end milesloIle liIlII to inc:bIe d8tes 
wtlen ll8rns ere pieced on thellsla. projec:t8d mIIestoIle 
dlI.... end 8CIUII1 compIetlon elates so that progress CIn 
lhe ac:lIons Cc8"l be mDllitcred; c:» Review uilItIng pl8n at 
IIdion end mileslone IIsta BncI ~ne which Item. 

January 2OtO 
ADNIICIO' RESOLVED. 

JInI8ry 2010 RESOlVED. Resolved untillhe 2OtO 
ADNlICIO FISMAreYtew. 

DlMSC 
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December 2009 
ADNIICIO RESOLVED. 

DIMSC 
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(U/J8)UO) The ADNIICIO and !he DIrector d MaC, 
wllhin 60 d8ys of thIlI report. should: a) DaIgnatIt 
peqonnel who hlMt IIgnIlIcant nISpOfIlIibIiu. for 
Infonn8tlOn sec:urity, b) Develop an ODNI pial tnIlning 
progr8IIl and plan alnd8gy 10 prV¥icle the deIignated 
perIClMeI wICh training c:omrnenauraIe wIIh their roles. 

~2009 
ADNIICIO 

DIMSC 

November 2008
 
ADNIICIO
 

DlMSC
 

RESOlVED. 



SE;L/rRB 
Semiannual Report 1 July 2009 - 31 December 2009 

1; We reco•••• ld thellhe DIreclIDr of NeIIon8I 
tnteIlIgence (ONI) IIIue • written stlIIemenIlD.. 
InlelIIgence Communly (IC) pnInOUncing Ibung eupport 
fot the goeIa of the Joint Duty Progrwn. iIa conIinued 
inplemllntllllon. and reqWernInlB. IdenIIfted In ICPG 
601.01. 

2: We recommencIlhat the ONI dIred IC ............ 
eo IIrongIy promoIIIthe IC .k*1t Duty PnIgrlIm in their 
argenIz8IIons. 

3: We recommencIlhelthe ONI hold IC elemeN heeds 
IICCQUIItabIe fot JoInt Duty impIemeilt8llon by IndudIng 
JoInt Duty raIIng fKlDra In IheIr ..... pelforrn8nce 
appraiUII and PerIonaI Perfonn8nce AgIMfll8flllL 

4: We ~Idthat the CNI direct IC ........ 
hudI eo eat8bIIIti poIic:ieI i8qUlnng that flIOIlCllMId Joint 
Duly UlIIgiilllllnlS be nMewed and ~ by 
~. ftnlt-le¥8llUP8fVllor and MCCIIld-IeveI 
manager. 

5: We i8COfI...1d lhlIItheADNJJCHCO derII'y" 
pufpOlIe of the JoIn! Duty PYogrwn eo Indude bdh 
INderwhip development and broader CXIIIaboraUon 
Itiroughout the IC. 

ONI 

ONI 

ONI 

ONI; CIS; CHCO 

ADNI/CHCO 

ONI wIl inplement if • pertic:uIIIr egency 
Is not complying. 
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6: W. re<lOIM'lellCllhllt the ADNIICHCO. in coordIneIIoil 
with lie ODNI Dlrec:tor 01 CornmunlcIIIIon eeI8bIIIItt 
Bnd Implement • ClCllI1pI'8henI Joint Duty Prognm 
CCIfPOI'8le communication Itr8t8gy to Indude: 
.. PeriodIc: communic:aIIons to the IC, lnduding 

lIUCaISIIlItortes, p8flICII'llII experIeI~, or IplICI8I 
opportlftties. 

• T~ far brtJchunls, emlIII m••••geI!. Bnd 
artIcIeI. 

• PeriodIc: tDMl hII meetings end brown big aemIn8rs 
8CIOS1I1he IC. 

• MarbtIna toaII developed by 1tle Joint Duty 
Community 01 PrKltce (COP). 

• Ie CHCO Counc:iI meeling mlnutea pnIpIf'Id Bnd 
distrtllul8d to .. IC CHCO CoundIIIMIMMn and 
.1temaC8I. 

ADNIICHCO. coordlnMlng with 
DInIcIar 01 Communic:IIlIon 

1: We rec:ammel1CI that !he ADNIICHCO dIveIop and 
~to~IC.....~oI~~ 
undlInItuod ....., wllh dellnlllolll, far I.e In JoInt Duty 
Pmgram V8CIIncy announcements. ADNIICHCO 

8: W. I'ICOInIMIld IhIIt !he ADNI/CHCO dIveIop and 
deploy • ~ appIlc8tIon that IUtomItIc8IIy mcMII 
V8C8nCY ~ posted on the unci Ted . 
Joint Duty webIh to the JWlCS JoInt Duty webaIIe. ADNIICHCO 

9: W. rec:ammend lhII ..ADNIICHCO dlMllop en Ie
wide, 1IUtomIIIed, online appIc8IIon far JoInl Duty 
VlIQIndea that ermns RJUIing Itlrough the appIicanl'. 
JoInl Duty Program rnenager end aupeMIary .dl8In. ADNIICHCO 

10: We ..clOI'M,_1CI1h11t !he ADNIICHCO UI8 .. 
ph.... "MImol.1dum oIlJnderwtMdlng" In .. JolnI 
Duty Progr8m doc:urnents to conform to ICD 601 and 
ICS 601-1. ADNIICHCO 

11: We rwc:ammencl that !he ADNIICHCO IIneIIze end 
dIItrlbute Ihe Joint Duty MemcnlIdum 01 Understanding 
(MOU) tempI8Ie for I.e by Ie eIImentI. 

ADNIICHCO 
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12: We recommend Ih8tthe ADNIICHCO InetIluIe a 
pcIIcy 10 ensure a IIIlClOlh Ir8AIltion far JcInt Duty 
,*",-Its into Itle Qllining eIIImenI, 10 1ncI.;cse pre
8IlIIgnrnenI1TMIlIIInDS wlIh the gaining element. 
ParUc:IpanIl5 IhoukI meet willi: 
• Their dnet 1Upenri&cra 10 dIlIcuu the aaignment 

and ~IS.wtIk:tI will farm !he bella far the 
Memcnndum of UndenIIlnIIng. 

• Human Reeourcaa 10 fac:IIIIate 1IdIM.....II".. 
aapeds of !he 8UlgI.-nt (1UCh .. computer and 
teIllphone lICClUlt8 and facIIiIIes 8C1C188S). 

ADNIICHCO 

13: We AIClIl'I1OI8I'Ithat the ADNIICHCO work wIIh !he 
JoInt Duty Community of PracIIca (COP) 10 develop and 
prornuIpta IC rainlllgllllion bell practIcaa and 1IrneIlnas. 

ADNIICHCO 

14: We.-nmend that the ADNIIOtCO,...et_ 
IC CHCO CcL!ndI rMnIbenl daignIIIe a ......HuI'nM 
Resoun:es olIIcer In their IC eIemenlI to be r88pIlnlIIbIe 
for .. creallon and Implamenllllllll'l of II reinlagrlltilll'l 
progr8ftl. to Include !he IdentIIIc8IIon of IUilIIbIa foIcw. 
on aslgnmants. 

ADNIICHCO 

15. Wa I'8CllIMl8nd !hilt the ADNIICHCO diMlontInua 
!he lWIQuIramanl far l1l'i IC elamentlo twpIlIt qU8l18rIy 
promotion dIIIa no ......... 80 dIIys ....... 1C 
Penonnel D8ta Repository (POR) hall ruched fuI 
cpenIlIoneI C8fl8bIIIlY end .. IC aIemIII'It hall Uy 
c:ompIIad wlIh .......... and data 8UbmIsIIon 
l8ql.irementa for PDR  or by 1 October 2010. 
wNc::heYer ocx:ura lIClllnel'. 

1 0ctablIr 2010 
ADNIICHCO 

18; We I'8CllIMl8nd that the ADNIJCHCO daveIcp and 
implement alrlllnlng moduiIIlo f8m1ialtze Joint Duty 
Program Managers with the pIIII'Inact PDR. 

ADNIICHCO 

11: Wa recommand ltlIIt the ADNIICHCO coIec:t dIIt8 
from each IC aIamant annually to track bonus daIB. 
compering Joint Duty Pmgram perItclpan18 with their 
non-per1lc:/pII pears. ADNIICHCO 

18: We recommend Ihat the ADNIICHCO atucly.. 
feaIIbIIly of ....~ 10 JcInt Duty per1IcIpIII'Ita for 
mIIeIIge to aeignmIII'It Iceationa .... exceeds the 
nonnaI diItIII'Ice drMln 10 and from IheIr home eIementII. 
If the ADNIICHCO cIeIlIrmNe Ihat reimburIIemIII' for 
mIINge. or oIher i11Cl1111ivea. wi' enhence .-1icipeIIcn In 
..Joint Duty PnlgI'IIm. !he ADNIICHCO. In conjunc:tIon 

ADNIICHCO 
~ from ONI: "Set elhnlshold m 
we ... nIIIevIng re8I her'dsNp." 

wIIh Iha OGC. will explore adINnllllllll". end lIIgUIlItory 
cptions for inpIemenIIng such 1ncanIves. or. If 
1'MIClI8SlIIY.1IIlII expIora II possible IegIIIIItIve remedy to 
8IIow for inIeaae reImburI8menl 
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18: w. AICOII1Il'I8Ild thet!he ADNIJCHCO pramoIe ... 
of ltle 50 ODN-funded Joird Duty posIlIanI 8VlIiI8bIe for 
ltle Departmental end ServIce IC elemenIs IIrough 1tle 
Deputy execulMt CommilIee. IC CHCO Ccud, end 
the .k*lt Duty COP to _bIe the Depertrnent8I end 
SerYIce IC eIemenIs to beckfiII for thole emplo)'ees who 
... eppnMCllo take • .k*lt Duty 8111gnment. 

ADNIICHCO 

20: We recommend thet 1tle ADNIICHCO: 

• On a seml-annual or annual .... UlMIltle IC CHCO 
Coundllo highlight end diIIc:usa iniIilItiYes UlIfld in 
ImpIemenIlng JoinI Duty. 

• Develop opportur;iIles, Induding virtual oppcIItunllles 
u8lng !he Joinl Duly webIIIte. to broedc8st .... end 
ott- innovllliona and iniIiativw. 

AONIICHCO 

(U) The table below illustrates the status of recommendations made in OONI OIG 
reports between 2007 and 2009. 

(U) Figure 7. Status of OIG Recommendations Mlide Between 2007 and 2009: 
Totals and Percentages 

(U)	 OIG REPORTS (2007 -2009) STATUS OF 
RECOMMENDATIONS 

Closed Resolved Open*
Total (% of Total) (% of Total) (%ofTotal)Recommendations

25 116096 (11%)(63%) (26%) 

*Does not include recommendations from the Nov 2009 Jolf'lt Duty Report (20), for which the 
implementation deadline has not yet passed. 

37 
OONI Office of the Inspedor General

r;FORN 



• CJ.---~-------------------------------------;--~-------------------------------------(b)(3) 

sEfrOFORN ..
 

(U) Report Waste, Fraud, Abuse, or 
Misconduct 

(U) To report allegations of waste, fraud, abuse, or misconduct in the OONI 
or IC agencies, contact: 

Office of the Inspector General
 
Office of the Director of National Intelligence
 

Investigations Division
 
Washington. DC 20511
 

Commercial: (703) 482-4955
 

or
 

(U) Some OONI OIG reports are also posted on our classified website: 



." . · 


