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(U) A Message From the Inspector Geileral 

(U) The Office of the Director ofNational Intelligence (ODNI) Office ofthe Inspector 
General (OIG) made significant contributions to the missions of the ODNI and the Intelligence 
Community during the 1 July 2010 through 31 December 20I0 reporting period. 

(U) In addition, during this reporting period there were significant developments in both 
the leadership ofthe ODNI and the legislation supporting Intelligence Community (lC) Offices 
ofInspeetor General. On 9 August 20I0, the Honorable James R. Clapper was sworn in as the 
fourth Director ofNational Intelligence (DNI). As DNI, Director Clapper oversees the United 
States Intelligence Community and serves as the principal intelligence advisor to the President 
On 1 September 2010, Robert M. Cardillo was sworn in to serve Is the first Deputy,Director of 
National Intelligence for Intelligence Integration. Director Clapper and his leadership team have 
initiated organizational, personnel, and policy changes that will shape the ODNI and its 
relationships with the rest of the Intelligence Colilmunity in the years to come. The OIG is 
tracking these developments closely and will assess the impact ofthese changes in future audits, 
inspec~ons and other reviews. 

(U) On 7 October 2010, the President signed into law the Fiscal Year (FY) 2010 
Intelligence Authorization Act (IAA), which contains several provisions enhancing Inspector 
General (lG) oversight in the IC. One provision establishes an IG for the IC who is appointed by 
the President and confirmed by the Senate, with a mpUrement to report both to Congress and the 
DNI. The IAA also strengthens the independence ofthe Inspectors General ofthe Defense . 
Intelligence Agency, National Geospatial-Intelligence Agency (NGA), National Reconnaissance 
OffiCe, and the National Security Agency by including these agencies as Inspectors General of 
Designated Federal Entities (DFE) under the Inspector General Act of 1978. In addition, the 
IAA accords statutory stabJs to the Intelligence Community Inspectors General Forum, whose 
mission is to enbance collaboration and coordination, reduce redundancy, and strengthen the 
collective role of the Intelligence Community Inspectors General in conducting cross-IC 
oversight 

(U) During this reporting period the OIG conducted audits, inspections, investigations, 
and reviews designed to improve the efficiency and effectiveness ofODNI and IC programs. 
These matters are described in detail in the Completed Projects section of this report. The OIG 
also continued to conduct a variety of investigations ofallegations ofemployee misconduct In 
addition, we continued to support the DNI and senior ODNI officials in working diligently to 
implement pending OIG recommendations. 
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(U) From a community perspective, the OIG continued to enhance collaboration in the IC 
Inspector General community. On 7 December 2010, the OIG hosted a meeting with the Council 
of the Inspectors General on Integrity and Efficiency (CIGIE) leadership team to acquaint the 
new DFE Inspectors General with CIGm and to provide a forum for ClGIE to acquaint the new 
DFE Inspectors General with the mission. activities, andexpectatioDS that go along with ClGm 
membership. The four new DFE Inspectors General discussed their respective missions and 
organizations. The ClGIE leadership teaJ:D. the new DFE Inspectors General, and veteran IC IG 
who already belong to ClGIE identified opportunities for collaboration. discussed their 
respective peer review activities, and described how the IC IG Forum promotes collaborative 
projects and best practices for conducting IC audits, inspections and investigations. 

(U) In October 2010, I appointed Irvin C. "C1n~'ck" McCullough to serve as Deputy 
Inspector General. Chuck comes to the OIG with an outstanding record ofprior government 
service including, service as Assistant Inspector General for Investigations at the Office of 
Inspector General, National Security Agency; Senior Counsel for Law Enforcement and 
Intelligence, Office ofGeneral Counsel, Department ofTreasUry; and Supervisory Special 
Agent. Appellate·Unit.lnspections Division. Federal Bureau ofInvestigation. We are fortunate 
to have Chuck on the OIG leadership team. Chuck succeeded Scott S. Dahl, who served as 
Deputy Inspector General from April 2007 to October 2010. Scott's distinguished tenure at the 
ODNI OIG was recognized when he was awarded the Intelligence Community Superior Service 
Medal in October 2010. . 

(U) The IC IG Community was deeply saddened by the passing ofNGA Inspector 
General Thomas J. Burton in January 2011. Tom served the IC for over 28 years, including 
nearly 3 years as NGA Inspector General. Tom set high standards for objective, independent 
evaluations and will be remembered for his tenacity, his support and mentorship ofhis 
colleagues, and his commitment to the highest standards ofpublic service. 

(U) We appreciate the continued support for our mission from ODNI management and 
Congress. As the OIG continues to work with the ODNI's new leadership team and prepares to 
transition to the Office of the Inspector 0eneraI of the Intelligence Community, I want to express 
my appreCiation for the laIent and dedication ofOIG personnel in the ODNI and across the IC. 

Roslyn A. Mazer 
Inspector General 
February 2011 
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Semiannual Report 1 July 2010 - 31 December 2010 

I. (U) Overview 

(U) The mission of the Office of the Inspector General (OIG) is to improve IntelligeDce 
Community (Ie) performance by: 1) conducting oversight ofthe Office of the Director of 
National Intelligence (OONI) and IC programs and operations that fall within the authorities and 
responsibilities ofthe Director ofNational Intelligence (DNI); 2) exen;ising a unique cross
agency foCUS; and 3) drawing upon the coUaborative efforts ofIC Inspector General (lG) 
partners. The OIG conducts audits, investigations, inspections, and reviews ofOONI and IC 
performance to detect and deter waste, fraud, and abuse and to promote efficiency, effectiveness, 
and accountability. The OIG's completed and ongoing projects are described in sections IV and 
V, respectively, of this report. 

(U) The OIG makes recommendations to the ONI for improving the performance of 
OONI and IC programs and activities. Section vn ofthis report includes an update as of· 
31 December 2010 on the status ofODNI management's implementation ofrecommendations 
made in OIG reports ~mpleted sinc~ 2007. 

(U) OIG Organization 

(U) An organization chart delineating the OIG's front office and division structure during 
the reporting period is below. 

(U) Figure 1. OIG Organization Chart 2010 

(b)(3) 
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(U) The DIG is comprised of the following divisions: 

(U) Figure 2. OIG Divisions 2010 

Audit DlvllioD 
Executes program, compliance, and financial audits and evaluations ofOONI and IC Programs, 
infonnation leehnology, procurement, acquisitions, internal conbols, financial statements, and financial 
management 

IDlpeetioDI DivilioD 
Conducts inspections, reviews, and evaluations to improve OONI and IC-wide performance; examines 
information access, collaboration, intelligence collection, analysis, and compliance with laws and 
regulations. 

IDvestiptio... DivllioD 
Investigates allegations ofviolations ofcriminal laws and administnative regulatiODs arising from the 
conduct of OONI and IC employees and contractors. 

M.....eme.t Reviews DMIioD 
Conducts management and programmatic ~ews ofthe OONI. its centen, and the IC; evaluates 
management and processes to assist the IC in developing and implementing processes and procedures to 
improve both effectiveness and efficiency. . 

Ovenight aad Policy DivllioD 
Perfonns reviews ofpropams and activities to assess whether oversight and compliance are effective, 
monitors and analyzes trends and patterns concerning intelligence oversight activities across the IC, and 
prepares reports on intelligence oversight issues in coordination with the OONI Office ofGeneral Counsel 
for the President's Intelligence Advisory Board's Intelligence Oversight Board. 

(U) OIG Penonnel and RelOurees 

~The DIG bas a diverse, bighly-experienCed workforce with a variety of 
professional and intelligence backgrounds. The DIG staffbas experience within other DIGs 
across the Ie, and also as collectors, analysts, and project managers from military and civilian 
intelligence organizations. 

'IO:!/n.n;;o"\ The DIG's authorized workforce level for Fiscal Year (FY) 2010 was 33. As of 

,,'(b)(3) 
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training. The amounts and peroentages ofOIG expenseS before the Comptroller took control of 
end ofyear funds are identified in Figure 3 below. 

(U) Flpre 3. OIG FY 2010 Budla EspenHS 

CJ------ -----------1bX3)
'------.;:-----------------------------' 

ies in the FY 20I0 account and 

(b)(3) 
Comptroller will provide additional funding to cover these costs. 

(unrooo) Because the Federal govemment operated under a Continuing Resolution at 
the close ofthis reporting period, the FY 2011 resource outlook mirrors the 2010 profile in 
Figure 3 above. The OIG is examining the need for additional resources and positions to satisfy 
the FY 2010 Intelligence Authorization Act (IAA) establishment ofan IG for the IC. 

s~
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ll. (U) Ie Inspeeton General Activities 

(U) To achieve its ovenight objectives, the OONI OIG facilitates collaboration, 
information sharing, and strategic planning among the IC lOs. This section highlights some of 
the ways the OIG fulfilled this mission during this reporting period. 

(U) Ie Inspeeton General Forum 

(U) The OONI IG chairs the IC 10 Fonun, which meets quarterly to consult on topics of 
common interest, to facilitate the development ofcross-agency projects, and to promote the role 
of IC IGs across the IC. The OONI IG performs such functions as hosting meetings, developing 
agendas, distributing pertinent documents, and maintaining meeting minutes. 

~ During this reporting period, the IC IG Fonun promoted collaboration and 
coordination among the IC IGs by exchanging ideas and work plans, sharing best practices, and 
identifying collaborative projects affecting two or more IC OIGs. As part ofthe IC IG Forum 
activities, the Deputy Inspecton General Working Group and Assistant Inspecton General (AlG) 
Working Groups for Audit, Inspections, and Investigations each met to exchange ideas on a wide 
variety. of topics: 

•	 1tmFOtJe) The Deputy Inspecton Gen~ developed the program for the 
17th Annual IC IG Conference, which will be held on 10 May 2011 at the 
Defense Intelligence Agency. The Deputies also discussed the impact ofthe 
FY 2010 IAA on their respective offices, planned for the IC IG Awards ceremony, 
and assessed the progress onc OIG peer revi~. 

•	 (U) The AlG for Inspections Working Group established a Project Agreement that 
specified four common objectives for the joint IC Review ofContinuity ofOperations 
and Intelligence Readiness. The Working Group also developed a preliminary 
checklist, criteria, and measures ofeffectiveness for peer reviews that are based on 
the Council of the Inspecton General on Integrity and Efficiency (CIGIE) Quality 
Standards for Inspections. The AlG for Inspections at the National Geospatial
Intelligence Agency (NGA) volunteered for the first test nan of the peer review 
criteria, and the AlG for Inspections at the National Reconnaissance Office (NRO) 
volunteered to serve as team lead for the review. 

•	 (U) The AlG for Investigations Working Group collaborated on proposed legislation 
affecting investigations and exchanged best practices regarding proactive efforts to" 
detect waste, fraud, and mismanagement. It also shared the names ofworking targets 
to ensure all IC agencies are aware ofany ftaudulent schemes or efforts. The 
Working Group also encouraged and participated in the IC IG Joint Duty Rotational 
Assignment Program, collaborated on several joint investigations, discussed peer 
review models, and facilitated joint training within the IC. The Working Group is 
currently reviewing compliance instructions regarding current legislation. The 
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Working Group continues to review Investisation Manuals to ensure best practices 
are known and used throughout the IC OIG investisation divisions. 

•	 (Um:ooo) The Joint Audit Working Group (JAWG) held meetings to coordinate 
work plans and discuss with senior officials issues such as financial auditability, 
business transformation, Federal Information Security Management Act (FISMA) 
work, forensic auditing, and cybersecurity. The JAWG obtained consensus for the 

·ODNI OIG to issue a capstone report to address IC-wide FISMA issues identified by 
the IC OIGs (described in the Completed Projects section of this report). In addition, 
because of increasing concerns regardingcybersecurity, the JAWG initiated a 
separate working group to focus on cybersecurity and expedite the sharing of 
information and audit approaches. 

~ In addition, the OIG Audit Division served as the C<H:hair of the Chief 
Financial Officer (CFO)IIG Council. The Council is comprised of the Central Intelligence 
Agency (CIA), Defense Intelligence Agency (DIA), NGA, NRO, National Security Agency 
(NSA), and ODNI CFO and IG representatives. The Council is responsible for: I) monitQring 
the IC implementation of the Firumcial Statement Auditahility Plan; 2) providing assistance to 
the components on the resolution of IC-wide challenges; and 3) developing and executing an IC 
audit validation strategy. As the co-cbair of the CFOIIG Council, the ODNI OIG led key 
meetings and obtained speakers that facilitated resolution of long-standing issues regarding the 
application ofaccounting principles and the 010s' roles and capabilities in support of financial 
statement audits. 

~In response to a congressional inquiry on IC ~Ioyees' outside empl~ylnent 
activities, the DNI asked the IG to conduct an IC-wide review of the policies governing outside 
employment activities and any employee misconduct investigations stemming from outside 
employment. The IG turned to the IC IG Fonun members for their assistance in completing this 
review and provided a briefing to the House Permanent Select Committee on Intelligence 
(HPSCI) on the matter. The IG reported that based on information provided to the OIG in 
response to a questionnaire sent to JC OIG investigators, misconduct or abuse involving outside 
employment activities did not appear to be a systemic problem. The IG also noted that IC 
elements' policies adequately notify Ie employees of their obligations and the unique 
considerations for obtaining approval for outside employment activities. However, the IG also 
found that IC elements would benefit from a periodic reporting requirement for IC employees 
approved for outside employment activities on a case-by-ease basis and from maintaining 
records to track the number ofrequests and the disposition ofthese requests. 

(iJ7JFot:Jg) In addition to the quarterly IC IG Forum meetings, the ODNI OIG hosted a 
meeting ofCIGIE leadership with the IC lOs of recently named Designated Federal Entities 
(OFEs). As mandated by the FY 2010 lAA, the DIA, NGA, NRO, and NSAwere included as 
DFEs under the Inspector General Act of 1978. Thus, the lOs for these four entities now have 
statutory authorities under the auspices ofthe Department ofDefense (000) IG. Previously, 
these lOs reported through the 000 IG as administrative lOs. 

·S~
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~Themeetina provided a fonun for ClGIE to acquaint the new OFE IGs with 
the mission, activities, and expectations ofCIGIE membership. The IC IGs used this 
opportunity to promote an understanding of their rapective missions and review potential 
overlaps across agencies. ClGIE members also discussed leveraging their efforts and the next 
steps for the new ClGIE members, including participation in meetings, committees, working 
groups. The attendees also discussed training opportunities, Joint Duty Exchange programs, 
award programs, peer reviews and best practices for conducting audits, inspections and 
investigations, including how to avoid duplication of effort. 

(U) Intelligence Oversight Activities 

(U) Executive Order 13462 elevated accountability for intelligence oversight reporting to 
the heads ofdepartments and agencies and incorporated a more timely method for reporting 
signilicant and highly sensitive intelligence oversight matters from IC. components to the 
President's Intelligence Oversight Board (lOB). Under the Executive Order, the ONI analyzes 
IC component intelligence oversight reporting submitted to the lOB. This responsibility is 
carried out jointly by the OONI OIG and the OONI Office of the General Counsel (OGC). In 
coordination with the OONI OIG and OGC, the lOB issued its Intelligence Oversight Board's 
Concept a/Operations, dated 8 September 2010, which set forth the President's expectation for 
intelligence oversight and the lOB's concept ofoperations for meeting those expectations. Once 
issued, the lOB staffand OONI oversight personnel began scheduling meetings with oversight 
personnel from each IC element to discuss the updated reporting requirements and to provide 
feedback to the IC elements regarding past reporting. 

(U) The OIG also participates as a member of the joint OONI and Department ofJustice 
oversight team that conducts periodic reviews to assess IC compliance with procedures and 
guidelines issued pursuant to Section 702 ofthe Foreign Intelligence Surveillance Act (FISA), 
SO U.S.C. §1801 et seq., as amended by the FISA Amendments Act of2008, SO U.S.C. §188Ia. 
The results of these compliance reviews are summariZed by the ONi and the Attorney General in 
joint semiannual reports submitted to the Senate Select Committee on Intelligence (SSCI), 
HPSCI, Senate Judiciary Committee, House Judiciary Committee, and the Foreign Intelligence 
Surveillance Court. 

ID. (U) Management ChaUenges 

(U) The Reports Consolidation Act of 2000 requires federal agency lOs to identify and 
report the serious management and performance challenges facing their agencies. In 2009, the 
OIG issued an IC Management Challenges report, which included challenges identified from its 
own reporting and synthesized challenges identified in reports published by other IC OIGs. In 
conb'ast, the OIG's 2010 report identified challenges exclusive to the OONI. 

(U) To identify the challenges for our 2010 report, the OONI OIG drew upon inspections, 
audits, investigations, and reviews performed in the past 2 years, challenges discussed in the IC 
IG Fonun, issues identified by OONI senior officials, and .-naterials provided to Congress by 
elements ofthe OONI. 
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(U) The cballenges were not presented in priority order because all are critical for the 
OONI. It also was not a cumulative list ofall OONI-management challenges; rather, it provided 
a snapshot seen through the lens ofrecent OIG reports, OIG findings, and ODNI activities and 
focus areas. 

~ retlected in the OIO's 2010 report, we identified the following as thc[]moS( - - - - - - - - - - - -(b)(1) 
serious management cballenges facing the OONI: (b)(3) 

(b)(1) 
(b)(-3) 

(U) In his response, the ONI agreed that challenges identified by the OIG do not lend 
themselves to one-time solutions, but require sustained focus, effort, and leadership over time. 
The ONI also described additional ongoing or planned efforts that address each ofthese 
challenges. He noted that the OONI is implementing a number ofchanges in each cballenge area 
in direct response to the OIO's recommendations. He also stated that the OONI's performance 
in each of these areas will continue to improve as management implements more of the OIO's 
recommendations. 

IV. (U) Completed Projects 

(U) Audits 

(U) InereasiDl the Value of abe IC'. Federal Information Security Maoagement Ad 
(FISMA) Reports 

~ The 010 initiated this project as a follow-up to the annual FISMA report and 
addressed issues identified during the FY 2009 evaluation that were beyond the scope of the 
annual FISMA reporting requirements and that cut across multiple elements of the Ie. 
Specifically, the issues addressed in this audit included the effect of the delayed receipt of the 
Office ofManagement an4 Budget's (OMB) annual FISMA requirements, the inability of the IC 
to use OMB's new unclassified database for FISMA reporting, and the lack ofa standard 
definition ofan "information system." 

~e evaluation examined the impact of these issues on the IC OIGs in 
performing annual FISMA reviews. The evaluation contained these findings: 

1.0MB does not provide FISMA instlUctions to IC agencies in a timely manner, which 
hinders agencies' ability to conduct a thorou8h review of information security or 
provide OMB and Congress with a meaningful report on systems seCurity. 

--------.:z 
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2.	 IC agencies are unable to use the unclassified automated system. mandated by OMB 
for reporting FY 2010 FISMA results. 

3.	 FISMA reporting among IC agencies is inconsistent due to the absence ofa clear 
definition for an "information system." 

~JO\ The report made three recommendations to the IC Chief Information Officer 
(CIO) ~-~~~e value ofthe IC agencies' annual FISMA reports submitted tQ OMB and 
Congress, as well as to improve accountability over information system. security: 1) establish 
definitive metrics and guidance for IC CIOs to perform annual FISMA reviews; 2) establish a 
detailed plan ofaction and milestones for developing a classified version ofOMB's unclassified 
tool for agencies annual FISMA reporting; and 3) provide guidance to IC agencies on the 
definition ofa reportable entity for FISMA purpose. The IC CIO concurred with the 
recommendations, and all recommendations have been fully implemented. 

.(U) FY 2010 IDdependeat Evaluadon of ODNI CompUaace with FISMA 

~SMArequires that an annual independent evaluation be performed by an 
agency OIG or by a third party to assess the security measures for information systems that 
support operations. To conduct this evaluation,the OIG applied OMB's FY 2010 metrics for 
11 categories ofinformation security. Within OONI, two groups are responsible for 
information systems: 1) the Mission Support Division (MSO). which is responsible for internal 
OONI systems, and 2) the Intelink Enterpri~ Collaboration Center (lECC), which is 
responsible for IC systems. The OIG also followed up OD progress made by MSO and IEeC to 
address recommendations made in the FY 2008 and FY 2009 FISMA reports. 

(b)(1 ) 
(b)(3) 

I 
~~~~~~~~~~~~~~~--~-~--~--~-~--~--~-~--~--~-~--~-~--~--~-~--~--l------~~~~~~ 
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·1 ~--+----(b)(3) 
~ In order to elimiDate potential weaknesses in ODNI information security, the
 

open FISMA recommendations from FY 2008, FY 2009, and FY 2010 need to be implemented
 
promptly.
 

(U) FY 2010 Consolidated FISMA Capstone Report for the Intel6gence Agencies'
 
Inspeeton General
 

~For the first time, the OIG completed an evaluation ofFISMA reporting by
 
all IC OIGs. The objective of this evaluation was to collect and summarize the FY 2010 FISMA
 
report submissions from 11 OIGs for IC agencies that operate or exercise control ofnational
 
security systems. The evaluation summarized the information security program strengths and
 
weaknesses across the intelligence agencies, identified the causes of the weaknesses in these
 
programs ifnoted by the respective OIGs, ~d provided a briefsummary of the
 
recommendations made for intelligence agencies' information security programs based on our
 
RWiew ofall of the OIG reports. To perform the evaluation, the ODNI OIG applied OMB's FY
 
2010 FISMA metrics for 11 categories of information security.
 

~Based on the results ofthe 11 OIG reports, we found that incident response
 
and reporting ranked the strongest among the information security programs, with 8 OIGs noting
 
that an incident response and reporting program bad been established that met OMB
 
requirements. OUr evaluation also identified three areas where more than one agency reported
 
the absence of established security programs: continuous monitoring, contingency planning, and
 

. remote accessJ .

l------ n(b)(3) 

~Six intelligence agency OIGs made a total of 164 recommendations to
 
address individual agency findings. Four of the agency OIGs reported that 42 recommendations
 
were repeated from prior years. Unless these security concerns are addressed, these weaknesses
 
could l~ve agency national security systems vulnerable to attack.
 

(U) Investigations· 

~During this reporting period, the OIG conducted 23 investigations on a
 
variety ofallegations, including time and attendance fraud, contracting irregularities, ethics
 
violations, misuse ofgovernment property, voucher fraud, abuse ofposition, and improper use of
 
appropriated funds.
 

. 9 
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(U) Alleged Contraedng and Administrative Violations by an ODNI Official 

(U) The OIG investigated allegations that an ODNI senior official committed numerous 
contracting and administmtive violations. This matter was briefed to ODNI executive 
management and resulted in significant improvements in the component's contracting and 
administrative practices. 

(U) Alleged Voucher Fraud by a Senior IC Official 

(U) The OIG investigated allegations that a senior IC official in another agency 
committed travel voucher fraud. The investigation determined that no fraud was committed. 
The home agency of the official was advised of the OIO's findings. 

(U) Alleged Procurement and Time and Attendance (T&A) Fnud 

(U) The 010 substantiated allegations that two contractors bad charged the government 
for hours they bad not worked. The two contractors were sUbsequently terminated by their 
employer, and the employer reimbursed the government for the estimated amount of loss, 
$101,550.14. 

(U) Use of Subpoena Authority 

~Duringthis reporting period, the OIG did not exercise subpoena authority 
under section 7(a)(4) ofODNI Instruction 2005-10. 

V. (U) Ongoing Projeds and Activities 

(U) Inspeedons and Reviews 

(U) Review of the Status of Integntlon of the IC's Departmental and Service Elements 

(U) The OIG is conducting a review to identify the unique roles, capabilities, expertise, 
and functions of the Departmental and Service elements; identify any barriers to their 
integration; and determine how these elements can be more effectively leveraged and integrated 
in the IC. 

(U) Evaluation of the Administration and Management of ODNI Core Contradon 
Supporting Critical MIssions 

(U) The 0'0 is conducting an evaluation ofODNI administration and management of 
core contractors supporting critical missions. The-objectives of the ~aluation are to assess the 
risks associated with the administration and management ofcore contracts; review ODNI 
initiatives to improve the administration and management ofcontracts; consolidate and 
synthesize similar agency-level evaluations of contractor resource strategies; and identify 
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sysremic or ROCIlfriDg problcms, traJds, and best pra>ti.... incl.m: risk mitipliOD _ In
 
support of this evaluation, we asked th~ } fO( ~~ tQ J6 _
 
conttact files associated with advisory and support contracts fuDd by the ODNI. We also (b)(3)
 
sought interviews with th~ntraetingofficers (COS) responsible for administration of these
 
contracts. A1thoughDprovided us with some relevant contract materials, we were unable,
 
despite repeated requests, to obtain direct access t9 the contract files and the COs. This
 
restriction affected the comprehensiveness ofour review.
 

(V) Evaluation of the Prelident'. Dally Briefing (PDB): Sources, Resources, Processes, and 
.Outcomes 

~The DNI relies on the POD to provide the President and his senior advisors 
with a baseline of intelligence to inform their perspective on world events, potential threats, and 
the capabilities and intentions ofadversaries. The OIG is evaluating the sources, resources, and 
processes used to develop the PDB and is assessing the incentives and disincentives for agency 
participation in producing the POB. In light of significant changes to the POD enterprise 
following appointment ofDirector Clapper in August 2010, the OIG decided to suspend 
completion of its evaluation until it can meaningfully evaluate the impact and efficacy of those 
changes. 

(U) Audits 

(V) Audit of the DNI'I Monitoring ~d Coordination of the Comprehensive National 
Cybeneeurity initiative . 

~The OIG ini~ted this audit to provide an assessment of the ONI's execution·
 
ofhis responsibilities under National Security Presidential Directive 54IHomeiand Security
 
Presidential Directive 23, commonly known as the Comprehensive National Cybersecurity .
 
Initiative (CNCI), to monitor and coordinate CNCI implementation. The objective is to
 
evaluate whether the policies and procedures, roles and responsibilities, and governance
 
structures have been established to effectively monitor and coordinate CNCI implementation.
 
The audit will examine the adequacy ofthe coordination between the ODNI and other federal
 
agencies responsible for implementation of the CNCI initiative and determine whether there are
 
gaps or additional measures that should be addressed from a CNCI or OONI perspective. To
 
accomplish this audit, we are coordinating with agencies in the IC, other agencies responsible
 
for CNCI initiatives and enablers, and senior administration cyber officials.
 

(V) Audit of the Use of Redprodty by the ODNI for Penonnel Security Oearance and 
mrlng Purposes 

(U) The ODNI initiated this audit to examine security clearance reciprocity with respect 
to both eligibility and suitability. The OIG believes the findings of this audit will facilitate and 
increase the efficiency and effectiveness of security clearance and aCcess determinination 
reciprocity among IC agencies. 
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(U) This audit also will respond in part to the FY 2010 IAA requirement for the IC IG to 
audit security clearance reciprocity throughout the IC. Due to resource constraints, the OONI 
OIG will focus solely on reciprocity and suitability issues from the standpoint of the OONI in 
connection with the three security clearance reciprocity scenarios specified in the IAA 
requirement: I} an employee ofan element of the IC detailed to another element of the IC; 2} an 
employee ofan element ofthe IC seeking permanent employment with another element of the 
IC; and 3} a contractor seeking permanent employment with an element ofthe IC. 

(U) Investigadons 

(UmteuQ) The OIG continues to receive allegations ofwrongdoing from within the 
OONI and the IC, including allegations ofethical violations, contract fraud, abuse ofposition, 
and T&A fraud. Select cases representing the breadth ofongoing investigations are highlighted 
below: 

(U) Alleged Unauthorized Pones.lon of Government Credentials 

(U) The OIG is investigating why certain OONI employees were issued credentials from 
government entities other than the OONI. The OONI is in the process ofrecovering alllcnown 
credentials issued to OONI personnel from other government entities. 

. ~) Alleged Ethics Violation by SenIor OftIdaI 

~The OIG is investigating an allegation that a senior OONI official violated 
administrative and criniinal ethics mles by personally and substantially participating in the OONI 
acquisition process relating to the potential acquisition of services from a former employer. The 
OIG investigation will examine whether the OONI official complied with a 2-year ethics recusal 
period and whether the official participated in pre-negotiation meetings while holding a financial 
interest in the prospective vendor. 

(U) Alleged VIolation of the Procurement Integrity Ad 

(U) The OIG is investigating an allegation that an OONI employee provided 
procurement-sensitive information to a contractor whose company was bidding on a large OONI 
contract. 

(U) Alleged Ethics Violation by a Senior OftIdal 

(U) The OIG is investigating an allegation that an OONI official violated federal ethics 
rules by failing to report his ownership ofstock in two public financial disclosure reports and 
participating in official business involving another company while he owned stock in that 
company. 

~.._..:__.. 
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(U) Alleged MIsuse of Polldou by ODNI Muager 

(U) The OIG is investigating allegations that senior officials in an ODNI component
 
retaliated against an ODNI employee because the employee had filed a complaint about the
 
component's management practices. The complainant claimed that after making his written
 
complaint, he was given a low perfonnance rating, threatened with a suitability investigation,
 
and given a letter ofwarning on baseless charges.
 

(U) T&A Fraud by an ODNI Employee 

(U) The OIG is investigating allegations that an ODNI employee submitted false T&A 
records for several months. The employee's managers allege that the employee repeatedly failed 
to show up for work but submitted T&A records indicating the employee was at work. 

(U) OIG Complaint Intake System 

~ The ODNI OIG receives allegations ofmisconduct from IC employees and 
, the general public on a variety ofviolations. During this reporting period, the OIG received .17 

complaints, which included allegations ofgovernment credit card abuse, child pornography, 
ethics violations, contract fraud, and a misuse ofposition. The OONI OIG has investigated or 
referred each of these cases to the appropriate IC investigative element. 

VI. (U) Congressional Engagements 

(U) During this reporting period, the OIG engaged with members ofCongress and .
 
congressional staffon a variety of issues.
 

~On 12 August 2010, the OONI OIG briefed a statImember on the 
U.S. House of Representatives Appropriations Committee, Subcommittee on Defense (HAC-D) 
on the findings and recommendations regarding an administrative investigation ofa senior OONI 
employee and on the results of its audit report, Increasing the Value ofthe Intelligence 
Community's FISMA Reports (discussed above at pp. 7-8). 

~ On IS December 2010, the Inspector General and the Assistant Inspector
 
General for Investigations briefed the HPSCI Intelligence Community Management
 
Subcommittee on two recent OIG reports: 1) the OIG's Review ofIC Employees Outside
 
Employment Activities (discussed above at p. S); and 2) the 2010 ODNI Management
 
Challenges Report (discussed above at pp. 6-7).
 

{~ith regard to the 2010 OONI Management Challenges Report, the IG outlined 
the five challenges noted in the OIG report. The IG described progress made by the OONI in 
moving toward achieving financial statement auditability, noting that OONI management has 
fully implemented all recommendations from the OIG's 2010 audit of the OONI's Audit of 
Internal Controls Over Office ofthe Director ofNationa1 Intelligence Fund Balance with 
Treasury and the OIG's 2009 Joint Audit ofNational Intelligence Program Funds at the 

------.J.L 
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Department ofHomeland Security Office of Intelligence and Analysis. The IG also noted that 
judgments made by the Congn::ss in 2004 and 2005 led ODNI management to avoid creating 
duplicative systems for ODNI information tecluloJogy, information security, contractor 
oversight, and other support services, but instead to rely on other IC elements I ::::1,- _ 
for infrastructure and processes. . (b}(3) 

Vll. (U) Status of OIG Recommendations for Completed Reports' 

(U) The implementation status ofDIG recommendations made in reports completed since 
2007 is noted in Appendix A, listed by report in reverse chronological order. Recommendations 
are "closed" if they have been fully implemented (designated in green) and "open" if they have 
not been fully implemented (no color designation). At the end of this reporting period, 
69 percent of the recommendations in the reports listed below are closed, and 3i percent remain 
open. 

~During this reporting period, the DONI has closed or made significant 
progress in implementing several DIG recommendations. For example, the ODNI closed one of 
the six open recommendations from the DIG's 2009 report on Acquisition Oversight The 
recommendation dealt with establishing a reporting mechanism to track the achieved 
performance offielded major system acquisitions. Over the past 2 years, the DIG worked with 
DONI personnel to identify thresholds for qualitative and quantitative reporting now included in 
Appendix F to the Annual Program Management Plan Report 

(U) In addition, the ODNI implemented one oftwo remaining open recommendations 
from the DIG's 2009 report on the implementation status of the IC Civilian Joint Duty Program. 
The DIG recommended that the IC ChiefHuman Capital Officer (CUCO) discontinue the 
requirement for IC elements to report quarterly promotion data in order to reduce the reporting 
burden on IC elements. The IC CUCO changed the requirement from quarterly reports to annual 
reports, which sufficiently addressed the DIG's findings. 

~ 
SECRET/~ 



Appendix
 



Semiannual Report 1 July 2010 - 31 December 2010 

(U) Appendix A: Status ofODNI 010 Recommendations Made Between 2007 and 2010 

~ Rel:omlllClldation 1.1: Wera:omrncnd tbIt wilbiD JOda,. of this report (15 Ol:tobcr 2010), Ibc DlMSCshould: 

a~Auign 
n:sponsibility for timely 
updatil1l aad ra:onc:iq 
DlMSC and IC IT RcgistJy 
~ invadorics. 

'b)~ RcaJnc:i1c , 
MSC iDla1Ial in_torics 
wilb Ibc IC IT RcaistrY and 

make systan additions, 

dcletioas, or adjlllllDClllllo 

Ibc IC IT Registiy at a 
miDimum on aquancrty 
basiL 

\tfflI'OUQl..bparIJ 2W'J 
Ilet:t»rurtt!Ilioru 1.1 tI1Id 
1.2••t to be cowrpktalill 
.III..-ry 2010. 

15 Oct 2010 ~) 
OPENDlMSC 

(b)(5) 

15Od2010 ~ 
OPEN

DlMSC 

~Rec:ommcndation 12: IWe ra:olllmead tbIt wilhiD 30 days of Ibis JqlOI'I (15 October 2010), Ibc IC ClO should: 

A-I 
ODNI Office ofthe Inspector General 

~ 



~ 
Semiannual Report 1 July 2010- 31 December 2010 

(U) Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010 

1<\'1'11111111\ 1111.11 H'" 
DIIl'IJ,lh 

1<\\11)1\111 
\\1'111" til 1>'11\ '" 1.1 t II' 

.) (OnFOWTAaip 
fIlIIlOIIIIbiIiity I'or ItmIlIy 
updaIiIIa IIId -.JCiq 
IECC IIId IC IT RegiIIlIy 
syIlaD inYaIforieI. 

" D. 1009 
~/./tIIId 
1.1. _ to be CfJIIlIIkIed III 
.ItuaMuy 20/0. 

15 Oct 2010 

ICCIO 
~ 

-------c:::::=::::J-------

b)~Ra:oncile 
IECC internal ill¥ClllDries 
willi l1Ie IC IT Rqiatly IIId 
mUe syIICm Iddilioaa, 
deletions, or IIIljIlllmCllllIO 
l1Ie IC IT Rc:siltly al • 

minimum on a qualtCI'Iy 
basis. -(U~ RqJ«lU 1009 
~tIDnI/./ tIIId 
/.2. dw 10be COIfI/JIeted III 
JDllUIUJ' 20/0. 

15 0cl2010 

ICCIO 

~ 
OPEN 

~ 
ItecommaJdalioD 2.1: We 
.1lCOIIIIDeIId lbal witbiD 30 
days oftbis report (15 
0cl0ber 2010), lbe DlMSC 
abould demop .lIdIedulc 10 
lal each ioformalicm syIlaD 
willi. PL 2 or 1IJIba'wtlbta 
lbe aexl 12 1IKlIIlIII. 

150cl2010 

DlMSC 

\tlttF9UOk 
CLOSED 

~ 
R.ecoiJmaICIIlioD 2.2: We 
RlCCIiDIIICIId lballiridliD 30 
clays ofibis report (15 
October 2010), the IC ClO 
sbouId cIeYdop .1IdIedu1e 10 
lIiII each iofOllllllloa.,.an 

150cl2010 

ICCIO 
~ 

CLOSED 

with • PI. 2 or biIba' williiD 
lbe DCIlt 12 IDllIIlhs. 

A-2 
~ ODNIOffice o/the Inspector General 

SECRET//~ . 

(b)(5) 



Semiannual Report 1 July 2010- 31 December 2010 

(U) Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010
 

I{ e l " IlIllle IlILIII " II 
Dill i),ill 

\lIHHI\ 10 i),lll' 
Hll'IJ Jll1I1 

"1.1111\ 

R~ion2.3: We 
RCOmmend that within ISO 
days of this rqJOn (14 
Man:h 20II ). thi: DlMSC 14 MardI 2011 

~should formalize IDd 
document the proceu 81 

DIMSC 
OPEN 

well • penOI1l\ sa:uriIy 
teslS on the sy.ems that 
currently have security laIlI 
thatlll'C greater dwI I-year 
old. 

I 
I 

~Ilecommendation 2.4: We RCOmme 
I 

I 
I 

I 

I 

~PerfOI1l\ 
I 

I 
I 

securily IClIlB on I)'IlllmS that 14 March 20 \I ~ currently have MlCUrily tc:slll 
OPEN

thlllll'C greater dwI I-year ICCIO I 

old. 
I 

I 

I 
I 

I 

b}~Perform 
I 

I 

IIIInual securily lesIS on 14 MardI 20 \I I~sys\CmS with a PI. llfClller 
dwI I within 12 monlhs of ICCIO 

OPEN 
their accreditation dale or 
the date of Iasltesting. 

~ 
Itecommcndatlon 3.1: We 
m:onnnend that within 60 
daY' of this report, the 
DlMSC tbClllId dewlop a 
c:cnifieation IDd 
accredtlllllion lIIratcIY 
inc:ludina a schedule for 
ICCI'ClIilina its I)'Itans 
(syslems should be celtirleCl 
and IICCRdlted within 12 14 Nov 2010months IDd thi: JC IT .~ 
Rqisbyupdated 

DlMSC 
CLOSE 

accordinaly.) I I 

~RqN!BIS 2009 
R_lfIIIIeIItlIItilHt 2.0. due to 

be co""'. litJaNItlTY 
20/0. 

A-3 
ODNI Office ofthe Inspector General 

s~ 

/(b)(S) 
I
 

I
 
I
 

I
 
I
 

I
 
I
 

I
 
I
 

I
 
I
 

I
 
I
 

I
 
I
 

I
 



~ 
SemiannlUll &port 1 July 2010- 31 December 2010 

. (U) Appendix A: Status ofOONI OIG Recommendations Made Between 2007 and 2010 

I{, l <JJlllIlllltl,tt'<J11 
1)lIl 1),IIl 

({llIPI(l11 
\\ tlllll\ til D,lt\ "!.Ill!' 

~ 
Rec:ommcadaIioI3.2: We 
rccoaancnd IhIt within 60 
days oflhil report (14 
Novembcr20IO), Ihe 
D1Msc, Icverqiaa 1ClA, 
lIIIould CIII\IftlIllll tbB two 
I)'IlIlmI cunaltly opcmtiDa 
witboul e.t.AI JeCCM !heir 
e.t.AI. 

t-.. 
,. ......./1iqJet1J6 2009 
R«:o_..dofitJll2.0, dw to 
be CDIIIfJbd iII./rmIIIuy 
20/d 

14 Nov 2010 

DfMSC;ICIA 

~I 
CLOSEQ' 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

r-
(U/~ 
Recommc:rDtion 3.3: We 
recot1II1ICIId thai within 60 
days ofthil report, the IC 
CIO should dcftklp • 
certlfic:alion and 
acaaItilllion IhIe&Y 
inc:ludlIIa • schedule for 
lCCnIdilina illayatana 
(ayIICmI abouId be certified 
and lCCnIditcd within 12 

14 Nov 2010 

ICCIO 

1

OPEN 

IIIOIIIha and the IC rr 
RePbY updated 
aceoniil\lly.) 

~RqleaIs 2009 
~Itoft 2.0. dw to 
be COIIIfJI- ill JIIIIWUY 
2010. I 

~RccomtnendaIion4.1: WcNCOllllllald!hal witbin 120 dayloftbiareport (13 Jaauary 2011). the D1MSC should: 

/(b)(5) 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 

A-4 
ODNI Office oftile Inspector General 

~ . 



s~ 
Semiannual Report 1 July 2010- 31 December 2010 

(U) Appendix A: Status ofODNI DIG Recommendations Made Between 2007 and 2010 

l{llllllllllllltl.I(11l1l 
»11\ 1>.11\ 

\LlIi'II\ (II 1>,1(l 
I{\ \ Ipl\ III 

"LIIII\ 

.)~)RcYi.the 

I 

r~-
ICICIIrity confiaunllion 13 Janllll)' --
IIIIIIagCIllCIl oVG'llight 2011 

progrwn for ill systems IbaI DIMSC 
iDeludes OMB'. f'Y 2010 
FlSMA requimDents.. -(U~RecommendUion c:u be closed upon n:ccipl and 

vaIidIIIon that the dlMaa 10 the SLA have bmI nU and finaliad 

I 

b) ~Revile III . 13 JIIIlIIIIY I I 

Service aar--twllh ISCi 2011 

I 

0==>---------------]
-'"Q:1t1f.QUOl -

10 clarify ISCi IIICI MSC OPEN 
responsibilities tqr RCUrity. DJMSC 

~Recommcudalion c:u be closed upon n:ccipt IIICI 
validation IbaIthe chlllaa 10 the SA have been nUlIld fanaliza!. 

c) ~Establilh ~------------------- ------- -
13 JanUIIIY ~responsibility for those CM 2011 

fimclionllbal MSC will Dol OPEN 
include in the Service DIMSC 

Agreement with ISCi. 

~ Recommcndalion c:u be closed uplD receipt and 
vcrificllioD lhat the changes 10 the SA have been nU and finalized 

d~ Ensurcthe 
proper implamnlallOll of 
FDCC IIanduds ea:onlloa 13 January 
10 the milCIIDna csIlIbIishcd 2011 ~ 
for idelliJCIICC qcoc:la IIId OPEN 

doc_I dcviaIionI from DIMSC 

Ihosc lIIaDdanIs when 
IflIII'OIlIiaICo 

A-5 

ODNI Office ofthe Inspector General 

s~ 

(b)(5) 

(b)(5) 

(b)(5) 



--- --

---

SE~RN 
Semiannual Report 1 July 2010 - 31 December 2010 

(U) Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010 

'" Lilli \1<l'llillllllllld.111l111 
Dill D.lll 

1<, llpllill 
\lllllll\ 10 D.II' 

~lIIIMIICIatioa CIII be c:1OICd upon receipI and 
vcriflc:8tlon lballhc c:hInps 10 Ihe SA have been IIIIde and finaliZaL 

~~4.2: Werec:ommc:nd dud wilhin 180 days of this report (14 MIn:h 2011), the IC CIO IhouId: 

a) ~ Establish a 
-

sec:urity c:onfi&untion 
IIIIIIIlIIClIlII JlIOII'IDI for its 14 M8r201 I 

~utnJ. 

sysIIms dud maltS OMB's ICCIO '-
FY 2010 F1SMA (Ul~ ReconmaJdation CIII be c:losed upon revision/updale of 

rcquinlments. v.l oftheplao 1O_1ha1 it mcctsOMB's FY 2010 F1SMA 
rcquiranc:ma, 8IId ... receipt and review by 010 of~on 

!hal the plan has been implemented and alllCllrity c:oaftawalion 
maJI8ICIIICIll program csIIIblilhcd. 

b)~Euurethe 
proper implcmenllltion of I 
FDCC IllIIIdards lICCOIdlna --
10 the mtlcatoDetl establilhcd 14M8r2011 

Ifor inlelligcnc:e qenc:ies and ICCIO Idoc:umcnl deviations from 
thole IIWIdsrds when 

~RecommcndaIion ClIIIIx: dosed upon proofof FDCClIJlIlIOPI'i8Ie. 
implcmadalion lIIdIor doc:umcnted deviations. 

-..... --! Ra:ommendation 5.1: We .acommcnd Ihal wilhilll80 day. oflhi. report (14 Marc:b 2011), the DlMSC IhouId: 

a)~Rcviscllld 
uplale the incidcnll'CllpllllK 
IIld rcponina JlI'OIPMIIO 
iDclue OMB'.llllIJIlC*liona 
for compnhcuai¥c _lysis, -
validation, doc:umcnwicm, 14 Mar 2011 

aod resolution of inc:idalts DlMSC 
in a limely IIlIIIIICI' and 
timely rcponma of i..:idcnt 
data to lIpIIIOIIriate 
aulhorilies. 1tII!F9' '0) 8P»mmendatlon CIII Ix: c:losed upon receipt8lld rnicw 

oflhc JlI'08I8III doc:umcntation. 

(b)(5)
-------

~ 

(b)(5) 
-

~ 

(b)(5) 

----
~ 

OPEN 

A-6 
ODNI Office ofthe Inspector General 



-----------

s~ 
Semiannual Report 1 July 2010 - 31 December 2010 

(U) Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010 

Pill 1l.lll
 
l{llOllllllllld,111I11l I \(III!II\ 10 1).lll
 

{(llpIl1l1
 

b)1071Peuo.> Amend tbc 
Service ApnI:nt with ISO 
to aplicitcly iJK:ludc 
requircmenll dcIinealiai 
Iplll:ific rolel8llll 

resporIIibDirics thai ISO will 
pcrforminusistilllwilhlhe 14 Mllr2011 

incident n:sponIC lIIId 
DlMSC

reportinc ftmc:tions; 
altcmalivdy, MSC IhouId
 
inltilulc _lhal
 
lIddras ineiclent resplllIIC
 

ud tqlOrtina liIIlc:lioDs
 
required by OMB.
 

~Recommendation 5.2: We recoJIIIlICIId lhal within ISO cfays of this tqlOrt (14 Man:h201 I), the ICCIO mould: 

a) (OnFOYQ} Finalize ill 
draft Intelink Incident 
RcsponIc PIIn 8IIlI eDlIUI'C 

lbal it meets or aceats all 
l8luiR:mcn1l eslablilhcd by 
OMB lIIId F1SMA. 

b~) Establish ... 
incidml reSjiiiiIIe ud 
reportina propam thai mceIS 
OMB', apeclIdions for 
coqm:bensiw: ....ysis, 
validBlioD, doaunenlBlion, 
And IlllIOluticJII of Incidcnls 
in a timely _limcIy 
rcporlina ofincidcDt d8Ia to 
appropriate aulhorilics. 

14 Mar2011 

ICCIO 

14 M8r2011 

ICCIO 

I 

~RecoIlllllClldslion cian be c:Ia8cd upon revisioMlpdale of 
v.I.6 of lhr: plan to CIISR dIId it meets OMB', 20I0 F1SMA 
nllIuiR:mcnll. 

I 

I 

itmRnJO) Recommaldalion CUI be closed upon ~ of 
~.1.6 ofilll! plan to aaurc thIt it describes a JlIO&1'IIII Jhat meeIs 
OMB', 2010 F1SMA requiRmallS, 8Dd upon receipt 8Dd review by 
010 ofcIocumcnIBlion Jhat !he pl8n bas.. impIemcnted 8Dd ... 
incident response 8Dd rcponinl pIOIlMl ClIla1llilhailhat mceIS 
OMB's FY 2010 F1SMA requirements. 

"-1.lllI\ 

~ 
OPEN 

~-
OPEN . 

~ 
OPEN 

A-7 
ODNI Office ofthe Inspector General 

SECRE1/INeF-OPB... 

(b)(5) 

(b)(5) 

(b)(5) 

(b)(5) 



- -

SE~RN 
Semiannual Report 1 July 2010 - 31 December 2010 

~ Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010 

H,llOllllllllld,IlIOII 
Dill 1),IIl 

\ctioll\ tn 1),Ill'
!{u IPIl'lIt 

I 

~ 

~ 

~tion6.2: We 
I 

recommend dill within 60 
days ofIbis rqlOI1, the Ie 
CIO should develop a I I 
wrinen POA&M PIOIPlII" 

Ifor the IEee. 
14 Nov 2010 ~ RqJ«Jls 2(J()9 

Rl!t:OIfIlflem/otiDII j II, b, c, ICCIO 
due 10 be COII'IfJkIC!d iIt 
No_ber 2(J()9. 

I ,,,, 

(ii77F6uQ) I I 
Recommendation 7.1: We 
ra:ommend that wilbin 180 
days ofthia rqlOI1, the 

IDlMSC should establish and 
document a continuous 
monilorina Prop1IIII 
incoporating all ofOMB's I 
requinnenls. 14 Mar 201 I 

DlMSC 

- - - ------

(U~?) Recommmdation can be: closed upon receipI and 
verificatlOft dill Ibe Plan meets OMS requirenalla and that the SA 
has been approprialely updated 8IId finalized. 

cU77Peuo) 
~Ralommendalion 7.2: 14 Mar 2011 

Wilbin 90 days of this 1CpOI', ICCIO -
the IC CIO should eslablish 
and doclllllCllt a continuous 

A-8 
ODN1 Office ofthe Inspector General 

S~FORN 

"LillI\ 

~ 

~ 

~ 

~ 

~ 

~ 

~ 

~ 

/(b)(5),,,,,,,,,,,,,,,
OPEN ,,,,,,,, 

~ OPEN 

(b)(3) 

(b)(5)--
OPEN 



------- - -

Semiannual Report 1 July 2010- 31 December 2010 

(U) Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010 

H" 'llllllil IId,ll '''II 
III Il () ,Il, 

\, (lOll' Itl 1>,11, 
1{111l"'lll 

monllorina PJ'OIfIIII 
~j f--------------------incorpol'ltiD.1I1 of!he 

OMBrequiremlints. 

~ Rt:commendalillll8.1: Wera:ommencllhalwidlin l80claysofthisrqxJrI (14 Man:b20II), the DlMSC ahouId: 

I)~ldcl 
contingency p.... proanan 
inc:1udill& II I minimum, the 
_ oudiacld in the OMS 
FY 2010 FlSMA mctric:s. 

~ 

14 Mar 20 II 

DIMSC 

~~ionClll be cJo.lllJlOn m:eiptand 
verlflCllion lhallhe plans IIlC'JllIs OMB leIluimncnta. 

b)~CompIdc 
coDlinpncy p for In 
ByIIICIIIS with lvaillbl1ity 
level ofc:oaocm ratinp of 
lIIClIIilDll or p:Ilcr. 

14 Mar 201 I 

DIMSC 

~ Rec:ommencIaIion can lie closed II\lOft 010 m:eiptand 
verification that the pllns meet OMB IeIlURmatts • 

~Rt:commcndation 8.2: Werecoanmcnd lhat=:lthin 180 days of this rqxJrI (14 M8n:b 2011). the DIMSC 1houId: 

I)~ &tabIish. 
c:ontinp:nc:y pIlIn progrlIIII 14 Mar 201 1 (U1IFQUQll8 Nov 20 I0: Not reviewed bec:ausc deadline bas IIll yet 
inc:ludi... II • minimum, the paued. 
_ outlioed in the OMB ICCIO 
FY 20 I0 FISMA mctric:s. 

b)~EIlablilb. 14 Mar 2011 tt1ffll9UO) 18 Nov 2010: Not mvicwod bcaIuse deldlinc bu IIll yet
plan for pcr(ormina paued.
continpncy plan tall on 

ICCIO 
systans whole contiJI&cnc:y 
nllns _lII'eaIer than 1·_ 

A-9 
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OPEN 
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OPEN 
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~ 

~ 
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~ 

~ 

~ 

~ 
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old IIICI CI1IIbIIsh alChedule 
for fulUl'C _linaeacy plan..... 
c:)~l'aform 
c:ontinp:nc:y plan ....on all 

.JYIlIIIII willi avai1ability 
I1Itinp ofhp 

.4 Mar 2011 

ICCIO 

r--~ _ 
(U~18 Nov 2010: Not .newell bec:8uIe dadline ills not yet 
pused. . ~ 

OPEN 

~iIh 
c:ontinpnc:y plans for all 
JYIlIIIII with availability 
minI' ofmalium or 
p:alCr. 

14 Mar 2011 

ICCIO 

~ 18 Nov 2010: Not IWicnd bc:c:auIe dadline ills not yet 
pused. ~ 

OPEN 

,111',( 1\1 \'-,1'-1. IIII \ \11 I ('I 1'- 111111,1 '-I II ()\I\11 '-II \ 

I 1/)11;\ I 1'-] II In I \ I I(I '- '-, I ( I !(" \ \ I \ '- \ (, I \ II '- I \ I I Ii I" \ I \ I 

I~ I \'() I, I '" ( h" III I III II \ 21 III I 

III/II \ (11)'-,1,) (1)1'1'- II 

(U) RecommendaIion I: 
Within 30 cia)" ofthls ftlJlOI1 
dale, the IC CIO Ilbuud: 
EItabIlIh definitive 
__for the CIa. or 
apncieI with National 
Security SyalI:ms lIIIIIer dIc 
ONI'. purview 10 ... 10 10 July 2010 (U) 
perform lbcir FY 2010 
FfSMA reviews. ICCIO 

CLOSED 

Inform OMB ofdlc Ie 
CIO'. dec:iliOD 10 provide 
deflDitive iJIIlrucli_ for the 
IC apncialO .. 10 
perform lheIr FY 2010 
FfSMA IWicwL 

(U)~2·1. 

Wllhin 30'"ofthis ftlJlOI1 
date, the IC ClO IhouId 
Worm lII8IC- willi 
iIileIJipnc:e IyIlieDIIIIIIdr:r 
the ONt'. purview about 
bow the IC epDClcs wiD 

IOJuly20JO 

ICCIO 

(0) 
CLOSED 

receive FY 2010 F1SMA 
'-uctiollllllld bow they 
_10 IUbmit their FISMA 
n:ports. 

A-)O 
ODN1 Office ofthe ['?Spector General 
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H,l'll)lIllllllld,111l11i 
I>Ul 1>,lll 

\llll>ll\ 10 1),lll 
l~lllJ)lllll 

.... f ,I t 1I , 

(U) RecoIlllllllllCl8ti 2-2. 
. Wilbin 120 daYlOrlhii 
report cIatc, the IC CIO 
Ihoud establish • detailed 

~ 

~ 

plan orIdion IJId ~ 

~ 

~ 

mi1cltoDes necasuy Ibr ~ 

~ 

10luly 2010 ~ 

dcvclopina and (U)OPEN
imp1cmcntina. clalificd 
\ICllIion orCybcntqlc fur lCCIO 

purposes orFY 2011 
FISMA reportina. 

(U)Reco~ 3. We 
ftlCOIIIIIIIIId tbIllqinoina 
w1t1llbc FY 2010 FlSMA 
IqIOI'IiDg cycIc, the IC CIO 
IhoukI idcnlif'y in mlllllul 10luly 2010
ClOIIIOlidated FY 2010 (U) 
FlSMA report msu- ill lCCIO CLOSED 
wiIicb lC apncicI n not 
c:ompIyIDa with IC CIO 
p1d111ce and the 
jllllifiClllioDs fur the 
ac:cptioaa. 

I . 1'\ I I I! '\ \ I ( () '\ I ,,( II " ( ) \ I I! I I '\ I) I: \ I \ '\ ( I \\ 1111 IIU \"1 In ,1,,",,1 1,112,1[11 

I ( ) I \ I , ( 1 ( I" I Ii ' I 

C==~~----------------------

A-ll 
ODNIOffice oftire Inspector General 

SECltE'f//NOFQlUl 

~~(b)(5) 

(b)(5) 



~FO~ 
Semiannual Report 1 July 2010 - 31 December 2010 

(U) Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010 

Dill I ),lll 
I<llllllllll\ Ild,IIIIII' \Llll1ll\ III f),II\ "l.llll\ 

l{ulllIllll 

1-3.lD1JI8YQJ-We 
fClCOIIIIIIIIId dillwilhln 120 
dayB ofthlanpart, the 
ODNI ComplroI" deYlIIop 
allUlllllinlbllity pIeD to 
_thIt coni ftaactioaI 
Be idanlified ad l:III be 
niDtained to primD 
timely and JqlCIIlIbIe FBWf 
lICCIlIUIII ~ildoas ad 
to IiIcllillllll propaIl-.rd 
auditabJe fiMllCial 
--II. 

20 May 2010 
ODNI 

CompIroIIcr 

CI===~I---------------------------------

(UJn:ouo) 010 Ja:eiwd IlIIIainabIlity plln OD 3Juac 2010 that 
nata the ialent ofthe reoolllJllClldltioa 

(b)(S) 

(b)(S) 

A-12 
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III II I) ,Ill 
1{llllllllllllld,lllilll I ' \ctlillh to f),lll- "Lilli' 

<1-1 '1\11 lit 

3-1. (tfI'tFel:JQ) We 
.ClCOII1IIICIId dill wilIIin 120 
days ofmil report. the 
ODNI Dinlc:tor oflbe ~ 

CLOSEDMIIIioa SIIJlPOIl Center 
elllblilb • 1'1- 10 CDIIIPIy 
willi FMFJA catificalioo 
requiRmentl for FY 2010. 

,I , I I II I' I I I I I' ,I ,( I ( I ) \ I \ II 'I I \ 1 I \ 11 I \' II Ii 'I I II I \ I 'I ~ I )1 ," \ \ I
 

1\11'11 \11 ,I \I/(t, ", \It "lill'IHil 1"",,1, ,\ '1111",
 

I I ( I I \ I 'II (I II" I I) I" (11'1 \ 1 I
 

I. (U)We~dIIl 

the Dlrector ofNational 
1a101I"- (ON/) iIIue.
wtIeD IlalCIDClIIt 10 the 
hllellipncc CommuniI)' 
(IC) pIUIIOunciDa IlroIW 
IUppOIt forlbe ....ofthe 
Joiat Duty Propmn, its 
QOntlnued implemealation, 
IIId requinmentlll 
icleDtified In ICPO 601.01. 

DNI (U) DNIIiped a.nodated 29J8I\2010. 
(U) 

CLOSED 

2. (U) We I'ClCClIIIDaId dill 
the DNI direct IC elcmcat 
..... 10 IlrOIIIIY JIRlIIIOIe. 
the IC JoiDt Duty PropIm in 
their OfJIIItatioaI. 

DNI (U) DNI siped a.no dated 29 JID 2010. 
(U) 

CLOSED 

3. (U) We ..-mead dill 
lbe DNI hold IC eIcmcat 
..... 1CCOUIIlab1e for Joint 
Duty implmDemalioD by 
Includina JoiJd Duly lalilll 
IKton In their antIlIII 
performance appgl...1IId 
PcnonaII'afOrmInee 
~lL 

DNI 
(U) Dala QOllel:ticJa IIId n:portilll i. DOW IIIal IIID _lability 
_ for IC elcmcat ...... 

(U) 
CLOSED 

4. (U) We IIlCOIIIDaIlI !bat 
the DNI direct IC el_ts 
hadllo CIllIbIilb policiel 
requiriDa tbal proposed Joint 
Duty llliann-ts be 
reviewed IIId IJIIII'Owd by 
anployeca' 1int·1eveIIlIJMlIVfaor IIId level 

1IIIIIlIIlll'. 

DNI;DIS; 
CllOO 

(U) DNIIian-d Il1IIIIO dated 29 JID 2010. 
(U) 

CLOSED 

5. (U) We rClCOII1IIICIId thM 
lbe ADNIICHOO cluilY the 
purpose oflbe Joint Duty 

ADNIICHOO 
(U) CllCO hu dlriflcd the purpose ofJoiDI Duty in all bricfiDp in 
die Ie IIId in 0'"_ (e.a.1COC) 

(U) 
CLOSED 

A-13 
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Hl'lOllllllll1d,lllllll 
Dill 1'.1 t l' 

\eliol1\ III I),tll "1.1111\ 
I{l'llpllill 

ProlP8llllo ineludc: boIh 
1eIdashipdcvcklpmaItllld 
m.dcr coIlabcntion 
IIJrouPout the IC. 

6. (U) We RlllOIIIIDIlIIl that 
Ibc ADNIICHCO, in 
IXICII'CIiDItio with the ODNI 
Dindorof 
Communic:llionl, llIIIbIillh 
lIld~a . 
WlIiplcbeuslve Joinl Duty 
Pro.- c:orpcnlC 
communication IlI'alIl&Y 10 
Inc:Iude: 

Periodic. 
_ic:Iliooa10 Ibc Ie, 
ilK:ludiDa -1lOrics, 
pcnoaaI cxpcriaIcea, or 
I(IllCiaI opporlUDitiea. 

TcmpI8ta for brocbura, 
elIIIil meaapa,1IId ncb. 

ADNJlCHCO. 
c:oordinatina 
wilhDindor 

of 
CommwIicatlo.. 

(U) CommuDic:Iliona I1rIIle&Y wu IIliImitted IIId lIllIlCJ*d 10 ODNI 
PO 20 Jan 10. CHCO Council mectlna nota dillln"buled after 
IDOllliDp now SOP. 

(U) 
CLOSED 

Paiodic: IoWII ball 
meetinp IIld brown 1Iq 
seminaIs 8CI'OI& the IC. 

Markctin& tooll 
developed by the Joint Duty 
Community ofl'aldlcc 
(COP). 

IC CHCO CowIeil -IIIDClina minula prcpanld 
IIId diIlributed 10 a111C 
CHCO CoUKiIIllCllllbcrs 
IIld a1tcmatcs. 

7. (U) We recomtIICIId that 
the ADNIICHCO dcvcIop 
IIId dilln1lutc 10 all IC 
~.lilIl oflXllllDlOllly 
UIIdcntood tcrmI, with ADNIICHCO (U) TamJDOIo&Y poMd on m wcbpIp. 

(U) 
CLOSED 

dcfiDitionl, for ..In Joint 
Duty PropIm VICIlIC)'__Is. 

8. (U) We nlCOlIIIIICIId that 
Ibc ADNllCHCO dcvcIop 
uddeploy a IOftwanJ 
appIic:Ilioathat 
auIoIIlalic:aIly Il1O_ 
VKMIC)'~
pcllIIIld on the __ifial 

ADNIICHCO 
(U) CHCO doa a _ move weekly from Ibc IIIlClassified 10 the 
classified m website. Aamcics poll claaified vacancy 
&IIIIOlIIICaIIC directly 10 Ibc classified website. 

(U) 
CLOSED 

Joint Duty website 10 the 
JWJCS Joim DutY website. 

A-14 
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I<l'l IIJ1llllllld.1l "'II 
I )lIl 1).lll 

\rtiIlJl' III 1),Ill'
l~lllPIlIII 

"l.ltll' 

9. (U) We _nmcad dill 
the ADNIIOICO devcIop 11\ 

IC-wlcIe, IlIlO1111lOd, onIIac (U) Application tool protolyJicld II1II1 t\meIiouaL Cum:ndy iD pilot 
IP(I1lcatlcm Ibr Joinl Duty 
VICmICicIIbII CIIIUIeI 

ADNIICHCO pIwc; finI1-tty p1lll to becomplcled by llIId ofDcccmbcr 2010. 
Curraldy lrIiDiDa Joint Duty POe UIalI for JC.widc iql1cmeIlbdion 

(U) 
CLOSED 

routIna duvu&b die by JlIII1WY 2011. 
appIicIIIt'l JoiDt Duty 
Propm IIIIIIIF'IIIII1 

chain. 

10. (U) We ra:ommend thai 
the ADNI/CHCO UIICI the 
pbruc "McmonIIIdum of 
UndalIlandin", iD all Joint 
Duly PIoIram documeall to 
c:oaform to ICD 601 lIIId ICS 
601-1. 

ADNI/CHCO (U) 
CLOSED 

II. (U) We ra:ommend that 
the ADNJi'CHCO fiaI1izc 
IIId dillribute tbI: JoiDt Duty 
Memorandum of 
UndalIlandina (MOO) 
lcmp1lle for IIIe by IC 
demadL 

ADNIICHCO 
(U) 

CLOSED 

12. (U) We ra:ommend that 
the ADNIICHCO illltitutc • 
policy to a.re .lIiIooth 
tr8mition for Jom Duty 
participinlllQl the piniDI 
~t, to 1nd_}D
ustpnaatnallDp with 
the p1ntna e__L 

Partic:iplntlllbould naI 
with: 

TheIr dinlI:t Il/IlGViIcn 
to diIcuII the ..1pmeni 
IIId cxpeetIlions, wbk:h wiD 

ADNIfCHCO 

(U) JoiDt Duty Community ofPrlcticc (CoP) dillCllUed iD dclail in 
April 2010 II1II1 ... to baic: onbolIId1na IIId mntcaralion pIII:liccL 
NGA, DlA, II1II1 CIA briefedtbeir JIIVIIUIS II the IC CHCO meeti.... 
October- December 2010. ICS ItIIIdIIId on 0Db0anlina II1II1 
reiaIcpIIioD ID nlYiow with Joint Duty CoP ; expect to be ~lelIId 

(U) 
a.oSED 

ftJrm tbI: baIs lbr tbo 
~of 

UncIerItandiJIa. 
HUIIIIII ItcIounleIIO 

facil1tlle lIdminlltrillivc 
aspeelII ofthe IUignment 
(1UCb • computer II1II1 
teIcpboDe ICCOIIIU II1II1 
flcillties ICCCU). 

by J....-y 2011. 

A-15 
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I~( (IIIIIIIlIIII.III<111 
\) II ( 11.11 ( 

I~('( Ipllill 
\('111111, III 1>.111' "l.lllI' 

13. (l)) We rec:ollllllClld that 
!be ADNL'CHCO work wi... 
!be loiDI Duty CommuDity 
ofl'nlclice (COP) to ~Iop 

IIIl1 JIftlIIIlIlpie IC 
ADN1ICHCO 

(l)) Inpullncorporated iDIo draft ICS .. outlined in RccommcddItion 
121boYe. ICS on CIll1anIiDalOd ~oa in mo_ wilb Joint' 
Duty Cop; _poet to be c:omplctcd by JIIIlIIf)' 20II. 

(l)) 
CLOSED 

niiJIIesration bat prsIic:es 
BDdtimdu.. 

14. (U)We~that 

the ADN1ICHCO nquat 
Ihat IC CHCO COUIIAJ 
members deIi.-a_ior 
H_~ofticcrin 

their IC eJcmr:nts to be 
I'IllIpOIiaiblc for !be c:ratioa ADNIICHCO 

(U) 
<1OSED 

BDd iqo\emen!ation ofa 
reinfe&mtioa Jll'OIIEI, toInd" the idIIItificatioa of 
n11ab1e ron-_ 
-1JIIIlCIdI. 

15. (l)) We rec:olllllll:lld that 
!be ADNIICHCO 
cliIl:oaIinue the ftlIJUlranent 
for 1ft IC elemc:nt to report 
CJlIIIfCrIy promotion dita 110 
..... then 60 UylIftcr!be 
IChnonnelDlla 
RepoIilorY (POI) hal 
raICbed full opaIllonal 

I October 201 0 

ADNIICHCO 

(l)) IC CHCO ...- 10 diII:oatinue Ibis pnJIIIOlion d8Ia call 
~I it7whcn PDR report fUnctionality ill avallllb\e. Prollllltion 
...calls havci been lrInIitioned fium qUlIItcrIy to anuaIly to AIlbK:e 
!be rqlOItina bwdea, to the IIlIs&ction ofthe CoP IIaIIbers. 
Promotion data mooitorina ill'CIlJlIlrcd by !be IRTPA. 

(l)) 
. CLOSED 

CII*H1Ity and tile IC 
.....hal fially complied 
with IlIftdIrdIllld dill 

(l)) DIIa CllIDecIion hal beaI chmpcl to 1ft IIIIIUI1 nponiaa eydc. 

IIUbmisIioft lelJuRmeftta for 
PDR - or by I 0cI0ber 
2010, whicbe\wOCClDl 
1llOftIl'. 

16. (U) We recomme:nd that 
!be ADNIICHCO devcIop 
BDd implement • traiDina 
module to llllllililrizc Joinl ADNIICHCO (l)) 10 COP WII briefed in january 2010. 

(l)) 
CLOSED 

Duty ProIflIIII Man8pn 
with !beil1IIIned PDR. 

17. (l)) We reconunend lhaI 
the ADNVCHCO collect 
d8Ia fiom eadllC danent 
annually to trBck bonus dala, 
c;oql8rina Joint Duty 
Pro&JWll puticipants with 
their IIOIt-plIIticipt peen. 

ADNJK:HCO 

(l)) CHCO i11lookina into Iddina bonus'" 10 !he IM1IIIAIary 
inrOl1ll8tion reportina fium elemcnls. . 

(l)) Thill recommendation can be dOlllld when Ibe ct.ta ill received 
fiom !be pIanncd annual dIt8 call carty in 2011 BDd!be d8Ia i111111de 
avai.... to thcOIG and lie Ie. 

(l))OPEN 

A-16 
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1{"llIllllllllll.lllllll 
1)\/< Il.tl< 

H'<'1j1l<1I1 
\,11011' III 1l,11, "1.lll" 

18. (U) We NI:OIIIIIICIId !bat 
Ibc ADNllCHoo IIudy the 
re..ibilityor~t 

~ Jcmt Duty pilticiJllllll for 
IiliIclF to _pmcnt 
1ocItiona IMI ex~ the 
nOllllll distancedriWII to 
IIId ftum their home 
dancnll. Iflbc 
ADNIICHCO cIclI:tminea 
that leimbuncment for 
mi.... or other a-mva. 
WIll cabIncc lJ8Iliclp.aiOll in 

ADNIICHoo 

(U) OOC hu dcttnnined that IP"Cific JeaiJIation is.-y. 0100 
does not plan ~ ICdtIlUCb 1....1atloa, 1ID1ca it beeoaIcs neceuary It 
IOIIIC time in Ibc fukn ~ incentivizc joint duty participation. 

(U) 
CLOSED 

the Joint Duty Proanm. die 
ADNIICHCO. in 
c:oqjunctiolI with die OOC. 
win explcn 8dminiltlative 
IDlI NpIatory opdons for . 
impIlI1Ielttina IlICb 
incentives, or. ir.....,.. 
will explore apoaIble 
.....lIti~ ftlIIIIldy to ..low . 
formllclF~ 

19. (U) We --.cad thai 
the ADNIICHCO JII'OIIIOlC 
_ orthe 50 ODNI-funded 
Joint Duty positlolll 
aYlli1llb1e for the 
Depertnaw and Service IC 
a-Ia throuP the Deputy 
Exeeutift Commiuec, Ie 
CUOO Council, IDlI the 

ADNIICHCO (U) The OCNI CHCO briefed the IC CHoo e-tJ inSept and DIlc 
20091Dl1 the JDCOP Oct 2009. 

(U) 
CLOSED 

JoiDt Duty ooP to .-bill 
IbID1p1nm1nta1and 
SIrvlc:e IC ...... to 
badditl for tboIe CIIlP~ 
who mll(llllOYCld to take a 
Joint Duty .....L 

20. (U) We ~ IhIt 
the ADNIICHOO: 

Ona"_uaIor ___ baIa, _ the IC 

CHCO Council to hiPIiaht 
and diIl:uss initistivClllIl8tld 
in imp~ Joint Duty. 

Develop opportunitiaI, 
ADNllCHCO (U),RcvIsIOlI orthe It8DdIrd -.11« policy IdI«t IJIipnad 

tnIIIitiOll gvidelinea. 

(U) 
CLOSED 

includinl virtual 
CIJlPOIl1IDitie Ulilll the Joint 
Duty ._Ie, to broadI:ut 
thea and other innovatioas 
IDlI initiatl-. 

A-I? 
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1.1. (U) The ADNIICFO, 
widlln 90 daya oflllia report, 
should develop and 
~8tandInI 
CJIICIItiDa proc:ocba (SOI'I) 
to coq»1y with !CD 104 
requiremeIIlI. The 
ADNLlCFO lIhouId develop 
writleD iJIIlnIcIloaJ 
cIocumcntina dIeir 
appIleabIe inlerMl ro...... 
a repeliIIve IICIlviticB. 

2.1. (U) The ADNIICFO. 
within 30daya ofthia report, 
Iboukl CIlIbIish ron.J 
avidlDce to ClIIURl dill 
wbm variuc:cI fium lllrpt 
execution rIIa lII'C 8Ja/cr 
thaD qned upIn 
bcacbmIrk.,theCFO 
CXlIIIIiDa JII08I'8m options 
IIIId, -1I«IIlIIIrY. 
rqJIUIImII NIP ftmds prier 
to. eon..-mnaJ NlCCSlIIoo 
of those fimda. 

December 2009
 

ADNJlCFO
 

October 2009
 

ADNJICFO
 

(U) CFO impIcmented SOP BE-I "Moai1Orina the ElIIlCUlioo of 
Fundi" on I Oct 09. 

(U) CFO imJlI-led SOP SOP BF·I "Reviewa Aaa\ytiI of the 
1Dte16pncc Pruanun Budpt Submissions" 00 I Oct CIt 

(U) 
CLOSED 

(U) 
CLOSED 

,I I ""I \1 \1 \1(_'II"I'PII'I'IH'II\ \11 \ J Itl' III tiP,,, I (1\11'1 I \'1 I \\ 1 1II I I" \ I \
 

I "II' d 1111
 ~ I ,III) ) 

I I I I t \ I ~ I I I ( I" I Ii ~ ,I (11'1 , I. , 

1.1. L, b., c. (U/IFOUO) The ADNIICIO a the Director of M8C, within 180 days (.Janlilli)' 2010) oflhil ~ should: 

,,, 
,,,,,,I I~) Develop 8IId 

mainlain an accurate ~ ADNI/CIO OPENinYCdOly ofS)'IIemS; 

I I 

I I 

A·18 
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1>1Il'I),lll 
I{Cl'<lllllllllld,IIIOIi I) \l'IIOII\ to f),lll SLltll\ 

H'l'IJ)lCIlI 

~O)Rccommc:ndaliln can be eloled once the 010 is able to 
reconcile the updated inventory with the regiJlry with minimal efFort. 
Aa of2 Dec 20 I0, the IC IT Registry is not yet operational, thus the 
010 QIII\Ot yet reconcile. 

----
('om;guo)

OIMSC OPEN 

~O) Recommendation can be eloscd once the 010 is able to 
reconcile the inventory with the registry, (Inventory provided in 
Seplember WII based on OlG's FY 2010 reconciliation). Bc:cause the 
IC CIO has not yet reached IOC for the IC IT Registry, MSO canaot 
complete the updates and the 010 cannot yet reconcile. 

~UO) Recommendalion b) CLOSED for MSC ud IC CIOIICES ~O)ADNIICIO becau8tiownenrbip was resolved in Jan 2010. CLOSED 
b)(U~. '0) o.crmiae 
the ~iP oflhe 7 
unidenliflCd sylRmI; 

~OUO) RccollllllGldation b) ClOSED for MSC ud IC CIOIICES ~OUO)
·DlMSC ~ownenhip wlSresolvedinJan20IO. CLOSED 

c), ~OUO) Make system 
additions deletions, or 
-eljustmenls to the 
Intelligence Community's 
(IC) Registry in I timely 
manner. 

ADNIICIO 
L-I_I 
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1<IIIPII'1I1 
\rllIlll' t() ILltl 

~ 

~ 

~ 

DIMSC 

ADNIICIO 

DlMSC 

~ Rccommendalion c:lIII be cl~ once the IC IT Rc8i1ay iI 
81 IOC IIld upon n:vicw IIIId validation of the IC IT Rc8i1ay dIIa by 
the 010. Until the IC CIa lICheiws IOC for the Ie IT RqiIay, MSD 
C8IIIIIll IlODIJlIete tbe updates IIIId the 010 cannot yet n:vicw for 
c:ompllancc with the nICOIIlIIICIIdaon. 

1.2~The 
ADNIICIO Ind tbe Director 
of MSC should reconcile tbe 
ADNIICIO aDd MSC 
inYCD1Dries with the IC 
Rc8iIay, 81 • minimum, on. 
qum1a'ly baIis. 

~ Asqreed to on 18 March 2010. ~Ion em be 
cJosal once the Ie IT Reai*Y i. III IOC -' upon review -' 
validBlion ofthe Ie IT Rc8i1lry dIIa by the 010 

~ 20 I0: RilIlommendation WII re-opencd due to the 
iability to m:onciIe inventory during the FY 2010 flSMA review. 

As ..... to on 18 MlRh 2010,IeCOI1IDICIIdMion em be 
c~ once the Ie IT Rcaistry il81IOC IIld upon review IIIld 
valiclmon ofthe IC IT haistiv dm bv the 010. Until the IC Cia 
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~ 
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OPEN 
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OPEN 
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J{llOlllllll 11<1;111"11 
1>11,' D,Il" 

\1'11011',10 I>ale 
J{l'l'ljlll'lIl 

"Lilli' 

achcives IDC fOt' the Ie IT Registry, MSD c:8IIII01 perfonn the 
ra:OIIcilillions and lhe 010 c:an1lOl yet review for compliance with the 
I'CCOIIUlICIIdalion. 

2.0. (iJ77Fot:fg) The 
I 

IADNVCIO and the Diree:tor 
ofMSC. within 180 days of 
this IqlOrl (24 January 
2010), ADNOCIOwill I 
develop. certification and 
accreditation strategy 
including a schalule (plen of 
aclion and milaloncs) for 

~)I'CICCraliling the cited 
ADNI/CIOsystems and update Ihis OPEN 

infClmlllion in the Ie 
Registry and the Director of 
the Mission Support Ccnlcr 

I I 

I 

will establish C111'le111 I 

certifications and I 
I 

accrediwions for all systems I 

identifted under their 
I 

I 

ownership and update !hjs I 
I 

infonnaljon in the Ie I 

.8aiIlJ:y. 
I 

I 

I I 
I 

I 
I 

I 
I 

I I 

I I =)DlMSC 

I 

I I 

tb)(s) 
I 

I 
I 

I 
I 

I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I . 

I 
I 

I 
I 

I 
I 
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f{ l'l' 0 III " Il' II d .t t 10 II 
Dill' I ),lll 

\l'IIOIlS '0 Dale 
){ll'ljJll'1I1 

"" aliI'; 

3.0.• and ~UO)The ADNI/CIO and the Director ofM5C, within 180 deys oflhis report (24 JIIIUIIr)' 2010), should: 

-------------------------- ------

I ~).~)-- ADNI/CIO 
OPEN 

lIllI:urity 18 on the S)'Ilmll 
thlt c:umatly have securiy ~O) Recollllllelldation CIIJI be closed upon receipt of Ihe
tllSlS lIII1 are gRIller than • docUlllClllalion ofsecurity IestlI being performal for IECC syslcmS
Yellloid. within Ihe last YelII. 

't07tPeUO) The MSC syslelllS lhal did IIOt have security tats wen: not ~O)DlMSC lCa'Cdita\. Then:fon, they did DOl RlqUR testillgllDtil the CAA CLOSED pr..- w.llOftIplde. 

I I ----------------- - ------
(bm;Q.UO) 

~)Perform 
ADNI/CIO OPEN 

annual security tllSlS on 
~UO) RecomlllClldelion CIIJI be closed upon receipt oflhe 

systems with. protection 
level pater tI&I proleClion doculllClltation security tests being performed for IECC systems with • 

level I. PLI or greater. 

~UO) The MSC systeIIIS lhal did DOl have security tats wen: not ~UO)
DlMSC lCa'Cdita\. Then:f0R, they did not RlqUR tcsIingllDtil the ColA CLOSED procas wu complete. 

4 a,b,c.~) The ADNIICIO and the Director of M5C, within 120 deys of this report (24 November 2(09), should: 

a)~o) Establish. 
I r--------------- -~O) 

plan for pert'orminB ADNI/CIO I OP 
contingatcy plan tests on 
systans whose contillgency ~) RecomlllClldation CIIJI be closed once plan is developedplan tllSlS are gRIller Ihan a and valiated by 010. The original completion dale wu 24 Nov 2009.yelll old and establish a 
daianated period for future 
contingency plan tats; 

~)
DIMSC CLOSED 

(b)(5) 

(b)(5) 

(b)(5) 

A-22 
ODNI Office ofthe Inspector General 

S~ 



--------------- --------

~ 
Semiannual Report 1 July 2010- 31 December 2010 

(U) Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010 

Dill D.III' 
I{~ ~ ""II11~ld.lt")11 

\{Ilipillll 
\~ tlilll, to D.lt~ .... 1.1 til' 

-----

b)~) Perform 
ADNIICIO I -~-

OPEN 

tonlingenc:y phlll lesIS on all 
systans wilh an lMlilabilily 
raling ofhillh; ~O) Rec:ommendalion am be tlosed upon 010 ra:eipt and 

review ofdOl:umenllllion of oompletion of Ic:sling. 

DlMSC ~ 
CLOSED 

tj(OnFOt/67 Alsip ADNIICIO ~ 
CLOSED 

availabilily IBlings 10 all 
ODNI ayllcma on Ihe: IC 
Registry. 

DlMSC 
[ =--h--h---i -~.-CLOSED 

Sa,b,t. The: ADNIfCIO and Ihe: Dim:tor of MSC, wilhin 120 days of!his report (24 November 2009), should: 

I 

iU71Peuo>ADNIICIOa)~e:lopa OPEN 
unifonn wrinc:n plan of 
Klion and milc:slone: prOl:CSll 

for Ihc: ODNI; 

I 

~ DlMSC CLOSEDI I 

b) Revise: their 
plan of lIdion and milc:slonc: 

ttifW9~)
ADNIICIOlills to intludc: data wbc:n ._----- - -CLOSED

items arc: plued on !he: lisIs, 

(b)(S) 

(b)(S) 

(b)(S) 

(b)(S) 
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!{\ \0111111\ l\ll.lflOl\ 
DII\ f).II\ 

\ l r 11111 \ I,) I) .11 \ 
I{\ llpll III 

.... l.illl\ 

projecled mllaltone dIta, 
IIId lICtUa1 complelloo datal 

DIMSC ~)10 duIt IJIOIftiIS 00 Ibc: CLOSED 
ICCioDI ClIII be IIIOIIitonld; 

I 

~)ADNIICIO I I

c:)~)~ew CLOSED 
exiatiDI ofKtloo.d 
mllCllOllc liIlIlIId 

IcIckI'miac wbicll ila1ll_ 
be..lly JaIllllIicd 10 tbcy 

I ----------------------- ------- - 
_bcc:1oIaL 

)DIMSC 
I CLOSED 

I 

6.~11Ie 
ADN lbc Director 14 Nov 2009 

~ofM5C, widlia 120 cl8ysof 
Ibis report, IboulcljoiDt\y ADNIICIO CLOSED 
dcvdop III ODNI DlMSC 
cooftalnrion ~t 
policy. 

6.2 a,b.~) The ADNIICIO. within 120 ell 

I 
I)It>>'/F9UO) Adopt IIId 
Implement Fedcr8\ Desktop 

I ICore CooftlUftlllon ItIndard ~)c:oofipntionsllld ADNllCIO 
I 

OP 
doc:umcIIt deviltionsllld 
ICCUrity c:ootrol dd'lcicnc:ia 
00 desktops dinlc:tly 
controlled by ODNI; 1tJm:9uQ) Recommcndl1ion _ be c:losaIlIJIOD proofof FDCC 

iqltcmentltion and/or doc:umcnlcd dcviatioIII. 

b)~mpl_t 
FcdaaI Core 
ConfiJllAlioo IICClB'ity I ---------------- ------- - 
_mgs mID all Windows 

ADNIICIO ~UO)
XJ"llIIId Villani daklops I I OPEN 
dinlc:tly controlled by tbc 
ODNI. 

~) Rcc:ommcndation can be closed IIJIOD proofof FDCC 
inmlcmenlllion and/or documented dcviaIioDL 
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l~lll"lllllllld.lll(l1l 
I> III I) .IIl 

Hll Ipllil t 
\\'111111\ l(l 1>.lll " Lilli' 

7.0. (\J11FOtJO) The . 24 Oct 2009ADNIICIO __D11'ClClOr =)of MSC, wilhln 90 dayJ of ADNIICIO 
thillqIOIt, IhoDld dcwIop DIMSC .-------------------- ------ - 
III incident IIlpOItina policy. 

8. II,b,c. ('UHFQUO) The 
ADNIICIO _ the Director . 
ofMSC, within 60 dayJ of 
thillqlOlt, tbouId: a) 
DeIipalc..-- who 
~ lipific:lnt 24 Sept 2009 

~)ftlIJlOIIIibilitiel for 
iDrom.tion IllCUrity; b) ADNIICIO CLOSED 
Develop ID ODNI pilot DlMSC 

IniDina JII'OIIDlIIId pia 
IlI8tIlD' 10 PIOvide the 
dcsi...... JlCIIOIIIId with 
trIlniaa_witb 
their roles. 

8.2:(UJIFOUO) While 
I8CClOIIIIIIOdatna onPnl 

opentionsand a110wiDc time 
Ifor c:oatnIl:t modifICations, 

_ tbIt c:onIrKtIlpllCilY r 
tbIt pcrMmneI who have 
lipificant rCllpolI.ibiUtia 
for iDformItIon JOQIrity I 
promptly seeeive tr8lniIII 
-.cwitlilbeir (iJJuDd: 
ro_ Sept 2(09) (Omeuo) 

-------------- _.a.os.EP__ - 
ADNIICIO 

I 

I 

(071PeUO) Ita:o~ ClID be ci.-l upon receipt of 
doc:uJmalation ofa conlnl:t modification 10 cIanollJlr8le the 

ttoclose. 

(iIIlIIld: 

I
Sept 2(09) c=:::r - - - - - - - - - - - - - --!- -~)- -

CLOSED 
DIMSC 
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Hl'l'OIlIlIH IId,111tI1l 

9.0.1bHIiDUO) The 
ADNIICIO and the Director 
or MS<::, within 60 days or 
this JepOfI, should fUOy 
implement all 
recommendations in the FY 

.2008 010 F1SMA report. 

DUl D.tll'
I 
<t:llpll'll , 

24 Scpt 2009 

ADNIICIO
 
DlMSC
 

\rtIOIl\ to Datl' Statu\ 

~) The 010 is clmi.. this I'Ill:OlIIIIICItiOll bccallle 
implemcntalion orthe FY 2008 010 FISMA I'IlpOIt recommcndalions '\071PeUO)
II'C being tnlckcd independently. 

CLOSED 

1111"'d'l( 110"01 /( \«)II"III()"()\II{'d<.111 "11{\III,II".I'(lIl(II". \"Il 

L~)DDNIIFC 
immedialely ensure that 
progrmIS fiIndc:d within the 
Conununity Manqement 
Account and execultld by the 
ODNI U'Coveneen In 
acconlance with IC 
acquisition policy. 

b."(t:7tfFeUO) Publish IC 
policy no I8Ier than 120 days 
after signatlR, identil'ying a 
govCl1lllllCC model ror the 
ODNI AO workron:c 
relative to the IC acquisition 
community, including: 

A. (i)mrauo) Revising 
ICO I to account ror cum:nt 
distributions orauthorities 
and dcx:ision rights. 

B. "{tmFQUO) 
Standardizing levels or 
olTlCial interrace and 
protocol between ODNI 
officials and IC 
counterparts. 

C. ~\ Claril'ying 
the ;i~'ord;jli)oNI 
relative to the codirlcd 
authorities or the ONl's 
Milestone Decision 
Authority (MDA) 
(DDNIIFC), the DONIs, the 
ADNls,andDNI policyror 
thelC. 

I'I{()( I ""I "il"llul 1Illll 21111\11 

1101 \1 11·( 10"1" (,01'1 " ~I 

~) DNI iuued Executive Comspondellcc in JanllBlY 2009, 
requiring pro8Jlll1lll funded in the ComlNlnity Management Account 
to abide by IC AccJIisition Policy and OversighL 

~)Janlilli)' 2009 CLOSED 

c===J--------------
(b)(5) 

~)Awaiting P&S completion or ICO I revision or recision 
or ICO I and its replacemcnt with Executive Correspondence. 

October 2009 
~O) 

P&S,CMO OPEN 
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({" "IIIIIlllld.tllf'll 
I )III 1).1 ( l 

I{, llpllll! 
\lII1HI~ III 1>.11, 

Co ~DocumaItthe (tJ11P9UO) SA£, ~RA, IIId ADNIICfO'" to a'NYiIed 
aiIdDf ~ tbIIljIIk PPBE Cycle ..-to lIip the DNJ'. budaeIarY IIId Milcllooe 
DDNIIFC acquilltioa DeciIloa Autboritiea. 1'hIl 010 will COIIIiDue to IIIIlIitor 
deciaioas WidI CPO fillldiai . lanary20IO dMI...... to IIISImllilbp ofMDA IIId 8acll1UthoritieL 
deciIloaIlIO .... tIIu 210 . 
daylilftcr.... ADNTISRA,ProvkIe the widest.-.'bIo DDNIIAT,diJleminatioo1 oftbe ADNIICFO .. 
docU-ted pRIClaICli to 
_..-bei'I ofthe AD 
1IlIft'_1WII'llofall CJIlCionI 
avaflable to utilize IimdIDa 
audtoriticI. a IIIIiI8pIDaIt 
irIItruaDt. 

d.~DDNlJFC (071FOtfo) 1'hIl DDNVA.lT'. perf'01llllllCC objcctiva J.ve ball 
enfOR:clllceountabllity for lIIIICIIded 10 include "&lure valid11cd c:aplbility ..... In 

IC ..-:ieI to ha'C documented prior todclcptilll Milratone DeciliOll Authority." 
validated l'IIIuimnalta 

~ DONI/AT RIqlIeIIIld-witbOIG _-aDNIdoc:umenIa. apnnquiailll 
for MDA dclcptiOll, and waiver oftlris RecommendatiOll for CoIrecti¥c Action for acquisition 
penMllClltly add IlICh aetivitielthat_wdl WIIIc:rway IIId lqlpI'IlIl:hinal delivay. 010 will 
Jucuaae to DDNIlfC cvaIuate propas in 20 II to IllIke adetenniDatIon ofcloaed. 
performance objectives 110 May 2010 

'(tJnFoHg)To dose, 010 ..... to review Stltemenll of Clplbility inIatcc than 360 dayI iIftcr 
Iignatun:. Additionally, DDNVAT ICCOrdance wi.. IC policy IIId ramificationl cbilll the FYI I MDA 
when the DDNI/FC cIeIeption process. 
delep\lll MDA for a 
JlIO&IlII11 witbout a valid11cd 
RlQIIiremcnll document, 
formal justific:ation to the 
DNI ...11 be identified in 1ft 

AcquiIition Decision 
Mcmorudum. 

Co~PubIiIIIIC 
policy 110 tIIID 210 dayI 
aft8' ...... ,..eriblIIa 1 1 - - - - - - - - - - - 
pmceIIlIllI, Uboritia, IIId 
RlIJlOIIIIbiIItiGl for 
....Iopiq tbma1_ Jammy2010 
~Ibr 
PftlIrammilIJ Commiaee ADNIISRA 
IJlIlIQVIIIIId valldatiDn. DDNVAT 
1'hIl2007 ODNI ; 

~ Study lII!ouJd 
. be die pcilDt.ofrefinnce for 

deveIoIiDa the req.ma-u policy. 

£~) DDNI/FC. the 
CIO, and the Officeof October 2009 
General CouIIIeI to 
eollabonlle and codifY CIO
statulOrily llOII1'liaat .
ofOverlight jurisdiction 110 ----------------
IaIer than 120 clav. aft8' 
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CLOSED 

<UiiPot1&> 
OPEN 

--------

(U;.lFooo) 
CLOSED 

~) 
OPEN 
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1{llIJllllllllld,ltlflll 

lipIlure. We aIIo 
recommend thai the DNI 
IIIId the CIO codify 
pI'lll:CIIa for owniBht of IT 
J'I'08I'UIIIIIIdcr CIO 
jurimiction no l.acr than 120 
daY' afta' lipaIure, IIIId 
maintain IIIfficient num'" 
ofexpcrielIced IT 
profcuio..... to cxceufle the 
prlIClCIICS. 

~ EstlIblilhand 
codifY arcpcaIIble procea 
for Major S,... 
Acquilitioa (MSA) 
dclipalion 110 .... than 90 
daYl after sipIbn thai 
ac:c:ountI for IlIlIItoIy 
liIIIdiaa tInsItoldL 

h."1UiIF8YO}Ellablilb a 
pllll to pIO\'ido owniIht to 
~ befcnMU__ 

A and after Mi1lltoae C to 
c:omplcnalt ameat 
monilDrins of..... B 
ae:tfYitics DO ..... tIIIII 120 
day'Iafterlipaturc. 
Additiollllly. the 010 
~thatthe 

DONIIFC c:oordillte with 
the DONIIC, thD DONI/A, 
the CPO, and the CIO 10 
codify a~lIO ..... 
thaII 120 day'laftcr 
lipIhn, thallllcluda 
perfornIuIIlII cIaIa for all 
opaatioIIa\ MSAs in an 
appcndlx to tbc _UaJ IC 
I'nJ1lIIII ~ Plan 
(PMP) repaIt. 

i.~DDNIIFCIIIId 
DDNIIPPIt to revile the 
ACCEA 110 later dian ISO 
daya after lipllllWe, with lllD 
followina objectives: A. 
Alip goaII wilb IIlBICd 
stnIe&Y elanents: Policy 
Guidance, MonitcJrin&, IIIId 
Comc:tilC Action. 
B. Update ACCEA 
Immediate ActiOlll to 
addreII c:onecliWl action u 
apriority. 

(U) Appendix A: Status ofODNI OIG Recommendations Made Between 2007 and 2010 

Dill 11,ltl 
\lfIOIl\ III I),tl, "-1.1111\

I{, \'1 pi' III 

c====r--------------~- -------- - -

(U/1FOU0) 010 willlllllnitor the CIO lC-orpDizIIlion to CIUlInlthe IT 
portfolio IIIIIIIallCftICt function 1III'Viw:s, IIIId will monitor the 
rd-'ionIhip to _ proper coordinItion, inlqratiOll, and IIwinI of 
information bcIwecn ATclF and CIO with the goaJ ofc:loIins thil 
recommcnclllion in the next rcportins period. 

~--------------------- -------- - -

(W~ 
CLOSED 

c==J--------------------- -------- - -

(UlNeU9) 010 will monitor the deVcIopmcIIt of the 2011 PMP 
RcpoIt and work wilb ATclF IIIId SRA pcrIOIlIIIll to identify ~ opporlUIIities for IIIllIC dd8i1ed I'qIOI'ting It the KPP \IMlI foreach CLOSEDMSA, ifpoIIibIe. 

~Thc new Nationallntel1ipncc SlnItC&Y wulliped 18 
Alii 09 and included Enla]lrise Objective 7: IqJI'OWl Acquisition, 
neptinllbe IIOOd to revile thD ACCEA. DONI!AclT iI in the procea 
oflCll:Uriq ICCOIIICIII on ICPO 801.3. Alofl June 2010, still 
awllitinl AclT'I Ie c:oordination. 

~ (tiN¥Q1l9) A reviled, abbreviated vasioa of ICPO 801.3 has been OPEN
IIIbmilled for c:oordination. To c:10IIC0 ICPG 801.311OOd1 to be iIIued. 
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I)lll 1l.IIl 
RlUJllIllIllld.1111I1I I \ltlllil" lo 1l.ltl "Lilli" 

~l ( Ipll lIt 

C. Elevlle worldbree 
qualification and 
ccrtific:alion pI 

j~JO)EatUlIish a 
~~ anIadc11as 

rl'Jmn 10) SAE StaffIncluded IC lIpIIC)' compIilInce Infolllll1ion In
lb;'iOOI AIInuaI PMP n::port. The 2009 PMP n:port did not IddreD 

Instane:es of IC lIpIIC)' III)' c:omplianl:e i.- thouah the 010 Wllawl/'e of_ challenges 
noncompJiln:cwithlC with at IClSlone Ie qc:ncy. 
acquisition policy and 
proc:elII discipline 
brakdowns DO later titan ~O)To close, thI: 010 neals 10 verilY thc:rc IllICCOIIIUbiIily 
120 daysafter sipahn. An 
option thI: ONII1III)' willi to 
consider is to estIblish 

October 2009 
DONI/AT 

for compT_ isIucs idenlified in thI: aanual PMP. Thet 
IICOlllllability should lilk to conscq_ fian CFO 
(ftlCOlIIIIIClIIdalioa above). 

~ ....)
''''O~uv 

ODNIIllaffI__ posilionl 
atthelCagenciestoBCtIl 
thI: forward-ciqlloyed fOC81 
points for all actions and 
Infommlion JeqUCSIS 
tnnsmilllll1 from the ODNI 
SIIIfT10 an lIpIIC)'. 

k.1bNEoUo) DDNJa 
cIMtop ar..iI.:k 
mecbIIIiIm within the ODNI 
SlIIfTand wlththl: IC 
aaencicl DO 1aIIr than 90 
days after lipaturc. This 
fcedbIck should Infonn the 
IC apncIcs wbal Is bcilll 
do. with raquestaI 
Information, and It lIbould 
provide detaII8 ofvaJt». 
IIddcd ClOIIIributioa8 by the 
ODNIIlaIt 

September 
2009 

fi1mreuD) 11le DIS Memo to \be ODNIIIIaff(fJS 00770) dated 16 
jUt cW~ tbis_1datioa. 

II (!!II j( \1 I( \1 \' \(.1 \11 'I ( II \1 I I '(.1" i1,,",<i ,,,,21111"
 
Illl'\1 I ,lll'!I) IlllI'I" 'I
 

L (U) DofIIII the rw1Idve 
intcmaIlUlhGrilicl ofthl: November (U) 
DN!, PODNI, and 0Ihcr 2001 CLOSED 
ODNt_1or iliff. 

b. (U) Publish !CD 50I and 
llIJ'IlOdina dinl::tiVCI 
pIOVidina IC-Icvcl policies November (U) 
tbat expand and Impnwe 2001 CLOSED . 
iIIt"ot'aIlon accas for lite 
aaaIytic: llIIIIIJIIWIity. 
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J{"'4IllIllI'lId.111l1l1 

c:. (U) Develop IIId 
impIcmcat an IC plio for 
llIDd8Rtizins 
_njc:atjm~1iId 

-.ulinlq!be IC dIla __and .... 

lIdlita:tln lO nduc:c 
IedImdIDc:y and limpIify 
dIla IICl*IIIId NlrieYaI. 

Dill Il.Il' 
({UIPI\III 

November 
2008 

\,1Il1l1\ III /l.II' "1.1111\ 

(U) 
CLOSED 

d. (U) Require c:ol1llboratio1l 
IIIIOIIIlbc IIIlioa8IIIpIlc:ics 
on ~ syItaDI, and 
lKXjUisiIlons in ICCORIIJlce 
with fimdioaaI !IIIIIlIF"""1 
autborilia and 
nllpolISibiliIieL 

November 
2008 

(U) 
CLOSED 

e. (U) DeYclop MOUa for IC 
ei-athat_ 
lIc:c:CIlIIIIab lO IdI ODNI 
and IDCIIhcr ao~cmmcaI 
qcnc:y lO dcIiJlca10 
financ:lakelaled lOla and 
reIfICIIIIIbDilia. 

NoYClllbcr 
2008 

(U) 
CLOSED 

f. (U) En... the ))oJ at ill 
b.... leveII in onIcr lO 
CCIIIIIIIUIIIc:ate llatiDaal 
intellipoc:e inleralllO the 
DoJIlldIO~ 
appropiIaIo IepI and poIic:y 
cbanpa duvuIboul!be IC. 

NoYClllbcr 
2008 

(U) 
CLOSED 

I- (U) fCJc:UI cffonI CID 

fiaslizins !be ODNI'a 
pidelm.ImpJcmCaliDa EO 
12333. 

NoYClllbcr 
2008 

(U) 
CLOSED 

h. (U) FmI.and pdIlish 
c:ri1ic:al1CDs, inc:1udiII& KD 
101, ICD 303, KD 306, and 
)CD 50I - "AI:alIIlO mI 
DisIcmination of 
1DIcI1iaenc:e-.. 

i. (U/~o-Iopa 
formal ODNI proceu for 
timely leIfPCIDlIina to 010 
RlCOlIIIllCIIda and for 
lrac:ki. implcmenlalion of 
l'GCOIIIIIIaIdaiollilbat _ 

ac:e:cpIed by manaaemcnl. 

"(iaIUed: 
Novanber 

20(8) 

DDNIIPPR 

(issued: 
~anber 

2008) , 

CMO 

(U~) 010 and !be CMO follow a pruc:c:IIII for ODNllO JCIPCIIld 
lO 010 Jec:ClIIIIIICIIdation ill a limely _. 010 and lbc DIS will " 
c:onIiJlue lO Irac:k n1l11011ilor open nlCOIIIIIJl:IIdtions under" Ihia 
procesalllllil suc:h lime u Ihil procesa c:an be fClllMlizaL 010 to Ie-

ICIId JII'llllCISlld procCIIlO DIS for fonnaJization. 

11Iia c:an bec:1oaed w1lcn Ibc proc:as ia fomaIizcd. 

(U) 
CLOSED 

(onreuo) 
OPEN 
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11111 11.1 I I 
1<llOIIlIIJ( IId.1111I1I \1 tlOII, til D.111 "t .llll' 

I{llipilill 

j~Appoint. 
_lor ofllcial 
NIpOIIIibIe for impIovllll
colWaatioD _ iDtetIratioo 
bctwecollUlllllOlll 
'tadiliollal' iJdIlI1ia-:e 
qcnc:ia (thole focuIed 
CIlclulivelyon iDle1lip1ce
plbering _ IIII1ysia, lIIICh 

uClA, NSA, DlA IIUI 
NGA IIId IC CIIlitics with
clUllllaw llIIfOn:aaad _ 

illlcnipac:e miIIioaII (1Uda 
u the FBI_ DHS). 

Novcmbar 
2008 

It.~O) R.cvIIC the 
audilability snIe&Y with 
Wpl'dI!es for lIdIievilll 
audilabiHty billed on 
IIand8rd filWlCiaI sysImII 
_ ICBT initi8liYcs IIId 
monitor prosras towllds 
IUdilllbility. 

(i....: 
Novcmbcr 

2008) 

CFO,CK>, 
BTO 

I. ~)~Iclellld 
IIIbmiI to Conpas the 
remalnlna flJuclal pllDs 
_ lI'dIitectuIeI that wa. 
due to the SSClIn 2005. 

f......: 
November 

2008) 

CIO(BTO) 

ID. ~Expedite the 
fiJaliDlion ~ of 
_ U.S. paDIS nJIcs, 
priacipla, or..-mPtioDs. 

. 

(laued: 
NoYClllber 

2008) 

OGC 

I 

(OHFoUo) 
CLOSED 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

~ 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 

I 

.~ 
I CLOSED 

I 

~ 
. CLOSED 

/(b)(S)I 
I. 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 
I 

I 

I I 

I I 

I I 

I 

I 

I I 

I 

I I 
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HI, Ollllllllld.111I11I 

n. (U) PubJiIb a clcflDiliOll or 
collebonllion for IIIe IC. 

o. (U) lAId IIIe etro., 10 
define whal COII8tituaa 
"IyIIaD" forcoruistcallC 
lpJlIiCllion for boIb 
IUdiIibiIity and busiDeIs 
ImmfOrlllltion. 

p.~1!nIure 
JIIOIIIPIIIIlI complete 
iqII_lIIion orthl 
.--daIionIIorlbc 
FISAPancI. 

I) III /).1 I I 
I 
{lllpllll' 

A1IpIl2OOl 

PAO 

(illSlllld: 
November 

2008) 

ADNIICIO; 
CFO;coonI 
wilhPPR 

(1IISlIIld: 
Nowmber 

2008) 
OONI/C. 

\"11111\ III D,lll' 

(U) HIS d.tillld "collaboration." 

(U) The clair IIId underaIIndabJi cleliallion ora syIleID does IlOl ail! 
IIIrouabcU Ibc: federaJ go\CllllllClll. 'I'IIeret'oR, Ibc IC CIO is IIII8bIc: 
In dewIop a defiDilion jusl for Ihe IC bocaulIe IIIOIt apIICiClllIe.. 
hatted (IC and DoO). Ho_. in April 2010 in ~ In 0lIl'__I..,.,EWlhltldDIt 0/l_b1JIIMJ10 llllJll-trltiDII 0/
F«IIn' l~S«:vriIy M~'.4e:t Wldlill die lllllllJigel,,:e 
COIflIIIUIIiIy. we -1'ClCOIIIIIIald IbII the IC CIO devcIop auldlnce 
ror Ihe IC IpIICics dill idaIIilics whaldcfinitinn sboukl be II8ell ror 
FY 2010 F1SMA rmews. 

(U) 1'bcref'ore, we lieclosina !hisNCllIII-*ion and trdinl IIlIIIda' Ibc__I repod. 

~ONlIIII CllllbJiIhed procell for ensurina 
ImplemcnWion or Ihe F1SA Pancll'KGIIIIIICIIdlions. 

"1.1111\ 

(U) 
CLOSED 

(U) 
CLOSED 

ltJ»peyo) 
CLOSED 

,I,ll \\1111 1,"(,1<\11'1' \'1l«1I1 \1;llI'\IIIi'liI\I.'II"[J< "II
 
I, I ( ( I \ I \ II 'II \ I I ( I'" 1I " III ,I \ 1j.' 2I II I \
 

,101 \I 'I (111"'112,.111'1, ,
 

L (U) AppoiDIa _iDr 
officer 10 UIiIt Ibc: ONi in 
-ma Ibc iqJlemcnDtlon 
orand compJiIIIc:e with 
rec:o-.dalionll ClIll1IIDed 
in 010 IqlOrtS IIIlI JeIcvant 
~fiomolllcr 

reporlL 

(U) The DiIec:tor ordle Ialelli&aa SCaff_livaIlhis 
fllIJIOIIIlbiI ity. 

(U) 
CLOSED 

b. (U) M.u !be EXCOM 
_ OEXCOM pcnIIIIBl 

endl'" 

c. (U) CIeIrIy define and
COIIIIIIIIDIcIIe die 10__ 

IWJIOIIIlbilida orthe 
OEXCOM In the Ie. 

AuIlISI200a 

. AuIlJll2008 

(U) Charters estabIisbinllbcEXCOM IIld OEXCOM .... 
~lIIIIIlIon12JIIIIC2009. 

(U) a-- alllblilbinlllle EXOOM lIIId OEXOOM .... 
diaaninlled on 12 J_ 2009. 

(U) 
CLOSED 

(U) 
CLOSED 

d. (U) DiJa:lIC l-ten In 
inIIrucl dIcir tapClCIiw 
cIcmcn1s In CllClIdioatc 
hanIwII'C ICIpIisiIion 
RIlJ1Iu-ts Ibrouah tbe 
IppIOJlriate OONI 
orpnizldion. 

Auaust2008 
(U) 

CLOSED 
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I{n ""IJII~ 1)(1.11"," 
I>II~ 1>.ltl' 

\~ Iltlll\ III ().II~ 
1{~~lpIlIlI 

..., 1.1 I II , 

e. (U) PiaalirJe II1II (U) loint AIdIitectunl Referatce Model V 1.0 buclinlld by loint 
COlIUIlIIIIiI:IIe an IC ~ SyIIems EDIi-ma Corum 29 April 2009 II1II 1JriDf'ed to IC2PAC 16 
lldliteclure pIIII dill 
__.......eholder AupIl2008 1_2009. (U) 

CLOSED 
IapuIIIIId NqIlU-1I U 

IIPI'IOJII'.... 

r. (U) Idcndfy IIId develop (U) IDC~ Intqpation Propm (I2P) RoUnIp VCIIioa 2.51 
IIlIl:lioll plaD to IlIdraa the pablilbcd 1_2009 proYidca iDlegratal plan to a1ip CMI' 38 
tedIIIoJosical c:haIIenp that illiliati_ to impIovc int'ormatioo imqpaIion 8CIOSI the Ie. 
iDbibit collaboratioD IIId 
iDf'ormIIioD .-ma-
perticuIuIy, -.compIllbIc AupIl2l108 (U) 

CLOSED 
IT nctworbdeployed 8CIOSI 

the IC,IIId illlufticienl 
budwicIIb lOr video 
1CIel:onfeIaIciq.. 

.. (U) RequiRI ODNI (U) Memo fiom the DIS to a1lllOnlpClllClll '-IIdil'llCled tbaa to 
orpnizlldClllJ to inf'onn Ie provide this tDfonnation In COJVunctlon willi ODNI lIIItina-
ClIpIIizaIIona orthe JIlDPOlIIl 
IIld ~ oCdIIa cal.. AupIl2008 (U) 

CLOSED 
U JlIfl oCthe lIIkiDa 
~ 

h. (U) SUre the raullI oC 
thiI Di8postic with Ie 
elCIIIliIlI. 

(iIIued: AlIpII 
2008) 

DIS 

(U) 
CLOSED 

i. (U) Bricf'the ICLC on tbc 
rauIlI oCtbis ....iDc 
DiaIInmtlc. 

(iIIued: AupIl 
2008) 

OIGIDIS 

(U) 
CLOSED 

j. (U) RequiRI all ONI dir8ct 
IIlpOI1II11d Million 
ManIprI to dcveIop IIId 
IlticuI8te tiler rapective 
rollllAd IIIJIOIIIIbIUlieL 

(iIIued: A\IIUII 
2008) 

DIS 

(U) 
CLOSED 

k. (U) DevcIop IIlllUllio
vilual .....lllion 
iDll'DduciDa the DNI IIId the 
role oCtile ODN I ht tbc IC to 
all new IC membera. 

(iIIucd: A\IIUII 
2008) 

PAO 

(U) ODNI PAO nil..... the ODNI Command Bricf'ma in M8n:h 2010 
for IIIe ICI'DU the Ie. (U) 

CLOSED 

I. (U) CoordIaaIc and 
_lidlIIe IlIIdwn lAd 
IOftwue ecquisition 
nlIIUirllmcaIs. 

(Iauat AupIl 
2008) 

CIO 

(U) 
CLOSED 
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I{ll "llllIlllld.III"1I 
DIH 1).lll 

I{lllpllil I 
\l! 1"11, III /).lll' .... 1.1111 , 

m. (U) Direct die DONI for 
AnaIyIIs to devcIup eel 
impIcmmt JlIOCCIdura to 
CIIIUJe the accurxy aDd 
quIIity ofiDfonIIIllOll in the 
AnIIytic RI:sotRes CataIoI 
(ARO. 

(lauaI: AupIt 
2008) 

DDNJlAlCHC 
0 

(U) OICO bu Iaunc:hed the 1nlelJi&ence CIpebiIiliei CataJoaue (lC3) 
lo .... tbcARC. 

(U) 
CLOSED 

n. (U) EIIIln that a111C 
cJCIIICIIIJ aRllll:OlpOl'llilll 
Ihe nlqIIiremaIli of!CD M I 
in cqlloyclll )lCIfornnce 

-,'_.; 

(lauaI: AupIt 
2008) 

ADNll'CHCO 

(U) CHCO bu cloc1nncIQd that 161C clcmada have implcmr:oled the 
requirements ofCD M I in paformIncc IppI'IisaIs, one is in the 
~ ofimplcmr:oti.... 

(U) 
CLOSED 

o. (U) Direct tbc ADNlIClO, 
in coordination with the 
DONlIC eel DDNIIPPR, 10 
CIIIUJe throqh appropriItc 
pidcliocs, poIlcie1, 
directloas, II8rIdsnls eel 
busiDas pmctic:es thst web-
based 10011 aDd toeIIIolOlY
CII8bIc and ___ mission 

(lauaI: AupIt 
2008) 

ADNIICIO 
lad; DONI/A, 

DDNlIC, 
DDNJIPPR 

(U) A.....U_'s Guide eel Sourcioa ~ for 
~ing AoaIytic Proclul:ts. A·SJ*C it covered in Analysis 101. 

(U) 
a.osED 

efrediveoca. 

p. (U) Iclcntify, compile, 
maintsin, IIId ~ In 

, the IC s list oflbe Cllpe1isc 
ofslllC cIemcnls. 

(laued: AupIt 
2008) 

CHCO 

(U) IC3 will provide resident lIlpe1lsc ....nlc cJcmcots. 

(U) The PDR has DO expected compIcIion dsrc yeL M8Iy Kay is Ihc 
POe. She hopes to have milCllOllCl by Jan 20 II. 

(U) RecommcndatiOII win be do.t 0IIl:C the 10 it deployed IIId 
_iblc. 

(U)OPEN 

q. (U) CI'CIII& scIClII' aDd 
llICCiDCl misBion IIId vision 
stIIeIIIClII for the ODN!. 
Publish aDd communic:atc 
tbc ODNI million aDd 
vision 10 the ODNI aDd IC 
e1aocnts. 

(issued: AupIt 
2(08) 

DIS; PAO 

(U) 13 Dec 2010  PAO provided tbc CMO with. draft mission IIId 
vision ~I, which is in review and coonlioltioo. PAO is 
draftio.s communicalions plan 10 launch tbc mission and vision 
I1181anenI in J8IIIIlII)' 20 II. 

(U) This recommencIation will close when s million aDd vision 
II8ICmllI\t have been formalizlCd III1d • commuoil:ations plan hu becn 
developed IbM ctrectively publilJlcs end communildcs tbc mission end 
vision 10 the ODNllIIld IC. 

(U)OPEN 

r. (U) Publish • cIcftnllioll of 
col1Ucntioo for tbc IC. 

(issued: AupIt 
2008) 

(U) 
CLOSED 

PAO 

L (U) DItcrmioc which 
recommeodstioos made in 
the AclJinIIII«1ldJaf' 
~&WoIuIImI 
study sllluld be 
l~aDdlPPOinl' 
ICllIor ofliccr to implrmcot 
tm.~ 

(issued: AupIt 
2008) 

DIS 

(U) Per 3125/10 cmailliom DlDIS lIIlIII)' oflbe ~ionIof 
the IIUdy __ incorpol.-d in otIIcr DNI initisti-. ScvwaI otIB 
recDIIIIIIeIIdIn not in line wlIb the NIS aDd tIIIref'cn sbouId DOl 
be implaDcllted. (U) 

CLOSED 
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l~lll)J1I1IIllld.111I)J1 

l. (U) Ealablillb III "AlII: the 
DNr' link on t1Ic DN! 
homcpap to IOli~it 

questionsllld comments 
from the Ie workforce. 

u. (U) ConmuUc:ate 
lmmedlateIy to the IC all 
IPIJIOIlriatc EXOOM 
.....and miautcI. 

Ilill D.lll 

l~lllPIlIII 

(issued: AU8JIIl 
2008) 

PAO 

(iIsued: Au:pIt 
2008) 

DIS 

\l'lIOIl\ II) D.lll 

(U) PAO his updated a1ll11l11tctina JIIIlcriaIs 8IId his fualized 
lCIChnical chllllPS to t1Ic AlII: the ONI JII'OllI8IIL 
• 3 week pilot to IauIcb 17 Dec to limited ODNI 
• 17 Jill Iaunc:h to entire ODNI workron:e 
• PIIIII1cd Man:hIApril launch to Ie . 

(U) Rec:ommcndIIion c:aD be clolcd when "AlII: the DNI"' ill avail8blc 
to the JC workfOrce. 

'>LIt lI' 

(U)OPEN 

(U) 
CLOSED 

v. (U) IDcentivize individual 
and 0IpIIizIt~ 

collabomioa. 

(i8sued: Au:pIt 
2008) 

CHoo 

(U) 
CLOSED 

w. (U) MIke Joint Duty 
-8JIIIICIIl8 rcimbunabte or 
inIti_ex~ 

lIlIlIIIIflIIIall in ordI:r to 
IIIdraI tbc iIu:ofmiulOll 
impId. 

(iBIcd: Au:pIt 
2008) 

CHoo 

(U) Some ClU:1IInF III'IU..... have been imp'-ted. This 
AlCOIIIIIIeIIdan -Illd ott. rdIIcd recommendations- was capClnd 
in ourJaild Duty Report (Nov 09). 

(U) 
CLOSED 

II. (U) MUe Joint Duty 
opponunitilllVlilablD for 
_IC profeaionll 
CIlIFria· 

(Iaued: AIIpIl 
2008) 

CHCO 

(U) 
CLOSED 

'J. (U) Commuaicale JolD! 
Duty --.and-..dl 
to the IC u • way to 
encourqe pmticlpation. 

z. (U) ReauJarly d____ 

1adenhip-.., 
iJlc:1..m1 vmou.lqIOIt 
f1IIdlDp IIId IC 
cIcwIopmcall \0 the IC. 

(iIMd: AU8JIIl 
2008) 

CHoo 

(iIIued: AIIpIl 
2008) 

PAO 

(U) 
CLOSED 

(U) 
CLOSED 

IL (U) Provide tbc IC with 
periodic ...,.on JII'OINU 
beinllIIIde in IIIkmainI . 
tbc ftDdiDp oudiDed in the 
November 19.2007 ODNI 
10 DlacminItion Report. 

(iBIcd: A\IIUIl 
2008) 

PPR 

(U) 
CLOSED 

lIb.'(U) CommunicIIe IIId 
imp...ODNI ....... 
ta8intr 1tIIIdIrdI.s 

(1IUld: AupIt 
2008) 

PPR 

(U) 
a.osm 
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f)lIl 1),lll' 
l{ll'lllllllllld.ltIOIl I \rllOll' to f),lll "'1.1111' 

{lll pll III 

JIIOCfIIMIICIOII the IC 
IDc:IulIed In the 500 Day
PIIIL • 

cc. (U) Direct alIIC 
elcmadlto _ .... lbc 
CommwIity bIdp for 
facility _1IId bcsIn 
-=quiring dcviI:a that 
-..u-Community 
bIdges. 

(-.ed:AuausI 
2008) 

DNI 

(U) 
CLOSED 

I 1 I I l ~ III is I I I) I " \ [ [ , I ( ) 1< \ I \ I I ( ), '-, I ( [ 1< I I l \1 \' \(,1 \11' I \( I 1<1 \ II \ \ 

I I" III I \It  ~qlli\1 

( I ( ) I \I III ( I ()'-,I I) I) (H'I , II 

Ia. (U) CIO complete. 
documenlal c:omprehcnsivc 
infonnalion security 
JII'OIPBIlI CXlnsislenl wilh 
flSMA requirements IbaI 
includes the followina 
c1emenlJ: I) paiodic risk 
-18,2) policia mid 
proc:cdura buaI on risk 

(issued: A......
-18, 3) p_ for 

2008) 
/ 

providing appoprialc (U)OPEbl/ 
informalion security. 4) / 

ADNIICIO / 

Periodic lcSIinl mid / 
/ 

evaluatiOll oflhe / 
/ 

inl'ormation security policies / 
/

mid proceduR:s, 5) A proc:elIII / 

for deveIopilll a plan or / 

action, and 6) Plans and / 

procecIuJa for devclopiDl 
CXIIItinuity ofopenIions for 
information S)'SlCIIIS. 

Ib. (U) CIO to esl8bliah 
mi~mldcomplele 

IlnIIeIic p.... and JIIOar
and ftnaIize syIIcIII 
inVClllOries. (islIuaI: AuausI 

2008) (U) 
CLOSED 

ADNIICJO 

/ 

/ 
/(b)(5) 

/ 
/ 

/ 
/ 

/ 
/ 

/ 
/ 

/ 
/ 

/ 
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Dill 1l.1I1 
){\ \"'IIIII\'lld.111<11I 

1{\\IP1\lIf 
\\I!OII' I., 1l.1I\ "1.1111' 

. Ie:. (U) CIO chmlIop (U) ADNIICIO illlUClllm IC Infommlion Sec:urity SlnIe&Y, but the 
informIIion .-ity lIlr8Ie&Y doa not c:ontaln paf_-. CIO will bavc 
....,.pp_dill define paf_1IICUUIaI by 2011 orbeyond. ~tjm e:1osed 
the followinl lOr its .....ClO c:onlinllCllO follow OMB'slClCUrity pafonan:e 
infOl'llllllion .-ity __va Ie-wide quarterly IDd lIIIDlII1 FlSMA rcpoItilll per 
propam: I) CIcIr IDd FlSMA tcpIation. 
c:olll(lldlcnlivc million, 
vision, pia, and o1ljccti_ 
.... how they l8Iate 10 
qenc:y million, 2) Hisb 
level plio for lChicvin. 
information aec:urity .... 
IIId objec:ti-. inc:1udiD& 
short and m1d-teni1 

(iuucd: AlJIIIIl 
2(08) 

(U) 
CLOSEI? 

objecti_lO be IIIlll1 
lfuouabout lhc life of tbla ADNIICIO 
plio lO IIIIIIIIB proaiaa 
lOWIId IlII:CCIIfWly 
fialfilllJll the idendf\cd 
objectivea, and 3) 
Pcrfam-c:c IllCUUlalIO 
c:ontinuously lIlODitar 
~of 
identified pia IDd 
ob,jcc:ti_1IId their pIOIICII
lOWIId Ilallld ..._ 

lei. (U) CIO 10 cRb!iIh (iuucd: AupIt 
milatona for completion of 2(08) (U) 
the infCll1Mlion ICc:IIrity 
IlrIleIic: pllns. ADNllCio 

CLOSED 

, 

2L (U) CIO ill coonIinItion 
with DlDMS to -.bUlb. 

(U) MSC bu ClOIII(l1cted ita RlIdmap. ODNI 010 RlCODCiIccl the 
iDveatoricI durina the fY 2009 FlSMA review. Honvcr,thia __ 

IOIdmIp to identifY the 
InvtllllllY ofI)'Il8III thIt .. 
ODNIl'Cl(lOllllblUty IDd 
those t1IIlan: JC.wide 
nIIpOIIIibilily and eatablilb • 

(... A\IIlIIl 
2008) 

CIOIDMSC 

aleplatlvc ~Nquircmmt (.... USC Sec: 3505 (e) (I) for MSC 
and the IC CIO. (U) 

CLOSED 

I~ for c:omplclioa of 
IOlIdmap. 

]a. (U) DlDMS to deIipato 
• _ior qenc:y oftlcial 
n:sponsiblc for IClCUriIy of 
ODNI infonnation and 
infonnalion I)'IIanI whether 
ODNI owned or opaIlCd by 

(iaIuaI: AupII 
2(08) 

MSC 
, 

(U) 
CLOSED 

IDOChcr IIICDCY or by • 
c:ontnIIClor on bcIIIIfof 
ODNI. 

3b (U) DJDMS c:omp\clc. (iIIued: AupIt (U) 
doolJlMlded c:omprchcnaivc 2008) CWSED 
Informltlon IllCUrilV 
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J{lClIllllllllld,1111I1I 
Dill IJ,I(l 

\ctioll\ to 1),lll 
HlllPllll1 

"1.1111\ 

JIIOlP8III c:onIiItCIII wiIh MSC 
FISMA rapJiJmJcDls lbat 
iDcludes the followiDa 
dements: I) paiocIic risk 
Duurmcnts, 2) poIicia1l11d 
procedura ~ 011 risk 
-...3) plllDs for 
JIIOvidiDl appuprilIIe 
iDformation aec:urlty. 4) 
Perioclic tcDtiDa IIId 
CV8IuaIim of the 
iDl'ormItion -nty policies 
8IId pIOCCllIuIa, 5) A JlIOCCDD 
for dcwlDpina. plY or 
ICtloa, lIIId 6) Plawllld 
procedura for "'opinl 
continuity ofopcnbOlll for 
iIIl'orm1tioli FyDIrmI. 

3b. (U) DlDMS to estabIiDh (iDDucd: AuprI 
milestones for COIIIpIction of 2008) (U) 
the informBtion aecurity a.o5ED 
proJrIIIL MSC 

le. (\1) DlDMS develop 
information -nty 
llrlleaic p1_lbat dcfiae 
die followinl for illl 
information aec:urlty 
JlIOIIIIII: I) C_1IId 
~lvemiaion, 

viIIon, ..... - olI.iedi
8IId bow they .1IIe to 
qency million, 2) Hip 
IcYeI plan for ICbIoYiDl 
Information -.it)'pia 
IIId objecdves, laeludilll 
ahort 8IId mid-Icrm 
ob,ica_IO be ... · 

(iDsued: AUJIIII 
2008) 

MSC 

(U) 
ClOSED 

tJuou&bout the life oflhls 
pllll to IIIIIIIF Jl"l8ft8I 
IoWm'lI DUCCelSfbDy 
fillfillillJ die idamificd 
ol!jeClives, IIId 3)
Paformance_ to 
coaIinuoUl!y IIIlInilor 
8IlCOIIIP1WImcnl of 
idallifiecl .... lIld 
oJdectiwl lIld lbeir~ 
IoWm'lIIIIIed .-a. 
3d. (U) DlDMS to e:atIbIiDh (issued: AuprI 
mllCllOllCl for COIIIpIction of 2008) (U) 
die iDforIIIIlion aec:urIty ClOSED 
IlrIleJIc pIIDa. MSC 
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(lJ) Promulple I 
(iDuaI:

~heIC..,ide Febn8Iy 2008) 
pol~ dcIrIy defiaina 
aaax:Y , dc:pIrmea1lll1'01cs 

NCfCIad;
and n=spoDSibilitia with DDNIIPPRI
rcprd 10 lhc Wlfddill Policy
IICIIIIMion (IIUCCII. 

(lJ) Publilb iJmim IC-wlde 
pidance dIat ...die 
DNI', viIioa fOl'dIe IC 
W8&Chlill millioa and 
lIIlIuiRIach (iaued:
aaencYI~to: febn8ly 2008)-sa rapoIIIibilily for 
WIIdIlist liIIIcIions, 

NCTC;colllborale with NCTC to DDNJIPPRI1I11p IeIpOII8iblllu. Ibr IC PolicyWllChIill tiIIIctloaI, and 
idIInti6' waldI61l 
aetivitielfJJrolra fundiD& 
lIIlIuiRmeola 1IIIlV0I' 
sbortfaII& 

(U) DcwIop I ror-J pllm 
(with tlmcIiDeI) for 
IpIIClaldcparUDenla to (11llUed: 
.....NIPClftIlblIlty &om . FtllJn.y 2008) 
CIA for review1llltbelr OWII 

NII-timl cable.me for Ibe NCfC 
J'UI'POI8 oflelrDrill Wllcblill 
_iaatlOaI to NCTC. 

(U) DevcIop IIWIcI8rdlzed 
r-tfor . (lIIIIlld: 
.,.ncyIcIepnaeaI """-y 2008)
~loNcrcand 

rom-I. die buliDaI NCTC(IIOCCII.for IC wm:blisl 
IIOlDlIlllllons 10 Nere. 

(U) DeYeIop and malDlIlD I (iaued:
 
ceu&nI R:pOIIItory for Febn8Iy 2008)
 
WllChliIl panina
 
doc:uIIIealI for die Ie. NCfC
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1)lIl 1>.11l'
1< l l I1I111l1l II d .1111111 \l'IIIIII' to 1>.lle ..... l.IlIl, 

I<llqllllll 

(U) In coordinalioa wllb 
DOJIFBI, build OIIlb1: (iaued: 
Tenorist ~..Ceaw Fcbrury 2008) (U) 
(TSC) proIOCOls and )WOVide CLOSED 
additloaa1 pidaDce to lbI: NCfC 
wllchlilt COlIIIIIWIit)'. 

(U) UpdaJc the TSC 
MemorucIum or 
Uoda'slaDcIiD& (MOU) on 
1be IDtqp'8IioD lIIId U. or (iIsued: 
lknleaing InfiJm.non amd (U) 
Addeodum B to lbI: MOO to 

Fcbrury 2008) 
CLOSED 

msurea11 NCTC 
p.nicipalinllC 
qeacieIIdcpertmealllR 
Jiptoria. 

(U) COlIaider opliOlII for 
incclI'pcntina tbD_ 

(iIsued:
thai flmd tbD IC'IIIqIpOIt (U)F""'2008)for tbD W1IIChIIstilll eft'on CLOSED
into the NIP budaet ... NC1'C;CFO
lban Jdyina primarily 011 CT 
suppIemIntaI ftaDdlna. 

(U) Work with Coqras to 
chInae lbI: provilioasor 
Title 50, United SIIlcs CocIc, 
Section 404n-2 to Nf1ec11be 
lI1IbIilhment orNCfC'1 
Tenorist 1dIIItitiaI DIIamart (iIsued: 
En~(TIDE). the F""'2008) (U)
USO's centra1111111hmed CLOSED

NCTC;OOC;kMwledp bInk or 
OLA 

InformatioD, ..lacina the 
TcnoriIt IdIlIIJfIcatton 
C"'lfation Sylln 
(11CS) ftlIIIIII-ls 
lIIJIICified WIder this seclion. 

intaDItiona1la1Ori1t 

~ 1111- \,III(I\II\\IH II \\ II H 111""1 \II'\II/I'IH "I '''111\1 1(II'IHUI'(.II,,",d " 
I II I I \I \ ( I ( ." I Ii ~,I )1'1 , 'I 

~)Appoint. 
';;';k;ODNtofBclaJ 
repclItiDa directly to 1be DNI 
or Principal DqJuty DNI ~) Per ICD 101, 1be DDN1IPPR bu lbI: authority to 
(PDDNI), with the autborily promu1ptc IC Policy Ouidllllcc. 
and ducy to promllIpte 
policies IIId pI'ClCllCbcs 011 

inteIllccnce d-.uDlliOll 
and access. 
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1{('('II/lI/l1\ IId.111111I 
Ilill 1l,IIl 

I<llljlll lit 
\llillll\ !II 1l.ltl .... "1111\ 

b. CU71Peuo) AppoiDla 
_iorODNI oft1claJ 
reporIiDI dinlclly 10 tbc ONI 
or PDONl, wllb tbc 
III&hority IIld duty lu 
tlIIUIlIIb a ~ for 
IIIOlIIluriDtI 1....1matalion 
oftbc polic:lellad 
prIlClOCIma by the qcncia. 

NovaDbClr 
2001 

, 

(01I'FgUQ) 11Ie ADNI CIO wu eppoinIrld the IC Infonmtion ShIriDs 
l!lIeeuIive ill 2007. In 2010, tbc dIIe of~ SIuIriIIa Euculive 
..deIepIId lhJm lhe IC CO lu lhe Deputy AIalIIaaI DN1 for 
Polley IIld StJateay. 11Ie DeW IC ISE ill dlra:tly I'IIPOIIIibJe to tbc 
PDDNJ. 

=) 
e.l. (U) Ealablish .... 
promulptc IC standanIs md 
a process fll' tbc 
dislemillltion of"'Ihe 
inlelliaence n:portina to 
enue dud aISIOmer 
"llJuiremenlS are better mel. 

(iuuaI: 
NoYClD1la' 
2007) 

ADNlJPtlS 

(U) 11Ie ONI iIIued'lCD SO I, ICPO 501.1, md SO 1.2, but tbc ONI has 
not cleflllllll MllIISiliw inlelliaencc." 11Ie IC ISE expreaal doubts 
aboul tbc desirabi6ly ofdeflllina llIISitive intellia_ but, U III 
altcmate apprllICh, ia workina 10 cIeveIop crila'ia thut ct.:ribe 
informatiOll typeIlo be COIIIidered _11M inlelliaencc. (U)OPEN 

Slalldards should illl:lude or lad; 
provide for: 
A IlOmIllDll deftailion of 
_itive Inrellipacc 

ADNIICIO (U) 010 will evaIuIte lhe delcriptive critaia 10 be procb:ed by lhe IC 
ISE .... close tbc recmunendation 1lI'-1uen11O ilS JlIOIIIII1p1ion 10 
the IC. 

(U) 11Ie DNI published ICD SO I aDd iqIIm-lalion cIoc:umenlS 
ICPO SO1.1 aDd SOI.2 in 2009, estabIiIbilll coacepIuaI proceuea 
for diuaninalion ofintelli.-. 

(U) 
CLOSIID 

c.2. (U) Commoa IC polica 
and prIlClOCIma for tbc 
disleminaliOll of...1ive 
iJllelllpnce. 

Ie-ISE 

c.3, (U) A co_ (U) The ODNIISE has lIChaIuled the incluaioa ofSensilvc 
architllcluR thIt horimntaIly 1nIeI111CIICIC into a IC wide IT l'ramework durioa I'haIe E oflCO 
iniearata tbc cIeIivery onc 501 ~1aIiOD. There ia c:unmdy no set date for 
lCIIIitive rcpcJIting while ADNICIO iJqJlemcnation of PhIIIe E. (U)OPEN 
ensuriDl that adequate 
ufepardl are in place. 

I J - -

e.4. (U) The c:n:atioo ofan 
IC office IIafI'ed wilb 
represenIlItive hm 
_lpIICIeIand 
IIIIIyttc ~""lu
_IeIlIISidve 
reponlDa or a ~ to 

JC.ISE 

(U) ill 1OO7,Ibe Je-ISE elIIlIbIlsbed the Inrom.tioo SharinlSIIleriDg 
C'.ommiaIDe. Additionally, the ODNI CAPOC SRO performs muc:b 
of the10-aad ovenight enviaiooed by this 
teCOIDIIICIICIaion. 

(U) 
CLOSED 

IewnIae IIdI CllpIlItiIe 
.....Iy. 
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Dill D.111

I{l lllllllllllld.ltll'l\ \l flOli' I" I) ltl '-,t I I
 

l{lllpHIlI . .I I" 

(U) ICPOs SO 1.1 Iftd SO1.2 putially address elemcats of this 
rocollllllClld8tion.c.S... (U) 8IIed upon the 

raults ofour Phuc Two 
(U) SRB mcmbers have nol yet been IJlIIIted unfcltelal_to .U1Wicw, we bcIac that tbc 
CAl'll producin. intellipnce infOllllllion. 11te ONI-lIppointed SeniorCIA joint Review Group (SRO) IfIIlted SRB _ben__to only those

review boItd or the 
iDteIl~producin&CAPS with _thin 1,000 williDg 1IlCIlIbcn.dissemiDation offICe c:oncepI 
This arbitrary limit clIITCIldy limilltbe SRBs' ability to proaclivdylIhould be adopIed by all 
cnaurc that inlellipnc:e dissanill8lion is oplimized. Howeva', theJDVor 010 is oplimillic 8bout reecnl ef1bns of SRG 1adenbip and the ICIC collection 8pDCica. 
ISE to enpge IC SRB personnel. .Apnc:ia lIhould putici_
 

in an IC-wide policy boIrd
 
with SUJlPOfI and ov~
 
provided by the
 

(U) 010 will evallIIlC SRO ownipc and G1aaa-t ofIC SRBs ADNvrn-ninllion. ThiJ 
OWl' the DelltlqlOflina period to asccrlain wbethcr quldily andwould maximize 
quality ofSRG enpgcmcnt and ovasiaht of IC SRBs DICldI theCommunity inlqrllion. intent ofthis rocommendatim.enhance information
 

1hIri.... and mUe bat ..
 
ofavailable raOurccs.
 
Functiona to be
 
8CCOmplillhed by tbc
 
diucminalion offaccshevicw
 
boIIds would include, but
 
DOl be limited to:
 
b. (U) KeviewillJ all
 
lCIIIitivc RpOrtina for
 
IppIOpNIcncss of
 
diaaninalion, unless the
 (U)OPENIC-ISEn:poI1iDa is specifically
 
CllCIIIPted by the ONI or his
 
daipated n:pracnmtivc.
 
Co (U) OverJecina reqllCllll
 
for expanded clisscmination
 
uel providina III appeals
 
procell for COIlIUIDD'Ito
 
dispute collDeton'
 
dissemination decisions. In
 
rare cases when 1ft illlpaDB
 
occurs. the ftnaI decision
 
aulhority will be the ONI or
 
biJ daijpWad
 
n:pracnmthc.
 
cI. (U) Coontinll"" -.tina
 
requirements or deYdopina
 
a1la1111lhlCl to CIIIUI'C
 

COIlSlllllCl' ap:ncia and
 
analytic componcnlS relleivc
 
the intelligence they need.
 
Co (U) Devclopina trainina to
 
ensure the propa: b8nd1illll
 
and useoflensilivc
 
rqJOItillll by collcdion
 
apacies. COIIIUIIICI'
 

agencies. and IIIaIytic
 
c:oqJlInenlI.
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DIll'I),lll' 
){tttlfllllll'lld,ltllJll () . \ctiOll\ III 1),IIL ~t.111l\ 

"L'C IfH t'll t 

r. (U) Monitoring and 
n:porting, as appropriale. 
instances of improper 
handling or use ofsensitive 
n:porting by collection 
agencies, co_ 
agencies, and analytic 
c:omponerlls. 
g. (U) Coordinating anellor 
c:ondue:ting periodic: reviews 
ofcollection apnc:ics' 
lIerIlIitive n:porting for 
possible expanded 
diasernination to addresa IC 
COI1ClClllS that sensitive 
n:porting, onc:c 
c:ompartmentcd, is not 
further reviewed for 
expanded disseminalion. 
h. (U) Coordinating the 
assignments ofpersonnel 
from conswncr agencies and 
analytic components to the 
collection agencies, on a 
selective basis, to enhanc:e 
dissemination decision. 
making by providing 
additional Community 
perspec:tive. 
i. (U) Coordinating acc:ess to 
sensitive n:portinB by 
collec:tion agencies, 
c:onswncr agenc:ies, and 
analytic components; 
maintaining acc:ess 

~O) Aasllaethe 
c:unent c:ompanmentatio 
policies constraining the use 
and ..... of the ADIII)'8i8 
Integration Center" (DOW the 
Integraled Opeqtions Calter 
for SpccialPlojecllJ) 

i 

(isaued: . 
Novan" 
2007) 

PPRISSC 

~:". ' ' 

~O) NGA performed this ~is in the CBlabIishmc;nt of i . 
c:ontrul syaIerIlI for c:ompartmented GEOINT. 

c==J---------------------------- (b)(5) 
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(b)(5) 

Number of 
RecommendatioDs 

I 

d
 
'-I \ I I
 

I 

) ()I(. I{I I'()I{ 1'- 121111'7-2(110) 

'" () I I{ I ( () \ I \ II '\ I> \ I I () '\ .... 

Number PerceDtof Number Pereentof 
QOHd Total OpeD Total 

= i _______________ 

I 

I I I (b)(3) 
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(U) Report Waste, Fraud, Abuse, or
 
Misconduct
 

(U) To ~rt allegations ofwaste, fraud, abuse, or misconduct in the ODNI 
or IC agencies, contact: 

Office ofthe Inspector General
 
Office ofthe Director ofNational Intelligence
 

Investigations Division
 
Washington, DC 20511
 

Commercial: (703) 482-1300 

~----------1--------------~--------------------7-(b)(3) 
or 

OIG_Complaints@dni.gov 

(U) For additional copies ofthis or other ODNI OIG reports, contact: 

Office ofthe Inspector General
 
. Office ofthe Director ofNational Intelligence
 

Washington, DC 20511
 

Commercial: (703) 4824955 
. ~ =--------t----------------------------------(b)(3) 

(U) Some ODNI OIG reports are also posted on our classified website: 

L ~-----------------1-,-- - -- (b)(1) 

(b)(3) 
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