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October 15, 2007

The Honorable Michasl “Mike” McConnell

* The Bonorable Ken Wainstein
Director of Nationa] Intelligence Asst, Attorney General for Nationa) Security
_ Office of tho Director of National U.S. Department of Justice
Tntolligence 950 Penmsyivenia Avenue, NW
Washington, DC 20511

" Dear Director McConnell and Mr. Wainstein:

Washington, DC 20530

1 am writing becsuse of disturbing revelations over the past several days about
warrantless Administration surveillance 2ctivitics that allegedly occurred months before 9/11,
and about claims that & company that did net participate in potentially unlawful surveillance
activities may have been subject to retaliation by the Administration, including federal :
prosecution. According to news reports and papers filed with a federal court in Denver, as carly
as February, 2001, the NSA asked Qwest Communications and other telecommuications
companics for some form of warrantless access to reconds concemning Americans’ private

copumunications. Although the precisc pature and scope of the intercepted communications has
not been revealed, ono rcport suggests that it may have involved “monitoring long distance calls
and Internet transmissions and other digital information.” S, Shane, “Former Phone Chief Says
Spy Agency Sought Surveillance Help Before 9/11,” New York Times (Oct. 14, 2007). Although
Qwest apparently refused the request, which a former Qwest executive claims lad to retaliation
against him sud his company, it is unknown what access to confidential customer information
was provided by other telecommunications corpanies, -

1 appreciated your testimony several weeks ago on behalf of the Administration in
connection with proposed improvements to the Foreign Intelligence Sutveillance Act (FISA). It
is crucial, however, that Congress be fully informed of al] the Administration’s surveillance
activities involving telecommunications companies, particularly in light of the Administration’s
request that retroactive immunity from liability be provided to thess companics and ‘
Administration officials. Accordingly, I ask that you provide the Committes with an-immediate
briefing on the facts behind thess recent revelations, and that you then provide us with any
documents conceming the nature and scope of these pre-9/11 activities and the legal basis for
conducting them.
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The Honorable Michael “Mike” McConngll
The Honorable Ken Wainstein

October 15, 2007

Page Two

Please contact the Judiciary Committee office, 2138 Rayburn House Office Building,
Washington, D.C. 20515 (Tel: 202-225-3951 Fax: 202-225-7680) a8 soon as possible. Thauk you
for your coopcration in this matter,
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October 9, 2007 .

The Honorable Michael “Mike" McConnell
Director of National Intelligence

Office of the Director of National Intelligence
Washington, DC 20511

Dear Director McConnell:

Thank you for your recent appearance before the House Committee on the Judiciary.
Your testimony on FISA and the Protect America Act was insightful and will assist the
- Committee in its consideration of this issue as we seek to fashion enhanced legislation.

Enclosed you will find additional qu&e’aons from members of the Committee to
supplement the information already provided at the September 18, 2007, hearing. As you will
discover in the questions, there are some sets of questions that are specifically addressed to either
you or Assistant Attorney General Ken Wainstein, while other questions request answers from
both you and Mr, Wainstein. You may choose whether to provide joint or separate answers to
thes_e latter questions. In addition, to the extent some questions (such as those initially contained
in the September 11® jetter to White House Counse] Fred Fic]ding) call for classified
information, we are willing to make arrangements to receive the information in a manner that
- will protect its conﬁdenbahty

Please deliver your wntten responses to the attention of Renata Strause of the House
Comumittes on the Judiciary, 2138 Rayburn House Office Building, Washington, DC, 20515 no
later than October 19, 2007. We would be pleased to accept answers on a “rolling” basis in order
to expedite the process. If you have any further questions or concerns, please contact Ms. Strause
at (202) 225-3951. '

Sincerely,

cc: Hon. Lamar S. Smith
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QUESTIONS FOR KEN WAINSTEIN AND MICHAEL McCONNELL
APPEARANCE BEFORE THE HOUSE JUDICIARY COMMITTEE

September 18, 2007
2141 Rayburn House Office Building
' 11:00 a.m.

1.

The Committee sent a September 11, 2007 letter to White House Counsel Fred Fielding
containing a list of questions concerning Administration foreign intelligence surveillance
activities, which can be found on pages 4-5 of the attached letter. To date, we have yet to
receive answers to these questions, which the White House has indicated should come
from the relevant agencies. Please respond to those questions as soon as possible.

The Role of the FISA Conrt (FISC) (Wainstein and McConnel]

2.

Under the PAA, the FISA Court only has the ability to determine whether the government
is following its own procedures, and can stop the procedures only if they are “clearly
erroneous.” How can meaningful oversight occur if the court can only review procedures
that it did not even initially approve under a “clearly erroneous” standard, rather than the
underlying legality of the government’s surveillance operations? Please explain.

3 The Fourth Amendment requires that the | government get a warrant before invading a
person’s privacy. Explain how the PAA’S procedures can be constitutional without any
cowrt review whatsoever, other than minimization?

Minimization (Wainstein and McConzell)

4, Is it comrect that the “minimization” procedures that are to apply to surveillance under
PAA are those specified under 50 U.S.C. sec. 1801(R)(1)-(3)? If not, which procedures
apply? . - v

5. There is much more strict minimization under section 4 of section 1801 (h). That section

applies to pre-PAA FISA surveillance that is undertaken without a warrant and without
judicial pre-approval. Under those circumstances, minimization is very sirict: no contents
of an innocent American’s communication can be disclosed, disseminated, used, or even .
kept for longer than 72 hours without a FISA court determination or an AG determination
that the information indicates a threat of death or serious bodily harm. If there is to be
any warrantless surveillance spying on Americans’ conversations, wouldn’t it be more
prudent to subject it to the strict minimization procedures of 1801(h)(4), which already

1
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12.

13.

14,

15.

Assuming for a moment that an official at a West Coast computer company is negotiating
with China to sell certain computer technology — that may or may not be seasitive, the
facts are simply not certain — does Section 105(B) permit the searching of the executive’s
emails on the grounds that all information associated with this transaction is “foreign
intelligence information ... concerning persons reasonably believed to be outside the -
United States”? Please explain.

Under Section 105(B) does the term “acquire” include “intercept™? Can the
Administration “acquire” foreign relations information conceming persons overseas by
“intercepting™ phone conversations in the United States? Please explain.

Under Section 105(B) does the term “custodian” refer to anyone other than “custodians”
of communications carriers?

a) Can the President direct a “custodian™ of a medical office to turn over
medical records, if a “primary purpose” of the investigation is to obtain
foreign intelligence information concerning someone who is overseas?
‘Please explain. .

b) Can the President direct a “custodian” of a business, bauk, or credit agency
to tumn over financia! records to the Government, so long as & “significant
purpose” of the request is to obtain foreign intelligence information?
Please explain,

Suppose an American critic of the fraq War travels overseas, and is thus no longer in the

United States. Under Section 105(B), can the President direct “custodians” of records

concerning this individual, including stored electronic communications, to produce such

records to the Government with no other showing of cause that is subject to judicial
review? Please explain, . '

g ;_._ynx; (WamstcmanndConnell)

16.

18 U.S.C. § 2511(2)(a)(ii) currently provides for telecommunications carrier immunity if
one of two conditions.is satisfied: 2) the carrier has a court order signed by an authorizing
judge; or b) the carrier has a certification from the Attomey Genera! or another statutorily
authorized official that no warrant or court order is required by law, that all statutory
requirements have been met, and that the specified assistance is required, setting forth the
period of time during which the provisions of the information, facilities, or technical
assistance is anthorized and specifying the information, facilities, or technical assistance
required. Doesn't this current statutory scheme offer the necessary protection for the
telecommunications industry, advance national security interests, and provide essential
oversight? If not, why not? : ' :
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apply to other surveillance without a court order, and not the more lax minimization that
has previously applied only when a court did prmnde a court order before’Americans
were spied on? If not, why not.

6.  -Minimization procedures have been keep secret for the last 30 years. There are serious
concerns as to how we can be assured that minimization procedures are effective for
protecting Americans' privacy if we cannot see them. Would you support making
minimization procedures pubho? :

a) Ifnot, why not?
- b) - Wonld you support producing a redactod copy?
: 'c) . Minimization procedures only tell you what to do with US information
' after it is collected, therefore not revealing sources or methods, Thus, if
do not support publicizing the procedures, an what do you base your
objection?
7. ‘Would you support legislation that would sequester communications to which an

American is a party (and captured under this new program) that can only be used after an
application to the FISA court? If not, why not?

Scope of PAA. Secti@_gﬁ(]}i (Wamstcm and McConnell)

8. Does Section 105(B) permit the President to compel communications carriers to conduct
domestic wiretaps so long as “a significant purpose” is to obtain forc:gn intelligence
information concerning persons outside the United States?

9.  Ifan mdwxdual in the Umted States is suspected of working in collusion with persons
outside the United States— such that an investigation of one is in effect the investigation
of the other — under what circumstances, generally, would you use criminal or other .
FISA wiretaps, and under what circumstances would you use 105(B) authonty’? Please
explain.. .

10. Assuming for a moment that a mctqbcr of Congress is going to meet with a hig,h-ranking
official from Syria, does Section 105(B) permit the wiretapping of that Member’s office
phone on the grounds that it would produce “foreign intelligence information ...
concerning persons reasonably believed to.be outside the United States?” Please explain.

11.  Does Section 105(B) permit searching stored emails of a Member of Congress who is
planning to meet with fraqi officials? Please explain,
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17.

18,
19.
20.

21,

22.

" Section 2511(2)(2)(ii) certification has defined preconditions that must be satisfied,

including: all statutory requirements have been met, and that the specified assistance is
required, setting forth the period of time during which the provisions of the information,
facilities, or technical assistance is authorized and specifying the information, facilities,-
or technical assistance required. Blanket immunity would not have the same
preconditions. Given that distinction, how can we ensure that critical checks and
balances exist in the surveillance framework if blanket immunity is provided?

If we were to give the telecommunications carriers complete, blanket immuﬁity, how

would we guard against a total disregard of the law by companies who believe that the

government simply will bail them out if they overstep legal boundaries in intercepting
communications? . .

If the so-called Terrorist Surveillance Program (TSP) was perfectly legal as has beea
claimed, why would companies who cooperated in it need immunity?

The pending cases against telecommunication companies are years away from final
judgment.. In light of that, would it be appropriate to have the discussion of retroactive
immunity wait until we determine what actions actually occurred? If not, why not?

Would you support something more specific than the complete amnesty you propose in
your draft legislation, like simply putting a damages cap on the claims? If not, why not?

Tn discussing the controversy over the PAA with the El Paso Times, DNI McConnell said
“reverse targeting” was illegal, a violation of the Fourth Amendment, and that someone
engaging in such offenses “could go to jail for that sort of thing.” But wouldn’t the
immunity provisions recommended by the administration ensure that no one would goto
jail for violations of the laws goveming electronic surveillance for intelligence purposes? -

Scope of Authority under the PAA (Wainstoin and McConnell)

23,

Section 105(A) exempts surveillance “directed at” people overseas from the definition of
electronic surveillance, and therefore traditional FISA couit review. Because surveillance
only need be “directed” at people overseas, can the government under the PAA pick up
all international communications into or out of the U.S., as long as one party to the call is
overseas? ‘

FISA has always placed the telecommunication carriers between the government and
American’s private communications and records. The carriers can only turn over
information in response to a specific request. Now that the government has direct access
to all communication streams, how can we protect against potential abuses?

The Administration claims that it needs heightened access to communications becausé it

" 4

i
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cannot instantaneously determine the location of each paz‘cy

a) " "Phone companies are capable of determining international calls versus
domestic calls, and charge more for the international calls. Would it be
possible for the NSA to use similar technology? If not, why not?

b).  Ifit cannot be determined where either end of a call is, how can purely
domestic to domestic communications be isolated?

c) Is it possible to institute a program by which there is initial collection of
calls, none of the content is accessed until the locations of the parties are
determined, and then it can be retained and only the foreign to foreign calls
used?

Metadata Collection (Wainstein and McConnell)

26.  OnMay 11, 2006, USA Today reported that “{tJhe NSA has been secretly collecting the ’
phone call records of tens of millions of Americans” and that “[i]t's the largest database
ever assembled in the world.” (Sge Lestie Cauley, NSA Has Massive Database of
Americans’ Phone Calls, USA Today, May 11, 2006). At any time from September 11,

" 2001 to the present, has the Administration, pursuant to foreign intelligence purposes, _
 obtained call or e-mail record information or other external data on phone calls or e-mails
T . i ade il the United States, through the gathering of “metadata” or otherwise, regardless of
* the specific title of the intelligence program or the agencies that conducted the program?
. Please explain. ,

FISA Exclusivity (Wainstein only)

27, Does the United States, through its Justice Department, agree that FISA is the 1aw of the
land, and that foreign intelligence surveillance must ocour within that law? Ifnot, why
not? '

28, Is the President free to disregard any provisions of FISA with which he disagrees? If so,
please explain. . :

29,  To your knowledge, since January of 2007, when the Attorney General stated that the
TSP was brought within FISA, has all foreign intelligence electronic surveillance .
ogcurred consistent with FISA — both prior to and subsequent to the August amendments?
Since that time have any electronic surveillance programs been conducted outside the ‘

: ilthoﬁty of the Foreign Intelligence Surveillance Act a5 amended by the Protect America
ct? ‘

'
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30.

31

Does the Department of Justice still take the position that the Authorization for Use of
Military Force (AUMF) related to the invasion of Iraq presently constitutes a basis for the
President to disrpgard FISA? If so, please explain. .

On December 22, 2005, the Department of Justice, in a letter to Congress, set forth the
position that the President’s inherent Article X powers permitted it to conduct certain
terrorist surveillance outside of FISA. Is this still the Department of Justice’s position?

The Buresu of Investigation (Wainstein only)

32,

33,

only)

34,

35.

DNI McConnell said the intelligence community is not doing massive data mining. But
the FBI retains information from NSLs even where the information demonstrates the
subject of the NSL was innocent. Why is this data being retained if not for data mining?

The Department of Justice Inspector General recently released an audit report regarding
the Terrorist Screening Center, which revealed the Terrorist Screening Ceater watchlist
had grown to over 724,000 records by April of 2007, and was increasing at a rate of
20,000 records per month. The IG found several known or suspected terrorists that were
not watchlisted correctly, and a sample of records subjected to post-encounter quality
assurance reviews showed 38 percent contained errors or inconsistencies. How can the
intelligence community properly identify and target terrorists for electronic surveillance
with such an incomplete terrorist watchlist? :

Mism emept ip the Intelligence unjty - - National Security Agen (McConnell

As the FISA Modernization Bill and the PAA were being debated in Congress, DNI
McConnel! and others in the administration suggested that advances in technology had
created an “intelligence gap” which was making it more difficult for the intelligence
community to keep America safe from terrorists, But according to a May 6, 2007 article
in the Baltimore Sun, an internal NSA task force cited management problems as the cause
of program upgrade delays, technology breakdowns and cost overruns, and called fora

.“fondamental change” in the way the NSA was managed. The report said NSA

leadership “lacks vision and is unable to set objéctives and meet them,” and that NSA
employees “do not trust our peers to deliver.” These conclusions “are strikingly similar”
to the conclusions of NSA management studies performed in 1999, yet even after 9/11 the
fundamental changes recommended have not been made. Portions of this NSA task
force report are not classified. Will you agree to release the unclassified portions of this
report publicly and to the Commitice?

Ensuring the proper management of intelligence would seem to be in many respects as
important as increasing the authority to collect intelligence because, as the Joint
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36.

Intelligence Committee investigation into the 9/11 terrorist attacks showed, the NSA had
intercepted communications linking the hijackers to terrorism long before 9/11 but that
those intercepts, along with other critical pieces intelligence, were lost among the “vast
streams” of data being collected. If we can assume that the NSA is collecting even more
intelligence now than before 9/11, how can we be assured that the management problems
at NSA are not bampering the intelligence community’s ability to identify and understand
which bits of intelligence are important and which arc not? Please explain.

The September 14® Baltimore Sun report regarding a fire at an NSA “operations

building” reises even xmore fundamental concerns about the NSA’s ability to properly
manage its operations, On August 6, 2007, right after the PAA was enacted, MSNBC and
Newsweck reported that, “The National Security Agency is falling so far behind in
upgrading its infrastructure to cope with the digital age that the agency bas had problems
with its electricity supply, forcing some offices to temporarily shut down.” Please

explain what steps are being taken in response to the reported fire and shutdown and

other infrastructure and management problems.

German plot (McConnell only) .

37.

On September 10, you testified publicly before the Senate Homeland Security Committee
that the temporary FISA changes due to the Protect America Act helped lead to the recent
arrests of three Islamic militants accused of planning bomb attacks in Germany. But two
days later, on September 12, you issued a contradictory statement, saying that
“information contributing to the recent airests was not collected under authorities
provided by the Protect America Act.” It has been publicly suggested that it was the pre- .
PAA FISA law, which you have criticized, that was used to help capture the terrorist
plotters in Germany, and pot the temporary Protect America Act.

a) Was your statement on Septémbcr 10, claiming that the temporary Protect
America Act helped léad to the German arrests, actually false?

b) Can you explain to us bow it was that you came to give false informaticn
1o the Senatc Committee concerning the alleged contribution of the
.. temporary Protect America Act to the German arrests?

¢) - Isittruethat it was the pre-PAA FISA law that was used to help capture
the terrorist plotters in Germany, and not the temporary Protect America
_ Act?, :

US persons “targeted” for surveillance McComell only)

38.

In your recent 'intgfview with the B] Paso Times, responding to a concern about “reverse

7
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targeting,” you stated that there are “100 or less” instances where a U.S, person has been
targeted for surveillance.

a) Please explain how, when, why, and by whom it was decided to de-
classify that information and reveal it publicly.

b) Over how long a period of time does that “100 or Jess” figure apply? For
example, was it one year, five years, o since 9/11?

Declassification of Information (McConnell only)

. 39,  Atthe hearing, you told Representative Scott that there is a process to declassify
information and that ultimately it is the responsibility for the President to decide. Later in
the hearing, you told Representative Sutton that when you did an interview you could
declassify information because “jt was a judgment call on your part.” Could you please

~ explain the discrepancy between your two responses to similar questions?

Concerns About the House Bil} (McConnell only)

40.  During the hearing, in response to my question regarding the alleged 180 degree reversal
of your position on the House bill regarding FISA this summer, you claimed that you had
“pot changed your position but that once youhad actally “reviewed the words” of the
House bill, you could not accept it. Please explain specifically what problems you had
with the “words” of the House bill. : .

previous Problems

(McConnell only)-

4].  In August 2005, the New York Times reported that John Bolton, then an official at the
State Department, received summaries of intercepts that included conversations of “U.s..
persons” and requested that the National Security Agency inform him who those persons
were. Newsweek thereafter reported that from January 2004 to May 2005, the NSA had

" supplied the names of some 10,000 American citizens in this informal fashion to policy
makers at many departments and law enforcement agencies. The former General Counsel

at the NSA, Stewart Baker, was quoted as stating that the NSA would “typically ask why”
disclosure was necessary, but “wouldn’t try to second guess” the rationale. -

a) What procedures are in place by entities such as the NSA that obtain

summaries of conversations intercepted without a warrant to review the
requests by other agencies, such as law enforcement agencies, o disclose
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42.

b)

d)

the identity of “U.S. persons” whose conversations are 0 intercepted
without a warrant?

1)  What showing, if any, is the requesting individual/agency
required to make in order to obtain the identity of the U.S.
person whose conversation was intercepted?

2)  Are any such requests denied, and, if 50, in the past five
years, state how many such requests have been deanied?

nthe past five years, how many times have the summaries of such
intercepted conversations been requested by and provided to the Office of
the Vice President? To the Office of the President?

In the past five years, how many times have phone conversations of
federally elected officials or their staff been intercepted under any
surveillance program without a warrant? De copies of those conversations
still exist? .

In the past five years, how many times have phone conversations of known
members of the U.S. news media been intercepted without a warrant? Do
copies of those conversations still exist?

In the past five years, how. many times have phorie conversations of .

* attorneys in the United States been intercepted without a warrant? Do -

copies of those conversations still exist?

In 2006, Newsweek reported that the “NSA received-and fulfilled- between 3000 and
3,500 requests from other agencies to supply the names of U.S. citizens and officials ...
that initially were deleted from raw intercept reports. . . . About one third of such

2)

b)

-+ disclosures were made to officials at the policymaking level.” (Seg Mark Hosenball,
~ “Spying, Giving Out U.S, Names,” Newsweek, May 2, 2000).

* During the operation of the “errorist surveillance program,” prior to its

disclosure in the New York Times in December 2005, how many “U.S.
names” that were masked from transcripts of intercepts were disclosed
(unmasked) to government entities that requested the identities?

. 'What justification was required by a requestor to obtain the ideatity of the

U.S. person on a minimized conversation?

What criteria, if any, were used 1o determine whether a request for the
identity of a U.S. person on a minimized interception was appropriate or .
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43.

. 45

47.

48.

whether the identity of the U.S. person was necessary for & legitimate
intelligence or law enforcement purpose? ‘

d) If no justifications for identity information were required, and no criteria
for review to determine the appropriatencss of the request were in
existence, then what purpose is served by the minimization procedures that
mask a U.S. person’s identity as a speaker on an intercepted phone call?

e) By name or position, which “policy makers” requested and received
identity information of U.S. persons whose communications were
intercepted?

The TSP was described in a Department of Justice (DOY) “whitc paper” as “targeting the
international communications into and out of the United States of persons reasonably -
belicved to be linked to al Qaeda ....” From the date of the inception of any warrantless
interception program (approximately October 2001) through the 2007 decision to bring
any such program under scrutiny of FISA, was the program ever broader to encompass
eny other international communications in addition to those reasonably believed to be
linked to al Qaeda?

How many U.S. persons have been arrested or detained as a result of warrantless
interceptions under the surveillance programs established by the President?

- What s the date of the first document that puzports to justify the warrantless surveillance

program on the AUMF? How would you respond to claims that the AUMF rationale was
a creation of Administration lawyers after the December 2005 New- York Times article?

At any time from September 11, 2001 through December 2005, did the NSA obtain *“trap
and trace” or “pen register”” information on the phones or tel_ecommunications equipment

+ of U.S. persons without court orders?

a) If'so, how many times?

b) If s0, on what legal authority?
Since September 11, 2001, has law enforcement or the intelligence community conducted
physical searches of the homes or businesses of U.S. citizens without warrants based on
anthorizations or approvals by the President or pursuant to a Presidentially authorized
program? ‘ '

Under the non-FISA warrantless interception programs, has law enforcement or the

" intelligence community deliberately caused the interception of purely domestic to

domestic phone conversations without a FISA warrant? If so, what has been done with
information so obtained? . '

10
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49,

Questions have been raised as to whether Christine Amanpour of CNN has ever bad ber
telephone conversations intercepted by Administration surveillance programs. (See
David Ensor, NSA: Amanpour, Other CNN Reporters Not Targeted for Surveillance,
CNN, January 6, 2006). Has Ms. Amanpour ever been the target of warrantless
surveillance ~ whether or not she was in the United States? Have any telephone
conversations of Christine Amanpour been intercepted pursuant to any warrantless
surveillance program? _

11
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UNCLASSIFIED

DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

SEP 2 4 2007

The Honorable Patrick Lcahy
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

I look forward to appearing before the Senate Judiciary Committee to discuss the Protect
America Act (PAA) and the Foreign Intelligence Surveillance Act (FISA). However, [ am
concerned that the Committee does not have the appropriate witnesses joining me to ensure a full
dialogue with the Committee on this important topic. The Department of Justice’s Kenneth L.
Wainstein, Assistant Attorney General of the National Security D1vxs1on, should serve as a co-
witness with me at this important hearing tomorrow, September 25", My staff has been in
discussion with your staff over the past week but apparently no agreement has been reached.
Moreover, the Senate-confinmed General Counsel of the Office of the Director of National

Intelligence, Benjamin A. Powell, should also appear as a witness to ensure a full, detailed
discussion occurs at this hearing.

As the Nation‘s principal intelligence officer, I can and will address the intelligence
requirements and capabilities needed regarding FISA. However, I am not a lawyer. It is likely
some of the Judiciary Committee Members will ask questions about specific prov1s1ons inthe
Protect America Act (PAA); they will ask about the meaning behind specific words in the PAA
in addition to FISA and its legal underpinnings. The Department of Justice is central to all
discussions involving modification to this critical statute. Ken Wainstein has appeared with me
in each of the FISA Hearings over the past several months and heads the office responsible for
preparing and presenting FISA applications to the court. Ben Powell has also appeared with me
at these Hearings and has been closely involved with your staff in all of the FISA discussions,
and has been closely involved in the preparation of FISA proposals presented to Congress,

Finally, as you know Mr, Chairman, I have been personally criticized by some in the .
Congress and in the media for being too visible and central in the Congressional debates on
FISA. That is not a role I have chosen, but if I am the single witness before the Judiciary

Committee, I am being placed in the role as the lead advocate and perhaps even as a partisan-
something I am not.
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I appreciate your swift consideration of my request. If you have any questions on this

matter, please contac my Director of Legislative Affairs, Kathleen Turner, who can be
reachod on YRR .

Sincerely,

CMWe G el

I M. McCopnell

cc: The Honorable Arlen Specter
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

SEP 2 4 2007

The Honorable Sheldon Whitehouse
Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear Senator Whitehouse:

Thank you for your recent letter. We deeply appreciate the time and effort you ‘
personally devoted to meeting with me and working to ensure we are able to effectively collect
intelligence to protect our Nation while safeguarding the civil liberties of all Americans, We
regret any misunderstanding created by the compressed timeframe and our actions.

As you noted, we did discuss a narrow proposal at our meeting on k1 July. Between
11 and 27 July, we met with many Members and staff to brief them on modemization of the
Foreign Intelligence Surveillance Act (FISA) and better understand their views of the best way to
proceed. While these meetings were proceeding, agencies were also considéring narrowed
statutory language that would ensure we closed and covered critical intelligence gaps. Our
April 2007 proposal was in process for over a year and required clearance from several relevant
agencies to-ensure that the precise language did not harm our capabilities. As we have discussed,
FISA is a very complex statute and a single word change can have major consequences. The
narrow proposal-of July 27 was the result of extracting relevant portions of our April proposal
_and adding new language. Although there was only a small amount of new text, the verbiage
was significant. This change required experts to examine the i impact of such an approach and
compressed an interagency clearance process that geperally takes many months to a matter of
days. In the final weeks of this process, mtclhgcncc professionals worked around the clock to

answer Member and staff questions, participate in bneﬁngs and discussion sessions, and at the
same time examine several drafting options.

We do regret the nxisunderstandings that resulted from the urgency of the situation. We

have always sought to work in an atmosphere of trust and cooperation and will continue to do so

as this process moves forward. If you have any questions on this matter, please contact my
‘Director of Legislative Affairs, Kathleen Turper, who can be reached onhm

Sincerely,

C)«M M

JM. McConnell
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DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

NOV 15 2007

The Honorable Edward M. Kennedy
Committee on the Judiciary

United States Senate

Washington, DC 20510

Dear Senator Kennedy:

Thank you for your letter of September 28, 2007, regarding the Senate Judiciary

, Committee hearing on September 25® and your questions on liability protection for those who

are alleged to have assisted the Government following September 11, 2001, I appreciated the
opportunity to testify before your committee on modernization of the Foreign Intelligence

- Surveillance Act (FISA). As stated during the hearing, we look forward to working with you on

this critical legislation.

As you are aware, the “FISA Amendments Act of 2007,” S. 2248, sponsored by the
Chairman Rockefeller and Vice Chairman Bond of the Senate Select Committee on Intelligence
(SSCY) is currently before your committee. This legislation received bipartisan support in the
SSCI and contains a liability provision of the kind you discussed in your letter. Although some
technical problems remain with S, 2248 as drafted by the SSCI, we believe that it is a balanced
bill that includes many sound provisions that would allow the Intelligence Community (IC) to
continue obtaining the information it needs to protect the nation. Moreover, the SSCI report on
S. 2248 (S. Rep. No. 110-209 (2007)) addresses many of your concerns. We believe this report
is one of the clearest unclassified articulations of the history of this issue and the need for
liability protection to date.

Your letter also requested a response to several specific questions. First, you asked

- whether, before passage of the Protect America Act, parties who acted pursuant to a warrant or *

the Attorney General's certification had immunity from liability. From the perspective of the IC,
as a general matter, anyone that assists the Government in-defending our national security should
be able to rely on the Government's assurances of legality. This position is consistent with the
findings of the SSCI. After reviewing the relevant documents, that committee concluded that the
private parties had acted in response to written requests or directives stating that the activities
had been authorized by the President and bad been determined to be lawful. S. Rep. at 10,
Because that committee “concluded that the providers . . . had a good faith basis for responding
to the requests for assistance they received,” the committee determined that the providers
“should be entitled to protection from civil suit.” S. Rep. at 11. The committee's rneasured
judgment reflects the principle that private citizens who respond in good faith to a request for
assistance by public officials should not be held hablc for their actions.
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However, in certain situations a party may be prevented from asserting a defense because
the defense could divulge classified information. The United States generally does not confirm
or deny allegations about intelligence activities, That is because disclosures tending to confirm
or deny such allegations could reveal information about intelligence sources, methods, and
capabilities, and could thereby cause exceptionally grave damage to the national security, The
position of the Director of National Intelligence was created by Congress in the Intelligence
Reform and Terrorism Prevention Act of 2004, Pub. L. 108-458, §§ 1101(a) and 1097, and
charged with the responsibility for the protection of intelligence sources and methods. 50 U.S.C.
§ 403-1(i)(1). My predecessor, Ambassador John D. Negroponte, and I have both asserted the = .
military and state secrets privilege in litigation concerning allegations of an alleged intelligence
program. '

You also asked why the parties should be granted liability protection if the Terrorist
Surveillance Program was legal, As the SSCI noted in its report, the pending suits “seek
hundreds of billions of dollars in damages from electronic communication service providers.” S.
Rep. at 8. We are fortunate that, although the threat from al Qaeda has persisted, we have pot
suffered another attack since September 11, 2001, Those who are alleged to have assisted the
Government in preventing another attack deserve our gratitude rather than lawsuits that threaten
crippling monetary liability.

Even if these suits are ultimately dismissed, litigation is likely to be protracted, with any
additional disclosures resulting in renewed applications to the court to allow litigation to
proceed. These disclosures and the resulting litigation have the potential to make public.
information that is appropriately classified. The SSCI recognized as much when it noted: '

[T]be identities of persons or entities who provide assistance to the U.S.
Government are protected as.vital sources and methods of intelligence. . . . It
would be inappropriate to disclose the names of the electronic communication -
service providers from which assistance was sought, the activities in which the
Government was engaged or in which providers assisted, or the details regarding
any such assistance, '

S. Rep. at 10. We face a sophisticated enemy that can be expected to use this information t
their advantage. We should not allow them to benefit from needless litigation. '

Allowing these lawsuits to continue could have a disastrous long-term effect on the IC.
As a Director of the National Security Agency, a private sector consultant to the IC, and now the
Director of National Intelligence, I understand that in order to accomplish our mission, we
frequently need the sustained assistance of those outside of the Government. Companies may, in
the future, be less willing to assist the Government if they face litigation each time they are
alleged to have provided assistance. As the SSCI noted in its report, “clectronic communication
service providers play an important role in assisting intelligence officials in national security
activities. Indeed, the IC cannot obtain the intelligence it needs without assistance from these

companies.” S. Rep. at 10. Litigation that is without merit may still harm our ability to protect
vital sources and methods. : '
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Your letter questions whether Congress, by enacting liability protection, would be
endorsing certain activities and “the continued cover up of its details.” The SSCI addressed this
pomt and noted:

[TIhe Cormmttee concluded that the-providers, in the unique hlstoncal
circumstances of the aftermath of September 11, 2001, had a good faith basis for
responding to the requests for assistance they received. [S. 2248] makes no
assessment about the legality of the President’s program. It simply recognizes
that, in the specific historical circumstances here, if the private sector relied on
written representations that high-level Government officials had assessed the
program to be legal, they acted in good faith and should be entitled to protcctlon
from civil suit.

S. Rep. at 11. Adopting a liability protection provision, like that contained in S. 2248, is a-
fundamental principle of fairness for those who helped protect American lives.

The IC has made every effort to respond to the numerous requests regarding the program,
to include repeatedly sending its senier-most officials to testify about the program and providing
as much documentation as possible, given the constraints attendant to a very sensitive
intelligence program. The House Permanent Select Committee on Intelligence and the SSCI
have been comprehensively briefed and provided with extensive documentation with respect to
these activities, and are exercising thorough oversight in regard to intelligence matters. Indeed,
we have made extraordinarily sensitive information available to the Senate Judiciary Committee,
including authorizations, legal opinions, and other information.

Over the past year, in the interest of providing an extensive legislative record and .
allowing for public discussion and open legislative consideration of this issue, the IChas
discussed in open settings extraordinary information dealing with our operations. Leaders of the
IC have gone far further in open discussions than in any other time I can recall in my forty-year
intelligence career. This will come at a price to our ability to collect vital foreign intelligence.

Finally, you asked about the precedent that would be set if Congress provides liability
protection to companies “that may have broken the law.” As a threshold matter, the Department
of Justice has addressed the legality of the activities covered by S. 2248 and you are able to
review that those activities were determined to be lawful. Nonetheless, the SSCI liability
protection provision.takes a narrow and balanced approach. This provision provides immunity
only *“for an intelligence activity involving communications that was designed to detect or
prevent a terrorist attack, or activities in preparation for a terrorist attack, that was authorized in
the period between Seéptember 11, 2001 and January 17; 2007, and that was described in written

requests to the electronic communication service provider as authorized by the President and

determined to be lawful.” Sen. Rep. at 10. And the provision extends protection only to
providers who acted in good faith.

The IC is concerned about the precedent that would be set in not providing liability

