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Introduction and Overview

To conduct its business, the Federal Govemment, induding the
Intelligence Community (IC), calledls, maintains and discloses
ir;formaﬁqn about Ameican ditizens and permanent resident
aliens.

In 1974, the Privacy Act was established to protect these
individuals' rights with regard to how the govemment uses the
information it collects about them.

Upon completing this course, you will be able to:
+ Describe how the Privacy Act of 1974 protects individuals'
rights regarding infermation collected, maintained and
disclosed about them by the Federal Government

« Define Personally Identifiable Information (Pii) and how itis
proteded
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Module Selection
Select a link to begin.

" Lesson 1 - Overview of Privacy
Lesson 2- What is the Privacy Act?
Lesson 3 - What is PII?

uiremenls

_UNCLASSFED.




C05956031

Glossary/Acronym List

Roll over underfined tems to view a definition of the term.

AG = Atiomey General
CLPO = Civil Liberties and Privacy Office

CT = Counterterorism

DMT = Dala Management Team

EO = Executive Order

FISA = Foreign Intefligence Surveillance Act

FOIA = Freedom of Information Act

HHS = Department of Healthand Human Services
IC = Intelligence Community

ISE = Information Sharing Environment

1SSM = Information Systems Security Manager
NCTC = National Counterterrorism Center

NCTC/SPPO = National Counterterrorism Center/information Sharing Program Policy Office

PA = Privacy Act

Pll = Persona Hy_ Identifiable Information
SORN = System of Records Notice
SSC = Specil Security Center

SSN = Social Security Number

Tl = Terrorism Information

USP = United States person
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Introduction and Objectives

The word 'privac{'e‘ies not used anywhere in the Constitution. However, the
Constitution has been interpreted by the courts to provide several
constitutionally protected rights that reflect privacy-related interests (for
example the Fourth Amendment’s right to be secure in our homes and
possessions). d

There are many facets to privacy. Here, we will consider privacy to be the
ability to control what the government knows about us.

In addition to the Constitutional protections of privacy, there are many
different laws that protect the *privacy” of citizens or other members of the
public. This lesson addresses protections for individuals' “information
privacy.” Specifically, we will discuss limitations on the Federal
_Ggyggnmlem’s collection and handling of information from or about
inaiviauals.

Upon completing this lesson, you will be able to:

« Identify the principal authorities that IC professionals should be
familiar with relating to information privacy

LESSON TITLE: Overview of Privacy
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Principal Authorities

As stewards of dala, you need to be aware of the prindipal legal and Executive-leve! protections for ir;formation privacy that govern our
actions as federal employees. Two of the primary sources of these obligations are:

» The Privacy At of 1974
«  Executive Order (EO) 12333 (covered in seperate training)

Click on each document for addilional details on protection of information.

9 T T R W Ao W T AT

EO 12333
The Privacy Act

Exacutive Ordér 12333
(EQ.12333)

LESSON TITLE: Gverview of Privacy
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Why is Information Privacy Important?

Complying with information p_rivaq'protedjons fosters trust from
the public, our mission partners and other stakeholders that we are
properly using and protecting the data that they provide to us.

Trust is critical to our efforts to protect national security. Without
trust in our IC institutions, processes and leaders, we risk losing
access to data and authonties vital to accomplishing our national
security mission.

LESSON TITLE: Overview of Privacy
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You have completed the lesson, Overview of Privacy. In this lesson,
you were introduced to the principal legal and Executive-level
autharities regarding the protection of information about U.S.
Persons (USP).

The next lesson explores The Privacy Act of 1974 in detail.

LESSON TITLE: Qverview of Privacy
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Introduction & Overview

The Privacy Act of 1974 provides the Federal Government with rules for i N
collecting and handling information about individuals (defined by the Adas 7} - *f
US. ditizens and legal permanent residents). In addition. the Pivacy Ad % ) yERVIEW OF ,ﬁ

affords these individuais certain rights, which are designed to lﬂ;:ted their : . o
privacy and hold the government accountable for how it uses their data. HE PRIVACY ACT OF 1974

Upon completing this lesson, you will be abie to: ey e e
P oonpens " 2010 Edition
* |dentify the purpose of the Privacy Act TR
+  Identify when the Privacy Ad applies

+ Describe the protections the Privacy Act affords individuals

LESSON TITLE: What is the Privacy Act?
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The Privacy Act

Prior to enactment of the Privacy Act in 1974, there were instances when some law enforcement and intelligence agencies inapprapriately
collected and used information about U.S. citizens.

The purpose of the Privacy Adt is to:
+ Protect against illegal secret collection of records by the govemment
+ Govem collection, maintenance and disclosure of information about individuals
« The Privacy Act does not apply to statistical or aggregate information where the individual cannot be identified, such as census
data or data collected for a statistical analysis

+ Provide substantive rights to individuals




C05956031

UNCLASSIFIED

SAFEGUARDING PERSONAL INFORMATION
NATIONAL COUNTERTERRORISM CENTER MENU f GLOSSARY ; RESOURCES
Who is Protected?
The Privacy Act provides protection to an "individual,” who is defined as a:
«  Living human being (nol deceased)
+ U.S. citizen or permanent resident alien
= NOTE: Be alert to situations when an "individual® may also be adting as a business (e.g., Alex Accountant runs Alex Accountant.
LLC). In those situations contact NCTC Legal for further guidance.
Compare this definition of an “individual® under the Privacy Act with the definition of a “U.S. Person” under EO 12333, who is defined as a:
« US. diizen or permanent resident alien,
+ Unincorporated association substantially composed of U.S. itizens or permanent resident aliens, or
+ Corporation incorporated in the U.S. except for a corporation directed and controlled by a foreign government or govemments

LESSON TITLE: What is the Privacy Act?
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When Does the Privacy Act Apply?

The requirements of the Privacy Act apply whenever agencies collect,
maintain and administer recards about an individual, and the agency
refrieves those records by the individual's name or other unique | personal
identifier, such as:

A Sacial Security Number (SSN)
An employee ID number

Finger prints

A voice print

A pnolograph of the individual

Exampe: if Agency A maintains a database of U.S. Passport holders and

retrieves those records by an individual's name or SSN, the Privacy Act

apflres if Agency A méintains a database of U.S. Pas&oﬂhdders but only
refrieves those records by the passport center where the passport was \

issued, the Privacy Act would not apply because the city of passport

issuance is not a unique parsonal identifier.

" UNCLASSIFIED
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What is a System of Records Notice?

You have leamed that the Priva&al Ad arplies when a govemment agencf callects information from. or about. individuals and then
retrieves those records by the individual's name or other unique persenal identifier.

This cumulative collection of records is known as a Privacy Act “System of Records.” Because a primary goal of the Privacy Adt is lo
inform individuals about haw the govemment uses their information, the Privacy Act requires Federal agencies to provide public notice
about how they administer these "Systems of Records.” Notice is provided through a "System of Records Notice” or "SORN" that is
published in the Federal Register. The SORN describes the existence, type (e.g., whether medical, personnel, finandial, etc.) and purpase
of the records, and the "routine uses" for which information from the record can be shared external to the agency without the consent of
the individual.

Select the link to view a sample NCTC SORN.

LESSON TITLE: What is the Privacy Act?
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Collection of Records

Under the Privacy At ageqcies must follow these guidelines when collecting
information about individuals.”

+ * Callect the information directly from the individual, when feasible;

Provide individuals with a "Privacy Act Statement” at the time of
callection (i.e., notice of the legal authority under which the government is
collecting the information and how the govemment intends to use that
information).

Collect only the minimum amount of information necessary to
accomplish the agency's purpose.

“There are exemptions from these requirements when records are collected
for authorized investigatory and national securily purposes. If an agency uses
an exempfion, that exemption is referenced in the published SORN for the
records to which the exemption applies.

Seledt the link to view a sample Privacy Act Statement

LESSON TITLE: What is the Privacy Act?
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Maintenance of Records

When maintaining records about individuals under the Privacy Ad, agencies
generally must:

* Keep timely, relevant, accurate and complete records
«  Permit record subjects to:

+ Access records
«  Amend records

= Obtain information about when and to whom his or her records have
been disclosed

+ Keep no records that are based solely upon the exercise of First
Amendment rights

NOTE: There are exemptions from these requirements when records are
maintained for authorized investigatory and national security purposes.

LESSON TITLE: What is the Privacy Act?
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Individuals’ Access to Records

The Privacy Ac! dictales that agencies must establish procedures for
individuals to follow to gain access to their records. In general, individuals
_have the right of access to records about themselves. However, if records have
been callected for an investigatory or national security purpose, the govemment
agency may be exempt from the requirement of providing the individual with
access to his or her recards (so as not to “tip® the subject about the
investigatory or national security interest). The SORN provides public notice
about whether the agency has invoked any such exemptions.

For additional information about how or whether individuals can gain access to

records about themselves, consult NCTC Legal or the NCTC Civil Liberties and
Privacy Office (CLPO).

LESSON TITLE: What is the Privacy Act?
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Disclosure or Dissemination of Records

Agencies may enly disdose or disseminale Pri Ad records (maintained in
a System of Records) outside the agency in the following circumstances:

* With the consent of the record subject

+ For the twelve excepted disdosures authorized in subsection (b) of the
Privacy Act These twelve disclosures are exceptions to the “consent
rule” {above) and generally permit disclosures to named agendes ar
govemment entities for purposes limited to execution of their statutory
responsibilities (e.g., disclosure of records to the National Archives and
Records Administration for audit of compliance with records .
management requirements).

When permitted by a published “routine use”. A “routine use” is an
explanation of how the agency regularly shares data it maintains in a
Privacy Ad System of Records with entities outside the agency. The
agency provides notice of these “routine uses” when it publishes its
SORN. An example routine use might entail disclosure to the
Department of Justice of information refating to ongoing litigation.

Seled the link for a sample of routine uses from the ODNI Privacy Act
Requlation.

A Aig# N
ACCESS

LESSON TITLE: What is the Privacy-Act?
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Sanctions for Violating the Privacy Act

Violations of the Privacy Ad can result in persanal liability and actions against
the agency:
. employees can be subjedt to criminal penalties or agency
administrative actions for inappropriate disclosures of Privacy Act
protected information

+ Agencies themselves may be subject to civil action in Federal court for
non-compliance with the Privacy Adt

LESSON TITLE: What is the Privacy Act?
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Penalties and Results

Employees can be charged with a misd¢emeanor, subject ta a $5.000 fine if they: V

+ Willfully disclose Privacy Adt protected material by any means to any
person or agency not entitied to receive it~

+ Willfully maintain a System of Records without meeting the SORN
publication requirement

« Wilfully regerues! or obtain any record concemning an individual from an
agency under false pretenses

Agencies may be prohibited from using and sharing records compiled in a
System of Records if they do not publish a SORN.

LESSON TITLE: Whit s the Privacy Act?
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You have completed the lesson, What is the Privacy Act? The Privacy Ad protedts against illegal secret collection of information by the
government, govems collection, maintenance and disclosure or dissemination of that information; and affords substantive rights (notice,
consent, access and legal right of action) o the individuals about whom the information is collected, maintained and administered. It also
prescribes penalties for violating these protections. '

The next lesson will look at Personally Identifiable Information (Pil) in more detail.

LESSON TITLE: What is the Privacy Act?:
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Introduction and Overview

Technalogy enables Federal agencies to maintain a great deal of
information about individuals. The collection and consolidation of this
information by the govemment s a legitimate privacy concem far
Ameficans, and we have a special duty to protedt such information from
loss and misuse.

Itis your responsibility to understand the sensitivity of al
information and ﬂ'zhr'uylos that govern its collection and use.

Upon completing this lesson, you will be able to:

+  Identify protection for Personally Identifiable Information (PIl)
« List expectations for handling Pil

LESSON TITLE: What is PlI?




C05956031

UNCLASSIFIED

MENU | GLOSSARY f RESOURCES

What is Personally Identifiable Information (Pll)?

The term Pl is defined in OMB temarandum M-07-16 as:
~ information which can be used lo distinguish or {race an individual's identily, such as
their name, sodial security number, biomelric records, efc., alone or when combined
with other personal or identifying information which is linked or linkable fo a specific
individual, such as date, piace of birth, mother's maiden name, etc.”

In essence, Pil is any biographic or descriptive data that, alone or in combination with other data, can identify an individual either directly (by
name) or indirectly (i.., can be used to figure out the identity of the person being described).

Because Privacy Act records - by definition - are retrieved by unique personal identifiers, all Privacy Act Systems of Records contain Pil.

LESSON TITLE: Wt i Pii?
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Sensitive Pll

Some Pllis more sensitive than other PIl. "Sensitive PII” is the kind of
personal data that, if compromised, could cause practical ham:

+  Economic’
* Reputational
* Physical

For example, a bank account number combined with a name is more
sensitive than a place of birth combined with a name, because disclosure
of this bank account or name information could result in:

« Identity theft
+ Fraud
« Misappropriation of personal assets

The bank account and name combination might therefore be considered
“sensitive PIl."

LESSON TITLE: What is.Pil?
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Pll versus Privacy Act-Protected Records

Even though some collections of records are not Privag Ad
Syslems of Records (i.e., because they are not retrieved by a
 unique personal identifier), they may still contain PIl. To the extent
that these collections of records contain PII, they must be
protected.

Example: Consider a dafabase with the names of IC a s,

their education and credentials. The database is queried by area

of expertise, such as "China analysts” or securty

specialists.” Because the query retrisves immon by area of
expertise, amd not by unique personal identifier, the refumed
information was not maintained in a System of Records and thus - &
is not covered by the Privacy Act. Nonetheless, because the g
retumed information does contain analysts' names and related
biographical information - which is PIT - we must protect this Pl
accordingly.

So, Privacy Act records contain PH, but not all records
containing PH are protected by the Privacy Act.

LESSON TITLE: What is PUI?

UNCLA




C05956031

UNCLASSIFIED

\SAFEGUARDING PERSONAL INFORMATION

NATIONAL COUNTERTERRORISM CENTER MENU 2 GLOSSARY | RESOURCES

How Shouid Pl be Protected?

Various OMB Policy Memaranda require federal agencies to ensure the protection of Pil through appropriate administrative, technical and
physical safeguards.

" These safeguards limit records access fo only those who ha\%n authorized phrpose. They also protect égainsl threats or hazards to the
security or integrity of the PIl. which could result in harm, embe§rassment. inconvenience or unfaimess to any individual about whom the

information pertains.

Many IC personnel mistakenly believe that the dassified environment in which we work is, in itself, protective of Pll. Not necessarily so. For
examElQ even in a secure environment, it is impraper to leave a spreadsheet of names with SSNs or medical information open to general view
(e.g., leaving a paper containing SSNs on a conference room table viewable by all attendees).

As a practical matter. many of our intemal security procedures for handling sensitive infermation already afford protedtion for Pil.

NOTE: Any time that an employee creates or downloads extracts from databases holding sensitive PII, the employee will need to ensure that
this Pll is tracked and praperly protected. For more spedific guidance on protections, contact NCTC Legal or. NCTC CLPO.

LESSON TITLE: What is-Pli?
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Reporting Breaches of Pli

In orderto Erevent the harms that can potentially result from unauthorized disclosure of Pl or sensitive Pil,itis important that actual or
suspected breaches or compramises of data about individuals be reported to the ODNI CLPO, per ODNI Instruction 80.02, Managing Breaches
of Personally tdentifiable Information. .

«  Individuals who fail to safeguard Pl as required by law, regulation orpoll:y or fail to report known ar suspedted loss of contral of

unauthorized disclosure of Pll - may be subject to d:suplmary action, regardless of whether the failure results in criminal prosecution, civil
penalties, or sanctions under applicable law.

Upon receipt of a report of actual or suspected breach, the ODNI CLPO will convene an incident response team o investigate the
circumstances.
NOTE: Other mandatory ODNI reporting requirements may apply (e.g., reporting computer security events and incidents to ODNI

Information Systems Security Manager (ISSM), reporting unauthorized disclosures of classified information to ODNI Special Security
Center (SSC), &lc).

LESSON TITLE: What is Pli?
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What is the Information Sharing Environment (ISE)?

The Information Sharing Environment (ISE) is a framework created for sharing and inte%rgﬁng terorism information between different levels of
govemment, the private Sector and foreign partners in a manner that protects privacy rights. avil libarties and other legal rights of individuals.

+ Creature of the IRTPA (section 1016); conceived to help "connect the dots”
+ Builds on Executive Order 13388, which requires agencies possessing/acquiring terrarism information to provide that information to other
agencies with authorized counterterrorism functions

The ISE is NOT a single database, system or repository! It is a framewaork of policies, procedures and technology.

LESSON TITLE: Whiat is PiI?
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What are the ISE Privacy Guidelines?

+  Presidentially-mandated Guideli@ that establish a core set of principles that ensure coﬁsislent vetting of "protected information® within
the ISE through the adoption of best prastices designed to protect individuals' information privacy and civil liberties.

= Protecled information indudes USP.information, but may also be broader. According to the Privacy Guidelines, information
may be designated as subject to ISE information privacy protections by Executive Order, interational agreement or other legal
instrument

Some of the core privacy and ivil liberties protedtions include: procedures to prevent, identify and correct erors in shared
information; measures to safeguard ISE information; procedures for receiving and addressing complaints refated to the
sharing of protected information; and pracedures for reviewing/verifying compliance with the agency ISE policy and responding
to violations.

+  The Guidelines require all entities that participate in the ISE to develop an information handling palicy consistent with the Guidelines.

= The ODNI's implementing policy is ODNI ISE Privacy Instruction - 80.05 (September 2008)
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What does the ISE mean to you?
+ NCTCisa pén of the ISE and aperates ﬁnthr ODNI Privacy Inslrudion 80.05
» The core ISE protections that most directly affect your work include ensuring:
+  information you receive/disseminate has some indication of reliability (or lack thereof)
« that data you handle is reliable and up to date, o the extent feasible

. fami'l'i:ngy with the NCTC process for corredting emors (whether the emor was discovered by you, or by the agency that provided
you the data)

+  appropriate handling and protection of personallyidentifying information (P11 in the dp!a.

» If you have additional questions an the ISE, you can contact NCTC CLPO at LN Group Nia# ==

~ UNCLASSIFIED
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You have completed the lesson. What is Personally Identifiable
Information. In this lesson you have leamed to recognize Pll and
sensitive Pll and to appreciate the ramifications of unauthorized
disclosure of PlI.

You can now identify some of the technical, administrative, and
physical safeguards that agencies implement to protect PIl, and
understand the importance of reporting spills of PIl.

The next lesson will cover the requirements and limitations of the
Privacy Act

LESSON TTTLE: What is Pll?-
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Introduction and Overview

As you have leamed, the Pﬁmeﬁablisrks requirements and
prohibitions that agencies must when callecting, maintaining and
discosing or disseminating information about individuals.

All NCTC employees must be familiar with these requirements and
prohibitions, so as not to violate the Ad inadvertently.

Upan completing this lesson, you will be able to:
« |dentify those requirements or prohibitions of the Privacy Act that

may apply to you persanally as you perform your day-to-day duties
and respmsi_bilities

LESSON TITLE: Privacy Act Requireménts and Limitations:
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Your Responsibilities Under the Privacy Act
You have several responsibilities under the Privacy At related to the following:

« Maintenance of records

« " Access to records

« Disclosure or dissemination of records
«  Integrity of records

+  Training

LESSON TITLE: Privacy.Act Requirements and Limitatians
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Your Responsibilities Under the Privacy Act - Maintenarice of Records

Maintain only relevant records necessary to accomplish a required agency mission.

* ForNCTC, these must relate to the Counterterrorism-(CT) mission

Guard against creating a System of Records for which a SORN has not been published.

Example: if an analyst collects publicly available information about individuals from the Infemet and stores the search resulfs by the sutiiects’
unique personal identifiers, this may constilute a new System of Records. However, if the analyst compiles a spreadsheet from NCTC's
existing data holdbvtg’s, in order fo aid his analysis of the data, this is not likely gm‘gg 1o be a new System of Records. Of course, i this data
comes from an existing System of Records, the spreadsheef is considered derived from that Systam of Recards and should be protected as
Privacy Act information.

NOTE: If you have any questions, please contact NCTC Legal or NCTC CLPO.

‘Protect all Privacy Act records received.

+ Beaware that Privacy Ad records received from another agency will either be incorporated into an existing ODNI or NCTC System of
Recards, or may constitute a new System of Records for which ODNI or NCTC would publish a new SORN.

LESSON TITLE: Privacy Act Regtiirements and Limitations
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Your Responsibilities Under the Privacy Act
Maintenance of Records (continued) :

Watch for records describing First Amendment activities!
+  NCTC may not maintain such infarmation unless:

= A statite permits, :
« The wﬁl&e‘d £1ividuafl consents, or
« An authorized law enforcement or intelligence activity supports
collection. e
+ NCTC should not maintain any record in TIDE (or other NCTC
database) regarding an “individual's” exercise of protected activity
(e.g., religion, expression, association, etc.), with no apparent basis.

+ For example, collecting the names of individuals solely
because they spoke at a rally in su;mat of Iran, vice collecting
those names because they were invited to speak by a known
TIDE subject

If you have any concerns, contact NCTC Legal or NCTC CLPO for
guidance.

LESSON TITLE: Privacy Act:Requirements and’Limitations
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Your Responsibilities Under the Privacy Act - Access to Records

Ensure needs-based access by analysts to NCTC records.

+ An analyst must have a legitimate need far the record in the performance of his or her duties . .
+ Browsing or other unofficial use of recards (e.g., searches based on persanal interest or unofficial request of anather) is prohibited by
NCTC policy. Such conduct might also violate the Privacy Act

Ensure appropriate access by individuals to records maintained about them.
* ODNI's Privacy Ad Regulation describes how individuals may request access to recards that pertain to them

+ Such requests for access are often submitted as Privacy Act o Freedom of information Act (FOIA) Requests
» Forward all such requests or inquiries for records to NCTC Legal

LESSON TITLE: -Privacy Act Requirements:and Limitations
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Your Responsibilities Under the Privacy Act -
-Disclosure or Dissemination of Records

Privacy Act records may be disclosed or disseminated as follows:

+ With the consent of the individual record subject

+ In accordance with twelve excepled disclosures listed in subsection
(b) of the Privacy Act These twelve disclosures are exceptions to the
"consent rule” (above) and generally permit disclosures to named
agendes or govemment entities for purposes limited to execttion of
their-statutory responsibilities (€.g., disclosure of records to the
National Archives and Records Administration for audit of
compliance with records management requirements).
In accordance with established ODNI routine uses set forth in

Section 1701.31 of the ODNI Pri ulati

Do not disclose or disseminate, through.any means, any information from
a Privacy Act System of Records, to any person or enity (including other
govemnment entities) without consent, a specific routine use, or a statutory
exception. This prohibition on disclosures includes oral, written and
electronic disclosures.

+ Al disclosures or disseminations must be made through official
chaniels using approved methods. e

= There is no “National Security” exemption from these imitations
on sharing records

LESSON TITLE: Privdcy Act Requirements dnd Limitations
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Your Responsibilities Under the Privacy Act - Data
Integrity

Prior to use or dissemination of records maintained in a Privacy Act
System of Records, make reasonable efforts to ensure records are as
timely, relevant, accurate and complete as possible.

« Ifyou find an error, notify National Counterterrorism :
Center/Information Sharing Program Palicy Office (NCTC/ISPPO)
and the Data Management Team r&[zhm immediately. An
individual's civil liberties may be infringed if action is taken against
them based an inaccurate or incomplele information.

Inter-agency agreements may require notification to the data originator of
any identified errors, as well as a change to the record copy.

+Again; bring this to the attention of NCTC/ISPPO and DMT, who will
notify the ariginatars of any erors-in the records.

LESSON TITLE: Privacy Act:Requirements and-Limitations
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Your Responsibilities Under the Privacy Act -
Training :

The Privacy Act mandates awareness training for all agency personnel, to
include e employees, detailees. assignees and coniractors.

ding on your particular responsibiliies, you may receive additional
training on specific administrative, technical and physical safeguards to
ensure the security and confidentiality of records.

LESSON TITLE: Privacy, Act Requirements.and Limitations
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You have now wnlpeletéd the lesson, Privacy Act Requirements and Limitations. You must be familiar with all requirements and prohibitions
established under the Privacy Adt regarding:

‘Maintenance of records

Access 1o recards .
Disclosure ar dissemination of records
Integrity of records

Training

For additional information, please send a request using the following Lotus Notes aliases:
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Safeguarding Personal Information Course Summary

You have now completed the course, NCTC Privacy ACT 101: Safeguarding Personal Information. The Privacy Adt of 1974 prqledS
information maintained in a Privacy Act System of Records and individuals' rights regarding that information. Various regulations and palicy
issuances prescribe safeguards for other personally identifiable information. ) )

Note that the Privacy Adt provides a basic framework. Some agencies go beyond this framework fo extend protections lo persons not covered
by the At (e.g., foreign nationals) or to prescribe information safeguards not od'ltemgloart:’d by the Act When an inter-agency sharing
agreemenl,re%eds_ additional protections specified by the sharing agency, NCTC will the terms of the-agreement, provided they are not
inconsistent with the Privacy Act

Taday's training complements other training you have (or will receive) regarding the protection of information relating to American ditizens
and other U.S. Persons (USP). Additional modules relate to USP rules under EQ 12333; Fareign Intelligence Surveiliance Adt (FISA); NCTC
Allorney General (AG) Guidelines; Information Sharing Environment (ISE) Privacy Guidelines, and others.

Click NEXT to complete the course post test.

LESSON TITLE: Privacy Act Reguiremenits :and Limitations:
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Question 1 of 10

Which of the fdbwinj provision(s) do NOT govem the Federal Govemment's activity relating to information about U.S. citizens?
Select the best response and select SUBMIT.

i A. Ths Privacy Act of 1974
\ B. Execuive Order (EO) 12333
1 C. The Federal Information Security Management Act (FISMA)

" SUBMIT

LESSON TITLE: Post Test
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Question 2 of 10

Which of the fdlwcin§ is considered an "individual” protected by the Privaéy Ac?
Selact the best response and select SUBMIT.

w4+ A. AU .S. bom ciizen who recently passed away at the age of 93

s B. AUS. Corporation-incorporated in the State of Delaware

+ C. Arefugee from Burma (Myanmar) who just received his citizenship

(1 D. The newly formed U.S -based not-for-profit group, “People For a Better Yesterday”

SUBMIT

LESSON TITLE: Po Test
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Question 3 of 10

Which of the following is NOT a purpose of the Privacy Ad?
Select the best response and select SUBMIT.

. A. To protect against secret collection of records by the Federal Govemment

U B. To goven the Federal Government's callection, maintenance and disclosure of information from or about
identifiable individuals

. C. To provide substantive rights fo individuals regarding access to, and correction of, records held about them
by the Federal Govemment . '

'~ D. To proteci against online identity theft

“SUBMIT

LESSON TITLE: Pogt Test
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Question 4 of 10

The requirements of the Privacy Act apply whenever agencies collect, maintain and administer records about an individual that they retrieve by
the individual's name of any other unique personal identifiers.

Select the best response and select SUBMIT.

T

SUBMIT

LESSON TITLE: Pst Test
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Question 5 of 10

Which of the following scenarios violate the Privacy Act?
Seled the best response and select SUBMIT.

2 A. Maintaining records about a not-for-profit entity without a8 SORN

{ B. Creating and using a Privacy Act System of Records without publishing a System of Records Nofice in the
Federd Register

L C. M%ﬁdividwrs record available to a law enforcement agency for a criminal investigation pursuant to
apul routine use

{ D. Disclosing an individuaf's record ta a third party after obtaining the individuar's consent

SUBMIT

LESSON TITLE: Post Test
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Question 6 of 10

Which of the following is true geaéding proledims for PII?
Select the best response and SUBMIT.

' A. Records that are not covered by the Privacy Act may still require protection because they contain PIt.

« B. If you are located in a SCIF, it is permissible to leave Pl in the open for afl to see, because only cleared
personnel are allowed in 3 SCIF.

 C. Aperson’s name is the only Pl that needs to be protected.

SUBMIT

LESSON TITLE: Post Test
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Question 7 of 10

' What office(s) need to know about breaches of Pl that have occurred or may have occurred?
Seledt the best response and select SUBMIT.

«; A. ODNI or NCTC Executive Secretariat

i B. ODNI Civil Liberties and Privacy Office (CLPO)
s C. Open Source Center

« D. All of the above

“SUBMIT

LESSON TITLE: Post Test
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Question 8 of 10
Which of the following is NOT a valid (autharized) disclosure of information under the Privacy Act (and thus Subjed to sanctions or penalties

under the Privacy Act)?
Select the best response and select SUBMIT.

. A. Disclosure to Wendy Worker of her work records on file with the Federal Govemment, pursuant to her
written Privacy Act or Freedom of Information request

' B. Disdosure of Wengly Worker's personnel-records to FBI pursuant to an agency “routine use” relating to
vetting of personn:

1+ C. Disclosure of Wendy Worker's personnel records toa contact or colleague at the FBI who believes he may
have been posted with Wendy Worker during a TDY abroad a few years ago

U D. Disclosure of Wendy Worker's personnel records to the FBI based upon a signed consent form from Wendy
Worker

SUBMIT

LESSON TITLE: Post Test
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Question 9 of 10

Which of the following collections of records would need to have a published System of Records Notice (SORN)?
Seledt the best response and select SUBMIT.

.+ A. Adatabase of Department of Health and Human Services (HHS) Public Health doctors from which
informtion is retrieved by area of specialy {e.g., neuroscience, nuclear science, efc.)

»/ B. Adatabase of Department of Health and Human Services (HHS) Public Health doctors from which
information is retrieved by the city where the doctor works (e.g.. Chicago, New York, etc.)

1~ C. Adatabase of Department of Health and Human Services (HHS) Public Health doctors from which
information is retneved by the name of the medical school attended (e.g., Harvard University, Johns
Hopkins University, etc.)

 D. Adatabase of Department of Health and Human Services (HHS) Public Health doctors from which
information is retrieved by their individual tax ID number

SuBmIT

LESSON TITLE: Post Test"
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Question 10 of 10

Which of the following is NOT true regarding the National Security exemption under the Privacy Act?
Select the best response and select SUBMIT.

. If an agency claims the national security-related exemption under the Privacy Act fora particular System of
Records, the Agency’s published System of Records Notice (SORN}) wil reflect that fact

_ B. If any agency claims the national security-felated exemption under the Privacy Act, the agency still must
pumh a SORN if it maintains a dalabase of records about U.S. citizens or lega! permanent residents that
are refrieved by a unique personal identifier.

) C. I an agency claims the national security-related exemption under the Privacy Act for a specific System of
Records the agency is no longer bound by the Privacy Act with regard to that system of records .

iu D. If an agency claims the nafiona security-related exemption under the Privacy Act, the agency may deny
access to an individua who seeks to leam more about the records that the agency mainizins about him.

SUBMITQ

LESSON TITLE: Post Test,
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Post Test Summary

Congratulaﬁbns! You have passed the post test!
Please review the feedback below and then hit the NEXT button to cantinue.

You may also find additional information by dicking on the RESOURCES and GLOSSARY buttons at the top right of the interface.

LESSON TITLE: Post Test
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Certificate of Completion

NCTC Privacy Act 101
Safeguarding Personal Information

Your Name Here
15 January 2013

To print this certificate please use the “PRINT" bution below.
After printing, you may exit the course by closing thie browser window.
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