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A. AUTHORITY: The National Security Act of 1947, as ameoded; the Intelligence 
Reform aod Terrorism Prevention Act (IRTPA) of 2004; Executive Order 12333. as amended.; 
aod other applicable provisions of law. 

B. PURPOSE: This Intelligence Community Directive (ICD) establishes the Director of 
National Intelligence (DNI) policy and specifies responsibilities for the oversigh~ management, 
and implementation of nauonal intelligence document and media expk>itatioo (DOMBX) 
activities. 'lb.is ICD establishes the roles and responsibilities of the Assistant Deputy Director of 
National Intelligence for Open Source (ADDNI/OS) with re.spect to DOMEX activities, the 
National Media Exploitation Center (NMEC), aod other Intelligence Community (IC) elements 
involved in DOMEX activities to en.sure efficient and effective conduct of DOMBX acti"itics 
and lO promote integration and compatibility of JC DOMEX activities with other related natiolllll 
and def en.~ effort.c.. 

C. APPLICABILITY: This directive applies to the IC. as defined by the National Security 
Act of 1947, as amended, and other departments or agencies thal may be designated by the 
Presideot, or designated jointly by the DNI and the head of the department or agency concerned, 
as an clement of the IC. 

D. POLICY 

t. Pursuant to the IRTPA, the DNJ is com.mined to: I) ensuring efficient integration of 
IC elements and their collcctioo. analysis. production, and dissemiruttion activities; 2) 
establishing and maintaining an effective. reliable, and collaborative capability; 3) providing 
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maximum availability of DOMEX lO all con.,.umcrs; 4) optimizing resource utilization; 5) and 
establishing effec1ive burden sharing. 

2. With.in the IC: 

a. lC DOMEX enterprise oversight, coordination, policy, strategy development, and 
evaluation will be centralized under 1he AOONT/0S. DOM EX collection. production, analysis. 
and dissemination activities will be conducted collaboratively across the IC. 

b. OOMEX activities will suppon a wide range or intellige.nce activities, including 
all source analysis, open source exploitation, Human Tntelligence. Signals Intelligence. 
Geospatial lmelligeoce. and Meawreme.1lt and Signature lmeUigence, DO.MEX reponing and 
analysis arc considered intelligence products. 

c. IC elemcnL'- will leverage burden sharing,, partnfflhips. ru1d outside 
capabilities (IC. public. private. other U.S. Government. aod foreign partners). minimize 
unnecessary duplication of effort, and align DOMEX standards and procedures within !he IC ancl 
belween lhe IC and other government DOMEX activities to the ma:dmum ex.tent p0ssiblc. 

d. IC elements processing and collecting foreign documents or electronic 
media for IC exploitation will share information and capabilities to the fuUest extent possible. 
DOMEX-spccifie capabilitjes and tools shall be dcvek>ped in conformance with the IC enterprise 
arch.itecrure standards. 

(I ) IC ete.ments will coordi1late procurement and exploitation of new capabilities. 
technologies, or tools related to DOM EX \Vith the ADDNUOS and the Associate DNC/Ch.ief 
JnformaLion Officer (AONI/CIO) to minimize duplication of resources. and to ensw·e capability 
gaps and IC standards are addressed. 

(2) After proc.uremen1 or exploitation of a major new capability. 
technology, or tool, the implementing orgMjzation must tag OOMEX material in accordonoe 
with JC standards and make DOMEX information a\•ailablc as widely as possible in the (C in 
accordance with established di~emination p01.icy, classification guidelines. handling caveats, 
limiting criteria. and intcragency sharfog ag:reeinents, unless expressly prohibited by law, 
diroc1i ve., or conlractual obligation, 

c. Personnel involved in OOMEX activities will exercise appropriate cradecraft and 
information security practices in accordance wilh DNI standards and policies. 

f. lC elements will develop perfonnance metric~ for OYerall DOMEX activities and 
major initiatives consistent with Associate ONI and Chief Financial OfGcer (ADNI/CFO) 
guidance on pcrtOnnance budgeting. These metrics will be coordinated with tJ1e ADDNVOS. 
Performance metrics will be used to determine consumer sa1isfaction, investment strategy. 
return-on-investment. and resource decision-making. 
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g. OOMEX cxploi1aUoo activities will esrablish and use appropriaLe source and 
infomiation validation and \'Crification procedures in accordance with DNI standards and 
policies. 

E. AUfHORITIES AND RESPONSIJllLITIES 

I. ADDNI/OS 

a. The ADDNUOS shall h:,,wc the following authoritie.~ and responsibilities for 
DOMEX: 

(I) Providing guidance, on hehalf of the DNI and the Deputy Director or National 
lnt.elligence for Collection (DDNVC), to the Director. Defense Intelligence Agency (D/DIA) in 
the role as DNJ Executive Agent forthe NMEC. 

(2) Ensuring an integrated IC DOM EX management strategy and its 
in1pleme.ntatioo cons istent with the National lnteUigencc Strategy (NIS) and the National 
Intelligence Priorities Framework (NlPF), 

(3) Oversight. coordination, evaJuation. policy direction, guidance, and tasking of 
IC OOMEX organizations. 

(4) Advisory task.ing regarding DOMEX acti•,ities of organizations and 
deprutmenLS noL w11hm lhe Na1ional Intelligence Progrwn. 

(5) Oevelopmem and oversight of the national OOMEX strategic plan. 

(6) Working with the Deputy Director of National lnLelljgencc for Policy. Plans 
and Requirements (DDNI/PPR) and the Deputy Director of National Intelligence for Analysis 
(DONJ/A) •· or their successor organizations •• 10 establish programmatic guidance for 
OOMEX-rclatcd actjvitics in ~ccordance with the NIS and NlPF. and oversee compliance with 
established programmatic guidance. 

(7) Coordination of IC OOMEX requirementS of common cone.em. to 
include coordination with DONI/A requirements for OOMEX disseminated ana1)'1.ic products to 
be tagged and submiued 10 the Library of National Intelligence. 

(8) Coordination of lhe procuremcn1 of 1ools and services to suppon DOM EX 
activities. 

(9) Oversight of sharing of DOM EX i1lfonna1ion within lhe IC and with 
other U.S. Government emities, as approprime. 
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b. AOON!/0S will consult with the ADNVCIO and the Associate ON! for Science 
and Technology (ADNI/S&T) on how to share DOMEX intelligence via the IC infonnation 
architecture. 

c. llte ADDNl/0S will chair ~,e DOMEX Committee. 

2. OOMEX Committee (DOMEXCOM) 

a. The OO~EXCOM is established 10 advise the ADONUOS in the execution of 
re..:;ponsibilities and developlllcnt of guidance to IC DO MEX a(..·t.ivitie..:; under this directive. The 
DOM EX COM is comprised of senior executives from the fo1lowing: 

(I) NMEC 

(2) Defense Intelligence Agency (DIA) 

(3) Central Intelligence Agency (CIA) 

(4) Federal Bure,iu of Investigation (FBI) 

(5) Defense Cybcr Crime Center (DCCC) 

(6) U.S. Al'my 

(7) National Security Agency (NSA) 

(8) Deparunent of Homeland Security 

(9) Dnig Enforccmenl Administration 

( 10) Other members as determined by the ADDNVOS. 

b. The DOMEXCOM will rep<>rt 10 LheADDNl/0S and will: 

(I) Provide programmatic. policy. and resource recommendations; 

(2) Develop appropriate OOMEX struidards for such nreaas as, buL not li1niLed lO, 

handling. clac:.sification, tran!ilation, and disseminaLion procedures; 

(3) Panicipate in tlte development of srnndards for translation and n·anslitcnation 
with the Foreign Language Executive Committee lo ensure unifonnity of products and facilitruc 
data sharing across the TC; 

(4) Develop in coordination with Lhe ADNT/CIO and, as appropriate, the 
AONJ/S&T, technology standards for such matters as, but not Hmited to. interface standards. 
memdata tagging, forensic processing standards, and storage of DOME.X material; 
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(5) Develop standards and architectures to foster !he intcropembillly of 
equipment associated with document and media collection, prooessi.ng, exploitation, and 
dissemination; 

(6) Provide evaluations of the IC' s DO MEX gaps and capabtlitics; 
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(7) Provide recommendations to optimize futurc DOMEX by IC elementS 
and. a~ appropriate, other U.S. Government entities. 

c. The DOMEXCOM will establish such subcommittees, working groups, and 
boards a.~ required to facilitate coordination or to address topics of IC interest. 

3. National Media Exploitation C.oter 

a. NMEC is a DNI Center composed of DIA. CIA. FBI. NSA. and DCCC as panner 
organizations. NMEC partner organizations may be added by the ADDNI/OS. Toe DIA is !he 
DNI E,ccutive Agent for the NMEC, with day-to-day management delegated to the NMEC 
Director. who shall operate the NMEC under an rclevaot authorilie.\ available to the Director of 
DIA. The NMEC Direct0< will be appointed by the D/DIA io consultation with the DNL Toe 
NMEC Deputy Director must be appointed from one of the partner organizations comprising 
NMEC other than the parent service or agency of the NMEC Director. 

b. NMEC will serve to advance the !C's collective DOMEX capabilities on behalf of 
the DNI. DOMEX strategy. policy, and guidance will be established by the ADDNl/0S. DIA 
and the NMEC will fac1lltate. to the maximum extent possible, integration of IC DO MEX 
policies, standards, and procedures with tactical and operational level Department of Defense 
procedure.,. 

c. As directed by the ADDNl/0S, the NMEC acts as a DOMEX se,vice of common 
concern and: 

(1) Suppons development of the DNT's DOMEX strategy, policy, aod 
prog.raouna1ic: recommendations: 

(2) Ensures prompt and responsive DOMEX support to meet the ooeds of 
inteIHgence. defense. homeland security. law enforcement, and otht:r U.S. Government 
consumers, to include provision of tiJncly and accurate collection. processing. exploitation, and 
dissemination consistent with the protection of intelligence sources and methods; 

(3) Upon DNI approval, implements policies and goidance on DOMEX. 
including handling and dissemination policies and related activities~ 

(4) Develops and advoca1es programs, including training and tradecraft that 
expose oil IC personnel to the benefits of using DOMEX activities and produclS and, in concert 
with other IC elements, trains IC personnel in DOMEX. 
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4. IC lilemeots: 1n coon.Imation with the ADDNVOS. and consistent with DNI 
standa.tds. IC elemrots: 

a. Collc:c~ p,oocss, translate, exploit. report, sh=, and archive DOMEX products 
and related raw daia in accocdanoe with applicable DNI policy; 

b. Keep ADDNI/OS apprised of DOMEX activities to minimize duplicale efforts~ 

c. Panicipate in deliberations and activities of lhe OOMEXCOM and related 
subcommittees and world.ng groups; 

d. SuppOrt validated mfEC staffing and technical assistance requirements; 

e. lmplemem infonnation technology infrastructure in support of DO MEX complianl 
with IC enterprise architecture policies. SCf\'ioes, and standards. 

f. Will coordinate with DDNI/A requirements for DOMEX disseminated 
analytic products to be tagged and submitted to the Library of National Intelligence. 

S. Additional Roles aod Responsibilities 

a The DDNUAcquisition, in coordination with the ADDNI/0S. executes fl)C DNJ 
MiJcstonc Decision Authorities and coordinatcS program trades.. in consuJtation with the 
ADDNI/OS, for DOMEX activi1ies determined to he of significant IC interest by the 
DOMEXCOM, ADDNl/05, DDNIIC. and the ADNI/CFO. 

b. The ADNI/CIO, will advise the ADDNl/0S, Nl.1EC, and other IC DOMEX 
activities, services, and agencies on bow to develop and operate an infrastructure that will 
facilitate aecess to DOMEX lnformalion, products a.nd services 

c. The DONVPPR, in coordination with the ADNI/CFO and ADDNl/0S, reviews 
DOMEX retum--on-investmcnt and consumer satisfaction metrics as well as participates in 
strategy development and resource docislon-making. 

t'. DEFI.NITION: Document and Media Exploitation (DOME() - the 
processing, trauslatioo, aJlalysis. and dissemination of colJC(..'1.cd ha.rd copy documents and 
electronic media, which are under the U.S. Oovcrnmcnt's physical control and are not publicly 
available. This definition excludes: handling of documeoLc; and media during lhe collection, 
initial review, and inventory process; and, documents and media withheld from the IC DOMEX 
dissemination system in accordance with DNI-s.anctioned agrccmc-nts aod policies to protect 
sources and methods. 
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G. EFFECTIVE DATE: This directive become, effective oo date of signature. 

b JUL 07-
o· of National Intelligence Date 
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