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4. (U) Requests for further dissemination of ORCON information and approval of such 
dissemination shall be based on a mission need of the intended recipient. 

5. (U) Dissemination to Congressional committees shall be consistent with oversight 
functions and requirements. 

6. (U) Consideration of requests for further dissemination shall use a risk-managed 
approach, by which the originator evaluates the benefits associated with providing the content 
against the risks associated with denying the request. 

7. (U) Pre-approval decisions shall be made consistent with ensuring the maximum 
availability of and access to intelligence information, consistent with national security 
requirements.  Originators shall, to the greatest extent possible, coordinate with intended 
recipients and product consumers (including offices that support dissemination to the 
Congressional oversight committees) to identify and pre-approve ORCON information for 
further dissemination beyond that which is authorized for the original product.  Pre-approval 
decisions to further disseminate ORCON information should include consideration of the 
product line, mission area, means of dissemination, and additional recipients.  IC element 
practices facilitating pre-approval of ORCON information for dissemination to the Congressional 
oversight committees shall be sustained and, as practicable, expanded. 

8. (U) Reporting on the use of ORCON shall be included as part of the annual reporting 
requirements outlined in ICD 710, Classification and Control Markings System. 

9. (U) The training conducted pursuant to both ICD 710 and EO 13526, Sections 1.3(d) and 
2.1(d) shall include training on the proper use, application, safeguarding, processes for 
dissemination, and derivative use of the ORCON marking. 

E. (U) IMPLEMENTATION 
1. (U) Sharing of ORCON 

a. Classified national intelligence bearing the ORCON marking may be shared with all 
components that have been authorized to receive the information via pre-approval or 
dissemination list; 

b. Recipients of classified national intelligence that bears the ORCON marking may also 
share that intelligence without additional approval from the originator as follows: 

(1) With components within their own organizations.  Each IC element (as defined 
in 50 USC 401a) shall be considered a single organization; 

(2) With their headquarters, defined as the organization that has authority, direction, 
and control over the recipient; 

(3) With officials directly supporting the Secretary if the recipient is within a 
Department (as defined in 5 USC 101); and 

(4) With Departmental components that function on behalf of the recipient 
(hereinafter, “subordinate components”) and their immediate intelligence customers within their 
Department. 
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ORCON information.  The pre-approval shall be presented in a manner that clearly states for 
whom the information is pre-approved and that is both visible in electronic and hard-copy 
versions of the document and is machine and human-readable for all versions of the document; 
and 

c. Requests for further sharing of ORCON information may include recipients outside 
the IC provided that recipients meet the access requirements set forth in EO 13526, Section 
4.1(a).  Further dissemination by those recipients requires originator approval. 

5. (U) Originators shall provide a written justification to the requestor for the denial or 
partial denial of a request for pre-approval or for further dissemination. 

6. (U) Dispute resolution:  The process and timeline described in ICPG 501.2, Sensitive 
Review Board and Information Sharing Dispute Resolution Process, shall be used for resolving 
disputes related to the denial to retrieve ORCON information.  Recipient agencies may 
ultimately appeal denials by the originating agency for further dissemination of classified 
national intelligence, including pre-approval requests, to the DNI or his designee. 

7. (U) Challenges:  Recipients may challenge the application of the ORCON marking in 
accordance with DNI Guidance for Intelligence Community Marking Challenges (NCIX 260-11, 
18 January 2012). 

F. (U) ROLES AND RESPONSIBILITIES 
1. (U) The DNI will: 

a. Through the PDDNI, in consultation with the heads of the IC elements, designate 
secure collaborative environments authorized for ORCON; 

b. Through the IC Chief Information Officer: 

(1) Promulgate an IC Standard that facilitates the technical dissemination of 
ORCON information.  This Standard will cover common processes, nomenclature, metadata 
requirements, standard pre-approval and distribution list constructs, and other technical criteria, 
as appropriate; and 

(2) Maintain a list of designated secure collaborative environments. 

c. Through the National Counterintelligence Executive (NCIX): 

(1) Issue standard criteria describing the training requirements in accordance with 
Section D.9; 

(2) Establish a website on a classified network that makes available Point of 
Contact (POC) information, directions for ORCON dissemination requests, and any additional 
information that facilitates the sharing of ORCON (for example, links to lists, forms, and 
procedures) provided by originators in accordance with Section F.3.b; and 

(3) Provide metrics on the use of ORCON including the potential misapplication of 
ORCON to the DDNI/II and IC Information Sharing Executive, at least annually. 

2. (U) Heads of IC Elements shall: 

a. Respond to pre-approval and further dissemination requests in accordance with the 
terms of this guidance; 
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b. Identify to the DNI, within 90 days of the effective date of this guidance, their 
headquarters element and subordinate components, consistent with Section E.1; and 

c. Establish ORCON training consistent with this policy and in accordance with the 
standards established in accordance with Sections D.9 and F.1.c.(1). 

3. (U) Originators of ORCON information shall: 

a. (U) Coordinate with intended recipients and consumers (including IC offices that 
support dissemination to the Congressional oversight committees), applying a risk-managed 
approach to identify the widest appropriate dissemination of ORCON information; 

b. (U) Provide the DNI, through the NCIX, with POC information, directions for 
ORCON requests, and any additional information that facilitates the sharing of their ORCON 
information (for example, links to lists, forms, and procedures); 

c. (U) When the ORCON marking is used, separate sources, methods, and activities 
content from the substantive classified national intelligence by using tearlines, write for release, 
or other sanitization methods, in accordance with DNI policy; 

d. (U) Coordinate with the DDNI/II on the TOU for secure collaborative environments; 

e. (U) Identify an electronically accessible form for processing all ORCON pre-approval 
and further dissemination requests.  This form shall have the capability to document both 
requests and decisions, as well as capture metrics on approvals and denials of pre-approval and 
further dissemination requests; if such a form cannot be created, establish an analogous process 
for these functions and information (for example, an e-mail account); 

f. (U) Review, within three days of receipt, all requests for the further dissemination of 
ORCON information.  The originating agency must communicate its decision or its justification 
for extending the timeline for a decision (generally not to exceed seven days) to the requesting 
agency.  This period may be extended if the requesting agency specifies a longer period of time 
for a response or as otherwise authorized by the DNI; 

g. (U// ) For requests that are time critical and require immediate action on the 
cleared information (e.g. immediate analytical assessment, diplomatic intercession, military 
operation, arrest/detention, or National Terrorism Advisory System alert), provide a response as 
soon as possible and not later than 24 hours.  A justification is required for all requests that 
require the originator to respond within such a critical timeframe.  This timeframe also applies to 
immediate or urgent requests on behalf of Congressional oversight committees.  For those 
requests where it is necessary to disseminate ORCON information to respond to an imminent 
threat to life or in defense of the homeland, and a response is required in less than eight hours, 
requestors shall consider this situation an emergency in accordance with the terms of Section 
4.2(b) of EO 13526; 

h. (U) Adhere to the timelines and processes outlined in ICPG 501.2 for disputes related 
to requests for the further dissemination or pre-approval of ORCON; 

i. (U) Adhere to the timelines and processes outlined in the DNI Guidance for 
Intelligence Community Marking Challenge Procedures; and 






