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STATEMENT FOR THE RECORD

Terrorism

Al-Qa’ida Remains Dangerous
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Regional Affiliates Expanding Their Agendas

New Challenges
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Assessing the Terrorist CBRN Threat

Proliferation
Ongoing efforts of nation-states to develop and/or acquire weapons of mass destruction
(WMD) constitute a major threat to the safety of our nation, our deployed troops, and our allies.
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The threat and destabilizing effect of nuclear proliferation, as well as the threat from the
proliferation of materials and technologies that could contribute to existing and prospective
chemical and biological weapons programs, are among our top concerns.
Traditionally biological, chemical, or nuclear weapon use by most nation states has been
constrained by deterrence and diplomacy, but these constraints may be of less utility in
preventing the use of these weapons by terrorist groups. Moreover, the time when only a few
states had access to the most dangerous technologies is well past. Biological and chemical
materials and technologies, almost always dual-use, move easily in our globalized economy, as
do the personnel with scientific expertise designing and using them. The latest discoveries in the
life sciences also diffuse globally with astonishing rapidity.
We assess that many of the countries pursuing WMD programs will continue to try to
improve their capabilities and level of self-sufficiency over the next decade. Nuclear, chemical,
and/or biological weapons—or the production technologies and materials necessary to produce
them—also may be acquired by states that do not now have such programs. Terrorist or
insurgent organizations acting alone or through middlemen may acquire nuclear, chemical,
and/or biological weapons and may seek opportunistic networks as service providers. In the
context of WMD proliferation by nation-states, we have no information of states having
deliberately provided CBRN assistance to terrorist groups.

Iran
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North Korea
Pyongyang’s nuclear weapons and missile programs pose a serious threat to the security
environment in East Asia, a region characterized by several great power rivalries and some of the
world’s largest economies. North Korea’s export of ballistic missiles and associated materials to
several countries, including Iran and Syria, and its assistance to Syria in the construction of a nuclear
reactor, destroyed in 2007, illustrate the reach of the North’s proliferation activities. Despite the
October 2007 Six-Party agreement in which North Korea reaffirmed its commitment not to transfer
nuclear materials, technology, or know-how, we remain alert to the possibility North Korea could
again export nuclear technology.
We judge North Korea has tested two nuclear devices. The North’s October 2006 nuclear test is
consistent with our longstanding assessment that it had produced a nuclear device, although we judge
the test itself to have been a partial failure. The North’s probable nuclear test in May 2009 is
consistent with our assessment that the North continued to develop nuclear weapons, and with a yield
of roughly two kilotons TNT equivalent, was apparently more successful than the 2006 test
Although we judge North Korea has tested two nuclear devices, we do not know whether the North
has produced nuclear weapons, but we assess it has the capability to do so.
In November 2010, North Korean officials told US visitors that North Korea is building its own
light water reactor (LWR) for electricity production. The claimed prototype LWR has a planned
power of 100 megawatt-thermal and a target completion date of 2012. North Korean officials also
told the US visitors in November that it had constructed and started operating a uranium enrichment
facility at Yongbyon that they claimed was designed to produce low-enriched uranium (LEU) and
support fabrication of reactor fuel for the LWR. The US visitors were shown a facility at the existing
fuel fabrication complex in Yongbyon, which North Korea described as a uranium enrichment plant.
North Korea further claimed the facility contained 2,000 centrifuges and was operating and
producing LEU that would be used to fuel the small LWR. The North’s disclosure supports the
United States’ longstanding assessment that the DPRK has pursued a uranium-enrichment capability.
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We judge it is not possible the DPRK could have constructed the Yongbyon enrichment facility
and begun its operation, as North Korean officials claim, in such a short period of time—less than 20
months—without having previously conducted extensive research, development, testing, fabrication,
and assembly or without receiving outside assistance.
Based on the scale of the facility and the progress the DPRK has made in construction, it is likely
that North Korea has been pursuing enrichment for an extended period of time. If so, there is clear
prospect that DPRK has built other uranium enrichment related facilities in its territory, including
likely R&D and centrifuge fabrication facilities, and other enrichment facilities. Analysts differ on
the likelihood that other production-scale facilities may exist elsewhere in North Korea.
Following the Taepo Dong 1 launch in 1998, North Korea conducted launches of the Taepo
Dong 2 (TD-2) in 2006 and more recently in April 2009. Despite the most recent launch’s failure in
its stated mission of orbiting a small communications satellite, it successfully tested many
technologies associated with an ICBM. Although both TD-2 launches ended in failure, the 2009
flight demonstrated a more complete performance than the July 2006 launch. North Korea’s progress
in developing the TD-2 shows its determination to achieve long-range ballistic missile and space
launch capabilities. If configured as an ICBM, the TD-2 could reach at least portions of the United
States; the TD-2 or associated technologies also could be exported.
Because of deficiencies in their conventional military forces, the North’s leaders are focused on
deterrence and defense. The Intelligence Community assesses Pyongyang views its nuclear
capabilities as intended for deterrence, international prestige, and coercive diplomacy. We judge that
North Korea would consider using nuclear weapons only under certain narrow circumstances. We
also assess, albeit with low confidence, Pyongyang probably would not attempt to use nuclear
weapons against US forces or territory unless it perceived its regime to be on the verge of military
defeat and risked an irretrievable loss of control.

Global Challenges
South Asia
Afghanistan
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Afghan National Security Force Development

Afghan Governance Challenges

Status of the Afghan Drug Trade
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Neighboring States and Afghanistan

International Support to Afghanistan

Pakistan

Efforts Against Insurgents and Terrorists
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COIN Improvements

Political and Economic Outlook

India
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East Asia
North Korea
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China
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The Middle East and North Africa
Egypt

Tunisia
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Iraq

Political and Economic Trends
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Iran
The public protests and elite infighting that followed the June 2009 presidential election posed
the greatest internal challenge to the Islamic Republic since the early 1980s. The election crisis has
widened splits in the country’s political elite and has demonstrated the popular willingness to
challenge government authority and legitimacy. Nevertheless, the Iranian regime has stymied
opposition activities and should be able to contain new threats from the opposition to its hold on
power over the near term.
In reasserting control in the wake of the election, the regime has moved Iran in a more
authoritarian direction. Decisionmaking on domestic issues that affect Supreme Leader Ali
Khamenei’s hold on power will be shaped by ascendant hardliners, including President Mahmoud
Ahmadi-Nejad and his allies and officials of the Islamic Revolutionary Guard Corps (IRGC). The
regime is unlikely to compromise with the opposition. Since the election Iran has arrested thousands
of opposition sympathizers, shut down media outlets, and increased monitoring and control of
telecommunications.


The regime has sought to pressure and ostracize leaders of the Green Path movement, which
emerged in response to perceived election fraud. The movement, although weakened, will
continue to pose a low-level challenge to the regime, given its ability to tap into the alienation
among the middle classes over the election, the government’s subsequent violent crackdown, and
restriction of civil liberties.



The regime’s increasing reliance on the IRGC to suppress political dissent will allow the Guard
to widen its political and economic influence, which has grown over the past two decades.

Despite the regime’s reassertion of control, it is vulnerable to renewed challenges because
traditional conservatives have been alienated and ideological cleavages between conservatives and
hardline factions have widened.
Expediency Council Chairman Ali Akbar HashamiRafsanjani, his moderate allies, and other traditional conservatives have responded with increased
public criticism of Ahmadi-Nejad and efforts to block his policies.
The election crisis and the most recent round of UN sanctions almost certainly have not altered
Iran’s long-term foreign policy goals—namely Iranian sovereignty, and the projection of power and
influence in the region and the Muslim world. Iranian leaders probably will continue to issue harsh
rhetoric and defy the West, but we judge that the need to avoid tougher sanctions and maintain
commercial relationships will likely also temper regime behavior.
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The Intelligence Community judges Tehran will continue to view the United States as an
existential threat and as partly responsible for post-election unrest. Iran will seek to undermine US
influence in the Middle East by sponsoring opposition to US initiatives, backing groups that oppose
US and Israeli interests, working to undermine cooperation between Washington and moderate Arab
allies, and strengthening its deterrent capability against threats from the United States and Israel.
Despite Chinese and Russian support for UNSCR 1929 in June 2010, Iran will continue to view
relations with China and Russia as critical to countering Western economic pressure, limiting US
influence in the region, and obtaining advanced military equipment. Tehran also is seeking to
develop improved political and economic ties with a range of Asian, Latin American, and East
European countries to try to offset and circumvent the impact of sanctions.

Yemen

Lebanon

Africa
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Sudan

Somalia
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Nigeria

Cote d’Ivoire
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The Democratic Republic of the Congo

West African Transnational Threats

Russia and Eurasia
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Russia

Assessing Russia’s Military

19

The Caucasus and Central Asia
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Europe
The Balkans

Latin America and the Caribbean
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Mexico

22

.

Venezuela

Cuba
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Haiti

Regional Dynamics
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Iranian Inroads

Intelligence Threats and Threats to US Technological &
Economic Leadership
Intelligence Threats

Far-Reaching Impact of the Cyber Threat
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International Organized Crime

27

Export Controls and Economic Imbalances
Export Controls

Uneven Economic Recovery
Potential threats to economic security may result from the large imbalances in international
trade and investment flows. Outstanding disagreements about how to address imbalances may
cloud prospects for effective cooperation in international trade and finance and may create
frictions that potentially can impede collaboration on a variety of difficult strategic issues.
Current account imbalances across the globe tended to widen last year. Deficits in 2010
grew in the US and most of the EU, while surpluses grew larger in China, Germany, Russia, and
Japan. A number of countries continued to accumulate large amounts of foreign exchange
reserves in 2010, including China and Russia, and a number of East Asian countries. These
market interventions limited the degree of rebalancing that could have been facilitated by more
significant exchange rate adjustments.
The disparity between robust growth in emerging economies and irregular expansion in
advanced industrial countries was striking last year. China achieved near double-digit growth,
with a powerful rebound of exports, brisk domestic economic activity, and a sharp climb in
imports. This activity stimulated output expansion across Asia and to export powerhouses like
Germany, as well as to commodity producers in Latin America and elsewhere. In contrast,
economic recovery in major industrial countries of Europe and in Japan was well below typical
rates of growth in prior business cycle upturns. By comparison, for emerging markets as a
whole, real GDP at the end of 2010 was 7 percent higher than a year ago. Only one sizable
emerging market, Venezuela, registered a drop in real GDP last year.
The major drag on economic activity in Europe stemmed from a sudden, and largely
unexpected, financial crisis that made it impossible for several European countries to access the
capital markets to fund government fiscal requirements. The most severely affected countries
were Greece and Ireland, with partial spillover onto Portugal and Spain. As a result, fiscal
austerity, including constricted military outlays, will be the rule throughout Europe for years to
come.
In the midst of a global financial meltdown and the 2008-2009 recession, economic policy
coordination across a wide spectrum of issues was attainable for leaders of the Group of 20
countries. A start was made in harmonizing financial regulatory reforms that promise to
strengthen bank capital and liquidity positions of major financial institutions, but many
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unresolved technical issues remain. The leaders of the G20 tasked the IMF to explore ways to
identify through objective indicators unwelcome imbalances.
Expansion Centers on the Emerging Markets

European Debt Crisis
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Threats to Space Systems

Resource Issues
Global Energy Security Challenges
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Growing Water Scarcity Issues

Strategic Health Threats
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Non-Western Health Diplomacy on the Rise
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Conclusion
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