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To:  Review Group on Global Signals Intelligence Collection 

and Communications Technologies 

From:  Bill of Rights Defense Committee 

Date:  October 4, 2013 

Re:  Public comment pursuant to September 4 announcement 

On September 4, 2013, the Review Group on Global Signals Intelligence Collection and 

Communications Technologies (the “Review Group”) announced an invitation for public 

comment pursuant to the President’s establishment of the group on August 12.
1
 This 

memorandum is presented for submission “as part of the official record of the Review 

Group’s activity.” 

1. Introduction 

The United States has long pursued data collection as part of its national security 

program. Recent revelations that the National Security Agency (NSA) has turned its 

substantial powers towards spying on American citizens—en masse, without suspicion—

have raised serious and troubling constitutional questions.
2
  

The first public details regarding the scope of the NSA’s domestic spying program came 

to light despite active efforts across the executive branch to suppress them.
3
 In the wake 

of leaks by NSA subcontractor Edward Snowden, Americans—including members of 

Congress—have voiced widespread outrage about how the NSA’s activities render them 

presumptive suspects, without transparent debate.
4
 The disclosures finally enabled a long 
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overdue debate, with mounting criticism of government spying extending even to 

architects of the PATRIOT Act.
5
 

The following concerns address the NSA’s programs, as well as the President’s recent 

call for oversight from the Director of National Intelligence (DNI) and the legitimacy of 

the Review Group. 

2. NSA spying is overbroad and should be curtailed  

The American public anticipated that the NSA would, pursuant to its national security 

mission, conduct intelligence gathering targeted at suspected terrorists. We did not expect 

these surveillance activities to extend to everyone in the country.
6
 Many Americans fear 

that the threat of terrorism has been exploited and manipulated to justify massive 

surveillance with applications disconnected from its stated purpose of keeping us safe. 

The scope of the NSA’s dragnet on the American people has grown to encompass tapping 

the Internet and phone system,
7
 co-opting technology companies and recruiting spies 

within them,
8
 monitoring online social media,

9
 enabling targeted email surveillance at 

will and without any supervisory or oversight controls,
10

 and hacking cell phone location 

data.
11
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Whistleblowers have alleged even broader programs,
12

 which together substantially 

comprise the Total Information Awareness program that Congress affirmatively rejected 

in 2003.
13

 

The lack of particularized and individual suspicion long required to constitutionally 

conduct surveillance in other contexts renders the NSA’s various domestic spying 

programs among the most severe threats that our Constitution confronts. Anyone with a 

phone or computer is presumptively treated like a suspect, with data collection ranging 

well beyond any basis for individualized suspicion.
14

  

The Fourth Amendment remains part of the Constitution, and permits neither physical 

searches, nor their digital equivalents (i.e., collection of online or electronic intelligence 

data) absent individual suspicion. As in other contexts, government scrutiny—data 

collection—must be (i) justified by specific articulable facts
15

 (ii) giving rise to individual 

suspicion,
16

 (iii) limited only to their proper scope,
17

 and (iv) overseen by a transparent 

court,
18

 in order to satisfy constitutional guarantees.  

All NSA domestic surveillance and intelligence collection programs, including 

XKeyscore, PRISM, Boundless Informant, bulk collection of telephone metadata, any 

collection of Internet content or traffic logs under Section 702 of FISA or any other legal 

authority—and any further programs not yet revealed to the public and Congress through 

leaks—must be curtailed to comply with these requirements. If the executive branch does 

not voluntarily adopt these changes, Congress, the courts, and the American people will 

impose them. 
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15
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3. NSA spying programs are ripe for abuse  

The NSA’s domestic surveillance programs have largely evaded meaningful judicial 

review. Constitutional challenges have been impeded by executive secrecy,
19

 while the 

secret FISA court has not proven to exercise an effective check or balance.
20

  

Meanwhile, congressional oversight has also been meager, particularly because NSA 

officials and the DNI have proven less than forthcoming, at best, in response to 

congressional inquiries.
21

  

Among the most pressing concerns about the NSA’s domestic spying efforts is the 

possibility that its powers can be easily—and secretly—abused at both the departmental 

and individual level. Some of these fears have already been realized, as evidenced by the 

admissions of NSA agents who have already used state surveillance technology to stalk 

their former lovers.
22

  

Beyond the vulnerability for abuse by individuals, the NSA’s domestic surveillance 

activities can also be inappropriately directed at an institutional level. Whether due to 

“the complexity of the technology” enabling inadvertent violations, or an express 

intention to circumvent the First and Fourth Amendments, the NSA cannot be relied upon 

to protect the privacy of Americans.
23

 

Until sufficient transparency coupled with a history of forthright disclosure earn the trust 

of Congress and the American public, secret NSA surveillance will remain incompatible 

with our national commitment to a free and open society. 
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 See Clapper v. Amnesty Int’l, 568 U.S. ___ (2013) (upholding the dismissal of a constitutional challenge 

to dragnet NSA spying on standing grounds). 
20

 See Christopher H. Pyle, The Secret Court: Is it Constitutional?, People’s Blog for the Constitution 

(August 9, 2013), available at http://www.constitutioncampaign.org/blog/?p=14529; Glenn Greenwald, 

Fisa court oversight: a look inside a secret and empty process, The Guardian (June 18, 2013), available at 

http://www.theguardian.com/commentisfree/2013/jun/19/fisa-court-oversight-process-secrecy. 
21

 See Anita Kumar and Lesley Clark, Congress outraged by news that NSA frequently broke privacy rules, 

McClatchy (Aug. 16, 2013), available at http://www.mcclatchydc.com/2013/08/16/199621/news-that-nsa-

frequently-broke.html#storylink=cpy; Glenn Greenwald, Members of Congress denied access to basic 
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Sen. Ron Wyden: NSA 'repeatedly deceived the American people', The Guardian (Sep. 27, 2013), available 
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 See Siobhan Gorman, NSA Officers Spy on Love Interests, The Wall Street Journal (August 23, 2013), 
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23

 See Gregory Ferenstein, Court: NSA Violated Privacy Because No One Understood The Rules, 

TechCrunch (September 10, 2013), available at http://techcrunch.com/2013/09/10/court-nsa-violated-
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4. NSA spying has a chilling effect on political participation 

In addition the Fourth Amendment’s protections against searches & seizures absent 

individual suspicion, NSA surveillance also suppresses constitutionally-protected speech 

and association guaranteed under the First Amendment.
24

 Since the COINTELPRO era, 

participants in social change movements have been aware of illegitimate government 

monitoring of their organizations and constitutionally protected activities.
25

 New to the 

contemporary era, however, is the potential for overbroad spying to chill individual 

political participation before it happens.  

Surveillance of organizations and individuals seeking domestic policy changes has been 

among the priorities of other domestic security agencies, including the FBI.
26

 Rising 

awareness that simple political participation could land a person pursuing legitimate 

constitutionally protected expressive activity squarely in the crosshairs of intelligence 

agencies is enough to chill political speech and action by Americans who would 

otherwise consider them.
27

 The NSA’s unique capabilities render electronic speech 

especially vulnerable.
28

 

The suppression of civic participation as a result of NSA programming contravenes the 

most basic principles on which our democratic Republic was founded. 
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Bloomfield, ACLU NSA Lawsuit: PRISM Violates the First and Fourth Amendments Of the Constitution, 

(Sep. 10, 2013), available at http://www.policymic.com/articles/48195/aclu-nsa-lawsuit-prism-violates-the-

first-and-fourth-amendments-of-the-constitution. 
25

 US Senate Select Committee to Study Governmental Operations with Respect to Intelligence Activities, 

Final report of the Select Committee to Study Governmental Operations with Respect to Intelligence 
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 See Sarah Laskow, Is the NSA surveillance program really about spying on environmentalists?, The 
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5. The Director of National Intelligence is not qualified to lead this review 

Director of National Intelligence Eric Clapper has intentionally misled Congress and the 

American people. His public statements
29

 have been directly contradicted by 

subsequently revealed facts.
30

 The falsity of his statements ranges well beyond mere 

obfuscation.  

In fact, the DNI’s admittedly false answers to congressional inquiries are part of an 

overarching pattern of deception by federal agencies regarding the scope domestic 

surveillance authorized under the PATRIOT Act and 2008 FISA Amendments.
31

 

Under Clapper’s leadership, NSA activities prompted the extraordinarily deferential 

Foreign Intelligence Security Court (FISC) to conclude: 

the government’s failure to ensure that responsible officials adequately 

understood the NSA’s alert process, and to accurately report its implementation to 

the Court, has prevented, for more than two years, both the government and the 

FISC from taking steps to remedy daily violations of the minimization procedures 

set forth in FISC orders and designed to protect [REDACTED] call detail records 

pertaining to telephone communications of U.S. persons located within the United 

States who are not the subject of any FBI investigation and whose call detail 

information could not otherwise have been legally captured in bulk.
 32

  

Because DNI Eric Clapper has deliberately misled Congress and the American people, he 

cannot be trusted to lead the Review Group tasked with informing the President of its 
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Posted by Senator Wyden, Daily Kos (July 27, 2013), available at 

http://www.dailykos.com/story/2013/07/27/1227008/-Clapper-Admits-He-Lied-to-Congress-in-Letter-

Posted-by-Senator-Wyden#.  
32
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scope and potential violations. In fact, the DNI’s efforts to evade legitimate scrutiny of 

ongoing NSA violations of constitutional rights renders him unqualified for any position 

of federal authority.
33

 Beyond removing him from his extraordinarily sensitive leadership 

position, his documented false statements to Congress should prompt an immediate 

impartial investigation and appropriate prosecution for perjury.
34

  

Allowing the Review Group to proceed and reach conclusions under Eric Clapper’s 

direction will only further erode the confidence of the American people in the Review 

Group, as well as our government’s ability to ensure national security while respecting 

our Constitution, more broadly.  
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Say, Huffington Post (June 16, 2013), available at http://www.huffingtonpost.com/2013/08/16/james-

clapper-poll_n_3769267.html; Chriss W. Street, Will James Clapper Be Prosecuted For Lying To 
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