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USP Query Guidance for Personnel with Access to Unminimized FISA Section 702 Data

Background: In July 2014, the Povacy and Civil Liberties Oversight Board (the Board) completed its study of the Foreign Intelligence Sucvcillanee Act (FISA) Section
702 Program.! The Board found that the information the program collects has been valuable and effective in protecting the nation’s security and prodacing useful
foreign intelligence information, and that the program has been subject 1o judicial oversight and extensive internal supcevision. However, the Board akso found thar
cestain aspects of the program’s implementation raise privacy concerns, to include the use of queries to search the information collected under the program for the
communications of specific U.S. persons. One of the Board’s recornmendations was to institute additional fncasures to ensure that CLA personnel access ot view
communications acquired under Section 702 that involve or concern U.S. persons only when there is a valid foreign intelligence reason to do so.2 The guidance below
implements the Board’s recommendation and will be incorporated into the regular beefings/ trainings.

Guidance: All quedies of unminimized FISA Scetion 702 communications — including United States person (USP)3 queries — ate permitted only when reasonably likely
to return foreign intelligence information, as defined in FISA.4 All such USP queries of conterit® must be so marked and accompanied by a statement of facts that
illustrates why the query is reasonably likely to return foreign intelligence information.

A USP query is one that uses a particadar USP identifier (i.c., cmail address, name) as a query term or is othenwise designed to identify communications thar are to, from
or about a particular USP.¢ A query is para USP query if the user of the identifier being used as a query term is locared inside the United States, but known not 1o be a
USP. 50 long as the query is also not designed to identify communications that age to, from or abour 3 particular USP.

P PRIVACY AND CIVIL Linrierizs Oversicns B, REPORT ON 11 SURVENLLANGE PROGRAM OPERATED PURSUANT 1O SECTION 702 OF tHE FOREIGN INTELLIGENCE SURVEILLARC

ACT (JuLy 2, 201 ) hereinafres PCLOB Rizpomt]. Under FISA Seetion 702 the government inay coflect the communications of non-41.8,

the compelled assi of clectronit: cc ications service providess, in order to acquire forcign intelligence information.

2 Recommendation 3 of the Board’s Report said that “the NSA and CIA minimization procedures should permit the agencies to query collected Section 702 dat for foreign inrelligence

purposcs using U.S, person identifiers only if the query is based vpon a statement of facts showing that the query is reasonably likely to roturn foceign intelligence information as defined
- in FISA. The NSA and C1A should develap written pguidance for agents and analysts as to what ink ion and d ion s needed to meer this standard, including specific

examples.” PCLOB Rupont, supra note 1, ar 139-40,

3 As defined in FISA, n USP is 2 United Stares citizen, LPR (2 green card holder), corpontion incorporared in the United

of United States citizens or LPRs. 50 US.C. § 18014,

1 The y definition of foreign intellig informarion ander FISA is narrower when the information in question involves U.S. persons than it is when information pertains only to

non-U.S. pessons, Foreign intelligence information concerning U.5. persons is defined in FISA as information that is negessary to: (1) the ability of the United States to protecr against an

actual or potential atack by a foreign power; (2) sabotage, intecnational terrorism, o¢ the proliferation of weapons of mass destruetion by u foreign power; or (3) dhandestine intellipence

actvities by 2 foreign power. Addidonally, foreign intelligence information conceming U8, petsons is also defined as information that is necessary to the national defense or security of

the United States or the conduct of the foreign affairs of the United States, bur only insofar as that information concerns a forcign power (such as inrernational resrodst groups, loreign

gorernments or any component thereof, or non-USP entitics cagaged in the proliferation of weapons of mass destruction) os foreign teritory. 50 US.C. § 1801(c)

3 CLA’s metadaca-only repository does not have the capacity for documenting why rhe query is ceasonably likely 1o provide [oreign intelligeace information. Upon opening the epository,

however, users will be met with a pop-up Window seiterating the query staridard and requiring their assent before they may proceed.

© Querics that use a USP ideatifier paired with one or more other tevms (i.e., non-USP teems) are also considered to be USP queries.
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pessons located ourside the United States, with

States, or an unincorporated association substandally composed
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The Department of Justice and Office of the Director of National Intelligence will review all of CIA’ USP queries of content during the Simonrhly oversight reviews to
ensure that they were reasonably likely to recurn foreign intelligence information.

A query is reasonably likely to return foreign intelligence information as defined in FISA if it concerns one or more of the following: ',"/ %g;%;% NatSecAct
(1) the activitics or intentions of forcign governments, foreign factions, forcign government entities, or foreign-based political parties; ::"
(2) international terrorist groups, ot individuals involved in internationa) terrodism of activities in preparation therefor: ; ', (b)(1)
o 1/ (b)(3) NatSecact
(4) Tndividaals engaged tn clandestine intelligence gathering for an intelligence service or group noted in (1), (), or (D above: ;
5 .
Eﬁ; he Tact that a USF may Be a target of intelligence activides of a group noted in (1), (2), or (3) above; or T (t‘)) (3) NatSecAct
(7) the safety of any persons or otganizations, including those who are targets, victims, or hostages of groups engaged in international tertosism (ie., [l'){:ats 0

the US. or allied Armed Forces or other U.S. or allied persounnel).
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