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PROCEEDINGS
THE COURT: Good -morning again, everyone, and we are
on the record. Well, thank you all for coming. I really
appreciate it. Before I swear in the nonlawyers who will be
speaking, let me just get everybody to introduce themselves, at

least those who may be participating in this, and that perhaps I

guess could be everybody. 1Is this _

I

]

u [

S
and [} - .And then go ahead, sir.

THE COURT: All right.

(LHEY (LATHC)

National Security Division.
DEHEGEN: GOIOGONN rrom the National Security

MR. OLSEN: Matt Olsen from National Security
THE COURT: Then we're with BRGNS

(b)6); (0N7)(C) FBI.

()(6); (b)(7)(C) FBI.
(b)6); (D)(7)(C) FBI Office of General
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_ I mean, it's after due diligence and
analysis

_'That is correct, Your Honor. As you know,

the statute requires us to have a reasonable belief that a
target is located outside the United States. The targeting
procedures are designed to ensﬁre that NSA_analyzes information
‘that gives rise to that reasonable belief. So it is the
targeting procedures that imposes the due diligence requirement
on the NSA in that respect.

| THE COURT: Okay. That's fine. 2&and I think that
answers my question.

My next guestion with respect to what you had given us is
on No. 6, page‘7, and it's the discussion'bf the post targeting

analysis done by NSA in the targeting procedures, and my

guestion was the procedure said that that —

_ and I sort of asked that that be fleshed out a

little bit, and you all did, and the first two points I

understand.

I wasn't too sure, though, what the meaning of the third
bullet point was. I mean, I understand the words, but I'm
wondering if someone could flesh that cut for me a little. It

says, °In all cases, analysts remain responsible for following

e ehe] o target s Yocation and for—the validity of contimued T

TOP—SECRET/-COMENT/--ORCON—NOFLIRH > V5930 (RB) 000379,
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information, the first thing they would be responsible for would
be to review the content cf that information to ensure they got
the right target and that it was providing foreign intelligence.

Once they do that, they're going to periodically check that

depending on

T R —"

‘reviewed that target and that it is meeting a foreign
intelligence purpose.
THE COURT: Okay. Any of the staff have any questions
on that topic before I move away from it? |
All right. ﬁow, this next one relates to an issue that
came up at the December '07 hearing before Judge Kotelly on thé
Protect America Act, and it relates to oversight reviews.
Obviously, the targeting procedures that we're talking
, abéut now, at léast with respect to the location of potential
targets, are similar to what was reviewed by Judge Kotelly and .
requireé.oversight reviews by personnel of Justice and the
Qffice of the Director of Natiocnal Iﬁtelligence.

I read the transcript of the hearing before Judge Kotelly,

and she took a lot of testimony concerning Lriie oversignt up to

~that point. Can somebody fill me in on where we are today on

o . : w eg%g 16-CV/-8936 (RMB) 000381
r’
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that time, we've had an opportunity to do that. And for
incidents that were reported to us through May 9 of this year,
-incidents involved instances where a target was targeted
improperly under the targeting procedures.

Wwe had -incidents -- one of the things that NSA is
required to do when they identify somebody who has roamed into
the States is to notify us of that within 72 hours of making
that determination.

We had . instances where a person had roamed into the
States but the NSA did not meet that 72-hour reporting
requirement. But in all of those-cases_, the tasking itself
was reasonable; it's just that they failed to comply with the
reporting requirement. |

We're tracking a number of other incidents, but with

~ respect to those incidents, we're pretty much in the same

posture that we were back in December: They‘ve-Been reported to
us; we don't have all the facts with respect to those incidents
yvet in order to be able to categorize them and say, okay, this
is a true noncompliance incident, this is just a roarhing
iﬁcident, or this is just a tasking error.

THE CQURT: Now, the .situations where yolu hadn't
been notified within 72 hours, you picked it up in a review much
later, or how did it come -- didlthey report it in 72 hours plus

10, or was it picked up when you went over angd --

No.. They actually reported those to us..
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THE CCURT: Okay.

It was just for a variety of reasons they

could not comply with the 72 hours. Sometimes it's just because
a final determination can take a little while simply to the
extent that the information is somewhat ambiguous. I think NSA
errs on the side of caution and probably sets the date of that
determination sooner rather than later such that the 72-hour
reporting requiremeﬁt is triggered basically at the first
instance or first indication as opposed to when a final
determination is-made.

Again, we've sort of refined the reporting reguirement and

. have explained to NSA basically when that 72-hour reporting

regquirement kicks in such that we've, again, seen less and less
of these incidents as time has gone on,.

THE COURT: So you've taken steps to make sure that
NSA, their people understand at least your view of the 72 hours

in order to cut down on the situations where things aren't

.reported.

Yes. That's one of the most, I think,

valuable aspects of the oversight visits. 1It's not just to, yoﬁ
know, we sit there and we review and go over things with NSa, '
but then we sort of have -- at the end, we sort of have a
roundup where we all talk about issues that have been identified

and ways that we can either fix problems or correct things. Aand

I think we've won the fruits of that, as I said, because the

AELU %6—%‘/-8936 (RMB) 000387
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sheets. But again, since the status of the person, the
determination of how that is made is so intertwined with the
game information upon which NSA relies to make a foreignness
determination, that it would be hard for'us not to identify such
information as we're conducting the reviews.

THE COURT: Has there been -- and maybe you've said
this, but is there;thought to be or are you planning fo or have
you already sat down with people or issued things so that they
can now focus on the fact that we‘ve got the non-U.S. person
status, which is also something they need to be focusing on?

bl 7,

I don't think we've had formal discussions

about it. .Again, this wasn't an issue that has cropped up out
of nowhere where we sort of had to still deal with this issue in
the context of the Protect America Act, because under the
certi%ications, we were not allowed to target U.S. persons
unless we had 2.5 authority.

THE COURT: Okay.

_ So we always had this aff_irmatiye -
although it was not affirmatively stated in the targetingl
procedures, there was an implicit requirement to ensure that
we're not inadvertently or intentionally targeting U.S. persons
in the absence of such authority.

So the types of checks that we‘re doing now build upon

checks that we were doing previously in order to satisfy that

requirement or limitation.

%PVSECREMG@M@O%—-NQEQRN
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our targeted selectors. That's a very useful case to us because
(D)(1); (b)3): (BX7)(E)

That's one example

sotnee oanois 1

{b)(1); (b)(3); (b)(7)E)

(b)(1); (0)(3); (BX7)E]

In other arenas as well,

same kind of thing. We maybe find (b)(1); (b}3); {b)(7)E) of

known target that provides a unigue insight into that foreign

intel need.

And another example, Jjust to flesh these out, a bit more is

(b){1); (b)3); (b)7)(E)

we would have a target who

PO P SECRET/ALCOMINT.LAQRCON —NGEFREN 5036 (RMB) 000393
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standard, and the Court is loocking at that as well as,
obviously, compliance with the fourth Amendment, which in itself
is a reasonableness standard, I guess, as well,

Do the abouts present_a different issue in terms of the
reasbnableness, do you think? Let me just expand a little bit
on that and have some response to it.

What percentage of the acquisitions are abouts, as opposed

to to and from? Is an about acquisition more or less likely to

pick up communications that otherwise vou wouldn't be allowed to

pick up for whatever reason? Do they present harder issues for
reasorableness?

Somebody want to start discussing that with me? Have you
thought about that?

_ As far as the percentage number, we don't

have a number for that, because as I mentioned earlier, when we
I = ind to's and froms and
—so we don't categorize those separately to

be able to count those communication as abouts.

Sc we don't have any numbers. I can tell you as far as
usefulness; they're very useful, and we see them routinely, but
I don't have é number for you on that.

THE COURT: And in terms qf the usefulness, their

importance to what you're trying to accomplish, talk to me a

little bit about that. As important as a to or from, less

o . - _

TOP SECRET//COMINT//ORCON . MOAFERN 8936 (RMB) 000395
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THE COURT: Now, you're saying in your response, still

on the abouts, "the operation of the I_nternet protocol address
intentioﬁal acquisition of communications about the target as to
which the senders and all intended recipients are known at the

time of acquisition to be located in the U.S."

_What about the U.S. person status, how that is

more difficult to account for or to --

(L)(B). (B}7)C) ell, first of all, it's our position that
the target of an abouts communication is still the user of the
targeted selector. It's not the sender or recipient of the
e-mail or other communication that contains the targeted
selector. I mean, that's where the foreign intelligence

interests lie, in the user of the targeted selector,

To the extent that the IP filters and _

' _ensure that at least one end bf the

communication is ouktside the United States, more often than not,
I would suspect both ends of the communication are outside the

United States. We're collecting abouts of purely transient

NI _communications such that it's less likely that there's U.S

.persons_involved or U.S.-person. information involved.

EOR—SECRETLLCOMINT/ALORCON , AOFRRM.2036 (RMB) 000367
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THE COURT: Okay.

e (h)(6)

- With-one-other—question: - -For-example, -

-TOR_SECRET//COMINT.LLORCON—AREWAHEY-8936 (RMB) 000403
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—
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- {0} (6)
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purpose of the acqguisition and not containing evidence of a
crime. So the implication is that if it does do that, the five
vears may not necessarily be -- fair enough.

A1l right. Number 13, page 11 of your response from
vesterday. Now, I had a couple of questions with respect to the
three minimization procedures and what they say about the
director being able to do certain things, but , I
understand that you alerted the staff before the hearing that
there's another potential issue that you have thought of that
could impact this issue.

(0)(8): (b}THC) Correct. There’'s a provision in the FISA
" that was recently changed, 1806(i), which basically says -- the
previous iteration of that provision of the statute said if you
are unintentionally acquiring radio communications when the
sender and all intended recipients are located in the
' Uﬁited States, the attorney general has to determine whether or
not that piece of information can be retained in very extreme
circumstances, otherwise such circumstances have to be destroyed
upon recognition.

The recent FISA Amendments Act struck "radio" out of that
provision such that the provision appears to on its face apply
to all types of acquisitions conducted under the act. Whethef
or not that particular provision applies to this type of

collection such that it would regquire us to basically destroy

domestic communications as they are recognized is an issue that

TOR-SECRET//COMINT//ORCON—MNIHRN 5036 (RMB) 000408
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apply. 2and so under the Fourth Amendment applying, that ﬁe
would submit would be reasonable under the Fourth Amendment.

(mwxmx”w)‘ And I would note that in his opinion on
the Yahoo litigation, Judge Walton recognized the réasonableness
of a presumption that non-U.S. persons located overseas are more
likely to communicate with other non-U.S. persons located ’
overseas which may bear on the volume of potentially -- or
abouts communications that potentially implicate U.S. persons
versus non-U.S. persons. I think if yéu apply that presumption,
it's more likely that an about will not implicate U.S.-person
information.

THE COURT: Okay. Fair enough.

well, that's really all that T ~-
Jﬁdge, I'm sorry.

THE COURT: Yes. Go ahead, GGl

(b)(®) With regard to the abouts, it's occurred
to me, Jjust to be clear on the record, there were -sort of
subcategories of such communications that were laid out in a
footnote to Judge Kotelly's opinion in the PAA that in turn I
think referred to an opinion issued or an order issued by Judge
Vinson last vyear.

Do those -categories, as previously set out in those
places, continue to be accurate and up to date and complete in

Al terms of the communications_ that are obtained?

- : think-so.— If I recall correctly, .and I .
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may not have a.ll‘-categories off the top of my head, we have
the instance where the selector is mentioned in the body of an

e-mail sent between two communicants.

' THE COURT: Well, there was-
| s -

(D)(B): (bXTHC)

THE COURT: O©Okay. Thank you, @& for that.

Appreciate it. 8So I guess the only other outstanding issue at
the moment is the 1806, I'll call it, issue, and what is your

thinking in terms of timing? Obwiocusly, at this point at least

we have the September 4 deadline that we're looking at, but what

MR. OLSEN: We're going to turn to this immediately

TOP—SECRED/LCOMINTAORCONT—HET IR soa6 (RMB) 000414
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. . \ : . {(h)(B); (bY7HC)
following the hearing. This has been, as I think

mentioned, been an issue we identified yesterday or the day
béfore in the evening.

So we have the right folks here to talk about it, and my
expectation first would be that we would be able to.communicate
directly with the Court staff. I don't know how quickly we will

have a definitive answer, but I would expect that we will have a

definitive answer, understanding the timing of this owverall, by

i tomorrow at some point and that what I expect to do is to have

something in writing, perhaps not very formal, something along

" the lines of what we recently gave to the Court to address this

issue.

| It may be that that will be, in terms of our view, that we

think we have a resolution to the issue and that no further

action is necessary. It may be that_We have other steps to
propose to the‘Court, but we certainly understand the importance
cf moving qﬁickly and turn to this right away.

THE COURT:

(b)(8): (L))

we'd just like to clarify, statements that were made previously

Okay. Fair enough.

And there were three other issues that

that we just want to provide mavbe a fuller context to.

THE COURT: Sure.

(B)E): ()7 XC) With respect to oversight and the number

_some perspective_on the relative nature of that number, since _

of compliance incidents that'we've identified, just to give yvou |

TOP SECRET//COMINT/ /ORCON, NOBORMY 0936 (RMB) 000415
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the acquisition of the Protect America Act began, NSA has tacked
over-selectors. So the fact that we'wve identified -or
so actual compliance incidents 1is, relatively speaking, a very,
very small‘number.

Another point that we'd just like to provide a little more
clarification on is the point that —made with
respect to extending the five-year retention period for
pa'rticular communications, and maybe—can expand on
this a little bit more.

We just want to make it clear that with respect to the
determination. by the SID director to extend that, that's not on
a communication-by-communication or selector-by-selector basis.
It can be a breoader range of communications that the SID
director may make that determination for and extend the
retention period.

THE COURT: Are you focusing on a particular part of
the procedures? Can we look at them? That will help me, I
think. These are the NSA minimization procedures?

(b)(B) It's section 6(b).

(b)(8): (B)7)C) There's one in 6(b), and there's one in
5(3) (b).

ECHENE -y I ask a question?

THE COURT: Absolutely. Go ahead, [KE) '

exey Has the SID director invoked thig

provision? Is there an extensicn currently in place?_ . .

TOP SECRET//COMINT//QRCON, NaFEQENr9s6 (RMB) 000416
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don't want to leave a misimpression, when you read this
together, i1f we discover -- if we find that there are U.S.-
person communications here, we wili take this action.

If, however, we haven't discovered that and the SID
director extends the period, it's possible it will be
undiscovered U.S,-person communicatioﬁ during that seven-year
period. So we don't want to give a misimpression by saying
retained no longer than five years in any event.

I guess it should be read to say in any event -- I don't
know where it is, but it allows the SID director to extend the
retention periocd as invoked. In that case, undiscovered. We
haven't realized it, but we have these kinds of communications.
They would continue to be retainéd as well,

THE COURT: That's because they're undiscovered., If

MR, S That's correct. If it's discovered --

e ———
==y - — —— o T T = — — — e -
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(D)(B): (b)7)C)

targets and basically

foreign intelligence p

We just want it t

the regquirement that t

practice that determination is made on a much more ongoing basis

THE COURT:

All right,
(E)(B); (b)U7NC)
| A THE COURT:

I appreciate it. Aall

(Proceedings adjourned at 11:02 a.m.)

. is a true.and correc
the original

to the ongoing requirement that an analyst keep track of its

analyst has to make that determination.

_ but I appreciate that clarification.

Anythihg else?

Deputy Glerk.
= ls document

and one last clarification. With respect

is responsible for ensuring the continuing

urpose of the collection, _said

o be clear that that is the outer limit of

hat determination be made and that in.

and I don't think I understood it to mean

That's all, Your Honor.

Okay. Thank you so much, everybody.

right. We are adjourned.

-8936 (RMB) 000419



